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Configuration Guide for Bintec Series II IPSEC tunnels (Bintec router to Bintec router) 
 

The Bintec Series II routers include a free IPSEC (limited) License.  
This is implemented through a IPSEC enabled firmware - Download from www.bintec.net 

Default "setup" screen 

 

  

 

 

 

 

 

 

 



 

Configure the "LAN" menu: 

 

  

Depending on ISDN or xDSL conneciton you need to configure your WAN connection 

xDSL example: 

 

  



 

Once your 2 end points are connected to the internet. 

You need to configure the IPSEC tunnel 

  

Use the Wizard to default all settings and Open NAT for IPSEC 

 

  

Use which Default IPSEC Authentication Method ? Select PSK 

  

Which Local ID should be used for IPSec ? VPN1 

(to keep the configuration simple we will use the same ID,  Password and Locical 

  

Configure Peers ? Start 

  

 

 

 

 



 

 

  

Description = VPN1 

Peer Address = the WAN IP of the Remote VPN end Point 

(if the remote end point is Dynamic, leave this blank) 

Peer ID = VPN1 

Pre Shared Key = VPN1 

  

Configure Peer Traffic ?  Start 

 

 

 

 

 

 

 

 



  

 

  

Description = VPN1 

Protocol = "dont-verify"  

This instructs the Bintec router to IPSEC encrypt all trafic types between the local LAN and the remote network 
LAN. 

Define the Local LAN IP range and Remote LAN IP range.  

The "/ 24" is the mask applied to the addresses, 24 = 255.255.255.0, 16 = 255.255.255.0 etc... 

 

 

 

 

 

 

 

 

 



 

 

  

The configuration is completed.  

Select Exit, and then Save the Config. 

(not at this point also do master "Configuraiton management Save Option" 

  

Now Verify the confing. 

  

 

 

 

 

 

 

 

 

 



 

Select Pre-IPSEC rules: 

 

(your config should be like above) 

  

Select Configure Peers: 

 

(your config should be like above) 



  

The above procedure needs to be repeated on the remote Bintec Router. 

(Note: some of the IP settings need to be reversed - Local IP will now be the Remote IP etc..) 

  

After saving the configuration go to the command prompt in the Bintec router (Exit setup menu) and test the IPSEC 
connection via pinging the remote network. 

  

Go back into the Setup menu 

Select Monitoring 

Select IPSEC monitor 

Select Global Statistics 

 

You should see Peers Up 1 / 1 ( 0 / 1 indicates the connection did not establish) 

  

Note: Dynamic End Points. 

To support one end being Dynamic, you need to change the IKE Phase 1 mode. 

Select Edit IKE Phase 1: 

Change the mode section to aggressive (from id_protect) 



 

This will enable a Dynamic to Statis IPSEC connection. 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 

Summary: 
(If required) 
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