TechnicalArticle.doc
Versionl1.0 23/10/07

TECH ARTICLE  oate: 1311172007

Revision Date (6 months max): N/A

Topic / Issue: Bintec Series 11, X1200 Il and X1000_II IPSEC Configuration

Written By: Scott Young

Configuration Guide for Bintec Series Il IPSEC tunnels (Bintec router to Bintec router)

The Bintec Series Il routers include a free IPSEC (limited) License.
This is implemented through a IPSEC enabled firmware - Download from www.bintec.net

Default "setup” screen

B Telnet 192.168.1.254 o ﬂ

#1200 II Setup Tool BinTec Accessz Metworks GmhbH
»1288 ii
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ress <Ctrl-n>,. <Ctrl-p>* to scroll through menu itemsz,. <Heturn* to enter




Configure the "LAN" menu:

B Telnet 192.168.1.254 __}|:| ii

#1288 11 Setup Tool BinTec Acces=z Metworks GmhbH
[LAM]1: Configure LAM Interface x*x12808 i1

IP-Conf iguration anual
local IP-Mumber 122.168.1.254
local Metmazk 255.255.255.8
Second Local IP-Humber
Second Local Metmaszk
Encapsulation Ethernet II
Mode Auto

MAC Address

Bridging dizahbhled
Advanced Settings >
Uirtual Interfaces >
SAUE CAMCEL

lilce <Space> to select

Depending on ISDN or xDSL conneciton you need to configure your WAN connection

XDSL example:

B Telnet 192.168.1.254 __II:I i!

#1208 11 Setup Tool BinTec Acce=ss Metworks GmhH
[SLOT 3 ETH]1: Configure Ethernet Interface x*x1208 ii

IP—Configuration

local IP-Humbhew 18.8. 8.1

local Hetmaszk 255.8.8.8

Second Local IP-MWumbew

Second Local Metmask

Encapzulation Ethernet II

Mode 18 MBit Full Duplex
MAC Address

Bridging dizabled
Advanced Settings >
Uirtual Interfaces »

SAVE CAMCEL

llze <Space? to select




Once your 2 end points are connected to the internet.

You need to configure the IPSEC tunnel

Use the Wizard to default all settings and Open NAT for IPSEC

B Telnet 192.168.1.254 o ﬂ

#1288 II Setup Tool BinTec Accessz Metworks GmhbH
[IPSEC]1: IPzsec Configuration — Main Menu »120808 ii

There are still some prereguisite configuration steps to do.
Do vou want to use the wizard?

Wes| No

Use which Default IPSEC Authentication Method ? Select PSK

Which Local ID should be used for IPSec ? VPN1

(to keep the configuration simple we will use the same ID, Password and Locical

Configure Peers ? Start




B Telnet 192.168.1.254 -o £|

H12008 II Setup Tool BinTec Access Hetworks GmbH
[IPSECIIWIZARDIIPEER]: IFPzec Wizard — Configure Peer »x12808 ii

Description:
Admin Status: Oper Status: down

Peer Address:
Peer IDs:
Pre Shared Hey:

IPSec Callback:

Uirtual Interface: no

CAMCEL

Description = VPN1

Peer Address = the WAN IP of the Remote VPN end Point
(if the remote end point is Dynamic, leave this blank)

Peer ID = VPN1

Pre Shared Key = VPN1

Configure Peer Traffic ? Start




B Telnet 192.168.1.254 o ﬂ

#1288 II Setup Tool BinTec Accessz Metworks GmhbH
[WIZARDIL[ADD]1: Traffic Entry C(UPH1> »*x12808 ii

Description: UPMN1
Protocol: dont—verify

Local:
Type: net Ip= 1922_168.1.8 A 24

Remote:
Type: net Ip: 1%2.168.8.8 s 24

Action: protect

CAMCEL

Description = VPN1
Protocol = "dont-verify"

This instructs the Bintec router to IPSEC encrypt all trafic types between the local LAN and the remote network
LAN.

Define the Local LAN IP range and Remote LAN IP range.

The "/ 24" is the mask applied to the addresses, 24 = 255.255.255.0, 16 = 255.255.255.0 etc...




B Telnet 192.168.1.254 -o £|

1288 II Setup Tool Access Metworks GmbH
IPzec Configuration — Wizard Menu »x12808 ii

IPsec 1st step configurations wizard

Conf iguration History:
+ Check for Peer ...
IPSEC already enabled
Pre Shared Hey now =zet
IPSEC already enabled
Check for ISDM Callback configuration ...
Check for Peer Uirtual intewrface ...
Check for Peer Traffic ...
Peer Traffic now configured <(Index 2>
IPzec Wizard finizhed =

N
1
[}
1
1
L}
[}
1
1
L}
[}
1
1
L}
L]

Hhat to do? clear config
tcreate syszlog messages for configuration history? <<Space> to choosel
({Return’> to zelectl
Exit

se 48pace? to choose <Return?> to select

The configuration is completed.
Select Exit, and then Save the Config.

(not at this point also do master "Configuraiton management Save Option"

Now Verify the confing.




Select Pre-IPSEC rules:

B Telnet 192.168.1.254 __}|:| ii

#1288 11 Setup Tool BinTec Acces=z Metworks GmhH W
[PRE IPSEC TRAFFIC]1: IPzec Configuration — Configure Traffic List x*x12808 i1

X x

Highlight an entry and type
‘u"'d* to move upsdown,. ‘a

i’ to insert new entry below,.
to select as active traffic list

¥

Local Address MR Port Proto Remote Addrezz M~sR Port A Proposal
= _@.80.8 M@ B o]0] udp A.a.8.8 M@ B o]0] PA

AFPPEND DELETE E&IT
Press <Ctvrl-n>,. <Ctrl-p>* to scroll. <Space’ tag- untag DELETE. <Return* to edit

(your config should be like above)

Select Configure Peers:

B Telnet 192.168.1.254 __II:I i!

#1200 II Setup Tool BinTec Acce=s=z Metworks GmhH W
[PEERS1: IPsec Configuration — Configure Peer List x*x1208 ii

Highlight an entry and type ‘I' to insert new entry helow,
‘U 2D to move upAsdown. M’ to monitor,. *PSCEAFT’ to change sorting.

State desCription Eerid eerfddress roFile Traffic
dorm UFH1 UFHN1 18.8.8.2 d 3

APPEND DELETE REORG EXIT

Prezs <Ctrl-n>». <Ctrl-p>* to scroll, <Space? tag-suntag DELETE. <Return?> to edit

(your config should be like above)



The above procedure needs to be repeated on the remote Bintec Router.

(Note: some of the IP settings need to be reversed - Local IP will now be the Remote IP etc..)

After saving the configuration go to the command prompt in the Bintec router (Exit setup menu) and test the IPSEC
connection via pinging the remote network.

Go back into the Setup menu
Select Monitoring
Select IPSEC monitor

Select Global Statistics

B Telnet 192.168.1.254 o ii

120080 II Setup Tool BinTec Accessz Metworks GmhbH
[HONMITORILIPSECILETATE]1: IPsec Monitoring — Global Statistics x1288 ii

Up Dormant: @ Blocked: @
Phaze 1 Phasze 2: 1 ~1

Packets In Out

Total 180697 174355
Pazsed g6c881 Q2289
Dropped:=: 3 a

Protect: 32336 32381

Errors =

EX1T

You should see Peers Up 1/ 1 ( 0/ 1 indicates the connection did not establish)

Note: Dynamic End Points.
To support one end being Dynamic, you need to change the IKE Phase 1 mode.
Select Edit IKE Phase 1:

Change the mode section to aggressive (from id_protect)




This will enable a Dynamic to Statis IPSEC connection.

B Telnet 192.168.1.254 ﬂﬂﬂ

#1280 II Setup Tool BinTec Accesz Metworks GmhbH
CIFSECI[PFHASEL 1[EDIT ] x1288 ii

Description <Idx 3> = =autogenerated=

Propozal 1 (Blowfish-HMD5>

Lifetime use default

Group 2 (1824 hit HODP>»
Authentication Method Pre Shared Keus

Mode hgoressive |
Heartheats none

Block Time A

Local ID UPH1

Local Certificate none
CA Certificates
Mat-Traversal

enahled

View Proposals >
Edit Lifetimes »

CANCEL

ze 4<Space? to select

Summary:
(If required)
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