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Notice to Users
This document, in whole or in part, may not be reproduced, translated or reduced to any machine-readable form without prior written approval.

Epygi provides no warranty with regard to this document or other information contained herein and hereby expressly disclaims any implied warranties of
merchantability or fitness for any particular purpose in regard to this document or such information. In no event shall Epygi be liable for any incidental,
consequential or special damages, whether based on tort, contract or otherwise, arising out of or in connection with this document or other information
contained herein or the use thereof.

Copyright and Trademarks

Copyright © 2003-2014 Epygi Technologies, LTD. All Rights Reserved. Quadro and QX are registered trademarks of Epygi Technologies, LTD. Microsoft,
Windows and the Windows logo are registered trademarks of Microsoft Corporation. All other trademarks and brand names are the property of their
respective proprietors.

Emergency 911 Calls
YOU EXPRESSLY ACKNOWLEDGE THAT EMERGENCY 911 CALLS MAY NOT FUNCTION WHEN USING QUADRO OR QX AND THAT EPYGI TECHNOLOGIES,
LTD. OR ANY AFFILIATES (AGENTS) SUBSIDIARIES, PARTNERS OR EMPLOYEES ARE NOT LIABLE FOR SUCH CALLS.

Limited Warranty

Epygi Technologies, LTD. (‘Epygi’) warrants to the original end-user purchaser every Quadro and QX to be free from physical defects in material and
workmanship under normal use for a period of one (1) year from the date of purchase (proof of purchase required) or two (2) years from the date of
purchase (proof of purchase required) for products purchased in the European Union (EU). If Epygi receives notice of such defects, Epygi will, at its
discretion, either repair or replace products that prove to be defective.

This warranty shall not apply to defects caused by (i) failure to follow Epygi’s installation, operation or maintenance instructions; (ii) external power
sources such as a power line, telephone line or connected equipment; (iii) products that have been serviced or modified by a party other than Epygi or an
authorized Epygi service center; (iv) products that have had their original manufacturer’s serial numbers altered, defaced or deleted; (v) damage due to
lightning, fire, flood or other acts of nature.

In no event shall Epygi’s liability exceed the price paid for the product from direct, indirect, special, incidental or consequential damages resulting from the
use of the product, its accompanying software or its documentation. Epygi offers no refunds for its products. Epygi makes no warranty or representation,
expressed, implied or statutory with respect to its products or the contents or use of this documentation and all accompanying software, and specifically
disclaims its quality, performance, merchantability or fitness for any particular purpose.

Return Policy

If the product proves to be defective during this warranty period, please contact the establishment where the unit was purchased. The Integrator will
provide guidance on how to return the unit in accordance with its established procedures. Epygi will provide the Return Merchandise Authorization
Number to your retailer.

Please provide a copy of your original proof of purchase. Upon receiving the defective unit, Epygi, or its service center, will use commercially reasonable
efforts to ship the repaired or a replacement unit within ten business days after receipt of the returned product. Actual delivery times may vary depending
on customer location. The Distributor is responsible for shipping and handling charges when shipping to Epygi.

European Limited Warranty

The European Limited Warranty is the same as the Limited Warranty above, except the warranty period is for two years from the date of purchase.

Extended Warranty
Extended Warranty Option

Epygi offers an extended warranty program available for purchase by end users. This option is available at the time of purchase, extending the users
original warranty for an additional three (3) years. Combined with the original warranty, the extended warranty would offer a total of five (5) years
protection for European end users and four (4) years protection for non-European end users.

Extended Warranty Statement

Epygi Technologies, LTD. extends its Limited Warranty for an additional period of three (3) years from the date of the termination of the original Limited
Warranty period (proof of purchase required).

Epygi reserves the right to revise or update its products, pricing, software, or documentation without obligation to notify any individual or entity. Please
direct all inquiries to:

Epygi Technologies, LTD.
1400 Preston Road, Suite 300, Plano, Texas 75093
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Administrative Council for Terminal Attachments (ACTA) Customer Information

This equipment complies with Part 68 of the FCC rules and the requirements adopted by the ACTA. Located on the equipment is a label that contains,
among other information, the ACTA registration number and ringer equivalence number (REN). If requested, this information must be provided to the
telephone company.

The REN is used to determine the quantity of devices which may be connected to the telephone line. Excessive REN’s on the telephone line may result in
the devices not ringing in response to an incoming call. In most, but not all areas, the sum of the REN’s should not exceed five (5.0). To be certain of the
number of devices that may be connected to the line, as determined by the total REN’s contact the telephone company to determine the maximum REN for
the calling area.

This equipment cannot be used on the telephone company-provided coin service. Connection to Party Line Service is subject to State Tariffs.

If this equipment causes harm to the telephone network, the telephone company will notify you in advance that temporary discontinuance of service may
be required. If advance notice isn’t practical, the telephone company will notify the customer as soon as possible. Also, you will be advised of your right
the file a complaint with the FCC if you believe it is necessary.

The telephone company may make changes in its facilities, equipment, operations, or procedures that could affect the operation of the equipment. If this
happens, the telephone company will provide advance notice in order for you to make the necessary modifications in order to maintain uninterrupted
service.

If trouble is experienced with this equipment, please contact EPYGI TECHNOLOGIES, LTD.

If the trouble is causing harm to the telephone network, the telephone company may request you to remove the equipment from the network until the
problem is resolved.

Electrical Safety Advisory
To reduce the risk of damaging power surges, we recommend you install an AC surge arrestor in the AC outlet from which the Quadro or QX is powered.

Industry Canada Statement
This product meets the applicable Industry Canada technical specifications.

Safety Information

Before using the Quadro or QX, please review and ensure the following safety instructions are adhered to:
e To prevent fire or shock hazard, do not expose your Quadro or QX to rain or moisture.
e To avoid electrical shock, do not open the Quadro or QX. Refer servicing to qualified personnel only.
e Never install wiring during a lightning storm.
o Never install telephone jacks in wet locations unless the jack is specified for wet locations.
e Never touch uninsulated telephone wire or terminals unless the telephone line has been disconnected at the network interface.
e Use caution when installing or modifying cable or telephone lines.
e Avoid using your Quadro or QX during an electrical storm.
e Do not use your Quadro, QX or telephone to report a gas leak in the vicinity of the leak.
o An electrical outlet should be as close as possible to the unit and easily accessible.

Emergency Services

The use of VoIP telephony is made available through IP networks such as the Internet and is dependent upon a constant source of electricity, network
availability and proper operation of the equipment. If a power outage, network disruption or equipment failure occurs, the VoIP telephony service could
be disabled. User understands that in any of those events the Quadro or QX may not be able to support 911 emergency services, and further, such services
may only be available via the user's regular telephone line or mobile lines that are not connected to the Quadro or QX. User further acknowledges that any
interruption in the supply or delivery of electricity, network availability or equipment failure is beyond Epygi's control and Epygi shall have no
responsibility for losses arising from such interruption.

Music on Hold Copyright

The default Music on Hold on the Quadro or QX is a 22 second fragment from Chopin's Nocturne Op.9 #2 performed by Marina Vardanyan and kindly
provided to Epygi Technologies, LTD. The recording is royalty free.

Compliance with Laws

You may not use the Epygi Materials for any illegal purpose or in any manner that violates applicable domestic or foreign law. You are responsible for
compliance with all domestic and foreign laws governing Voice over Internet Protocol (VoIP) calls.
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About this Administrator's Guide
The QX IP PBX Manual is divided into three parts:

® Manual-I: Installation Guide gives step-by-step instructions to provision the QX IP PBX and configure the phone extensions with the Epygi SIP Server.

After successfully configuring the QX IP PBX, users will be able to make SIP phone calls to remote QX IP PBX devices, make local calls to the PSTN and
to access the Internet from devices connected to the LAN.

® Manual-II: Administrator's Guide explains all QX IP PBX management menus available for administrators only. It includes a list of all System Default
Values.

® Manual-III: Extension User's Guide explains all QX IP PBX management menus available for extension users. A list of all call codes can be found there,
too.

This guide contains many example screen illustrations. Since QX IP PBXs offer a wide variety of features and functionality, the example screens shown may
not appear exactly the same for your particular QX IP PBX as they appear in this manual. The example screens are for illustrative and explanatory
purposes, and should not be construed to represent your own unique environment.

QXIP PBX’s Graphical Interface describes to the QX IP PBX's graphical user interface and explains all recurrent buttons.

Administrator’s Menus explains the Administrator's management pages according to the menu structure shown on the main page of the QX IP PBX
management.

Appendix: PBX Services for QX IP PBX’s Administrator explains PBX features for administrator accessible from the handset.
Appendix: System Default Values lists all factory defaults.

Appendix: Moderator's Menus explains all menus that can be accessed and configured by conference moderators. (Applicable if the Conference Server
and/or the Video Conferencing features are activated on the system.)

Appendix: Software License Agreement includes the contract for using QX IP PBX's hardware and software.
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QX IP PBX'’s Graphical Interface

Dashboard - Administrator’s Main Page

When the administrator logs in, the Epygi QX Management page is displayed with a table of active calls (including information about call peers, call
duration and start time) at the startup. The number of total active calls is displayed below the table.
The button Terminate next to each active call is used to terminate the corresponding call.

The Start Recording button next to each active call (except for calls to Auto Attendant) is used to manually start the recording of the corresponding call.

Once the call recording is started, the button changes to Stop now used to manually stop the call recording. The call recording can be restarted again if
needed.

The following main menus are available on Epygi QX50/QX200/QX2000: Setup, Extensions, Interfaces, Telephony, Firewall, Network, Status and
Maintenance. By clicking on menus the administrator may access the settings in each respective category and perform actions specific to each category.

The following menus may additionally occur when pressing to the PBX or Conference extensions:
®  Your Extension (see Manual III: Extension User’s Guide)

(] Conference

The Return link is used to return to the Epygi QX50/QX200/QX2000 Management page.

Epygi QX200 Management @

Active Calls

Call Start Time Call Duration Calling Phone Called Phone
26-Jun-2014 12:20:00 16 sec “7415101" 101 m Terminate

26-Jun-2014 12:19:56 20 sec "7415102" 102 m Terminate

26-Jun-2014 12:20:03 13 sec "7415103" 103 m Terminate

Active Calls Count: 3

Firmware Version: 5.3.28/Release

Users currently logged in:

- admin from 192.168.78.17, expires 15:53
- admin from 192.168.70.17, expires 14:36
- admin from 192.168.74.93, expires 12:4@
- admin from 192.168.78.27, expires 12:39

Internet connection status: static IP

Refresh in 593 seconds!

Fig.Il- 1: Epygi QX IP PBX Management page

The functional button Renew Wan IP Address appears on the administrator’s main QX IP PBX Management page if the QX IP PBX device acts as a DHCP
client. The Renew WAN IP Address button is used to obtain a new WAN IP address in case, e.g., the QX IP PBX moves to another network.

The button Pending Events will be displayed in the upper right corner of the Administrator’s Main Menu page. Clicking on the button will lead to the
Events page that can be also accessed from the Status Menu.

Language selection is available only when the custom Language Pack has been uploaded and it is used to enable custom language for QX GUI or returning
back to the default language - English.

The list of Users currently logged in is seen in the lower right corner of the Administrator's Main Menu. Information about IP address user accessed QX
IP PBX GUI from, the username user is logged in and the time until the next automatically logout is provided herein. The current version of the QX IP PBX's
firmware and of its boot loader is also available here. The idle session timeout is set to 20 minutes. If no action is performed during that time, user will be
automatically moved to the Login page and will be requested to login again.

Log Out is used to close the session between the user PC and QX and to leave the QX Web Management or to enter the management with another login.

QX50/QX200,/QX2000; (SW Version 6.0.x) 9
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Administrator’s Menus

Setup Menu

The Setup Menu consists of the following sections:

® Basic Setup
— For QX50/QX200 - System (LAN)

— For QX2000 - System Configuration Wizard & sewp Overview

» Basic Setup
— For QX50/QX200 - Internet (WAN) : System (AN Configure AN interaceand regonal sttings.
. . . i “ Internet (WAN) ~ Configure WAN interface settings and adjust connectivity with external network.
— For QX2000 - Uplink Configuration Wizard ' Date and Time  Configue tim servr and/or time clent.

Email settings for automatically generated emails (events, voice mall, etc).

— Date and Time .

— Email (SMTP) System Securiy

Security Seftings et security level to Low, Medium, or High for all passwords used in the system,

— Short Text Messaging (SMS) Licensed Features

Feature Ke

SMS settings for automatically generated text messages to mobile phones.

List of licensed features that may be activated by installing a software license key.

Fres

Activate a one-time trial on one or many licensed features.

® System Security

Redundancy
. Redundanc Configure a redundant (high availability) system using a master and backup units connected through LAN
® Licensed Features ports,
Language Pack
— Feature Keys Language Pack  Upload a custom language for GUL voice messages, and supported TP phones

— Free Trial Activation

® Redundancy
Fig.Il- 2: Setup Menu page

® Language Pack

QX50/QX200,/QX2000; (SW Version 6.0.x) 10
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Basic Setup

System (LAN) - System Configuration Wizard

The System Configuration Wizard allows the administrator to define the QX IP PBX’s Local Area Network settings and to specify regional configuration
settings to make QX IP PBX operational in its LAN. The System Configuration Wizard MUST be run upon QX IP PBX's first startup to make sure that it
works properly in its network environment. The Wizard allows navigating through the following basic configuration parameters and settings:

®  System Configuration (see below)

(] DHCP Settings for the LAN Interface

®  Regional Settings and Preferences (see below)

®  Emergency Codes and PSTN Access Code Settings (see below)

DHCP Settings for the LAN are described in the chapters

below. The LAN configuration and regional settings will be . et WAt |0
described later in this chapter. ’ System Configuration Wizard =
Please Note: It is strongly recommended to leave the Toleph Geting Started

“This wizard guides you through;

factory default settings if their meanings are not fully
clear to the administrator.

. syt

onfiguration
195 for the LAN Interface.
ings and Preferences.
« Emergency Codes and PSTN Access Code Sefiings.

Previous Next

Fig.Il- 3: System Configuration Wizard - Getting Started page

The System Configuration page contains the host name, IP
address and Subnet Mask information about the QX IP PBX
LAN interface. These settings make QX IP PBX available to the

internal network. & e System Configuration Wizard =

The System Configuration page offers the following input
options:

System Configuration

Host Name requires a host name for the QX IP PBX device.

Domain Name: | epygi-config.loc

LAN IP Configuration

Domain Name requires the LAN side domain name which the
QX IP PBX belongs to.

IP Address requires the QX IP PBX host address for the LAN s
interface.

Subnet Mask requires the QX IP PBX hosts’ Subnet Mask.

Previous Next

Fig.Il- 4: System Configuration Wizard - System Configuration page
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The Regional Settings and Preferences are used to select
settings specific to the location of the QX IP PBX. This is
important for the functionality of the voice subsystem.

The Regional Settings and Preferences page has two drop
down lists to select the Your Locale (location) and a
corresponding Timezone. QX IP PBX will support Daylight
Savings (DST) correction if it is available for the selected time
zone.

This page also has a manipulation radio button group to
choose:

® System Language - selection is available only when the
custom Language Pack has been uploaded and it is used
to enable custom language for system voice messages or
returning back to the default language English.

The Emergency Codes and PSTN Access Code Settings are
used to configure the emergency dial plan.

The Emergency Codes text field requires the PSTN numbers
of the emergency or lifeline services. Multiple emergency
codes, separated by commas, can be inserted in this field. For
each emergency code, a routing pattern will be generated in
the Call Routing Table, which will allow faster and easier calls
to emergency destinations.

The PSTN Access Code drop down list allows you to select the
prefix code for accessing the PSTN line in the routing mode.
Dialing the digits inserted in this text field will provide the
PSTN dial tone when dialed from the handset.

Internet (WAN) - Internet Configuration Wizard

epysi

& Setup

QX50/QX200/QX2000 Manual II: Administrator’s Guide

Intemet WAN) | DateandTime  Emll STP)
System Configuration Wizard @

Short Text Messaging (SMIS)

Regional Settings and Preferences

Yourlocale (location): [Armenia v
Timezone: (GHT+04:00) Yerevan v

Choose System Language

© ttalian (taly)

English (US)

Previous Next

epygi

£ Setup

Fig.Il- 5: System Configuration Wizard - Regional Settings page

Basic Setup

Intemet WAN) | DateandTime  Emll STP)
System Configuration Wizard o)

Short Text Messaging (SMS)

Emergency Codes and PSTN Access Code Settings

Please enter all your Emergency Codes separated by commas and PSTN Access Code into following fields:

Emergency Codes: a1

PSTN Access Code: 9

Previous Next

Fig.Il- 6: System Configuration Wizard - Emergency Codes and PSTN Access Code Settings page

The Internet Configuration Wizard (Uplink Configuration Wizard in case of QX2000) allows the administrator to configure the WAN interface settings
and to adjust QX IP PBX’s connectivity with an external network. The Internet Configuration Wizard MUST be run for QX IP PBX to be connected to

the Internet.

QX50/QX200,/QX2000; (SW Version 6.0.x)
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All the settings of the Internet Configuration Wizard are
described in the chapters below except those for the IP

settings, which will be described in this chapter. e (AN DateandTme  Enail TR Shot et essaging 515)
@ sew Internet Configuration Wizard o)

Attention: It is strongly recommended not to change the
factory default settings if their meanings are not fully ceting Siates
clear to an administrator. This i gt ou thoust

- Upl

on
and, based on which WAN Interface Protocol you selectthere, through
1. for Protocols "PPPOE" Il for Protocol "PPTP" 1 for Protocol "Ethernet"

« PPPIPPTP Configuration « WANIP Configuration « WANIP Configuration
e Configuration TP Configuration terface Configuration
terface Configuration ettings

Fig.Il- 7: Internet Configuration Wizard - Getting Started page

The Wizard allows navigating through the following basic configuration parameters and settings:

® Uplink configuration (see below)

For Protocols PPPOE (available only for QX50/QX200): For Protocols PPTP (available only for QX50/QX200): For Protocols Ethernet:
® PPP/PPTP Settings ®  WAN IP Configuration (see below) ® WAN IP Configuration
® WAN Interface Configuration (see below) ®  PPP/PPTP Settings ® WAN Interface

Configuration (see below)

® DNS Settings

® DNS Settings ®  WAN Interface Configuration (see below)
° DNS Settings

The Uplink Configuration page allows you to select the QX
IP PBX's WAN interface connection type and its bandwidth
settings. These settings will make QX IP PBX available to the epygi
external network.

Depending on the Uplink Interface Protocol selection, the
page following the Uplink Configuration page is different. g e Internet Configuration Wizard @
Thus if PPPOE is selected, the next page will be PPP
Configuration, while selecting Ethernet will bring up the
WAN IP Configuration page.

Uplink Configuration

The Uplink Configuration page offers the following i
components:

PPTP Upstream: 100000

cbit's] (max. 100000

© Ethernet Downstream: 100000 (max. 100000

The WAN Interface Protocol radio buttons are used to
choose the protocol depending on the requirements of the
ISP (Internet Service Provider):

ian Win Data Rate: [0 Koits]

®  PPPoE (available only for QX50/QX200) - turns on
the PPP over an Ethernet connection.

Previous Next

®  PPTP (available only for QX50/QX200) - turns on
the Point to Point Tunneling Protocol (PPTP)
interface used for the connection between QX IP
PBX and ADSL modem. A fixed IP address
configuration is needed in this case.

. Fig.Il- 8: Internet Configuration Wizard - Uplink Configuration page
®  Ethernet- turns on the Ethernet connection

The WAN Interface Bandwidth settings allow the specification of the upstream and downstream speeds in kbit/s, helping to assure the quality of IP calls.
An IP call looses the voice quality if there is no available bandwidth. When approaching the limits of bandwidth capacity, another IP call will be declined.

The bandwidth provided by the ISP has to be specified in the text fields Upstream Speed and Downstream Speed. The default entry in both fields is
100000, the maximum bandwidth of a 100 Mb Ethernet. You may see the required bandwidth in the chapter Needed Bandwidth for IP Calls.

The Min Data Rate text field requires the amount of upstream bandwidth that ought to remain for data applications even if voice applications use the
entire available upstream bandwidth. The value selected here needs to be smaller than the upstream bandwidth and is measured in kbit/s.

QX50/QX200,/QX2000; (SW Version 6.0.x) 13
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The WAN IP Configuration page is only displayed if Ethernet or PPTP has been selected to be the uplink protocol. It offers the following components:

The Assign automatically via DHCP radio-button selection
switches to automatic retrieval of the WAN IP address from a
DHCP server at the ISP/uplink.

epysi

System (LaN) e Email(SMTP)  Short Text Messaging (SMIS)

. & sew

Please Note: DHCP referred to here is the one that runs on ’ Internet Configuration Wizard @
the provider’s side and not the QX IP PBX’s personal DHCP

Server 'WAN IP Configuration

The Assign Manually radio-button switches to the manual 1P configurstion ofthe AN tetacs

adjustment of IP settings. This selection requests the Josign automaticaly via DHCP

following parameters:

 Assign manually

1P Address: 192 188 |74 |12

IP Address requires the IP address for the QX I[P PBX WAN
interface. sumetiasi [zs5 |[2s5 |fzs5 |[o

Default Gateway: 192 | 168 |74 |Is

Subnet Mask requires the subnet mask for the QX IP PBX
device WAN interface.

Default Gateway requires the IP address of the router where
all packets are to be sent to, for example, to the router of the Previous Next
provider.

Fig.Il- 9: Internet Configuration Wizard - WAN IP Configuration page

The WAN Interface Configuration page may be used to epygi
modify the MAC address of the QX IP PBX. This might be

necessary if the ISP (Internet Service Provider) requires a Sstem 1A DateandTine  Emall (SMIF)  Short Text Messaging (SMS)

specified MAC address, for example, for authentication. This & e Internet Configuration Wizard Lo

page offers the following components:
'WAN Interface Configuration

MAC Address Assignment manipulation radio-buttons:
e This Device turns to the default MAC address of the QX
IP PBX. o T

WIAC Address Assignment

User defined:

® User Defined requires user defined MAC Address.

The MTU drop down list allows you to select the maximum
packet size on the Ethernet (in bytes). MTU is used to
fragment the packets before transmitting them to the
network. The MTU preferred value is dependent on the
Ethernet connection. The default MTU size is 1500 Bytes for
Ethernet and 1400 Bytes for PPPoE.

Waxmum Transfer Unit (MTU

T [1500 v Bytes

Previous Next

Fig.Il- 10: Internet Configuration Wizard - WAN Interface Configuration page

Needed Bandwidth for IP Calls

The bandwidth required by an IP call depends on the codecs used and these specifications are listed in the tables below:

Required Bandwidth for Standard Packets:

Packet Needed bandwidth in kbit/s using the Codecs:

Size in

msec. G'71113/G'711 G.726-16 G.726-24 G.726-32 | G.726-40 G.729a |iLBC-13.33 | G.722 G.722.1
10 105 58 66 74 82 50 - 105 74
20 84 37 45 53 61 29 - 84 53
30 76 30 38 45 53 22 27 76 45
40 74 27 34 42 50 19 - 74 42
50 71 25 32 40 48 17 - 71 40
60 67 22 30 37 45 15 20 67 37
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Needed Bandwidth for Encrypted Packets when using a SRTP:

Packet Needed bandwidth in kbit/s using the Codecs:

Size in

msec. |G-711u/G.711a| G.726-16 G.726-24 G.726-32 | G.726-40 G.729a |iLBC-13.33 | G.722 G.722.1
10 114 66 74 82 90 58 - 114 82
20 89 41 49 57 65 33 - 89 57
30 81 33 41 49 57 26 31 81 49
40 76 28 36 44 52 20 - 76 44
50 74 26 34 42 50 18 - 74 42
60 72 24 32 40 48 16 22 72 40

Required Bandwidth for Encrypted Packets when a VPN is used:

Packet Needed bandwidth in kbit/s using the Codecs:

Size in

msec. |G-711u/G.711a| G.726-16 G.726-24 G.726-32 | G.726-40 G.729a |iLBC-13.33 | G.722 G.722.1
10 148 98 105 118 124 92 - 148 118
20 105 59 65 74 81 49 - 105 74
30 90 43 52 60 66 35 41 90 60
40 85 38 45 53 61 30 - 85 53
50 80 34 41 48 56 26 - 80 48
60 74 29 37 45 52 22 26 74 45

Date and Time Settings

The Date and Time page provides information about the current system time and date. The settings may be updated through the international time and
date servers.

Time is used to set the local time (hour, minute).
Date is used to set the date (month, day, year).

Enable Simple Network Time Protocol Server enables the
SNTP (Simple Network Time Protocol) server on QX IP PBX,
thus QX IP PBX becomes the timeserver for its LAN.

Enable Simple Network Time Protocol Client enables the

& Setup

[}
SNTP client on the QX IP PBX, thus QX IP PBX becomes a client Exe Time / Date Settings
to an external timeserver. A checkbox disables Date and Time et
drop down lists and enables the following parameters:

The SNTP Servers table lists all defined NTP Servers.

@l Enable Simple Network Time Protocol Server

@ Enable Simple Network Time Protocol Client

The Add functional button opens an Add SNTP Server page
where a new NTP server can be defined. This page offers the
NTP Server radio buttons that are used to choose between a
manual and a predefined NTP server.

Add | Edit || Delete | Move up || Move down

SNTP Server

® Manual requires the NTP server’s FQDN (Full potinginterat - [1_v] hourts
Qualified Domain Name) or its IP address.

® Predefined is used to select the NTP server’s host
address from the drop down list, where the most
common NTP servers are listed. ——

Fig.Il- 11: Date and Time Settings page
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The Move Up and Move Down functional buttons are used to
sort NTP servers in the order they need to be accessed. If the

NTP server in the first position of the SNTP Servers table does ET) EEr) ]

not answer, NTP server in the next position will try to be & e Add SNTP Server =
reached. NTP server:

Please Note: You can add another NTP server to the list if the manual

defined NTP servers are not functional (for example, QX IP

PBX's date/time is not being updated automatically). ° P pavied Vg U9 .

Polling Interval indicates the time interval for the periodical save

synchronization between the timeserver and QX IP PBX. It
counts in hours.

Fig.Il- 12: Add SNTP Server page
Attention: Date and Time Settings will be reset if QX IP PBX has lost power.

System Mail Settings — Email (SMTP)

The Email (SMTP) page allows you to send warnings automatically about the board status or problems to the administrator. System events that require
email notification are selected on the Events page. System mail must be enabled and the SMTP server needs to be configured for voice message
transmission to the extension user’s mailing account.

QX IP PBX may automatically generate emails to the administrator:

o Ifevents specified in the Events list occur

o Ifvoice mails are set from the Voice Mail Settings (see Manual III: Extension User’s Guide) to be sent as e-mail
With the Enable checkbox system mail sending and voice messages transmission to the extension user's mailbox could be enabled.
SMTP Host requires the IP address or host name of the Simple Mail Transfer Protocol (SMTP) server. This SMTP server is part of your mail server that you

normally use to receive and send mails.

SMTP Port requires the SMTP host port number.

Basic Setup.

Mail Sender Address text field requires the source address SytemiAN  Itemet WAN)  Dateand Time Shat Tt Messaging (55
for the QX IP PBX notification emails. The email address & Sewp [ ]

. - . . System Mail Settings
defined here should be an existing valid email address

registered on the selected SMTP server or it should have

@ Enable

permission to use that particular SMTP server for e-mail SMIP Host 218012
transmission. SMTP Port B
Meail Sender Address QX200-12Bepygiloc
Mail Recipient Address text field requires an active email I v
addrESS Where SyStem emalls Wlll be dEIlVEFEd' The e-mall Mail Recipient Address (CC): (astghik_sanasaryan@epygiarm.am

recipient here can be a QX IP PBX administrator or someone
responsible for network and system problems.

@ The server requires a secure connection (TLS)
¥ Enable SMTP Authentication

Mail Recipient Address (CC) text field requires an active Usertiameres

email address where a carbon copy (CC) of the system e-mails User Pssare: e

will be delivered.

Send test mail
The server requires a secure connection (TLS) must be P—
selected if the specified SMTP server requires secure
connection using TLS. If the specified SMTP server allows
using both secure and unsecure connections then this selection
forces to establish the secure connection.

Fig.Il- 13: System Mail Settings page
Enable SMTP Authentication must be selected if the specified SMTP server requires authentication. In this case authentication User Name and User
Password configured on the SMTP server should be defined in the corresponding text fields.
Attention: The following symbols are not allowed for the Password field: '$",'(", )", /", "™, '&", '\, """

’

With the button Send test mail a test mail can be sent to the defined email address to verify the settings. This button will be enabled if correct values have
been submitted and saved on this page.

To configure the System Mail

Enable the system mail sending by the Enable checkbox selection.

Update or set the SMTP host in the SMTP Host text field.

Update or set the e-mail sender address in the Mail Sender Address text field.

Update or set the e-mail address in the Mail Recipient Address text field.

Enable the secure connection (TLS) if the specified SMTP server requires secure connection.

ik whhpe
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Enable SMTP Authentication if it is required on the server.

Insert into the corresponding text fields an authentication User Name and User Password defined by your SMTP server.
Press the Save button to submit these settings.

Use the Send Test Mail button to send a test e-mail with the configured settings.

v e

SMS Settings - Short Text Messaging

The SMS Settings are used to configure the SMS parameters that will allow QX IP PBX to send the voice mail notifications or event notifications via SMS to
the extension user’s mobile phone. Every extension user can enable voice mail notifications when a new voice mail is received and they can to define their
own mobile numbers from the Voice Mail Settings or to set the certain Events notification to be delivered per SMS. However, for QX IP PBX to deliver SMS
notifications, the SMS service should be enabled and SMS settings should be configured from this page.

Enable SMS Service enables the SMS service on the QX IP PBX.

User Name and Password text fields require the authentication —
settings of the SMS server. s SMS Settings =]

Srmem A st Daeen: Tre

SMS Sender Address requires the source address for the QX IP ¢ e
PBX notification SMS. The address defined in this field will be
seen in the “From” field of the SMS delivered to the mobile
phone.

SMS Recipient Address requires a destination mobile number
for a test SMS.

SMS Gateway manipulation radio buttons allow to select
between pre-defined Clickatell SMS gateway and the custom
defined SMS gateways.

Custom

Fig.Il- 14: SMS Settings page

® C(lickatell - this selection allows to use a pre-defined SMS gateway. Selection enables the API ID text field which indicates a Clicatell specific
parameter obtained from the server and should match on both sides.

® Custom - this selection allows to use a custom SMS gateway. Selection requires following parameters to be inserted:
Resource text field requires the HTTP resource name on the SMS gateway, for example: /http/sms.cgi.
Parameters text field requires the parameters to be submitted to the resource address. The value of this field represents a string with tokens
(separated by percent (%) symbols) inside. Each token indicates a value of the certain field on this page. The value is dependent on the SMS
gateway requirements. For example:

user=%username%&password=%password%&to=%to%&from=%from%&text=%text%

The tokens are the strings that have the following dependencies from the field in this page:

%username% - indicates the username defined in the field Username

Y%password% - indicates the password defined in the field Password

%t0% - indicates the password defined in the field SMS Recipient Address

%from% - indicates the password defined in the field SMS Sender Address

Y%text% - indicates the SMS text generated by QX IP PBX (voice mail notification, event notification, etc.)

Server text field requires the IP address or the host name of the SMS gateway.
Port text field requires the port number of the SMS gateway.
Use Secure HTTP checkbox enables access to SMS server via HTTPS. Checkbox selection enables a Secure Port text field that requires the
port number for HTTPS traffic.
Request Method manipulation radio buttons allow to select the HTTP request method used by QX IP PBX the access the SMS gateway: POST
or GET.
Send Test SMS is used to send a test SMS to the defined SMS Recipient Address. This button will be enabled if correct values have been submitted and
saved on this page.
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System Security
The System Security Management offers a possibility of managing the global security levels.

The System Security Management page includes the following
components:

System Secuity

The Security Level table - allows selecting the Security Level

defining requirements to the IP Lines' password strength and the @ sou System Security Management @
Security Report granularity. The security levels are as follows: Securityteve
e e ® Low This allows a user to enter any SIP Registration password when configuring an IP phone.
® Low - There are no specific restrictions on the strength of T Securt ingnotc tot il for oy th st el ey e
the saved password. Only the critical Warnings on the Call Medium 11 s applies moderate password enforcement for the SIP Registration password when configuring an P phone.
Routing Rules to PSTN and IP-PSTN, disabled Firewall and TneSecurty Disgnostc tol vl wa sbout il and el secur

IDS will be generated in Security Report. g
This sl it asrd < o the P Reistation pswordwhen configrng P hore.

® Medium - The minimum strength of the IP Line passwords 4 4
should be "good". The Security Report will generate

. n d I . 1 . Epygi treats system security with the utmost priority and has taken an active approach to provide users with information and tools to id in maintaining system security. It is

warnings on all unsecured Call Routing rules, IP Line T i 5 B o A T e s e T AT SR 1

passwords, Firewall level (lf it is set to IOWBT than Limitation of Liability and Remedies. In no event shall Epygi Technologies be liable for any consequential, incidental, direct, indirect, special, punitive or other damages,
including, without imitation, loss of data, loss of phone calls, loss of business profits, business interruption, loss of business information, or other pecuniary loss, arising

"Medlum") and disabled IDS. out of the use or inabilfy to use the Quadro

® High - The minimum strength of the IP Line passwords
should be "strong". The Security Report will generate
warnings on the I[P Line passwords, disabled IDS,
unsecured SIP, and unsecured Routing Rules to SIP, PSTN
and IP-PSTN and also regarding the Firewall level if it is set
to lower than "High"- Fig.Il- 15: System Security Management page

Licensed Features

Feature Keys
This page lists all features that may be activated by a software key, characterized by a Feature Description and provided with its Status:

® No Key Found - the feature is currently not available.

® Reboot Needed - the feature key has been entered and QX
IP PBX needs to be rebooted.

® Activated - the feature is now available on the QX IP PBX.

Following features may be activated via the software key: Feers
@ Features o)
® Debug - enables SSH connection towards the QX IP PBX i o
’ Unue 012533 650345450108 S416516609
for debugging purposes. s
. [ Aditonal estures Suatus
® 3pcc Support - enables Third Party Call Control feature on S nabiesoebug suppert Aciates
the QX IP PBX. The feature allows the call controlling SpecSupport | Support o Tk Pty Cul Corel T e 14082300
applications running on a user PC to remotely initiate and ACD support Suppor forAutomati al Disibution e sornonos 500
handle calls on the QX IP PBX and to subscribe for certain sargein supportforBarge ree il
event notifications from the QX IP PBX. DCCPro Support | ol uppartfor PrfevelDeskiop Commnicaton Console | e il
) ACD Support - enables the ACD Management feature DCC Basic Support Full support for Basic-level Desktop Communication Console. :;::f;"m“ sots0806 2500
which provides contact center solution for queuing and il Toggtng Support Supportor Gl ogsling .
automatic distribution of the calls between contact center 1P Pronesupport  Support forsationl P hones Freetia
agents. Atoditer Support | SupportorAutmatc ier Appkaton
) Barge In - enables the Barge In Seerce on the QX IP PBX. Conference Server Full support for Conference Server :;:;r‘wla;"m“ [
The feature allows the PBX users to participate to the third Callecording - Supportfor Cll Recrding capabity T,
party's calls while remaining imperceptible. Vi Conerndng | Wideo ContrencingEvalr forhe Conterence Semver e
® Redundancy - activates the Redundancy feature on the
QX2000. Redundancy feature is readily available for the
QX50/QX200 by default, without a software license key. I

® DCC Pro Support - allows run with QX IP PBX the Pro- Figll- 16: Features page
level Desktop Communication Console (the application

description can be found at Epygi Technical Support).
® DCC Basic Support - allows run with QX IP PBX the Basic-level Desktop Communication Console (the application description can be found at
Epygi Technical Support).

e jQall Toggling Support - this feature enables users to alternate the call from their mobile device iPhone running iQall to their desk phone without
the call being dropped.
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o [P Phone Support - enables additional IP phones support on the Epygi QX50/QX200/QX2000. This feature key allows activating up to 8, 16 or 32
additional IP lines for QX50, up to 8, 16, 32, 64 or 128 additional IP lines for QX200 and up to 8, 16, 32, 64 or 128 additional IP lines for QX2000
which will bring to a maximum 2000 total IP lines for QX2000.

® Autodialer Support - allows run with QX IP PBX the Autodialer application (the application description can be found at Epygi Technical Support).

® Conference Server - activates the conferencing feature allowing the system to act as a standalone conference server. This allows up to 16 person
conference calls for QX50, up to 32 person conference calls for QX200 and up to 288 conference calls for QX2000 to be set up and offers a bundle
of helpful features to easily manage the conferences.

® (Call Recording - activates the Call Recording feature which is used to record PBX, SIP or PSTN calls on the QX IP PBX and save the recordings
into the local recording box or upload to the remote server.

Please Note: When using Call Recording on the QX50/QX200 it is advisable to use an SD memory card to expand the system memory.

® Video Conferencing - activates the Video Conferencing feature on the system. This allows up to 16 person video conference calls on QX200, up to
8 person video conference calls on QX50 and up to 104 video conference calls on QX2000. The other participants of conferences can use only audio
connection.

To enter a Feature Key, click Add. A page with the Feature Key text
field is opened. Enter the key and press Save. The status of the
selected feature entry will change to Reboot needed. Reboot the QX
I[P PBX and the feature will receive the status Activated.

Features o

©GoBack

To receive a Feature Key, register the QX IP PBX device and send a
corresponding request to Epygi's Technical Support. This request
must include the Unique ID that is displayed in the Features page
above the features list.

. [T G

Fig.Il- 17: Features Add page

Free Trial Activation

This page allows activating the QX IP PBX optional features for a trial. This page lists all QX IP PBX features that may be activated for a trial, characterized
by a Feature Description and provided with its Status.

Expiration Date/Time used to specify the trial period. Upon expiring the specified period the QX IP PBX will reboot and trial features will disable.

User has to select the appropriate checkboxes
under Activate column, specify the needed count under Count
Column and save. The QX IP PBX will reboot and trial features
activate. The syntax for values under Count is the following:

® [P Phone support - the number for additional IP lines. Trial Features Activation e
® ACD support - enables the ACD Management feature support o beshos gl | ewen reens | Tl WS
Setup -
on the system. e e
e 3pcc Support- enables the 3pcc feature support on the Unique 0:12.5319.06 20380545 0434280857 5416516500
system. o ! Expiration Date/Time: Dated 10 Jui 2014 ¥ | Time(15 ¥ : [00 ¥
® Barge In Support - enables the Barge In feature support on
the System Activate | Upgrade Name Count Additional Features Status
oebug Erabies Debug suppor Adiatea
® Redundancy - enables the Redundancy feature support on
specsupport Supportfor Thid Party allContro Adiatea
the QXZOOO' ACD Support Support for Automatic Call Distribution Activated
® (Call recording- the number for simultaneous call Fraeln SuppartierEuasn —
recordlngs DCC Pro Support Full support for Pro-level Desktop 32 users
. Commuricaion Console
® DCC Pro Support - the number for licensed Pro-level DCC DCC Bavic Suppart Pulsuportforbaclencl Deskiep 22usen
extensions.
. . . @ iQall Toggling Support | [10 Support for iQall toggling No Key found
® DCC Basic Support - the number for licensed Basic-level DCC
extensions. P phone support Suppot for addional I Phnes 120 uses
® DCC Basic Support - the number for licensed Basic-level DCC
sutosistersupport Supportfo sutomstic Dl Appliceton |52 e
extensions.
e iQall Toggling Support- the number for licensed iQall Conterence senver Full support for ConferenceSener 52 ser
extensions.
® Autodialer Support - the number of maximum simultaneous e Comerenam Enebr o e oo
Auto Dlaler callsl Video Conferencing Server 16 users
[ Conference Server- the number for maximum Conference Telepresence Support Support for Telepresence Application 16 users
calls.
. - . . Save
® Video Conferencing- the number for maximum video

conference calls. Fig.Il- 18: Trial Features Activation page
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Redundancy

Redundancy feature is used to increase QX IP PBX device availability using second QX IP PBX as a backup unit. This requires two units running the same
firmware version and connected to each other through Ethernet or LAN ports, depending on the device model.

The idea of redundancy is to ensure uninterrupted functionality of the QX IP PBX. The Redundancy Settings should be configured on both QX IP PBXs. One
of the QX IP PBXs is configured as a master, the second one as a backup unit.

Please Note: To setup a redundant network, you should first startup the master device with all attached IP phones and other devices, make sure it works
normally and then startup the backup device.

If the master device becomes unavailable, which can be caused by power loss, reboot or network malconfiguration, the second QX IP PBX becomes
automatically available and starts to run as a master device. Depending on the configuration, the second QX IP PBX can remain master or go to the backup
mode once the first device becomes available again.

Attention: During failover procedure all active calls will be disconnected and the system will be out of service during 2-5 minutes (depending on the
number of IP phones connected to the system), which is needed for running the applications and rebooting the phones. If there are IP phones in the
network that are not auto configured by QX IP PBX (IP phones not supported by Epygi) or IP phones with the changed login name and password, you will
need to reboot them manually. After failover the license keys, firmware and language pack are not being transferred from the master to backup QX IP PBX
therefore, so make sure both QX IP PBXs are configured identically in the redundant network before enabling redundancy mechanism.

When you login to the device which runs in a backup mode, only Redundancy Settings are available. All other GUI configuration settings are non editable
and automatically synchronized with the master device's configuration.

To ensure the interaction between the master and slave devices, corresponding configuration should be done in the Redundancy Settings on both devices.

Enable Redundancy checkbox is used to enable the redundancy
functionality on the QX IP PBX.

Active Device Mode drop down list is only present on backup
device and is used to adjust the behavior of the backup device & sewp Redundancy Settings o)
during unavailability of master device. When Active is selected, P ——————

backup device will become master once the original master device
became unavailable. When Passive is selected, backup device stops
its synchronization with the master device and will not take over e
the control even when the original master got failed unless Swap
Master Device button is pressed on the master QX IP PBX. The
Passive mode is used for firmware update or language pack it St sk e s s
updates on master device when a reboot is required. After the
reboot of master device, the Active Device Mode on the backup
device should be changed back to Active to restore the redundant
network functionality.

10

m o |p

adaress 12 Lo Lo |

e

Fig.Il- 19: Redundancy Settings page

Redundant Group ID text field unique ID (values 1 and up) identifying master and backup devices. The same value must be set on both QX IP PBXs.

Virtual IP Address text fields require the virtual IP address of the device where the configuration is done. Virtual Subnet Mask text fields require the
virtual subnet mask of the device where the configuration is done. These two parameters identify an alternate IP network of the LAN interface which stays
unchanged when the device switches its mode (from master to backup or vice versa). The configuration and voice data synchronization daemon uses this
IP address to communicate with the second QX IP PBX.

Redundant Device Virtual IP Address text fields require an alternate IP address of the LAN interface of the second QX IP PBX.

Synchronization Interval text field requires the period of time (in seconds) between two consecutive configuration and voice data synchronizations from
master to backup device.

Backup Device GUI Access Port text field (available only for QX50/QX200) is present on the master device only and requires the port used for accessing
the GUI of the backup device through master.

Swap Master Device button is used for manual swapping of functionality of master and backup devices. This action will result in rebooting the current
master. After rebooting the current master device will start running in a backup mode. Switching the backup to master starts all applications on QX IP PBX
and causes all IP phones to reboot. The swapping takes around 1 minute however another 1-3 minutes are required in order to reboot all the IP phones
connected to redundant system. If backup device before swapping was in passive mode then after swapping the master will start running as backup in
passive mode, otherwise if it was in active mode then master will start running as backup in active mode.

Download system logs link is only present on backup device and is used to download system logs to the local PC as a *.tar archive file. These logs can then
be used by the Epygi Technical Support Office to determine the problem that has occurred on your QX IP PBX.

Language Pack

The Language Pack page allows you to upload a custom language for GUI and Voice Messages of the QX IP PBX. The language of voice messages can be
switched to the custom Language Pack language from the GUI setting page in the System Configuration Wizard. The language of GUI session can be
changed to the custom Language Pack language from the radio buttons on the login page.
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Uploading a language pack will also change the language of some supported IP phones (Aastra, snom v.6.x, Grandstream GXP2000). After a custom
Language Pack is uploaded onto the system, reboot the IP phone to load a matching language onto the phone.

Uploading a Language Pack will cause the loss of the following data:

® All voice mails and custom voice messages (only when

embedded memory storage is used) . Upload Language Pack =

® (Call History (only when embedded memory storage is used) [ ———

uage pack replaces the evsting one.

® Pending Events (only when embedded memory storage is
used) c

Language packfileto upload: | Choose File | No file chosen

age pack: Italian (taly) - 8

® Transfer Statistics

Please Note: Only one custom Language Pack can be uploaded at Pprone onse iitonly et ozl
the time. Uploading a Language Pack will remove the existing one (if
applicable) and will reboot the QX IP PBX.

ATTENTION: After pressing "Save", you'l have to reboot the device manually, even if you don't install the language packi

Save

Fig.Il- 20: Language Pack page
The Current Language Pack field displays read-only information about the custom language pack uploaded. When no custom language pack is uploaded,
the field indicates “No Language Pack installed”.

Below, there is a Language Pack File to Upload text field that displays the selected image filename. The Choose File button is used to browse the custom
language pack to be uploaded.

The Remove Current Language Pack link is only seen when a custom language pack is uploaded and is used to remove it from the system.

The Custom languages for IP phones link is only seen when a custom language pack is uploaded and is used to move to the Update Languages for IP
Phones page where a custom language pack may me uploaded to the IP phone.

Pressing Save will start uploading the custom language pack to the board.

Attention: Pressing the Save button will stop some vital processes on the QX IP PBX, therefore you will need to reboot your device manually even if you
have cancelled the language pack update procedure on the following steps.

The next page displayed will show verification of the language pack being uploaded and asks for confirmation to overwrite the existing custom language
pack (if applicable). After final confirmation, the system will upload the selected custom Language Pack and it will reboot.

Update Languages for IP Phones

The Update Languages for IP Phones page is used to upload a custom language pack to the IP phone. This page only contains those IP phones that
support custom language pack uploading from the QX IP PBX.

To upload the custom language pack, go to your IP phone related page and Choose File the custom language pack file. Save the changes to upload the
custom language pack to the IP phone.

Attention: Pressing the Save button will stop some vital processes
on the IP Phone, therefore you will need to reboot your phone
manually even if you have cancelled the language pack update
procedure on the following steps. @ soup Update languages for IP phones

stra
Aastra

astra Language Pack file to substitute (*t<): | Choose Fille | No file chosen

Save

Fig.Il- 21: Update Languages for IP Phones page

The next page displayed will show verification of the language pack being uploaded and asks for confirmation to overwrite the existing custom language
pack (if applicable). After final confirmation, QX IP PBX will upload the selected custom Language Pack to your IP phone. You should then reboot your
phone to make the new language pack active.
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Extensions Menu

The Extensions menu allows you to configure the following settings:

o Extensions

— Add Extension
Overview

— Add Multiple Extensions & Cxonsions

Extensions
Extensions  View and manage all extensions.

— Bulk Import )

Add Multiple Extensions  Add many extensions at once.

Bul Add many extensions at once from a preconfigured list in CSV format

e Conferences )

Conferences

List conferences and access conference-specific settings pages.

— Add Conference

Create a new conference ID.
Email Defaults  Configure notifications and activation emails for upcoming conference meetings.

— Email Defaults

Recordings

Recordings ~ Configure Music on Hold and other system messages.
® Recordings Directory

Receptionist

® Directory
Receptionist ~ Configure IP phones with add-on modules for additional keys.

Ditectory ~ Configure dial-by-name directory used by the Auto Attendant,

Configure the list of skils used by ACD for skills based routing,

® Receptionist

Configure each agent of the ACD.

Groups ~ Create ACD Groups and assigned agents.

e ACD

Authorized Phones

Authorized Phones  Based on the caller ID, incoming calls to the Auto Attendant can be authorized to access an extension for
features such as voice mail or call relay and call back.

® Authorized Phones

Fig.Il- 22: Extensions Menu page
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Extensions Management

The Extensions Management page is used to create a variety of extensions and auto attendants on the QX IP PBX. From this page, by clicking on the user
extension, the Administrator can go to the extension settings pages.

When this page is accessed for the first time after the QX IP
PBX’s initial boot-up or the default configuration settings
restore, an intermediate page is displayed.

AddBtensn | | Addutiledenons | |sukingor

& Extonsions Choose Extensions Length @
The Change Extension Length page is used to define the ot
extension settings applicable to all extensions on the QX IP ’
PBX. This page disappears once being saved. COomseLensth ¢ ron gt [
The Change Extension Length page consists of a radio-
button selection: save

Fig.Il- 23: Extensions Management - Add Entry page

® Leave Current Length radio-button selection is used to leave the current length of extensions on the QX IP PBX. Per default the extensions
length on the QX50/QX200 is 3 and on the QX2000 is 4. In front of this selection, the actual configured length of extensions is displayed.

® Change Length radio-button selection is used to change the actual length of extensions on the QX IP PBX. This selection enables the following
information to be defined:

The Extension Length drop-down list requires you to choose the length of the extensions on the QX IP PBX. This number will apply to all
existing extensions on the QX IP PBX as well as to any newly created extensions. The length of the extension can be 3, 4 or 5.

The Extension Prefix text field is used to define a prefix with which all existing extensions on the QX IP PBX as well as to any newly
created extensions should start. The prefix cannot start with the digits 0 or 9, otherwise an error message appears.

Please Note: By saving the settings on the Change Extension Length page, all existing extensions will lose the custom voice messages and voice mails in
the voice mailbox. The device will be rebooted. You will not be automatically redirected to the login page, so you need to access it manually again when
reboot ends. After the reboot, the Change Extension Length page will disappear and the Extensions Management page will be displayed. The Change
Extension Length page will not appear again unless the default configuration settings are restored on the device.

Two types of user extensions, active and inactive, can be created on the QX IP PBX. Active extensions are those that are attached to a line, can place and
receive calls and use available telephony services. Inactive extensions are those that are not attached to the line. They can use some available telephony
services but they cannot place and receive calls. Instead, inactive extensions have a voice mailbox available to store the messages from callers.

QX50/QX200 has two available FXS lines.
Attendant extensions are dedicated to the IVR system on the QX IP PBX. These extensions are used by callers to reach QX IP PBX’s users and use the

remote access and call relay services. It is possible to create Auto Attendants with the custom scenarios. By default, QX IP PBX has one Auto Attendant
extension (00) which is undeletable.

Attention: QX50 is limited to 200 extensions, QX200 is limited to 400 extensions and QX2000 is limited to 2400 extensions.

The Extensions table is alist of all extensions and their parameters.

Extensions

Extensions Management @

& Extensions
Total extensions count: 123/208

Add || Edit || Delete || Show all extensions || Use Epygi SIP server

Extension w Display Name  Attached Line SIP Address Percentage of System Memory External Access Codecs
4 0 Attendant 741200192168 0.209:5060 5% (L day 3 hour 31 min 38 sec) PCMU. .
41 10 13% (5 hour 30 min 20 sec) PCMU_..
,i\ u 11 0% (0 sec) PCMU ..
101 FXs1 7412101 @192 165.0.208:5060 0.3% (1 hour 39 min 6 sec) GUL Call Relay BCMU. .
A password is empty
102 FXs2 7412102@192.168.0.209:5060 0.3% (1 hour 39 min 6 sec) GUL Call Relay PCMU, ..
A password is empty
03 TP Linel 7412103@192.163.0.209:5060 13 (5 hour 30 min 20 sec) GUL Call Relay PCMU. ..
A password is empty
104 1P Line 2 7412104@192.168.0.209:5060 1% (5 hour 30 min 20 sec) GUL Call Relay PCMU. ..
105 1P Line 3 7412105@192.168.0.209:5060 1% (5 hour 30 min 20 sec) GUL Call Relay, 3pec/Click2Dial PCMU. ..
106 1P Lined 7412106@192.168.0.209:5060 1% (5 hour 30 min 20 sec) PCMU. ..
107 Rem107 TP Line5 (R) 7412107@192.168.0.209:5060 1% (5 hour 30 min 20 sec) GUL Call Relay PCMU. ..
108 1P Line6 7412108@192.168.0.209:5060 1% (5 hour 30 min 20 sec) GUL Call Relay PCMU. ..
A password is empty
109 1P Line 7 7412109@192.168.0.208:5060 13% (5 hour 30 min 20 sec) GUL Call Relay PCMU_..

A password is empty

Fig.Il- 24: Extensions Management page
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The following columns are present in the table:

e Extension - lists user or attendant extensions on the QX IP PBX. This number is used for internal PBX calls.
® Display Name - indicates an optional display name to identify the caller.

® Attached Line - indicates the FXS or IP line corresponding extension it is attached to. “R” is displayed in this column when SIP Remote
Extension (see below) functionality is enabled on the extension.

® SIP Address - displays the SIP address of the corresponding extension. The column displays the full SIP address, (i.e., username@sipserver:port)
when the Registration on SIP Server checkbox is selected. If registration is disabled, the SIP address will be displayed in the following format:
“username, Proxy: sipserver:port”. If no SIP registration server or SIP server port is defined, corresponding information will not be included in
this column. If no username is defined, the extension number will be displayed instead.

® Percentage of System Memory - indicates the user space (in percentages) configured for each extension. The actual available duration (in
minutes) for the extension voice mails, uploaded/recorded greetings and blocking messages is also displayed here. The available minutes
corresponding to the selected user space are dependent on the Voice Recording codec selected from the Voice Mail Common Settings page. For
example, for the same amount of marked out user space, selection of the G726 voice recording codec will provide more space for voice mails and
user defined voice greetings than the G711 codec selection.

e External Access - indicates whether the GUI Login, 3pcc/Click2Dial login or Call Relay options are enabled on the extension.

® Codecs - column lists the short information (full information is seen in the tool tip) about extension specific voice Codecs. Extension codec’s can
be accessed and modified by clicking on the link of the corresponding extension’s Codecs. The link leads to the Extension Codecs page.

Clicking on each user extension in the Extensions table will open the extension specific Your Extension menu (see Manual III: Extension User’s Guide).
The Pickup Group, Call Park and Paging Group extensions are displayed without a link in the Extensions Management table and extension pages.
Additionally, the supplementary services configuration pages will not be accessible for this type of extensions. Clicking on the Recording Box extension
will move to the corresponding extension’s Recording Box where the recorded calls can be managed.

To add an extension click on the Add button or use the Add Extension tab (see below).

Edit opens the Edit Entry page where a newly created user or attendant extension settings might be adjusted. To operate with Edit, one or more record(s)
have to be selected, otherwise the “No records selected” error message will appear.

The Edit Entry page consists of two frames. In the left frame settings groups are listed. Clicking on the corresponding settings group displays their
configuration options in the right frame.

Please Note: Save changes before moving among settings groups.

Hide extensions attached to disabled IP lines functional button is used to hide extensions which are attached to the disabled IP lines. When this
functional button is pressed, it transforms to Show all extensions functional button, which is used to show all hidden extensions. To enable the lines,
install a feature key from the Feature Keys page.

Add Extension

Add Extension tab opens the Extensions Management - Add
Entry page where the type and number of the new extension
should be defined. This page consists of the following
components:

8 Extonsions Extensions Management - Add Entry @
The Extension text field is used to enter a new extension osessk
number. If non-digit symbols have been entered, the error
“Incorrect Extension: no symbol characters allowed” will
appear. If an extension with the same number already exists in
the Extensions Management table, the error “Extension already
exists” will appear.

Figll- 25: Extensions Management - Add Entry page

Please Note: Extension number cannot start with the digits 0. You can add extensions of up to 20 digits long. However, the Call Routing Table won’t be
adjusted automatically; you may need to manually adjust the routing rules for extensions in custom length.
The Type drop down list is used to select the type of the extension to be created (for details see below). The following values are available in this list:

. Attendant

° User Extension

. Pickup Group

. Call Park

. Paging Group

. ACD Group (if the ACD feature is previously activated from Feature Keys page)

° Recording Box (if the Call Recording feature is previously activated from Feature Keys page)
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User Extension Settings
1. General Settings

This group requires extension’s personal information and has the
following components:

Display Name is an optional parameter used to recognize the caller.
Usually the display name appears on the called party’s phone
display when a call is made or a voice mail is sent.

©GoBack

. . General Settings - 103
Password requires a password for the new extension. The

extension password may only contain digits. If non-numeric
symbols are entered, the “Incorrect Password: no symbol characters — e
allowed” error will prevent creating the extension. R

Oisplay Name / Subject  [John Smith

Generate Password

If you are unable to define a strong password, press Generate
Password to use one of system defined strong passwords. The
Password field is checked against its strength and you may see how
strong is your inserted password right below that field.

Confirm Password requires a password confirmation. If the input
is not corresponding to the one in the Extension Password field,
the “Incorrect Password confirm” error will appear.

Attached Line lists all free lines an extension may be attached. =3

Fig.Il- 26: Extensions Management - Edit Entry - General Settings page

Please Note: Extensions cannot be detached from the line if the SIP Remote Extension service is enabled on it. To detach the extension from the line,
disable the SIP Remote Extension service on the extension first.

Use Kickback checkbox enables the Kickback service on the extension for the blind call transfer. When the extension transfers the call to the other
extension and if there is no answer from the destination side, the call will automatically get back to the extension who initiated the transfer instead of
getting into the destination's voice mailbox or being disconnected.

Allow Call Relay enables the current extension to be used to access the Call Relay service in the QX IP PBX’s Auto Attendant. It is recommended to define a
proper and non-empty password when enabling this feature in order to protect the Call Relay service from an unauthenticated access.

GUI Login Allowed checkbox enables the current extension to be used to access the QX IP PBX via WEB interface by extension name and password.

3pcc/Click2Dial Access Allowed checkbox enables the current extension to be used with applications based on QX IP PBX 3PCC interface and QX IP PBX
Click to Dial application.

With the Show on Public Directory checkbox enabled, the details of the corresponding extension will be displayed in the User Settings table on the Main
Page of the Extension’s Web Management (accessed by the extension’s login, see Manual III - Extension User’s Guide). Besides this, the details of the
extension will be displayed in the Public Directories on the snom and Aastra SIP phones. Leave this checkbox unselected if the extension is reserved or not
used, or when the extension serves as an intermediate unit for call forwarding, etc.

The Percentage of Total Memory drop down list allows you to select the space for the extension’s voice mails and uploaded/recorded greetings and
blocking messages. The maximum value in the drop down list is equal to the maximum available space for voice messages on QX IP PBX . When editing an
existing extension and decreasing the voice mailbox size, the system will check the present amount of voice mails in the mailbox of the extension. If the
memory required for these voice mails exceeds the size entered, the system will suggest either to remove all voice messages from the extension’s voice
mailbox or to select a larger size so that the existing voice messages can be stored in the mailbox.

The Enable Ringing Simulation checkbox is available on virtual extensions only and enables extra ring tones played to the caller before the voice mail of
the called virtual extension gets activated. If this checkbox is not enabled, the voice mailbox will get activated immediately the call arrives. The ring tones
will be played during the timeout specified in the Ringing Simulation Timeout text field.

The Edit Call Intercept Access List link leads you to the page where the extensions that are allowed to intercept calls should be defined.

The Allow other users to Barge In to this extension checkbox and the Edit Call Barge In / Intercept Access List link appears only if a Barge In feature
is activated from the Feature Keys page.

o The Allow other users to Barge In to this extension checkbox is used to enable the Barge In Service on the extension.
o The Edit Call Barge In / Intercept Access List link leads you to the Call Barge In / Intercept Access List page where the extensions that are
allowed to barge in to the current extension or intercept calls should be defined.

Please Note: After activating Barge In feature, the extensions that are previously configured to intercept calls from the Call Intercept Access List page,
will be automatically redirected to the Call Barge In / Intercept Access List page along with the Barge In options.

The Edit Watch Access List link leads you to the page where the extensions that are allowed to watch calls should be defined.

Call Intercept Access List

The Call Intercept Access List page is used to define a list of extensions that are capable to intercept the current extension calls and to define the
appropriate permissions.
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The Call Intercept service allows you to intercept the calls assigned to an individual extension. The extensions that are allowed to intercept calls are
defined in the Call Intercept Access List. With the special feature codes (for details, see Feature Codes in the Manual III - Extension User’s Guide), you
may pick up aringing call of the extension.

This page contains the following functional buttons:

Extensions

Add functional button opens an Add Entry page where extensions o foofrmn, HecliutpieSaemens [Sukineat -
may be added to the Call Intercept Access List. B tensons 2l Intercept Access List of Extension 77103

This page requires the extension number in the Address text field e £ad | e | peete

that will be allowed to intercept calls. The wildcard is supported in o Galer e

PBX-* Yes

the Address field to add a group of extensions with one entry.

PBX-108 Yes

The Allow Intercept checkbox on this page allows to select the
Intercept option for the added extension:

Attention: Intercepted calls are not displayed in Active Calls table
on the Administrator’s Main Page , nor are registered in the Call
History.

Fig.Il- 27: Call Intercept Access List

epygl S .

Log Out

Directory  Rec

Addtensin | Add Mutipe Bensions | | Bukinpat

Call Intercept Access List - Add Entry @

& Extensions
CallType: PEX
Address: 108 (wildcard supported)

@ Allow Intercept

Save

Fig.Il- 28: Call Intercept Access List - Add Entry

Call Barge In/Intercept Access List

The Call Barge In / Intercept Access List page is used to define a list of extensions that are capable to Barge In/Intercept the current extension calls and
to define the appropriate permissions. This page is only available when the Barge In Service is enabled from the Feature Keys page.

This page contains the following functional buttons:

[

[ T —

Add functional button opens an Add Entry page where extensions

8 extensions Call Barge In/ Intercept Access List - Add Entry =)
may be added to the Call Barge In / Intercept Access List. This & R
page requires the extension number in the Address text field that rdares, 08 [S—
will be allowed to intercept calls. The wildcard is supported in the L
Address field to add a group of extensions with one entry. & sinezuein
The checkboxes on this page allow to select one or more options of =

the Barge In Service and Call Intercept for the extension:

Allow Listen In
: Allow Whisper Fig.Il- 29: Call Barge In/Intercept Access List
e Allow Barge In
e Allow Intercept

Extensions

Attention: Barge In/Call Intercept calls are not displayed in [ s i

Lo
Active Calls table on the Administrator’'s Main Page, nor are 8 oy 081 B0 I Intorcept Access List of Extension 103

registered in the Call History.

adg | Edit] Detete
Caller ListenIn Whisper BargeIn Intercept

7o 109 Yes es
PBx-125 ves ves No
Pox - 130 Yes Yes

PEX - 114 Yes No No

Fig.Il- 30: Call Barge In/Intercept Access List - Add Entry
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Watch Access List

The Watch Access List page is used to define a list of extensions
that are capable to watch the current extension calls and to define
the appropriate permissions.

This page contains the following functional buttons:

Add functional button opens the Watch Access List - Add Entry
page where extensions may be added to the Watch Access List.

The Watch Access List - Add Entry page consists of the following
components:

e (Call Type lists the available call types:
PBX - local calls to QX IP PBX's extensions.
SIP - calls through a SIP server.
Auto - used for undefined call types. The destination
(independent on whether it is a PBX number or a SIP
address) will be reached through the Call Routing Table.

® The Address text field is used to define the address where
the call will be redirected. The value in this field is strictly
dependent on the Call Type defined in the same named drop
down list. If the PBX call type is selected, the QX IP PBX
extension number should be defined in this field. For the SIP
call type, the SIP address should be defined. For the Auto call
type, a routing pattern needs to be defined. wildcard is
allowed in this field.

& Extensions

QX50/QX200/QX2000 Manual II: Administrator’s Guide

[ I LT S —
Watch Access List of Extension 103

Add | Edit | Delete
Watcher Presence
PeX -+ ves

Pex - 118

& Extensions

Fig.Il- 31: Watch Access List page

Watch Access List - Add Entry

callType [PoX_ ¥

Fig.Il- 32: Watch Access List - Add Entry page

The checkboxes on this page allow to select one or more options of the Watch Access List for the extension:

®  Allow Presence Subscriptions

®  Allow Dialog Subscriptions

Edit opens a page Watch Access List-Edit Entry where the permissions of the added extensions may be modified.

2. SIP Settings

This page provides two functions. It allows an extension on the QX IP PBX to register to an external SIP server. The registration to the external SIP server

(e.g. ITSP) is usually required before the server will allow the call to be received. This page also allows for incoming SIP calls to ring an extension. Upon

receiving a SIP Invite from an external SIP server, the QX IP PBX will look to match the called number with the settings in the User Name /DID Number

field.

User Name/DID Number is the registration user name on the
external SIP server or the DID number from the ITSP. The user
name needs to be unique on the external SIP server. This field
length is limited to 32 symbols.

Password indicates the password for the extension registration
ona SIP server.

Confirm Password is used to confirm the password. If the entered
password does not correspond to the one entered in the
Password field, the error message “The passwords do not match.
Please try again” will appear.

& Extensions

Bulkinport

Extensions Management - Edit Entry

©GoBack

Genersl Settings

SIP Registration Settings - 103

SIP Settings

/0ID Number (7412103

e Maibox Setings
1921680209

050

on P Server

Fig.Il- 33: Extensions Management

- Edit Entry - SIP Settings page

SIP Server indicates the address of the SIP server. The field is not limited regarding symbol usage or length. It can be either an IP address such as

192.168.0.26 or a host address such as sip.epygi.com.
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SIP Port indicates the port number to connect to the SIP server. The SIP server port may only contain digit values, otherwise the error message “SIP
Server Port is incorrect” will be displayed when applying the extension settings. If the SIP server port is not specified, QX IP PBX will access the SIP server
through the default port 5060.

Registration on SIP Server enables the SIP server registration option. If the extension has already been registered on an SIP server, its IP address will be
displayed in brackets.

Please Note: If the ITSP does not require each DID to uniquely register to the external SIP server, then only enter the DID number in the User Name/DID
Number field. The other fields are not required.

3. SIP Advanced Settings

This group is used to configure advanced SIP settings (Outbound Proxy, Secondary SIP Server and Outbound Proxy for the Secondary SIP Server settings
and to define other SIP server specific settings).

The SIP Outbound proxy is an SIP server where all the SIP requests and other SIP messages are transferred. Some SIP servers use an outbound proxy
server to escape restrictions of NAT. For example, Free World Dialup service uses an Outbound Proxy server. If an Outbound proxy is specified for an
extension, all SIP calls originating from that extension are made through that outbound proxy, i.e., all requests are sent to that outbound proxy, even those
made by Speed Calling.

The Secondary SIP Server acts as an alternative SIP registration server when the primary SIP Registration Server is inaccessible. If the connection with the
primary SIP server fails, QX IP PBX will automatically start sending SIP messages to the Secondary SIP Server. It will switch back to the primary SIP server
as soon as the connection is reestablished.

Authentication User Name requires an identification parameter to reach the SIP server. It should be provided by the SIP service provider and can be
requested for some SIP servers only. For others, the field should be left empty.

Send Keep-alive Messages to Proxy enables the SIP registration
server accessibility to the verification mechanism. Timeout
indicates the timeout between two attempts for the SIP registration
server accessibility verification. If no reply is received from the
primary SIP server within this timeout, the Secondary SIP server

. . Extensions Management - Edit Entry
will be contacted. When the primary SIP server recovers, SIP P

& extensions

packets will resume being sent to it.

Geners Setting:

SIP Advanced Settings - 103

The RTP Priority Level drop down list is used to select the priority
(low, medium or high) of the RTP packets sent from a
corresponding extension. RTP packets with higher priority will be
sent first in case of heavy traffic.

The Do Not Use SIP Old Hold Method checkbox enables the new
recommended method of call hold in SIP, in which case the hold
request is indicated with the "a=sendonly” media attribute, rather
than with the IP address of 0.0.0.0 used before. The checkbox should

Secondary SIP Server

Host adaress 192165589

port 560

be enabled if the remote party does not recognize hold requests P ——
initiated from the QX IP PBX. B
A group of Host address and Port text fields respectively require =]

the host address (IP address or the host name) and the port
numbers of the Outbound Proxy, Secondary SIP Server and the
Outbound Proxy for the Secondary SIP Server. These settings are
provided by the SIP servers’ providers and are used by QX IP PBX to
reach the selected SIP servers.

Fig.Il- 34: Extensions Management - Edit Entry - Advanced SIP Settings page

4. Remote Settings

This group is used to configure SIP Remote Extension functionality. This is an advanced telephony feature that allows QX IP PBX users to remotely
operate QX IP PBX. Users need to register a hardware or software SIP phone on the QX IP PBX by defining the QX IP PBX’s global IP address and an
appropriate Username/Password. A registered SIP Remote phone can act fully as a phone connected locally to QX IP PBX, i.e. it can use QX IP PBX’s PBX
features, place and receive calls, access voice mails, etc.

The Enable checkbox activates the SIP Remote Extension’s functionality.

Please Note: SIP Remote Extension functionality may be enabled only for active (attached to an onboard FXS or IP line) extensions.

Identification parameters used by the remote SIP device for registration on the QX IP PBX should be defined in the Username and Password text fields.
They should match on both QX IP PBX and SIP phone for a successful connection. The Password field is checked against its strength and you may see how
strong is your inserted password right below that field. To achieve the well protected strong password minimum 8 characters of letters in upper and
lower case, symbols and numbers should be used. If you are unable to define a strong password, press Generate Password to use one of system defined
strong passwords.

Line Appearance text field requires a number of simultaneous calls supported by the SIP phone.

When the Enable RTP Proxy checkbox is selected, incoming and outgoing RTP streams to and from the remote SIP phone will be routed through QX IP
PBX. When the checkbox is not selected, RTP packets will be moving directly between peers.
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When the Fallback To Local Extension When Not Registered
checkbox is selected, incoming calls towards the corresponding
extension on the QX IP PBX will be forwarded to the remote SIP

Add Muttiple Exten

phone only if it is registered. Otherwise, when the remote SIP phone ) Extensions Management - Edit Entry o
is unregistered, incoming calls will be routed to the line extension it 9 s
is attached to. When this checkbox is not selected, all incoming calls ] 81 Remote Extension Settings - 103
will be routed to the remote SIP phone only if it is registered. ﬁ“s
Otherwise, if the remote SIP phone is unregistered, calls will be Remsteseutngs | ¢
forwarded to the extension’s voice mailbox. - Gremame - pdmin o
4“;2' — VT Generate Password d
The Symmetric RTP checkbox should be selected when the remote Lening e

extension is located behind the symmetrical NAT.

GoTo User Settings
GoToLine Settings

GoTo Codec Settings

Fig.Il- 35: Extensions Management - Edit Entry - Remote Settings page

The Show Hot Desking Settings and Hide Hot Desking Settings links are correspondingly used to show or hide the Hot Desking settings on this page.
The Enable Hot Desking Capability checkbox is used to enable the Hot Desking feature on the corresponding remote extension.

The Hot Desking Automatic Logout section is used to configure Hot Desking functionality expiration on the corresponding extension. This may be useful
when someone who logged in to the public phone with this extension forgot to log out after using it. With this option enabled, once the expiration time
arrives, the extension will automatically log out from the public phone.

The following options are available:

® Never - the extension will never expire and will remain logged in to the public phone.
o After the defined period of time - requires the period after which the extension will automatically log out from the public phone.

® At the certain moment - requires the moment (hour and minute) when the extension will automatically log out from the public phone.

5. Call Queue Settings

This group is used to configure the Call Queue service that allows multiple incoming calls to be kept in the queue when being on the line and enables the
calls to be answered in the order they have been received. This feature can be also used within Receptionist Management (see below for more details).

The Enable checkbox activates the Call Queue functionality on the
extension.

The Call Queue Size text field requires the length of the call queue.
This is the maximum number of calls that will be accepted into the
queue and kept on hold while the extension user is on a call. If a
maximum number of calls are already held in the call queue, the
next incoming call will be routed to the extension’s Voice Mail, if
enabled, or will be disconnected.

Please Note: By configuring Call Queue size, Call Forwarding if
Busy and Voice Mail telephony services will not take effect on the
corresponding extension until the call queue is not filled. These
telephony services will affect only the calls out of the call queue. oo bsrSotines

GoTo Line Settings

GaTo CodeeSatting:

The Max Calls Presented to Extension text field requires the g E—
maximum number of active calls on the line. For example, if 1 is
configured in this field and the extension is in use, the next
incoming call will go to the call queue. If 2 is configured in this field
and extension is in use, the next incoming call alert will be heard in
the background (if Call Waiting service is enabled on the
corresponding extension) and the extension will hold the first call
to answer the second one or they can be joined for a call

conference. However, the next incoming call will again go to the =3
call queue.

weiewecome messsze | | Choose Fie | enterdepartment war

R — Choose File | No file chosen

Enable Redirection Timeout checkbox is used to enable the call
redirection to the other destination after some time spent in the e
queue. This will avoid the caller to wait in the queue for too long.
This checkbox selection enables the following components:

Fig.Il- 36: Extensions Management - Edit Entry - Call Queue Settings page

Call Queue Message Repetition Count text field requires the number of call queue messages (played during the caller is in the queue) after which the call
in the queue will be automatically redirected to the destination defined below.
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Call Type lists the available call types:
® PBX - local calls to QX IP PBX’s extensions
® SIP - calls through a SIP server
® PSTN - calls to a global telephone network

® Auto - used for undefined call types. The destination (independent on whether it is a PBX number, a SIP address or a PSTN number) will be
reached through the Call Routing Table.

The Address text field is used to define the address where the call will be redirected. The value in this field is strictly dependent on the Call Type defined
in the same named drop down list. If the PBX call type is selected, the QX IP PBX extension number should be defined in this field. For the SIP call type, the
SIP address should be defined, for the PSTN call type, the PSTN user number should be defined here. For the Auto call type, a routing pattern needs to be
defined.

The ZeroOut Redirection radio buttons are used to enable the call redirection to the extension voice mailbox or other destination after some time spent
in the queue. This will avoid the caller to wait in the queue for too long.

® The Voice Mail radio button selection allows the user to redirect the call to the extensions voicemail.

® The second radio button selection allows the callers to redirect the call to the specified destination instead of holding in the extension's queue.The
caller will then be automatically transferred to the destination specified in this page. This selection activates the following fields to be inserted:

Call Type lists the available call types:
o PBX - local calls to QX IP PBX's extensions.
o SIP - calls through a SIP server.
o PSTN - calls to a global telephone network.

o Auto - used for undefined call types. The destination (independent on whether it is a PBX number, a SIP address or a PSTN number)
will be reached through the Call Routing Table.

The Address text field is used to define the address where the call will be redirected. The value in this field is strictly dependent on the Call Type
defined in the same named drop down list. If the PBX call type is selected, the QX IP PBX extension number should be defined in this field. For the SIP
call type, the SIP address should be defined, for the PSTN call type, the PSTN user number should be defined here. For the Auto call type, a routing
pattern needs to be defined. wildcard is allowed in this field.

Please Note: To activate the ZeroOut Redirection feature, the caller should dial 0 digit.

Upload new call queue welcome message allows updating the active Call Queue welcome message (played when a caller joins the extension’s call
queue), downloading it to the PC, or restoring the default one.

The Remove call queue welcome message functional link appears only when the custom call queue welcome message is already uploaded and is used to
remove it and restore the default call queue welcome message.

The Download call queue welcome message functional link appears only when the custom call queue welcome message is already uploaded and is used
to download it to PC and opens the file chooser window where the saving location can be specified.

Upload new call queue message allows updating the active call queue message (played when a caller is being held in the queue), downloading it to the
PC, or restoring the default one.

The Remove call queue message functional link appears only when the custom call queue message is already uploaded and is used to remove it and
restore the default call queue welcome message.

The Download call queue message functional link appears only when the custom call queue message is already uploaded and is used to download it to
PC and opens the file chooser window where the saving location can be specified.

Choose File button opens the file chooser window to browse for a new Call Queue welcome message file. The uploaded files should to be in PCMU (CCITT
u-law, 8 kHz, 8 bit Mono) wave format, otherwise the system will prevent uploading it with the “Invalid audio file, or format is not supported” warning
message. The system also prevents uploading if there is not enough memory available for the corresponding extension, which will cause the “You do not
have enough space” warning message.

6. Voice Mailbox Settings

This group is used to configure voice mailbox storage and consists of a group of manipulation radio buttons to define the location where voice mails will
be collected.

® Disable Voice Mail - disables the Voice Mail service for the corresponding extension. With this selection, the extension user will be unable to reach
their Voice Mail Settings, but will be able to access their Voice Mailbox and manage the existing voice mails.

® Use Internal Voice Mail - enables the Voice Mail service for the corresponding extension and defines the QX IP PBX’s internal storage as a location
for the Voice Mails.

This selection also allows you to manipulate with the Voice Mailbox Settings used by the extension’s user to setup personal settings (the password,
the voice mail greeting message and the user’s name for Extensions Directory) from the handset. By default, the Voice Mailbox Settings is enabled
when the QX IP PBX’s is in the factory reset state. It can be manually enabled from this page by pressing the Activate button. When the Voice Mail is
activated, the extension’s user is prompted to insert personal settings as he/she enters his/her Voice Mailbox for the first time. Unless the required
information is not inserted, the button is changed to Deactivate and the Configuration Wizard Status becomes Activated. Use Deactivate button
to stop Voice Mail Configuration Wizard. When the user inserted the required information, the Configuration Wizard Status on this page is
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changed to Passed and a Reactivate button appears. Using Reactivate button you might re-enable the Voice Mail Configuration Wizard so the
user will be again prompted about his/her personal settings next time entering his/her Voice Mailbox.

Instructions on how to insert the information prompted in the Voice Mailbox Settings are available in the Features Codes (see Manual III -
Extension’s Users Guide).

The Shared Mailbox section is used to setup a mailbox sharing. The Edit Voice Mailbox Access List link goes to the page where a list of PBX
extensions can be defined for which the mailbox of the current extension will be shared and accessible without password authentication. For more
details on how to access Shared Mailboxes, see Feature Codes.

® Use External Voice Mail - enables the Voice Mail service for
the corresponding extension and is used to define a remote
Voice Mail Server as a location for the Voice Mails. In this
case recorded voice mails will be collected on the remote
server. Radio button selection enables a sub-group of B exensions
manipulation radio buttons:

Extensions Management - Edit Entry

Voice Mailbox Settings - 103
®  If the remote Voice Mail Server is combined with the
SIP Proxy server, it is recommended to select Proxy
Controlled Mailbox Type. With this selection, SIP
proxy will keep the recorded voice mail on itself.
When extension accesses his mailbox by dialing *0,
the call will be redirected to the voice mailbox on the
proxy server. R

GoTo Line Settings

GoTo Codecsettings

® [f the remote Voice Mail Server acts as a standalone
location of voice mails, it is recommended to select
Independent Mailbox Type. With this selection, QX
IP PBX redirects the recorded voice mails to the
defined remote Voice Mail server. When extension
accesses his mailbox by dialing *0, the call will be
redirected to the remote voice mail server.

For each of these selections, it is required to enter the SIP URI of E3
the Voice Mail Server where voice mails of the corresponding
extension will be collected.

The Transport Protocol for SIP messages radio buttons allow
the transport protocol (UDP or TCP) for transmission of SIP
messages to be selected.

Fig.Il- 37: Extensions Management - Edit Entry - Voice Mailbox Settings page

®  With MS Exchange Server you can keep recorded voice messages into one universal inbox.

o UM Auto Attendant URI text field requires the SIP URI of the MS Exchange Server. When extension accesses his mailbox by dialing
*0, the call will be redirected to the voice mailbox on the MS Exchange Server.

o UM Extension text field requires an extension number that Unified Messaging will use when voice mail is submitted to the user's
MS Exchange Server mailbox.

Please Note: When the MS Exchange Server option is selected as an external voice mail server, the transport protocol TCP is automatically used
regardless of the Transport Protocol for SIP messages radio button selection.

Attention: By choosing the Use External Voice Mail option, some internal voice mailbox services may become unavailable. Instead, the services of the
external voice mail server will become available to the user. Please consult with the external voice mail server administrator before enabling this option.
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7. Class of Service Settings

The Class of Service Settings page is used to assign the defined
classes to a PBX extensions.

To use Class of Service feature it should be enabled from the Class
of Service page.

Class of Service feature allows to specify which PBX/Conference 8 Exensions
extensions can use which routing rules to make a call. For example,
if an extension is not assigned to a certain class of service and an
attempt is made to place a call from that extension using routing
rule with the Class of Service feature enabled, then "Number
dialed does not exist" message will be played to the caller.

BB iccocenion  Ada bl btensons Sk inport

Extensions Management - Edit Entry

The Go to Class of service link leads to the Class of Service page
where the class of services can be configured.

The Go to Call Routing Tablelink leads to the Call Routing
Table page where the call routing rules can be assigned to a certain
class of service(s). The classes defined in the Class of GoToCotecsetings | (S
Services page will appear on this page to assign the PBX
extensions to a certain class of service(s).

PBX/Conference extensions can be attached to a several class of
services at the same time. Fig.II- 38: Extensions Management - Edit Entry - Class of Service Settings page

8. Licensing

This page is only available if the corresponding licensing is
enabled from the Feature Keys page.

This group allows you to configure the extension to be used by the
iQall application and the Pro/Basic level Desktop Communication
Console (DCC).

©GoBack

The page contains the following components:
License Settings - 103

@ Enatl

Enable DCC Pro license checkbox which allows you to set the
corresponding extension to be used by the DCC Pro level
application. When the checkbox is not selected on this page, the
DCC will be functional with the extension only during trial period.

Ensbl

@) EnableiQall Togging lcense:

Enable DCC Basic license checkbox which allows you to set the
corresponding extension to be used by the DCC Basic level
application. When the checkbox is not selected on this page, the
DCC will be functional with the extension only during trial period.

GoTo Codec Settings

Fig.Il- 39: Extensions Management - Edit Entry - License Settings page

Please Note: These checkboxes can be simultaneously selected on as many extensions as iQall and/or DCC Pro/Basic Level licenses are available on the
QX IP PBX.

Enable iQall Toggling license checkbox allows you to allocate the iQall Toggling licenses to the corresponding extensions.
The Go to User Settings link is used to make a quick jump to the extension specific Extension's Main Menu page (see Manual III - Extension User’s Guide).
The Go to Line Settings link is used to make a quick jump to the IP Lines page of the corresponding extension.

The Go to Codec Settings link is used to make a quick jump to the Codec Settings page of the corresponding extension.

Pickup Group Extension Settings
Pickup Group & Access List

The Pickup Group service is used to monitor calls addressed to a certain list of extensions and to pick up calls ringing on the listed extensions. This
service may be used when a group of extensions are located in the same area so the persons nearby can hear the ringing on one of the extensions. This
feature allows you to pick up the call ringing on a certain extension by dialing the number of the pickup extension.

The Pickup Group list is used to define the extensions that can be monitored by calling a certain pickup extension.

The Access List is used to define PBX, SIP or PSTN users that are allowed or forbidden to intercept calls ringing on extensions in the Pickup Group.

If a user dials the pickup extension when several extensions of the pickup group are ringing, the first (oldest in time) call will be picked up. When the user
dials the pickup extension and no extensions of the pickup group are ringing, the “No call is available to pickup” message will be played to the user. When
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the user that is not listed in the Access List dials the pickup extension, password authorization (of the pickup extension) will be required to answer the
call. When a denied user dials the pickup extension, the “Party does not accept your call” message will be played to the user.

For Pickup Group extensions, the Extensions Management - Edit Entry page consists of General Settings, SIP Settings and Advanced SIP Settings
pages. The SIP Settings and Advanced SIP Settings pages are the same as for regular extensions (see User Extension Settings) described above. The
General Settings page has a different content as follows:

1. General Settings (for pickup group extension)
This group requires personal extension information and has the
following components:

Display Name is an optional parameter used to recognize the
caller. Usually the display name appears on the called party’s P
phone display when a call is made or a voice mail is sent. Qoo

Extensions Management - Edit Entry

General Settings

Password requires a password for the new extension. General Settings - 320

S Setting:

SIP Advanced SEtNGS | il Name / Subject Pickup320

The extension password may only contain digits. If non-numeric
symbols are entered an “Incorrect Password: no symbol characters
allowed” error message will prevent making the extension.

Password Generate Password

If you are unable to define a strong password, press Generate
Password to use one of system defined strong passwords. The
Password field is checked against its strength and you may see
how strong is your inserted password right below that field.

Confirm Password requires a password confirmation. If the input —
is not corresponding to the one in the Extension Password field,
the “Incorrect Password confirm” error message will appear.

Fig.Il- 40: Extensions Management - Edit Entry - General Settings for pickup extension page

The Edit Pickup Group link leads to the page where a list of monitored extensions can be defined.

The Pickup Group of Extension page lists all available regular
and virtual extensions on the QX IP PBX and allows you to manage
the Pickup Group. Pickup Group of Extension 320 =

& Extensions

©GoBack

The Enable functional button is used to include the selected e o

extension(s) to the Pickup Group of the corresponding pickup Gty sute
extension. The extensions in the Pickup Group can be monitored = e e

by the pickup extension. The calls addressed to the extensions in 0 rabed tached

the Pickup Group can be answered by the pickup extension. = ——

105 Enabled (Attached)

106 Disabled (Attached)

The Disable functional button is used to exclude the selected 0 abied (tached
extension(s) from the Pickup Group of the corresponding pickup = e
extension. fm [e——

1w Disabled (Attached)

1w Disabled (Attached)

sabled (Attached)

i Disabled (Attached)

115 Dizsbled (Attached)

Fig.Il- 41: Pickup Group of Extension page

The Edit Access List link leads to the page where permissions for the users to use the pickup service can be defined.

The Access List of Extension page lists all users (or a group of
users if a wildcard is used) and the appropriate permissions to
pickup the calls ringing on the extensions from the Pickup Group.

epygi

AddExension | Add Multiple Extensions _ BulkImport

Access List of Extension 320

& Extensions
©GoBack
Add | Edit || Delete
Caller Action

Auto - 104,105 Allow

Fig.Il- 42: Access List of Extension page for Pickup Group
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The Add functional button opens an Add Entry page where a
new user with corresponding permissions might be created. This
page consists of the following components:

Call Type lists the available call types:
® PBX - local calls from QX IP PBX’s extensions
® SIP - calls through a SIP server

CallType (5P v

[11369@sip.cpygiloc
Address PP

® PSTN - calls from global telephone network

pported

® Auto - used for undefined call types. The destination
(independent on whether it is a PBX number, SIP address
or PSTN number) will be parsed through the Call Routing
Table.

Fig.Il- 43: Access List of Extension -Add Entry page for Pickup group

The Address text field is used to define the address to be included in the Access List table. The value in this field is strictly dependent on the Call Type
defined in the same named drop down list. If the PBX call type is selected, the QX IP PBX extension number should be defined in this field. For the SIP call
type, the SIP address should be defined, for the PSTN call type, the PSTN user number should be defined here.

The Action drop down list is used to select the defined user’s permissions (allow or deny) to use the pickup service for the extensions included in the
Pickup Group.

Call Park Extension Settings

For Call Park extensions, the Extensions Management - Edit Entry page consists of General Settings, SIP Settings, Advanced SIP Settings, Park
Access List and Retrieve Access List pages. The SIP Settings and Advanced SIP Settings pages are the same as for the regular extensions (see User
Extension Settings).

1. General Settings (for call park extension)
This group requires personal extension information and has the
following components:

8 Exensions Extensions Management - Edit Entry [
Display Name is an optional parameter used to recognize the Gosk
caller. Usually the display name appears on the called party’s P

General Settings - 50

phone display whenever a call is performed or a voice mail is sent.

lame / Subject [Parks0.

Generate Password

Password requires a password for the new extension.

The extension password may only contain digits. If non-numeric
symbols are entered an “Incorrect Password: no symbol characters
allowed” error will prevent making the extension.

If you are unable to define a strong password, press Generate e [
Password to use one of system defined strong passwords. The
Password field is checked against its strength and you may see
how strong is your inserted password right below that field.

Fig.Il- 44: Extensions Management - Edit Entry - General Settings for call park extension

Confirm Password requires a password confirmation. If the input is not corresponding to the one in the Extension Password field, the error will appear:
“Incorrect Password confirm”.

With the Show on Public Directory checkbox enabled, the details of the corresponding extension will be displayed in the User Settings table on the Main
Page of the Extension’s Web Management (accessed by the extension’s login, see Manual III - Extension User’s Guide). Besides this, the details of the
extension will be displayed in the Public Directories on the snom and Aastra SIP phones. Leave this checkbox unselected if the extension is reserved or not
used, or when the extension serves as an intermediate unit for call forwarding, etc.

Retrieve Timeout text field requires a timeout (in minutes) during which the parked call will stay active, i.e. the parked user will remain on-hold.
® [f the Customize push back number checkbox is not enabled and the call park retrieve timeout expires, the hold music stops playing to the
parked user and a new call is being placed towards the extension initiating the call park. If the extension initiating the call park does not answer

the call, the caller which has been recently parked will reach the extension's Voice Mailbox, if enabled, otherwise will be disconnected.

e [f the Customize push back number checkbox is enabled and the call park retrieve timeout expires, the hold music stops playing to the parked
user and a new call is being placed towards the push back number configured in the Customize push back number field. If the push back number
configured in the Customize push back number field does not answer the call, the caller which has been recently parked will reach the
extension's Voice Mailbox, if enabled, otherwise will be disconnected.

The Customize push back number field consists of the following components:

Call Type drop down list includes possible incoming call types (PBX, PSTN, SIP or Auto).
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® PBXselection means that the call will be push back to the local extension.
® SIP selection means that the call will be push back to the SIP destination correspondingly.
® PSTN selection means that the call will be push back to the PSTN destination.

® Auto selection is used for undefined call types: destination (independent on whether it is a PBX number, SIP address or PSTN number) will be
reached through Routing.

Call To text field requires the push back number dialed in the format depending on the selected Call Type. The Wildcard is supported in this field.

2. Park Access List

This page is used to define a list of extensions that are allowed to

park the call to the corresponding call park extension. Wildcard is ) Extensions Management - Edit Entry (-]
supported in the Address field to add a group of extensions with e
one entry. B
Park Access List - 50
If the extension is not in the Park Access List for the corresponding [
call park extension, it will not be able to park a call to this call park Exenson
extension. -
By default, this table contains a “*” entry which allows any PBX
users to park the call to this extension. e

Attention: If you modify the Park Access List by adding new
extensions, do not forget to remove the default “*” entry from the
list for the new configuration to take effect.

Fig.Il- 45: Extensions Management - Edit Entry - Park Access List for call park extension

3. Retrieve Access List epygi

This page is used to define a list of callers that are allowed to

retrieve a call parked to the corresponding call park extension. 2 Extensions Management - Edit Entry
ocnt

If the caller is not in the Retrieve Access List for the corresponding
call park extension, it will not be able to pickup a call parked to E—
this call park extension.

Retrieve Access List - 50

s | [Add[Edit | Delete

Address

By default, this table contains an “Auto-*" entry which allows any e
caller to pickup the call parked to this extension. A

Attention: If you modify the Retrieve Access List by adding new s
callers, do not forget to remove the default “Auto-*" entry from the stinss
list for the new configuration to take effect.

The Add functional button opens an Add Entry page where a new
caller can be added to the list. This page consists of the following
components:

Call Type lists the available call types:
® PBX - local calls from QX IP PBX’s extensions
® SIP - calls through a SIP server
® PSTN - calls from global telephone network

® Auto - used for undefined call types. The destination
(independent on whether it is a PBX number, SIP address or
PSTN number) will be passed through Call Routing Table.

CallType [P v

| 113698sip.epygiloc

(wildcard supported)

Fig.Il- 47: Extensions Management - Edit Entry - Retrieve Access List for call park extension

The Address text field is used to define the address to be included in the Retrieve Access List table. The value in this field is strictly dependent on the Call
Type defined in the same named drop down list. If the PBX call type is selected, the QX IP PBX extension number should be defined in this field. For the SIP
call type, the SIP address should be defined, for the PSTN call type, the PSTN user number should be defined here. The wildcard is supported in this field.
Wildcard is available for this field.
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Paging Group Extension Settings
Paging Group & Access List

The Paging Group service is used to page a group of extensions by forcing extensions to go off-hook and opening one-way communication. The service is
particularly used for announcements addressed to a group of extensions. Service allows to page multiple extensions by dialing the Paging Group
extension.

Please Note: The Paging Group service requires called extensions to use SIP or analog phones which are able to automatically go off-hook. For Paging
service supported on IP phones, refer to the “Epygi IP PBX Features on Epygi Supported IP phones” document on the Epygi’s Web portal.

The Paging Group list is used to define the extensions that will be paged. They will automatically go off-hook when the paging call comes in.

The Access List is used to define PBX, SIP or PSTN users that are explicitly allowed/forbidden to activate the call paging using the corresponding
extension.

When calling to the Paging Group extension, the call will be forwarded to the extensions listed in the Paging Group table. The phones of the called
extensions will automatically go off-hook (the phone speaker automatically becomes activated) and the caller will be able to make his announcement.
Since the paging call opens one-way communication, the called extensions will not be able to give an answer to the caller. To terminate the paging call,
caller should simply hang up.

Attention: Call paging will not work if the called extension is in call.

When caller not listed in the Access List calls the Paging Group extension, password authorization (using the password of the Paging Group extension)
will be required to start the call paging. When a denied user tries to call the Paging Group extension, “Party does not accept your call” message will be
played to the caller. When caller dials the Paging Group extension with empty Paging Group table, “Number dialed temporarily unavailable” message will
be played to the caller.

For Paging Group extensions, Extensions Management - Edit Entry page consists of General Settings, SIP Settings and Advanced SIP Settings pages.
The SIP Settings and Advanced SIP Settings pages are the same as for the regular extensions (see User Extension Settings), while General Settings page
has a different content:

1. General Settings (for paging group extension)
This group requires personal extension information and has the
following components:

Display Name is an optional parameter used to recognize the
caller. Usually the display name appears on the called party’s 8 Exonsons
phone display whenever a call is performed.

Extensions Management - Edit Entry

©GoBack

General Settings

General Settings - 350

Password requires a password for the new extension.

The extension password may only contain digits. If non-numeric
symbols are entered an “Incorrect Password: no symbol characters
allowed” error will prevent making the extension.

If you are unable to define a strong password, press Choose
Generated Password to use one of system defined strong
passwords. The Password field is checked against its strength and
you may see how strong is your inserted password right below
that field. P

Confirm Password requires a password confirmation. If the input
is not corresponding to the one in the Extension Password field,
the error will appear: “Incorrect Password confirm”.

Fig.Il- 48: Extensions Management - Edit Entry - General Settings for paging extension page

The Edit Paging Group link leads to the page where a list of extensions to be paged can be selected.

The Paging Group of Extension page lists all available regular
and virtual extensions on the QX IP PBX and allows you to manage . T
the Paging Group, & Extonsions Paging Group of Extension 350

©GoBack

The Enable functional button is used to include the selected ol Dsle
extension(s) to the Paging Group of the corresponding extension. P
Once the call to the paging group comes in, all the extensions in o
that group will be paged, i.e. will automatically go off-hook (by

Gallto v State

103 Enabled (Attached)

automatic activation of the phone’s speaker). o1 e Wt
05 raled htached

The Disable functional button is used to exclude the selected = e
extension(s) from the Paging Group of the corresponding 108 abed ttached
: 5 s Wi
extension. i hached

m Enabled (Attached)
1m Enabled (Attached)
3 Enabled (Attached)

e Disabled (Attached

Fig.Il- 49: Paging Group of Extension page
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The Edit Access List link leads to the page where permissions for
users to use the Paging Group service can be defined.

The Access List of Extension page lists all users (or a group of o
users if a wildcard is used) and the appropriate permissions to use 8 cuensins 11CCESS List of Extension 350
the Paging Group through the corresponding extension. ocosu

2dd | Edit || Delete

Pex-* Alow

SP - 11369sip.epygiloc Allow

Fig.Il- 50: Access List of Extension page for Paging group

The Add functional button opens an Add Entry page where a new
user with corresponding permissions might be created. This page
consists of the following components:

Access List - Add Entry o)

Call Type lists the available call types: & Exonsions
® PBX - local calls from QX IP PBX’s extensions e

1369sip.epygiloc

® SIP - calls through a SIP server
® PSTN - calls from global telephone network

® Auto - used for undefined call types. The destination
(independent on whether it is a PBX number, SIP address or
PSTN number) will be parsed through Call Routing Table.

Fig.Il- 51: Access List of Extension ~Add Entry page for Paging Group

The Address text field is used to define the address to be included in the Access List table. The value in this field is strictly dependent on the Call Type
defined in the same named drop down list. If the PBX call type is selected, the QX IP PBX extension number should be defined in this field. For the SIP call
type, the SIP address should be defined, for the PSTN call type, the PSTN user number should be defined here.

The Action drop down list is used to select the defined user’s permissions (allow or deny) to use the Paging Group service for the extensions included in
the Paging Group table.

ACD Group Extension Settings

For ACD Group extensions, the Extensions Management - Edit Entry page consists of General Settings, SIP Settings, SIP Advanced Settings, ACD
Group Settings and ACD Agents Table pages. The SIP Settings and SIP Advanced Settings pages are the same as for the regular extensions described
above. The General Settings page is described below:

1. General Settings (for ACD Group extension) epygi
This group requires ACD group extension‘s information and has
the following components: Extensions Management - Edit Entry =

& Extensions
©GoBack

Display Name is an optional parameter used to recognize the ACD
Group. Usually the display name appears on the called party’s
phone display when a call is made or a voice mail is sent. This
information is also displayed in the ACD Management Groups
table.

General Settings - 700

£ | Display Neme/Subject [ACD700

Password requires a password for the ACD Group extension.

Fig.Il- 52: Extensions Management - Edit Entry - General Settings page (for ACD Group extension)

The extension password may only contain digits. If non-numeric symbols are entered, the “Incorrect Password: no symbol characters allowed” error will
prevent making the extension.

Confirm Password requires a password confirmation. If the input is not corresponding to the one in the Extension Password field, the “Incorrect
Password confirm” error will appear.

With the Show on Public Directory checkbox enabled, the details of the corresponding extension will be displayed in the User Settings table on the Main
Page of the Extension’s Web Management (accessed by the extension’s login, see Manual III - Extension User’s Guide). Besides this, the details of the
extension will be displayed in the Public Directories on the Snom and Aastra SIP phones. Leave this checkbox unselected if the extension is reserved or not
used, or when the extension serves as an intermediate unit for call forwarding, etc.

The Percentage of Total Memory drop down list allows you to select the space for the uploaded custom messages. The maximum value in the drop down
list is equal to the maximum available space for voice messages on QX IP PBX.
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2. ACD Group Settings

This group is used to adjust the ACD group settings and has the e >
following components: Extensions Management - Edit Entry =

& Extensions
Max Queue Size defines the maximum number of calls waiting in
the queue. If all positions of the queue are busy and a new call
arrives, it will be rejected by the Agents Group.

Agent Ring Timeout defines the maximum ringing time of the
agent’s phone. If the call is not answered before this timer expires,
the system will try to connect the call to another agent in that
group.

Group Ring Timeout defines the maximum waiting time of the
calls in the queue including connection time (when the call is
extracted from the queue and rings on the agent’s phone until it is
answered). If this value for some call in the queue is exceeded
then the call is being disconnected unless the call redirection is
enabled from this page. In that case the call will be redirected to
another destination as defined here.

ACD Group Settings - 700

Custom Queve Messages:

o [ £t | Deiste | [ MaveUsp|

Fig.Il- 53: Extensions Management - Edit Entry - ACD Group Settings page

Call Distribution Type defines the method of choosing the agents within the group for connecting the call. The following distribution types are available:

. All Agents Ringing - the system tries to reach all available agents in the group ringing their phones. As soon as the first answers, it cancels the
calls to other agents (similar to Many Extension Ringing on the QX IP PBX, see Manual III - Extension User’s Guide). If no one answers within
Common Timeout, the system either disconnects or redirects the call.

. Round Robin - the system calls to the first available agent in the list of agents configured with AG. If the agent doesn’t answer within Ringing
Timeout, the system tries to reach the next agent in the list, etc. Reaching the end of the list it starts from the beginning again. If the call is not
answered and the Common Timeout has expired, the system either disconnects or redirects the call.

. Longest Idle - the system calls to the first available agent who was longest idle after the last call. If the agent doesn’t answer within Ringing
Timeout, the system tries to reach another agent who was longest idle, etc. If the call is not answered within Common Timeout, the system
either disconnects or redirects the call.

. Less Busy During Last Hour - the system calls to the first available agent who was least busy during the last hour (in average). If the agent
doesn’t answer within Ringing Timeout, the system tries to reach the next least busy agent, etc. If the call is not answered within Common
Timeout, the system either disconnects or redirects the call.

. Random Hunting - the system calls to the first available agent selected randomly from the list of agents configured with Agents Group. If the
agent doesn’t answer within Ringing Timeout, the system tries to reach another agent selected randomly from the list, etc. If the call is not
answered within Common Timeout, the system either disconnects or redirects the call.

. SKills - the system calls to the first available agent with the highest composite skill's grade in the group. If the agent doesn’t answer within
Ringing Timeout, the system tries to reach the next agent with the highest composite skill, etc. If the call is not answered within Common
Timeout, the system either disconnects or redirects the call.

Enable Redirect checkbox is used to enable the call redirection to the other destination after some time spent in the queue. This will avoid the caller to
wait in the queue for too long. This checkbox selection enables the following components:

Call Type lists the available call types:
® PBX - local calls to QX IP PBX’s extensions

® SIP - calls through a SIP server
® PSTN - calls to a global telephone network

® Auto - used for undefined call types. The destination (independent on whether it is a PBX number, a SIP address or a PSTN number) will be
reached through the Call Routing Table.
The Redirect Address text field is used to define the address where the call will be redirected. It might be within the scope of ACD, like the address of
another ACD agent, or out of scope, like the address of some voice mailbox. The value in this field is strictly dependent on the Call Type defined in the
same named drop down list. If the PBX call type is selected, the QX IP PBX extension number should be defined in this field. For the SIP call type, the SIP
address (see chapter Entering SIP Addresses Correctly) should be defined, for the PSTN call type, the PSTN user number should be defined here. For the
Auto call type, a routing pattern needs to be defined.

Enable ZeroOut checkbox enables the ZeroOut feature. When this feature is enabled, callers that have reached the ACD Group extension may accelerate
the automatic redirection instead of holding in the extension’s queue. To activate this feature, caller should dial 0 digit (see Feature Codes) while in the

QX50/QX200,/QX2000; (SW Version 6.0.x) 38

QX50/QX200/QX2000 Manual II: Administrator’s Guide



: ®
@ epygl QX50/QX200/QX2000 Manual II: Administrator’s Guide

queue of ACD Group extension. The caller will then be automatically transferred to the destination specified in this page. This selection activates the
following fields to be inserted:

Redirect Call Type drop down list includes the available call types:
® PBX - local calls between QX IP PBX extensions and the Auto Attendant
® SIP - calls through a SIP server
® PSTN - calls to PSTN

® Auto - used for undefined call types. Destination (independent on whether it is a PBX number, SIP address or PSTN number) will be
reached through Routing.

The Redirect Address text field requires the destination address where the caller should be automatically forwarded to if activating the ZeroOut feature.

Upload new call queue welcome message allows updating the active call queue welcome message for the agents group (played when a caller joins the
agents group call queue), downloading it to the PC, or restoring the default one.

The Remove call queue welcome message functional link appears only when the custom call queue welcome message is already uploaded and is used to
remove it and restore the default call queue welcome message.

The Download call queue welcome message functional link appears only when the custom call queue welcome message is already uploaded and is used
to download it to PC and opens the file chooser window where the saving location can be specified.

Customize Queue Scenario settings are used to define a custom scenario for audio files played in the ACD queue. Here you may upload custom audio files
and to define the sequence in which they will be played for the person in the queue. By selecting this option, the default ACD queue messages will be
replaced with the scenario defined below.

Custom Queue Messages table lists all audio files in the custom queue scenario and allows you to add new field. Each audio file is characterized by the
number of repeats and the timeout when it should start. The audio files may be ordered in the list with Move Up and Move Down functional buttons. The
custom queue will start with the first audio file in this list and will be played in the loop in the order audio files are listed.

The Add functional button opens an Add Entry page where a new
audio file can be defined. This page consists of the manipulation
radio buttons selection to allow upload a new audio file or to select s Vo, D

an already uploaded one. 8 xnsions ACD Management - Add Entry @

® Existing File - this selection is used to choose one of the © engrie
already uploaded custom queue messages to include in the
scenario. The same file may appear in the different Ui Fie
instances of the queue music.

® Upload New File - used to upload a new audio file. The Tmes £
uploaded files should to be in PCMU (CCITT u-law, 8 kHz, 8 [ s ]
bit Mono) wave format, otherwise the system will prevent
uploading it with the “Invalid audio file, or format is not
supported” warning message. s

Fig.Il- 54: Extensions Management - Edit Entry - ACD Group Settings - Add Queue Message page

Please Note: The file name can contain only alphanumerical characters and "_','-',." symbols.

Attention: You should have enough memory allocated to the corresponding extension (from General Settings) in order to be able to upload audio files;
otherwise error message prevents uploading new files.

Play Count indicates the number of times the corresponding audio file will be played continuously in the queue.
Timeout indicates the timeout (in seconds) between the end of the previous queue audio file in the scenario (if any) and the beginning of the current

audio file. For the first audio file in the list, this timeout indicates the interval between the beginning of the queue and the beginning of the current audio
file’s playback.

Play Background Music checkbox is used to fill in the timeout intervals between the audio files in the scenario with the background music. This option
requires you to choose the Audio Line-in or RTP Channel of broadcast streaming. The RTP channels are created from RTP Streaming Channels page.
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3. ACD Agents Table Settings

This group is used to configure agents in the ACD group and has
the following components:

ansions Extensions Management - Edit Entry
The ACD Agents Table lists all agents in the corresponding ACD oaon
group and their statuses. o

ACD Agents Table - 700

Add opens the Add Entry page where a new agent may be added
to the group. The Add Entry page contains the following
components:

¢ | Add || Edit | Delete | Move Up || Move Down

Agent ID Wrap-up Status

Fig.Il- 55: Extensions Management - Edit Entry - ACD Agents Table page

ACD Agent ID text field requires the name of the agent
previously created from the Agents table of ACD Management.

Agent Status drop down list requires the actual status of the

) . . . i Agents Table of Group 700 - Add Entry =
agent. The following values are available in this list: 8 Exensions

©GoBack

ACD AgentD (138 ¥

. Online - the agent is logged into agent group and
available for receiving the calls from that group.

. Offline - the agent is not logged into the agent group
and cannot receive the calls from that group. The same
agent still can receive the calls from the other groups
where he/she is online.

. Away - the agent is logged in but temporarily

) . Fig.Il- 56: Agents Table of Group - Add Entry page
unavailable for a short time by some reason.

. DND (Do Not Disturb) - agent is busy by some other activity not related to conversation on the phone. For example, agent can be busy by
updating the customer’s record after the call or entering some data into database. Versus to Away status, the DND state of the agent changes
automatically to Online when the preconfigured DND timeout expires (it is now 30 seconds by default).

Please Note: The state of the Agent can also be modified from the handset by calling the predefined Auto Attendant (see Attendant Extension Settings and
ACD Management).

Enable wrap-up - if enabled, the current Group doesn’t send new calls to the Agent within the wrap-up Timeout after closing the active call. Versus DND,
the agent’s status doesn’t change during Timeout period, which activates automatically every time when the agent finishes the call. That period is used,
for example, by the agent for updating the customer’s records after the call.

Move Up and Move Down buttons are used to move the selected entry one level up or down within the Agents Table. The sequence of Agents is
important when Round Robin call distribution is selected in the ACD Group Settings page (see above). Agents will be called in the order selected in the
Agents table.

Recording Box Extension Settings

For Recording Box extensions, the Extensions Management - Edit Entry page consists of General Settings, SIP Settings, SIP Advanced Settings and
Recording Box Settings pages. The SIP Settings and SIP Advanced Settings pages are the same as for the regular extensions described above. The
General Settings and Recording Box Settings pages are described below:
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1. General Settings (for Recording Box extension)

This group requires Recording Box extension's information and has Adaptendon  Addiutpebiersons Bk npor

the following components: o . Extensions Management - Edit Entry m
N ©Go Back

Display Name is an optional parameter used to recognize the

Recording Box extension. Usually the display name appears on the e General Settings - 400

called party’s phone display when a call is made or a voice mail is 2 buncedsengs /s o

sent.

Generate Password
Recording Storage Setings

Password requires a password for the Recording Box extension.

GoTo Recording Box

GoTo Codec Settings

Fig.Il- 57: Extensions Management - Edit Entry - General Settings page (for Recording Box extension)

The extension password may only contain digits. If non-numeric symbols are entered, the “Incorrect Password: no symbol characters allowed” error will
prevent making the extension.

Confirm Password requires a password confirmation. If the input is not corresponding to the one in the Extension Password field, the “Incorrect
Password confirm” error will appear.

GUI Login Allowed checkbox enables the current extension to be used to access the QX IP PBX via WEB interface by extension name and password.

With the Show on Public Directory checkbox enabled, the details of the corresponding extension will be displayed in the User Settings table on the Main
Page of the Extension’s Web Management (accessed by the extension’s login, see Manual III - Extension User’s Guide). Besides this, the details of the
extension will be displayed in the Public Directories on the Snom and Aastra SIP phones. Leave this checkbox unselected if the extension is reserved or not
used, or when the extension serves as an intermediate unit for call forwarding, etc.

The Percentage of Total Memory drop down list allows you to select the space for call recordings and the uploaded custom messages of Recording Box
extension. The maximum value in the drop down list is equal to the maximum available space for voice messages on QX IP PBX.

2. Recording Box Settings

€pysl

This group contains Recording Box settings and has the following

components:

& Extensions

Ask Password on Local Access checkbox selection enables the
password protection for local PBX callers when entering Recording
Box.

© Bulkimport

Extensions Management - Edit Entry

©GoBack

Recording Box Settings - 400

Ask Password on Remote Access checkbox selection enables the
password protection for remote SIP or PSTN callers when entering
Recording Box.

Recording Announcement

@ Play announcement wher

Play Welcome Message checkbox is used to enable/disable the

GoTo Recording Box

welcome message played when entering the Recording Box. GoTo Codec Settings Upload new recording annour message | [ Choose File | No file chosen

Maximum recording count drop down list indicates the maximum
number of call recordings allowed to be stored in the corresponding
extension’s Recording Box. If the limit is reached, some call
recordings should be deleted from the Recording Box to be able to
make more recordings.

Fig.Il- 58: Extensions Management - Edit Entry - Recording Box Settings page

Maximum Recording Duration drop down list is used to select the maximum duration of the single call recording for the selected Recording Box
extension. When the call reaches the selected duration, the recording will be automatically stopped, while the call will stay active.

Recording Announcement group allows updating the active recording announcement (played in the call when call recording starts), downloading it to
the PC, or restoring the default one. The group offers the following components:

Play Announcement When Starting Recording checkbox is used to enable/disable the announcement played during the call saying that the call
recording starts. When this checkbox is not selected, the call recording will start silently, without any notification.

Upload new recording announcement message indicates the file name used to upload a new recording announcement message. The uploaded
file needs to be in PCMU (CCITT u-law, 8 kHz, 8 bit Mono) wave format, otherwise the system will prevent uploading it and the “Invalid audio file,
or format is not supported” warning message will appear. The system also prevents uploading if there is not enough memory available for the
corresponding extension and the “You do not have enough space” warning message will appear.

Choose File opens the file chooser window to browse for a new recording announcement message file.

The Download Recording Announcement Message and Remove Recording Announcement Message links appear only if a file has been
uploaded previously. The Download Recording Announcement Message link is used to download the message file to the PC and opens the file-
chooser window where the saving location may be specified. The Remove Recording Announcement Message link is used to restore the default
recording announcement message.
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3. Recording Storage Settings

This group contains recording storage settings and is divided into
two groups:

The Modes radio buttons selection is used to choose the storage P Extensions Management - Edit Entry
option once the call recording is done. Following options are ok
available:

Recording Storage Settings - 400

Modes

® FTP Mode - this option will send immediately recordings to

the FTP server and delete from device. This option will keep cuanastonassstngs | © PN inmestysnsersng o T seer nd st romice

your device memory the most free. ® smpetoaiose ., n,
e Simple Local Mode - this option will keep recordings locally. cores Crtetotiose

Stop recording when local space is full and generate an event. Gotocotecsation Moot y,,,

® Cyclic Local Mode - this option will keep recordings locally. e scos
When local space is full, delete the oldest recordings. S

® Mixed Mode - this option will keep recordings locally. When
local space is full or when Maximum recording count is
reached, move the oldest recording to FTP server.

The FTP Settings group is used to define the FTP server settings
where the recordings will be uploaded, if configured accordingly.

Server Name text field requires the FTP server name.

. ) Fig.Il- 59: Extensions Management - Edit Entry - Recording Box Storage Settings
Server Port text field requires the FTP server port number.

Username and Password text fields require the FTP server authentication parameters.

Path on Server text field requires the location on the server where the recordings will be stored.

Naming Scheme text field requires the naming scheme of the files to be uploaded to the FTP server. This scheme helps to distinguish files among others
and to avoid possible overwriting of the files. This text field may contain any distinctive text and also offers a list of variables:

. caller_dispname - caller’s display name

° caller_username - caller’s username

. caller_fullname - caller’s full name in the username@host[:port] format
. callee_dispname - called user’s display name

° callee_username - called user’s username

. callee_fullname - called user’s full name in the username@host[:port] format
. duration - duration of the call

° time_hour - hour when the call recording started

° time_min - minute when the call recording started

° time_sec - second when the call recording started

. date_year - year when the call recording started

° date_month - month when the call recording started

. date_day - day when the call recording started

. extension - recording box extension

° hostname - QX hostname

Any combination of above variables can be used in the Naming Scheme text field along with the manually text inserted. The following syntax applies:
Example: MyQX-$[caller_dispname]-$[duration]-$[time_hour]-$[time_min]_business

In case if the caller’s display name was Andrew, the call lasted 15 seconds and it took place on 14:10 the files stored on the FTP server for this Recording
Box extension will have the name:

MyQX-Andrew-15 sec-14-10-business.wav

Attention: Make sure Naming Scheme text field contains symbols that your FTP server allows. For example, symbols:, /,\, *, 2, “, <, >, | are not allowed by
the MS Windows Operation System running servers.

Retry Count text field indicates the number of retries to access the server, in case of networking problems.

Retry Timeout text field timeout between retries to access the server.
The Go to Recording Box link moves to the recording box of the corresponding extension’s Recording Box where all recorded calls are locally stored. The
Recording Box is also accessible from Extensions Management table, by clicking on the corresponding Recording Box extension.

Recording Box

Recorded calls on the QX IP PBX can either be stored locally in the Recording Box or be uploaded to the remote FTP server. The Recording Box is used to
locally store the recorded calls. The Recording Box can be accessible online from Web Management or from handset by calling the corresponding
Recording Box extension. With both options, the user can play and delete the recorded calls located in the Recording Box.

Please Note: When using Call Recording on the QX50/QX200 it is advisable to use an SD memory card to expand the system memory.

QX50/QX200,/QX2000; (SW Version 6.0.x) 42



: ®
@ epygl QX50/QX200/QX2000 Manual II: Administrator’s Guide

When accessing the Recording Box through the handset, all recording box functionality settings, such as enabling the welcome message, adjusting the
maximal call recording duration, recording box access security, etc. are configurable from Recording Box Extension Settings page.

Instructions on accessing and navigating within the Recording Box via the phone handset are described in the Feature Codes.
Please Note: When playing a new call recording (via a phone handset or with the use of the Play button in this page) will deprive the “New” state of the
recorded call.

The Recording Box can hold New (not yet played) and Old (already played) call recordings. The Status column in the Recording Box table indicates the
current state of the call recordings. All new recordings in the table are displayed in bold font. Playing a call recording cancels both the New status and bold
font. Call recording can be selected to be played or deleted. The following information is available on this page:

Recording free space provides information on the number of
minutes/seconds of free recording box space.

Refresh functional button is used to refresh the Recording Box for

m
. Recording Box - 800
any latest recordings or status changes. @ exensons ¢

@G0Bk

Send to FTP functional button is used to move one or more
selected recordings to the FTP server configured from Recording =
Storage Settings in Recording Box Extension Settings page.

SendTo FIP | Delete

New recordings field shows the number of newly done call sutes coter caee DateaTime & Messe
recordings since the user's last access to the voice mailbox. T Lovon Datayar <1105 g oA 1S (T
All recordings field shows the number of all recordings existing ou [ tevon Dt ci80- sormstomon s Gom
in the Recording Box. o e B @
Recording Box table displays the following information: o T — onzsie 0 w—— .

Status - indicates whether the call recording is New and not yet New v 00 208 20055 G

. . ; Tn e Sy Cires
played. New recordings are displayed in bold font. R r—— [Ere—— [S— o

New  “Diagnostic Call <20202@sip.epygi.com> 011316879044090.4.53.84.855060 04-Aug 2014 20:00:09 @ mingseq

New Attendant” <20202@5ip.epyai.

010528467@ims ucom.am: 5060 0+-Aug 2014 19:56:15 Qi tmin25se)

Caller - is the address of the caller of the recorded call.

New  “Diagnostc ai<20202@sip epyoi.com> s @ aminsisea

Callee - is the address of the called party of the recorded call. T o e

New Armen Movsisyan"<11006> ‘Ashihen Barseghian<20231> 0+-Aug-2014 19:41:14 2se

Date & Time - is the call recording start date and time. New  “ArmenMovsisyan"<11006> “Ashkhen Barseghian”<20231> 01-Aug 2014 19:39:25 g assea

Fig.Il- 60: Extension’s Recording Box

Message - indicates call recording duration (in minutes/seconds) and a speaker sign used to play (using any available media player supported by your
Operation System) the recording or to download the audio file to the PC.

The column headings of the voice mail tables are created as a link. By clicking on the column heading the table will be sorted by the selected column. Upon
sorting (ascending, descending) arrows will be displayed next to the column heading. Each row in the Voice Mailbox tables can be selected by a checkbox
for editing, deleting or marking.

To Play a Call Recording

1. Click on the speaker icon of the corresponding recorded call.

2. Depending on you browser’s settings the .wav file will be played directly or an application will ask you to save the .wav file on the local PC. In the
second option, please specify the path and run the media file from the specified location to play it.

To Delete a Call Recording

1. Select the checkbox of the corresponding record(s) in the Recording Box table that should to be deleted.

2.  Select the Delete button.

3.  Confirm the deletion with Yes. The selected recordings will be deleted. To abort the deletion and keep the recordings in the inbox, select No.

Attendant Extension Settings

For Attendant extensions, the Extensions Management - Edit Entry page consists of General Settings, Attendant Scenario, SIP Settings and SIP
Advanced Settings pages. The SIP Settings and SIP Advanced Settings pages are the same as for the regular extensions described above. The General
Settings and Attendant Scenario pages are described below:

1. General Settings (for attendant extension)

This group requires AA extension information and has the following o Extonsions Mansgement - £dit Entry
components:

Display Name is an optional parameter used to define the Auto
Attendant’s description. Usually the display name appears on the
called party’s phone display when a call is made or a voice mail is
sent.

With the Enable FAX Forwarding checkbox enabled, the system
moves the incoming FAX to the selected extension if a FAX tone is
detected on the Auto Attendant.

Fig.Il- 61: Extensions Management - Edit Entry - General Settings for Auto Attendant page
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The Extension to forward drop down list is used to choose the extension where the incoming FAX addressed to the QX IP PBX’s Auto Attendant will be
forwarded. The list contains only those extensions that have FAX support enabled. FAX support can be enabled from the Extension Codecs page.

Please Note: FAX forwarding is applicable only for incoming calls from PSTN and IP networks. It is not valid for PBX calls.

With the Show on Public Directory checkbox enabled, the details of the corresponding auto attendant extension will be displayed in the User Settings
table on the Main Page of the Extension’s Web Management (accessed by the extension’s login, see Manual III - Extension User’s Guide). Besides this, the
details of the extension will be displayed in the Public Directories on the Snom and Aastra SIP phones. Leave this checkbox unselected if this auto
attendant extension is reserved or not used.

The Percentage of System Memory drop down list is used to define the space for the Auto Attendant’s system messages. The maximum value in the drop
down list is equal to the maximum available space for voice messages on QX IP PBX.

2. Attendant Scenario
This group is used to select between default and custom attendant functionality scenarios.

The Default manipulation radio button selection enables the following components:

® The Send AA Digits to Routing Table checkbox selection
switches the Auto Attendant to the routing mode. Any
inserted digits on the Auto Attendant prompt will be
parsed through the Routing Table on the QX IP PBX.

& Eextensions
©GoBack

® Redirection on Timeout - this group allows automatic
call redirection in case no action has been performed by
the caller. The group offers the following options:

Attendant Scenario - 00

® Default

Enable Redirection on Timeout checkbox is used to
enable/disable the automatic call redirection.

Go.To Code Settinas

Recurring Attendant Prompt Repetition Count text paios
field indicates the number of Recurring Attendant
Prompts to be consecutively played to the caller with no —
action from his/her side. When the Recurring Attendant
Prompt is played the number of times indicated in this
text field, the call will be automatically redirected to the
defined destination.

Call Type drop down list includes possible incoming call
types (PBX, PSTN, SIP or Auto). PBX selection means that
the call will be redirected to the local extension. SIP
selection means that the call will be redirected to the SIP
destination correspondingly. PSTN selection means that
the call will be redirected to the PSTN destination. Auto
selection is used for undefined call types: destination
(independent on whether it is a PBX number, SIP address
or PSTN number) will be reached through Routing.

Chaose File | No file chosen

Chaose File | No file chosen

VXML Scenario
No file chosen

Customized Scenario

Predefined ACD Agent Scenario

Call To text field requires the destination number dialed
in the format depending on the selected Call Type. The
wildcard is supported in this field.

Ulond newinging smnauncemen | [Choose ] o e chosen

®  ZeroOut - this group is used to configure call redirection ——
service on the Auto Attendant. When a caller reaches the
Auto Attendant, he may want to accelerate the automatic
redirection feature instead of using Auto Attendant
features. To activate ZeroOut, caller should dial 0 digit
(see Feature Codes) during the Auto Attendant welcome
message. The caller will then be automatically transferred
to the destination specified in this page.

Fig.Il- 62: Extensions Management - Edit Entry - Attendant Scenario page

Enable ZeroOut checkbox selection enables the ZeroOut feature and activates the following fields to be inserted:
Redirect Call Type drop down list includes the available call types:

o PBX - local calls between QX IP PBX extensions and the Auto Attendant

o SIP - calls through a SIP server

o PSTN - calls to PSTN

o Auto - used for undefined call types. Destination (independent on whether it is a PBX number, SIP address or PSTN number) will be
reached through Routing.

The Redirect Address text field requires the destination address where the caller should be automatically forwarded to if activating the
ZeroOut feature.

Attention: The routing patterns in the Call Routing Table starting with digit “0” will not work for incoming calls to attendant if both the ZeroOut
and Send AA Digits to Routing Table options are enabled. The ZeroOut feature has a higher priority. If it is enabled and used, the system will
forward all incoming calls to attendant to the specified redirect address. As a result, calls prefixed with 0 will never reach call routing.
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® Attendant Welcome Message - this group allows updating the active Auto Attendant welcome message (played only once when entering Auto
Attendant), downloading it to the PC, or restoring the default one. The group offers the following components:

Enable Welcome Message checkbox is used to enable/disable the Auto Attendant welcome message (the default one or the custom one
uploaded from this page or recorded from the handset (see Feature Codes) being played when callers enter QX IP PBX’s Auto Attendant.

Upload new welcome message indicates the file name used to upload a new welcome message. The uploaded file needs to be in PCMU (CCITT
u-law, 8 kHz, 8 bit Mono) wave format, otherwise the system will prevent uploading it and the “Invalid audio file, or format is not supported”
warning message will appear. The system also prevents uploading if there is not enough memory available for the corresponding extension and
the “You do not have enough space” warning message will appear.

Browse opens the file chooser window to browse for a new welcome message file.

The Download Welcome Message and Remove Welcome Message links appear only if a file has been uploaded previously. The Download
Welcome Message link is used to download the message file to the PC and opens the file-chooser window where the saving location may be
specified. The Remove Welcome Message link is used to restore the default welcome message.

®  Recurring Attendant Prompt - this group allows updating the active recurring Auto Attendant message (played after the Attendant Welcome
Message and then periodically repeated while being in the Auto Attendant), downloading it to the PC, or restoring the default one. The group
offers the following components:

Upload new Recurring Attendant Prompt indicates the file name used to upload a new recurring auto attendant prompt. The uploaded file
needs to be in PCMU (CCITT u-law, 8 kHz, 8 bit Mono) wave format, otherwise the system will prevent uploading and the “Invalid audio file, or
format is not supported” warning message will appear. The system also prevents uploading if there is not enough memory available for the
corresponding extension. This will cause the “You do not have enough space” warning message to appear.

Browse opens the file chooser window to browse for a new Recurring Attendant Prompt file.

The Download Recurring Attendant Prompt and Remove Recurring Attendant Prompt links appear only if a file has been uploaded
previously. The Download Recurring Attendant Prompt link is used to download the Recurring Attendant Prompt file to the PC and opens the
file-chooser window where the saving location may be specified. The Remove Recurring Attendant Prompt link is used to restore the default
Recurring Attendant Prompt.

®  Friendly Phones - the Edit Authorized Phones Database link refers to the Authorized Phones Database page where a list of trusted external
phones can be created. If external SIP or PSTN users are added to the QX IP PBX Authorized Phones database, they are free to access the Auto
Attendant Services without passing the authentication or to use the Call Back services.

The VXML Scenario manipulation radio button selection allows you to upload Attendant’s custom scenario file and voice messages. The selections are:

® The Upload VXML Scenario File indicates the file name used to upload a new scenario file. The uploaded file needs to be in EpygiXML format
(the coding standard can be found at Epygi Technical Support) and is restricted to a 20KB file size. Browse opens the file chooser window to
browse for a custom scenario file.

Please Note: You may upload an attendant scenario file along with the voice prompt recordings as a single file. To do this, create an archive file
of the “tar.gz” type containing all the necessary files and upload it from the Upload VXML Scenario Voice Messages page.

® The View/Download VXML Scenario link appears only when a custom scenario file has been previously uploaded and is used to view or
download the scenario file. The Remove Scenario link is used to remove a custom scenario file and return to the default Auto Attendant
scenario.

® The Upload VXML Scenario Voice Messages link refers to the page where voice messages used in the uploaded custom scenario should be
managed.

The Customized Scenario radio button selection allows you to switch the Attendant to the customized Attendant scenario. The Customized Scenario
radio button selection enables the following components:

® The Create Scenario link refers to the Edit Scenario page where a new scenario for a current Auto Attendant might be created.

The Edit Scenario page consists of two pages for menu configurations: The Main menu configuration page and the Submenus configuration page.

The Main menu is the menu where all incoming calls to the certain Auto Attendant will be placed first. The Submenus are the supplementary menus
which can be called from the other menus.

Both the Main menu and all Submenus can call each other. This allows the opportunity to have several index levels for the Auto Attendant. There are no
limitations on the depth and nesting levels of menus.

The Main menu page consists of the following components:

Welcome message indicates the file name used to upload a new custom Auto Attendant welcome message. The Auto Attendant Welcome message will
play only once when callers enter the Customized Auto Attendant.

Delay after message requires the delay (in seconds) after which the Recurring message will be played.

Recurring message indicates the file name used to upload a new custom Auto Attendant recurring message. The Auto Attendant Recurring message will
play after the Attendant Welcome message (if it is uploaded).
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Play Count text field indicates the number of times the corresponding Recurring message will be consecutively played to the caller.

Interval requires the time period (in seconds) between consecutively
played Recurring messages.

Browse opens the file chooser window to browse for a new custom

. . 8 Extansions Edit Scenario - 00 MainMenu m
welcome or recurring message file. -
Press the Save button to submit the changes or use Go Back to keep Moy ke

the initial data.

Attention: The uploaded file needs to be in PCMU (CCITT u-law, 8
kHz, 8 bit Mono) wave format, otherwise the system will prevent
uploading it and the “Invalid audio file, or format is not supported”
warning message will appear. The system also prevents uploading if P
there is not enough memory available for the corresponding extension N
and the “You do not have enough space” warning message will appear.

The Download and Remove links appear only if a file has been
uploaded previously. The Download link is used to download the T P AEr i
message file to the PC and opens the file-chooser window where the ot
saving location may be specified. The Remove link is used to restore
the default welcome message.

Pattern’ in the Call Routing table.

Fig.Il- 63: Create scenario-Main menu page

The User Input Options table is for configuring the action to be taken based on one of the following user choices:

° User Input
®  Any inputother than in the list above

° No input

The user will press one of the following input options on the phone to activate the corresponding action. The option can be selected after reaching the
Auto Attendant Service and after the Welcome and/or Recurring messages have been played.

The User Input table consists of the following functional buttons:

Add opens the Add Option page where the actions for previously unspecified inputs can be configured.

Add link opens the Add Option page where the actions for previously
unspecified inputs can be configured.

Edit Scenario - 00 MainMenu - Add Option

OGoBack

Edit link opens the Edit Option page where the actions of previously
configured User Input options can be adjusted.

Sales Department
s

The Add/Edit Option page offers the following components: iz o e dosen

Description - text field for an optional description of the option.
Option is used for choosing the user input for which some Gotothe fallwing menu
announcement and/or action should be configured. The following
input options are available in the list to configure the Customized
Scenario:

® Callto the extension

Callto the following number

®  Digits (inarange from 0 to 9) e enson ey

®  Signs (“*” and “#")

Announcement indicates the file name used to upload a new custom
message. When the caller selects the option configured in the Option
drop down list, this message will be played once before the Action will
be activated.

Fig.Il- 64: Main menu - Add Option - Edit Scenario page

Attention: The uploaded file needs to be in PCMU (CCITT u-law, 8 kHz, 8 bit Mono) wave format, otherwise the system will prevent uploading it and the
“Invalid audio file, or format is not supported” warning message will appear. The system also prevents uploading if there is not enough memory available
for the corresponding extension and the “You do not have enough space” warning message will appear.

The Download and Remove links appear only if a file has been uploaded previously. The Download link is used to download the message file to the PC
and opens the file-chooser window where the saving location may be specified. The Remove link is used to restore the default welcome message.

Action is used to configure the action based on the caller’s selection.
The Action radio buttons allows you to configure the action type after playing the Announcement message (if configured):
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®  No Action the Auto Attendant will continue to play the Recurring message (if configured) of the current menu.

®  Go to the following menu will go to the specified submenu and take actions defined in that submenu. The drop down list allows the selection
of a previously created submenu or to create a new submenu by choosing the Create New Submenu item. The New submenu name text field
requires the new submenu name.

®  (Call To the following extension will call to the extension number specified in the extensions drop-down list.
®  (Call to the following number will call the specified phone number via the Call Routing Table.

e  (Call to the number dialed will send the user inputs to Call Routing table and if there is a matching with any Call Routing rule the call will be
made with the conditions of Call Routing rule (available only in case when the Any input other than in the list above input is edited).

® Invoke Extensions Directory will connect the caller to Extensions Directory.

(] Terminate the call will exit from this Customized Scenario and disconnect the call.
The following options can be configured too:

®  Any input other than in the list above - allows configuring the action taken when the caller makes a selection other than options listed in the
User Input table. If it is configured to No Action then the timer for No Input will reset and it will be counting the No Input time again.

®  No input - allows configuring the action taken when the caller doesn’t enter anything during the certain period. The No Input timeout is equal
to [Welcome message duration] + Delay after message + [Recurring message duration] * Play Count + Play Count * Interval. If there is no input
during that time, the action specified for No input will take effect.

The Dial Timeout specifies the period of time to determine when the user has completed dialing and to begin to process the call. The timer will start after
the last digit or symbol is entered. If the (#) key has been pressed then the call will be processed immediately.

Incorrect number handling link opens the Edit Incorrect Number Handling page which is similar to Edit Option page to configure the action taken
when the user has selected a destination that resulted in a failed call, such as an invalid extension number.

Incorrect number handling link will open the page to configure the action taken when the user has selected a destination that resulted in a failed call,
such as an invalid extension number.

Please Note: The Incorrect number handling will be activated only in the following two cases:
° An attempt was made to call a non-existent extension,

®  Anattempt was made to call a number not matching with any "Destination Number Pattern” in the Call Routing table.

Attention: If a file with the same name is uploaded for other options, the previous file will be replaced.
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The Submenus page consists of the following functional buttons:

Add opens the Edit Scenario - Add menu page where a new Menu o) (s b (Bt
name may be defined. B exensions £t SCENariO - 00 Submenus m

©GoBack

Mainmenu Submenus

Edit opens the Edit Scenario page where a newly created submenu P e e
scenario settings might be adjusted. Wemsrame Descripion

subt

Fig.Il- 65: Create scenario-Submenus page

epysi

[E—
s Erarson xca MutpsSmsnsens Bulkimpen
Edit Scenario - 00 Add menu L

©GoBack

& extensions

Menu name: [Subl

save

Fig.Il- 66: Submenus - Add Entry - Edit Scenario page

®  The Edit Scenario link appears only if a new scenario has been created previously. The Edit Scenario link opens the Edit Scenario page, where

a previously created scenario can be changed.

®  The Import/Export scenario link leads to the page where a new scenario file can be imported or exported.

The Import/Export Scenario page offers the following components:

Import scenario is used for uploading the previously downloaded

: . Import/Export Scenario - 00 [ e ]
scenario and custom messages file. -

& Extensions

Export scenario appears when the Customized Scenario was sensote | iCammanlg] o Th dosen
previously configured for the current Auto Attendant. The Download o

scenario link is used to download the scenario and voice message
files to the PC and opens the file-chooser window where the saving =
location may be specified.

Downioad scenario

Fig.Il- 67: Import/Export Scenario page

The Remove Scenario link removes the current Customized Scenario. After pressing the Remove scenario link all configurations and
uploaded voice messages will be deleted from the system.

The View/Download VXML Scenario link appears only when a customized scenario has been created and is used to view or download the
generated script in a VXML file format.

The Predefined manipulation radio button selection allows you to switch the Attendant to the ACD Agent Scenario (see ACD Management).

Attention: This selection is only available if the ACD feature is previously activated from the Feature Keys page.

This page provides the possibility of uploading voice messages to be
played in the custom Auto Attendant scenario. It also removes and
downloads the uploaded files to a PC.

Upload Custom Scenario Voice Messages

Attendant: 00

Custom Voice Messages.

enterlanguagewar

The Upload Custom Scenario Voice Messages page contains a table
where uploaded custom voice messages are listed. Use the Download
functional button to download and use Remove to delete the BEEESa o e chosen
corresponding custom voice message.

Browse opens a file chooser window to browse for a custom voice
message for an archive file with the “tar.gz” extension containing the
custom attendant scenario and the voice prompt recordings.

Fig.Il- 68: Upload Custom Voice Messages page

The Attendant Ringing Announcement group allows uploading an optional voice message that is played to callers instead of ring-back tones when
making calls through an auto attendant. The Ringing Announcement can be enabled for both custom and default attendants.
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Please Note: The Attendant Ringing Announcement is played to SIP-to-extension and PSTN-to-extension calls only. The announcement can also be
played to SIP-attendant-SIP and PSTN-attendant-SIP calls if they are made by a call routing rule for which the RTP proxy is enabled.

The group offers the following components:

The Enable Ringing Announcement checkbox enables/disables the Auto Attendant optional announcement message. When this checkbox is selected but
no custom announcement message is uploaded, the default message will be played to callers.

. File selection is used to upload the ringing announcement file. The following option is available under this selection:

Upload new ringing announcement indicates the file name used to upload an announcement. The uploaded file needs to be in PCMU (CCITT
u-law, 8 kHz, 8 bit Mono) wave format, otherwise the system will prevent uploading and the “Invalid audio file, or format is not supported”
warning message will appear. The system also prevents uploading if there is not enough memory available for the corresponding extension.
This will cause the “You do not have enough space” warning message to appear.

Choose File opens the file chooser window to browse for a new announcement.

The Download Ringing Announcement and Remove Ringing Announcement links appear only if a file has been uploaded previously. The
Download Ringing Announcement link is used to download the announcement file to the PC and opens the file-chooser window where the
saving location may be specified. The Remove Ringing Announcement link is used to restore the default ring back tones.

. RTP Channel selection is used to define the channel for the broadcast streaming. The RTP channels are created by the system administrator.
Therefore if you are experiencing problems with using the RTP channels as ringing announcement, or no RTP channels are available to select on
this page, turn to your system administrator for clarification.

. Audio Line In (available only for QX50/QX200) selection uses the external radio broadcasting or any other audio resource as the hold music.
When selecting this option, check with your system administrator if there is an external audio resource connected to the QX IP PBX.

The Edit functional button provides a possibility of editing multiple
extensions at the same time. In this case, fields that cannot be edited
for multiple records have Multiple values in the Edit Entry page.

Extensions Management - Edit Entry

When editing user and attendant extensions together, the Edit Entry P

page displays only those fields that are for both user extension and
attendant settings. Additionally, for the fields that need to be
modified, a Select to modify fields checkbox alongside the
corresponding field needs to be selected to submit changes, otherwise
the fields will not be updated.

General Settings - 103 104 105

Delete removes the selected extensions. If no records are selected an
error message occurs. Deleting an extension from the Extensions
Table will automatically remove the name attached to the deleted
extension in Extensions Directory.

Fig.Il- 69: Extensions Management - Edit Entry page for multiple edit operation

Extension Codecs

To establish an IP voice communication, call participants have to use the same codec. When establishing a communication line, this codec is negotiated. If
the caller does not find an appropriate codec, the communication does not take place. To allow communication with all IP callers, it is helpful to support as
many codecs as possible. In this case, all codecs that the system offers should be enabled in the Codecs table. On the other hand, some codecs require quite
a high transfer rate of up to 64 kBit/s. If you definitely do not want to use these codecs, make sure they are disabled in the Codecs table.
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The Codecs table lists the voice and video codecs supported by the
QX IP PBX. Each table entry is assigned a checkbox that is used to
manipulate the entry, for example to disable, to move it up or down,

etc.

The table entries in bold type indicate codecs enabled for the selected 2 oxensons EXtENsion 103 Codecs =
extension/attendant/conference. The enabled codecs participate in Qoo

codec negotiation at the call setup. The order of the enabled codecs is Ensieoispi | oveUp | ov Down | 4

very important. Each codec in the table has a higher priority than the o s

codecs below it, and a lower priority than the codecs above it. A ST e

6.7293 (CS-ACELP speech coding at 8 Kbit's rate)

codec placed at the top of the table is used as the preferred codec.
When establishing a call, the system will try this codec first. If the
remote party does not support the preferred codec, the following
codecs will be tried out strictly in the order given in the Codecs table.

Please Note: Pay attention when configuring Auto Attendant Codecs
as they are used by virtual extensions for redirecting the incoming
calls.

Enable/Disable enables or disables the selected codec. Disabled
codecs do not participate in codec negotiation, i.e. they will never be
used to for call setup. At least one codec must be enabled; otherwise
voice communication with an extension/attendant/conference will e I setios

sRiPPe

be impossible.

Fig.Il- 70: Extension Codecs list

Move up moves the selected codec one level up, increasing the codec's priority.
Move down moves the selected codec one level down, decreasing the codec's priority.

Make preferred moves the selected codec to the top of the table, setting its priority to the highest. Clicking the Make preferred button when a disabled
codec is selected will first enable the codec and then move it to the top.

The following settings are available for user extensions and attendants only:

Out of Band DTMF Transport enables the DTMF code transmission in parallel with the voice stream. Destination received the DTMF code will play it
locally if it supports the feature too. This helps avoid DTMFs loss in case of heavy traffic. The feature is valuable for all codecs but it is especially
recommended for low bit rate codecs, such as G.729, G.726/16, etc.

Enable T.38 FAX enables the T.38 codec support of FAX transmission for incoming unified FAX messages (fax to mailbox) and remote IP devices
connected to Epygi unit via routing rules which using the target extension user settings (UES).

Enable Pass Through FAX enables the G.711 codec support for incoming unified FAX messages (fax to mailbox) and IP devices connected to the attached
IP line.

If both of the above checkboxes are enabled, the T.38 codec will be used as a preferred codec for FAX transmission. If it is not supported by the peer, the
G.711 codec will be used instead. For virtual extensions, the incoming FAX can only be stored in the extension's voice mailbox. To allow FAX to be stored in
the voice mailbox, the extension's user should not answer the incoming calls, so that they are forwarded to the voice mailbox.

Please Note: If both of the above checkboxes are disabled, no FAX transmission to the peer's voice mailbox will be possible.

Enable Pass Through Modem checkbox is available for the Auto Attendant and the extensions attached to the FXS lines only. This checkbox enables the
modem tone detection and the G.711 codec support for the data transmission from/to the modem attached to the line. During data transmission, Silence
Suppression and Echo Cancellation are automatically disabled on the line.

Please Note: If the extension/attendant is intended to accept modem connections, disable the Enable T.38 FAX checkbox to allow the system to identify
the modem tones correctly. Otherwise, the modem connection may fail.

Force Self Codecs Preference for Inbound Calls checkbox enables the usage of your own preferred codecs (if available on both peers).

Secure RTP Settings are used to configure secure voice over IP communication on the QX IP PBX. The SRTP Policy drop down list is used to select the
secure IP connection policy. For IP phones, the following options are available:

. Make and accept only secure calls - only the secure calls will be generated and accepted.

° Make and accept only unsecure calls - only the unsecure calls will be generated and accepted.

. Try to establish secure calls, accept anything - system will try first to establish secure call, but will fallback to unsecure call if party doesn't
accept secure calls; both secure and unsecure incoming calls will be accepted, as requested by remote party, with the preference given to
establishing secure call.

. Make unsecure calls, accept anything - system will establish unsecure outgoing calls, but both secure and unsecure incoming calls will be
accepted as requested by remote party.

For bandwidth used by secure calls, see Needed Bandwidth for IP Calls.
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Call Park and Directed Call Park Service

The Call Park and Directed Call Park services are used to store a call on a specific number so that any other user on the system can retrieve it. For
example, a user receives a call but wants to take it in a conference room where it is possible to speak privately. Transferring the call to the conference
room is not an option because the conference room it is transferred to might be in use, or the user is unable to walk to the conference room in time to
answer the call. The user can use Call Park and Directed Call Park to place the call at a specific number and then retrieve when they reach the conference
room.

To use the Call Park or the Directed Call Park features, at least one Call Park extension should be created in the Extensions Management table.
Additionally, two lists should be defined for the call park extension: Park Access List for users that might park a call to the corresponding Call Park
extension and Retrieve Access List for the users that can pick up calls parked to that extension. By default, both of these lists have entries so any PBX
extension on the QX IP PBX can park the call, and any destination can retrieve the parked call. Any limitations to these settings should be done individually
for each call park extension.

To make a Call Park

To make a Call Park, the QX IP PBX user which has been previously added to the Park Access List for at least one of the available Call Park extension on
the QX IP PBX should dial the appropriate digit combination (see Feature Codes in Manual III - Extension User’s Guide) during the call. The active call will
go on hold, while the PBX number and the SIP username (if it is registered on the SIP server) of the first available call park extension where the user is
added will be played to him/her.

The pickup user will be able to pick up the parked call from any destination by calling the extension where the call has been parked (either by its PBX
number or SIP address). The authentication password will be prompted (if configured) of the call park extension in order to retrieve the parked call.

For example, the Call Park extension 77 is created which has been registered on the SIP Server under the 892220 registration username. The QX IP PBX
user is added to the Park Access List, while the phone at the remote location is added to the Park Access List of that call park extension.

While being on a call with user A, the QX IP PBX user dials the appropriate calling code. As a reply, QX IP PBX will play the extension 77 and SIP username
892220 to the QX IP PBX user. The user A goes on hold. The QX IP PBX user moves to a remote location and makes a call to the call park extension. The QX
IP PBX user enters call park extension's password and resumes the conversation with user A.

To make a Directed Call Park

To make a Directed Call Park, the QX IP PBX user, which has been previously added to the Park Access List for at least one of the available Call Park
extension on the QX IP PBX, should place the current call on hold and then dial the Call Park extension number within the five second timeout (see Feature
Codes in Manual III - Extension User’s Guide).

Attention: If the five second timeout is exceeded, then the QX IP PBX will consider it as an attempt for retrieving the parked call.

The Call Park extensions can be mapped directly to IP phones or simply announced via paging through the IP phones or analog paging system. Calls can be
easily parked by placing the current call on hold and then pressing the park button followed by the desired extension. This can be further simplified if the
desired Call Park extension is already mapped to the phone, then the user will just press that specific park key and the call will automatically be parked to
that extension.

The pickup user will be able to pick up the parked call from any destination by calling the extension where the call has been parked (either by its PBX
number or SIP address). The authentication password will be prompted (if configured) of the call park extension in order to retrieve the parked call.

Please Note: The Call Parking is valid for the period defined in the Call Park Extension Settings. By default it is 15 minutes. During that time hold music (if
configured) will be played to the parked party. When the Retrieve Timeout expires, the phone that initiated the call parking will start to ring. If no one
picks up the parked call, or if the phone is off hook, the parked call will be automatically disconnected.

Please Note: Anyone who wishes to retrieve the parked call will be requested to pass a password authentication (if the password is defined for the call
park extension) to resume the parked call. The parked call will be disconnected if an incorrect password has been inserted and authentication has been
rejected. To avoid unexpected calls received on the extension used for call parking, it is recommended to use virtual extensions for the Call Park service.

Barge In Service

Attention: The Barge In service is an optional feature and can be activated with a feature key from the Feature Keys page.

The Barge In service on the QX IP PBX allows the PBX users to participate to the third party's calls while remaining imperceptible. With the special feature
codes (for details, see Feature Codes in the Manual III - Extension User’s Guide), you may dial in to the active calls between the other local PBX user and
his call partner and depending on the configuration and the feature code used you may listen to the call, additionally be able to speak to the extension user
only or to all participants.

This service offers three options:

®  Listen in - with this option you may only listen to the third party’s call without being able to speak in the call. No sound notification will
be heard in the third party’s call when you dial in.

e  Whisper - with this option you may listen to the third party’s call and speak to the extension to which you have barged in. Only that
extension will hear a sound notification when you dial in.

®  Barge in - with this option you may listen to the third party’s call and speak to all participants in the call. All participants of the call will
hear a sound notification when you dial in.

To use the Barge In service options, the Barge In feature should be enabled and configured on the extension (from User Extension Settings) to which you
wish to barge in the call.
Attention: Barge In service calls are not displayed in Active Calls table on the Administrator’s Main Page, nor are registered in the Call History.
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Add Multiple Extensions

The Add Multiple Extensions tab is used to add multiple extensions to the Extensions Management table at once. The page consists of the following
components:

Type checkbox is used to select the type of the extensions (User Extension, Pickup Group, Call Park, Paging Group, ACD group, Recording Box or
Attendant) to be created.

Quantity text field requires the number of extensions to be created at
once. For example, inserting 5 in this text field will add 5 new
extensions to the Extensions Management table. & exersions

Extensions Management - Add Multiple Extensions

© 60 8ack

Start from the Extension text field requires the number of the first
new extension to be created. Depending on the value in the Quantity
text field, the next extensions to be created will have subsequent ’
numbers. For example, if you have inserted 41 in this text field and @ Aoty schio P lne

the Quantity text field contains the value “5”, then extensions 41, 42, S

43, 44 and 45 will be added to the Extensions Management table. If o m—
non-digit symbols have been entered, the error "Incorrect Extension: oo £
no symbol characters allowed" will appear. If an extension with the @ eguatinn 5 Servs
given numbers already exists in the Extensions Management table, a

next subsequent not used extension number will be used instead.
Please Note: Extension cannot start with the digit 0. You can add
extensions of up to 20 digits long. However, the Call Routing Table -
won't be adjusted automatically; you may need to manually adjust the
routing rules for extensions in custom length.

Fig.Il- 71: Extensions Management - Add Multiple Extensions page

Start from the SIP User Name text field requires the SIP server registration user name for the first extension to be created. Depending on the value in the
Quantity text field, the next extensions to be created will have subsequent SIP user names. For example, if you have inserted 30201 in this text field and
the Quantity text field contains the value “5”, then the 5 newly created extensions will correspondingly have the following registration SIP user names:
30201, 30202, 30203, 30204 and 30205. This user name is used for the registration on the SIP Server and should be unique on the SIP server. This field
length is limited by 20 symbols and is not limited regarding the use of symbols. If an extension with the given SIP user name already exists in the
Extensions Management table, a next subsequent not used SIP user name will be used instead.

The Automatically attach to IP Line checkbox selection is used to automatically attach extensions to IP Lines.

Start From the IP Line text field requires the number of the new IP Line to be created. The error message “One or more IP Lines in the specified range are
already attached to existing extensions” appears if an IP line with the given numbers already exists in the Extensions Management table.

SIP Server text field requires the address of the SIP server. The field is not limited regarding symbol usage and length as it can be either an IP address or a
host address (e.g. sip.epygi.com).

SIP Port text field requires the port number to connect to the SIP server. The SIP Port may only contain digit values, otherwise an error message "SIP Port
is incorrect” will appear. If the SIP server port is not specified, QX IP PBX will access the SIP server via the default 5060 port.

Registration on SIP Server checkbox enables the SIP server registration option on the newly created extensions.
User Extension Bulk Import

The Extensions Template Management feature and the PC-based Bulk User Extensions Importer tool are used to create and update multiple user-type
extensions.

The user extension settings can be divided into two groups - common settings of extensions groups (for example, SIP server name, SIP port, etc.) and

settings, which are different for each extension of these groups (for example, Display Name, Extension Password, etc.). Based on this, the following three
steps can be used to Add/Modify a group of extensions:

®  (Configure the common settings for a group of extensions, using the QX IP PBX Extension Template Management feature.

®  Based on the common settings of these groups, configure the extensions specific settings using the Epygi Bulk User Extensions Importer tool.
The tool will save the settings in a bulk User Extension configuration file that will be ready to upload to the QX IP PBX.

®  Import the configuration file to the QX IP PBX, using the Extension Import feature.

Please Note: The Bulk User Extensions Importer tool is applicable only for Adding and Modifying the extensions of User Extension type. The extension
types other than User Extension (such as Auto Attendant, Pickup Group, etc.) currently are not supported by this tool.
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To configure the Extension Templates on the QX IP PBX, select the
Extension Template Management tab from this page.

The Extension Template Management page is used to configure
different sets of user extension settings. The Extension Template

Help

Extension Template Management

& Extensions
Management offers the following components: s e ettt
® Add opens the Extension Template Management- Add —— Templte v
Entry page, where a new template can be created. -
® Edit opens the Extension Template Management - Edit save

Entry page, where the settings of the user extension
template can be configured.

Fig.Il- 72: Extension Template Management page

The template file contains the common settings for user extensions, which can be the same for a group of extensions. The other settings which have to be
different for each extension (such as SIP username or IP Line configuration) should be specified by the Epygi's Bulk User Extensions Importer
configuration tool and imported later from the appropriate configuration file. These settings are marked with "variable” sign in the extensions
configuration page (see User Extension Settings).

The Epygi Bulk User Extensions Importer configuration tool is a MS Excel based form, which allows a configuration file to be created (based on the
configured templates) for Add/Modify type of files.

When your configuration file is ready, select the Extension Import Settings tab to upload the Bulk User Extensions Importer configuration file to the QX
IP PBX.

Browse opens the file selection window to browse for a new user
bulk extension configuration file.

The Override Existing Extension indicates whether the settings of
the imported file should change the settings of existing extensions if
the imported file is of the Add type. It can also contain the settings for
extensions which already exist on the QX IP PBX. When the Override
Existing Extension is unchecked and the uploaded Add type CSV
configuration file contains extensions which already exist on the QX
IP PBX, an error will appear and the conflicting extensions will be ==
highlighted. If the uploaded file is of the Add type and the intent is to
modify existing extensions, then the Override Existing Extension
should be enabled, otherwise the file must be of the Modify type.

Fig.Il- 73: Extension Import Settings page

When you upload the Bulk User Extensions Importer configuration file, the system will check the entire file before applying the uploaded configurations. If
there are some incorrectly configured settings in the file, the system will return a table with all uploaded configurations and highlight the parameters
which have an error.

If the uploaded file passed and did not give any error message, the system will start to Add/Modify all specified extensions. As a result, the system will
Add/Modify the specified extensions. In addition, for any settings that need to be updated in the IP phone, (e.g Display Name), a new IP phone
configuration file will be created and ready for sending to the phone the next time it is rebooted.

Conferences

Please Note: The Conference Server and the Video Conferencing are optional features and can be activated with a feature key from the Feature Keys
page.

Conference users with video will be able to see the current speaker and either manually or automatically switch between participants. This gives the user

power over which person they get to view or allows the video conference server to rotate the video feed to the person currently speaking.

After activating Video Conferencing feature from the Setup - Licensed Features GUI page, the video codecs will be available on the QX IP PBX’s
Conference Codecs GUI page.

Please Note: Administrator should enable only one codec at a time, either H.263 or H.264.
Video Conferencing provides possibility to view particular participant based on switching modes.

In general there are two switching modes for each phone:

e Manual - allows participant to switch between video capable participants manually, by dialing 660 or 960, a participant will see the
next or previous participant who has video capability enabled. In the context of manual switching “next” and “previous” means the order of
entrance to the conference bridge, so the first caller will be the first video- capable participant connected to conference.
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e Automatic - In this mode QX IP PBX determines the speaker (or loudest participant), and will automatically switch the video stream to show that
speaker. As a result all the video phones, which are in automatic mode, will see the speaking participant. If participant does not have a video
phone, then the other participants will see a black screen.

Please Note: Users can switch between manual and automatic mode by using 660/6 @0 and 669

By default, Automatic Speaker Detection is switched off. From the Conference Settings page administrator can enable or disable the default mode for
video conferencing (see Automatic Speaker Detection).

Conferences Management

The Conferences page displays a table with the existing conferences on the system. This page allows you to create new conferences and manage the
existing ones.

The following columns are present in the Conferences table:
® Conference ID - indicates the unique ID of the conference. This number is used from Auto Attendant to reach the conference. The Conference ID is
also used as the username for the moderator when logging into the QX IP PBX.
® Display Name - any optional information about the conference.
® Description - any descriptive information about the conference.
® SIP Address - displays the SIP address of the conference.

® Status - indicates the status of the conference (Active, Non Active or Waiting). Clicking on the conference status link will display the Conference
Progress page with detailed information about the conference status, participants in the conference and description of each participant. This page
additionally allows the administrator to drop a participant from the conference or invite new participants. It also allows the moderator to
start/stop/resume/pause the conference recording and to terminate the conference.

® Percentage of System Memory - indicates the conference
related memory space (in percents) dedicated to conference
recordings and the conference specific custom system messages.
Conferences Management

® Codecs - column lists the short information (full information is @ Excensions
seen in the tool tip) about conference specific voice Codecs. s | ey | o =
Conference codec's can be accessed and modified by clicking on X consn roCIsL IG5
the link of the corresponding conference's Codecs. The Link i =
moves to the Conference Codecs page.

hdd| Edit | Activate | Terminste | Delete

Percentage of System Memory Codecs

Refresh in 296 seconds!

Fig.Il- 74: Conferences Management page
Clicking on the corresponding conference ID will move to the Moderator's page where call general settings can be configured.
The page Conference consists of the following functional buttons:
Add opens the Conferences Management - Add Entry page where a new conference can be created.

Edit opens the Conferences Mangement - Edit Entry page where the settings of a newly created conference might be adjusted. The system provides the
possibility of editing multiple conferences at the same time.

The Edit Entry page consists of two frames. In the left frame settings groups are listed. Clicking on the corresponding settings group displays their
configuration options in the right frame.
Please Note: Save changes before moving among settings groups.

The Edit Entry - General Settings page allows the administrator to edit the following conference settings:

® Display Name is any optional information about the subject of
the conference.

® The Show on Public Directory checkbox is selected, the
details of the selected conference will be displayed in the User 4 exensions
Settings table on the Main Page of the Extension's Web
Management. Besides this, the details of the conference will S| General Setings - 500
be displayed in the Public Directories on the snom and Aastra s
SIP phones. Leave this checkbox unselected if the conference
isreserved or not used. e

Conferences Management - Edit Entry

@GoBack

e/subject|Confs00

® The Percentage of System Memory drop-down list is used to
select the memory space (in percents) that can be used for
storing conference recordings.

GoTo Codec Settings

Fig.Il- 75: Edit Entry - General Settings page
The Edit Entry - SIP Settings, Edit Entry - SIP Advanced Settings and Edit Entry - Class of Service Settings pages are used to configure the

conference's SIP basic registration, advanced settings and assign the defined classes to the conference extensions respectively. The descriptions of the
settings can be found in the User Extension Settings section.
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Activate is used to activate the selected conferences.

Terminate is used to stop the selected conferences.

Add Conference
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Add Conference tab opens the Conferences Management - Add Entry page where a new conference can be created.

The page consists of the Conference ID text field that requires a
unique ID for the call conference.

Please Note: The length of the Conference ID is limited to 20 digits.
The Conference ID cannot start with the digit 0, which is a reserved
character.

The Conference IDs can be used in Auto Attendant to reach a
conference on the system. To join a conference using its ID, dial the
Conference ID when in Auto Attendant.

To add a conference, specify the Conference ID and click on Save.
This will open the Edit Entry page (see below).

Email Default Settings

Mail Default Settings page is used to define the email templates
used in the system generated emails to the conference participants.
Two email templates can be defined on this page:

(] Conference Notification Default Mail - delivered when the
moderator chooses the Send Notification Mail menu option.

®  Conference Activation Default Mail - delivered by the
conference Scheduling system, if the Send Mail before
Conference Activation option is enabled.

Each template should be defined in the corresponding text field.
Additionally, functional tokens can be used to automatically insert
the Conference ID, Subject, Description, Participants, Password,
Scheduling information, as well as a possibility to display the time
remained until the conference will start, etc.

All these tokens can be inserted by using the links on the right side of
the page.

Please Note: Changing the body of the token will disable the token
functionality and will be implied as a simple text.

The Restore Defaults button is used to restore the default mail
templates. Using this button, all user defined mail templates will be
lost.

Upload Universal Extension Recordings

Conferences Management - Add Entry

@G0 Back

epysi

Fig.Il- 76: Conferences Management - Add Entry page

Mail Default Settings L)

Conference Notification Default Mail

Fig.Il- 77: Conferences- Mail Default Settings page

The Upload Universal Extension Recordings are to be defined by the QX IP PBX administrator and will be present instead of the default voice messages
for all extensions on the QX IP PBX. They will be used when no custom messages have been uploaded or recorded.

The following system messages can be uploaded from this page:

. Hold Music - played to the held user. The Edit link is used to select the way custom hold music will be provided.
° Voice Mail Regular Greeting - played when a caller reaches the extension’s voice mailbox
. Voice Mail Out-of-Office Greeting - played when a caller reaches the extension’s voice mailbox if the Out-of-office greeting is enabled

. Incoming call blocking - played when a blocked user calls the extension

. Outgoing call blocking - played when the extension dials a blocked destination

. Call Queue Welcome Message - played when a caller joins the extension’s call queue
. Call Queue Message - played when a caller is being held in the queue
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The Upload Universal Extension Recordings page consists of a
table where the universal voice messages are listed.

An Upload functional link is present for each voice message
recording that is not uploaded in the table and it is used to upload
the custom system message. When a message is uploaded, the
Upload functional link is replaced by Download and Remove
functional links respectively. These are used to download to the PC
and to remove the uploaded system message.

The Memory Allocation group includes a drop down list used to
specify the Percentage of System Memory for the universal
extension recordings. The maximum value in the drop down list is
equal to the maximum available space for voice messages on QX IP
PBX.

& extensions
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Fig.Il- 78: Upload Universal Extension Recordings page

Please Note: Changing the Percentage of System Memory on this page will stop any recordings of universal extension voice messages from the handset.

Upload Universal Extension Recordings - Hold music

The manipulation radio buttons on this page allows you to select the way custom hold music will be provided.

. Default Music enables the default music. If the option is selected, the text field Upload Recording will be disabled.

. File selection is used to upload the hold music file. The
following option is available under this selection:

Upload Recording text field can be used to type the path
where hold music file is located. If hold music file is
browsed with the help of file-chooser, this field displays
the path of the browsed file. Choose File button is used
to browse for the hold music file.

The music file needs to be in PCMU (CCITT u-law, 8 kHz, 8
bit Mono) wave format, otherwise the system will
prevent uploading the file and display the warning
message "Invalid audio file or format is not supported".
The system will refuse uploading also if there is not
enough memory available for the corresponding
extension and will then announce "You do not have
enough space".

& Extensions

Upload Universal Extension Recordings - Hold music

©GoBack

Defaut music

Fig.Il- 79: Upload Universal Extension Recordings p-Hold musicage

Please Note: It is recommended to use a piece of music not longer than one minute in order to leave enough space for user defined messages

and voice mails.

. RTP Channel selection is used to define the channel for the broadcast streaming. The RTP channels are created by the system administrator.
Therefore if you are experiencing problems with using the RTP channels as hold music, or no RTP channels are available to select on this page,

turn to your system administrator for clarification.

. Audio Line In (available only for QX50/QX200) selection uses the external radio broadcasting or any other audio resource as the hold music.
When selecting this option, check with your system administrator if there is an external audio resource connected to the QX IP PBX.

Extensions Directory

The Extensions Directory is a useful tool for callers to get direct access to the QX IP PBX extensions by spelling the username with the help of the phone
keypad. The Extensions Directory can be accessed through QX IP PBX Auto Attendant Services and it has its own manipulation buttons to browse the

directory.

The Extensions Directory Settings page allows you to make a list of names assigned to the extensions on the QX IP PBX. If the name spelled by the caller
matches the one(s) listed in the Extensions Directory, the corresponding extension user name(s) will be played to the caller for verifying the input and
selecting the user to connect. Each extension’s user should record their name with the help of the handset, or they can upload a wave file from the
extension’s Account Settings page (see Manual III: Extension User’s Guide).

QX50/QX200,/QX2000; (SW Version 6.0.x)

56




@ cpygr-

The Custom Greeting column in the Extensions Directory table
displays whether or not a custom greeting (user’s name) is
recorded or uploaded. Users cannot be accessed through the
Extensions Directory and it is implied as being an inactive entry in
the event a custom greeting is not recorded or uploaded.
Warnings will be seen in the Extensions Directory table for
inactive entries. Extension numbers in the Extensions Directory
table are made as a link to move to the corresponding extension's
Account Settings page (see Manual III: Extension User’s Guide).
This helps the administrator access the extension's settings page
where a custom greeting can be manually uploaded.

Move Up and Move Down are used to move the selected record
one level up or down in the Extensions Directory table. The
sequence of the entries in the Extensions Directory is important if
several records match the same spelled name. The Extensions
Directory table is parsed from the top down and the matched
entries will be played according to their position in the table.

Add opens the Add Entry page where a new name may be
assigned to the extension. An error message appears and prevents
adding a new entry to the Extensions Directory if no extensions
are available in the Extensions Management table.

The Add Entry page offers the following components:

& Extensions
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Extensions Directory Settings
Add | Edit | Delete | Move Up | Move Down

Name Call to

JAMES L

MICHAEL

E

ANNA

Custom Greeting Description

tactive

HR Manager

epygi

& Extensions

Extensions Directory Settings - Add Entry

©GoBack

Neme:  [lames

Fig.Il- 80: Extension Directory table

Help.

Fig.Il- 81: Extensions Directory - Add Entry page

Name requires the name of the extension owner. Several extensions can have the same name and a single extension may have several names. User’s Name
is the identification parameter being searched within the Extensions Directory. You should use uppercases letters in this field, otherwise the name will
automatically be changed to uppercase when saving it to the Extensions Directory table.

Call to drop down list contains all extensions on the QX IP PBX that should ring when selecting the specified Name.

Description can be used for any optional information requiring entry in the Extensions Directory.

Please Note: The entries in the Extensions Directory can automatically be deleted if the extensions assigned to the entries are removed from the

Extensions Management table.

Receptionist Management

The receptionist feature on the QX IP PBX offers a variety of services to manipulate with multiple calls, to keep the calls in the queue with the perspective
to be answered by the receptionist and finally to be forwarded to the corresponding destination, if needed.
The Receptionist service requires called extensions to use one of the following SIP Phones.

®  Aastra6730i ° snom 320
® Aastra6731i ° snom 360
®  Aastra6735i ® snom 370
®  Aastra6737i ° snom 720
®  Aastra6739i ° snom 760
®  Aastra 6755i (55i) ®  snom 820
®  Aastra 6757iCT (57iCT) ® snom 821
®  Aastra6757i(57i) ® snom 870
®  Aastra9133i ° Grandstream GXP 2000
®  Aastra9143i(33i) ®  Grandstream GXP 2100
®  Aastra 9480i (35i) ®  Grandstream GXP 2110
®  Aastra 9480iCT (35iCT) ®  Grandstream GXP 2120
®  Aastra480i ° Grandstream GXP 2124
®  Aastra480iCT ° Grandstream GXP 2160
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®  Polycom SoundPoint IP 650 ®  Grandstream GXP 2200
®  Polycom SoundPoint IP 650 Pre - 3.3.0 ®  Yealink SIP T-26P
®  Polycom SoundPoint IP 670 ®  Yealink SIP T-28P
®  Polycom SoundPoint IP 670 Pre - 3.3.0 ®  Yealink SIP T-38G
® snom 190 ®  Yealink SIP T-46G
® snom 200 ®  Alcatel Temporis [IP800

The following services are available to the receptionist:

° Call Queue

. Extension Status

. Call Interception

° Voicemail Transfer

. Multi-Company Receptionist

Call Queue

This feature allows keeping multiple incoming calls in the queue when being on the line and to answer calls in the order they have been received. The
usage of this service is not limited to receptionist only and can also be used by the extension user, if configured correspondingly.

The configuration of the Call Queue feature is done from the Extensions Management - Edit Entry page where the length of the call queue and the call
queue appearance is defined. When the Call Queue service is enabled, the second arriving call to the receptionist/extension user will be either set into the
queue (if call queue appearance is 1) or will be ringing in the background of the active call (if call waiting is enabled for the user and the call queue
appearance value is greater than 1). If the call ringing in the background isn’t answered, it will be transferred to the user’s voice mailbox or, if no answer
forwarding is enabled, it will be forwarded to the corresponding destination.

If the call is set into the queue, the caller will hear a message asking them to wait until the call will be answered. Once the receptionist or extension user
terminates the call, the next call in the queue will ring to the user.

For regular FXS users, indication about the callers in the queue is through the Call Waiting service (see Manual III-Extension Users Guide). When a new
caller arrives to the call queue, the phone display (if available) of the phone connected to the FXS will display the total number of callers in the queue along
with the name /phone number of the last caller.

Extension Status

QX IP PBX provides the possibility of controlling and determining the actual state of the managers phones’ through the receptionist’s IP phone
(configuration of the IP phone is done automatically by QX IP PBX through the Receptionist Phone Configuration Wizard). A programmable key on the
receptionist’s IP phone that is assigned to the corresponding manager will blink when an incoming call to the manager’s phone is currently ringing. The
key lamp will be ON when manager is on a call and will be OFF if the manager’s phone is in the idle state. The extension status can be watched (viewed) by
the receptionist to determine the availability of managers for incoming call transfers to them.

Call Interception

To use Call Interception service, the managers’ phones watch option should be enabled and each manager should have a programmable key assigned on
the receptionist’s IP phone. This is performed automatically by QX IP PBX through the Receptionist Phone Configuration Wizard.

When an incoming call addressed to the certain manager comes in, the receptionist can see the corresponding programmable key blinking and the caller’s
ID on the phone’s display. The receptionist is able to intercept the incoming call by pressing the blinking key. The caller will then be connected to the
receptionist. If the receptionist does not answer the call addressed to the manager, and if the manager does not answer it either, the call will be directed to
the manager’s voice mailbox if it is enabled. If the manager’s voice mailbox is not enabled, the call will be disconnected.

Kickback

QX IP PBX allows the receptionist to forward the incoming calls to the manager’s extension and if there is no answer or if the called extension is busy on
another call, the call is returned to the receptionist’s phone, instead of getting into Voice Mail Service or being disconnected. To use this service,
receptionist should simply transfer the incoming call to the local extension. In case of no answer or busy, the call will automatically get back to the
receptionist.

Voicemail Transfer

QX IP PBX allows the receptionist or extension user to forward incoming calls directly to the voice mail of the other attached extension. To do so, an
appropriate routing pattern should be added to the Call Routing table. Hence, when transferring a call to the assigned extension, incoming call will directly
go to the extension’s voice mailbox.

Multi-Company Receptionist

QX IP PBX provides the possibility to use a single IP phone to manage the receptionist’s features for multiple companies at the same time. To do so, the
incoming line appearance for the phone should be created, attached to the IP line of the IP phone and be labeled to the corresponding company name.
Being busy with a call related to one company, the receptionist is able to also receive the calls related to other companies. While calls are ringing in the
background, the receptionist can switch between the incoming calls. If the receptionist does not answer the incoming calls, and if the Call Queue service is
enabled on the extensions, the incoming calls will be stored in the queue specific for each company line.
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The Receptionist Management page allows you to configure IP
phones to be used as a receptionist on the QX IP PBX. This page
contains the list of configured receptionists with information
about the attached IP lines and watched extensions.

epygi

Receptionist

Receptionist Management

& Extensions Add || Edit || Delete

Receptionist Attached IP Lines Watched Extensicns.

nist Pline3 104,26

Fig.Il- 82: Receptionist Management page
Add opens the Receptionist Phone Configuration Wizard where the new receptionist phone can be created and configured. The wizard consists of
several pages.

The Receptionist Phone Configuration Wizard - IP Phone
Model page has the following components:

€pysi

The Description text field requires the description of the

receptionist to be configured. Receptionist Phone Configuration Wizard

& Extensions

IP Phone Model

The Phone Model drop down list is used to select the IP phone
model to be used by the receptionist.

Description: Epygi Receptionist

Phone Hogel Yealink SIP-T46G

The MAC Address text fields require the MAC Address of the
corresponding IP phone.

MAC Address: oo [[1s |es [[ss Lfa Lho

Attached IP Lines: 3

Based on the selected IP phone model and the inserted MAC
Address, the IP phone can be automatically configured by simple
reset/reboot (for more information about IP phone configuration,
refer to the corresponding IP phone’s users manual).

@ Use Session Timer

@ Use Kickoack

The Attached IP Lines text field requires the numbers of QX IP o
PBX’s IP lines used by the receptionist. The IP lines should be
separated by commas.

Fig.Il- 83: Receptionist Phone Configuration Wizard - Phone Model

The Use Session Timer enables the SIP session timer for the IP lines specified in the Attached IP Lines text field. This checkbox enables advanced
mechanisms for connection activity checking. This option allows both user agents and proxies to determine if the SIP session is still active.

The Use Kickback checkbox enables the kickback service on the corresponding receptionist. When this service is enabled, if receptionist transfers the
incoming calls to the extension and if there is no answer or if the called extension is busy on another call, the call is returned to the receptionist’s phone,
instead of getting into Voice Mail Service or being disconnected. To use this service, receptionist should simply transfer the incoming call to the local
extension. In case of no answer or busy, the call will automatically get back to the receptionist. When this service is not enabled, the incoming call will

reach the Voice Mail Service or the call queue of the called extension, depending on the extension user’s configuration.

If you have selected the snom 320/360/370/720/760/820/
821/870, Grandstream GXP 2000/2100/2110/2120/2124,
Yealink SIP-T28P/SIP-T26P/SIP-T38G/SIP-T46G IP phones from
the Phone Model drop down list, the next page in the wizard will
be the Receptionist Phone Configuration Wizard - Hardware
Modules. For all other phone models, this page is skipped.

For Grandstream GXP 2000/2100/2110/2120/2124 IP phones,
this page contains a single checkbox only:

The Enable Expansion Module checkbox is used to enable the
supplementary module attached to the IP phone. The Expansion
Modules Count drop down list allows you to select how many
additional expansion modules will be connected to the IP phone.
When the module is selected, the number of programmable keys
on the next page of the wizard is multiplied accordingly.

For Aastra 6737i, 6739i, 6755i and 6757i IP phones, Receptionist
Phone Configuration Wizard - Hardware Modules page
contains a number of drop down lists to select the types of the
expansion modules and the sequence in which they are connected
to the IP phone.
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Module 1 [Snom V10 ¥
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Previous Next

Fig.Il- 84: Receptionist Phone Configuration Wizard - Hardware Modules page
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The Receptionist Phone Configuration Wizard - Programmable Keys Configuration page is used to set the correspondence between the selected
Functions and the available Programmable keys on the IP Phone. To do so, assign a Function to each programmable key from the drop down list on this
page.
The following options are available in the Functions list:

®  Watch Ext. # - watch the extension on the QX IP PBX and a possibility to pickup the call addressed to that extension.

® (Call Park Ext # - watch the calls parked to the corresponding extensions and a possibility to retrieve the calls parked to that extension.

This list also contains a number of PBX services available on the QX IP PBX and accessible with the * key combination (see QX IP PBX’s Feature Codes).
When configured from this page, the key combinations become transparent for the IP phones too.

® Vmail - accesses the voice mailbox of the extension to which
the receptionist IP line is attached to.

® DND - enables the Do Not Disturb service on the extension to
which the receptionist IP line is attached to.

Receptionist

Receptionist Phone Configuration Wizard ca
® (CallFwd - accessed Forwarding Management of the g 9

extension to which the receptionist IP line is attached to.

B Extensions
Programmable Keys Configuration

® AutoReDI - auto redials the last dialed call.

Line Key

® (CallBack - calls back to the last caller. Mey  Pncton  Vawe  lmel

LineKey 1 [Vmail v Voicelail

® Linelnfo - gets the IP line information from the QX IP PBX.

LineKey2 [WatehExt 104 v w104

® (CallBIKk - blocks the last caller.

LineKey3 |Preconfigured ¥

® Record - records the call (in case if the manual call recording tneKer4  [AuReDl ’ Redal
is allowed for the call, configured from lnekeys  [Praconigusd v
® (Call Recording- used for configuring the call recording rules trekeys - [calfwa ' Forvara

LineKey7 |WatchExt302 v w302

® ACD Login/Logout - allows the corresponding ACD agent to
login to all groups it is involved in, if previously logged in, to tete:d Preconouet
log out from those groups. For details on ACD functionality, Figll- 85:
see ACD Management.

Receptionist Phone Configuration Wizard - Programmable Keys Configuration page

Please Note: Once a new receptionist is created, the Call Queue feature will be automatically enabled with the corresponding Call Queue Size and Max
Call Queue Appearance settings on all extensions attached to the IP lines defined in the Attached IP Lines text field.

The next page of the wizard is a Receptionist Phone

Configuration Wizard - Summary where the configured settings c : faccare

for the receptionist should be verified. Additionally, this page Receptionist Phone Configuration Wizard [ ]
contains a Reboot IP Phone now checkbox which should be & Extonsions

selected if you wish to have your IP phone rebooted once the Summary

corresponding receptionist is created. Reboot is needed for a
proper functionality of the IP phone. However, if you wish to oo o e i
reboot the IP phone later, leave this checkbox unselected. WA Adderss: 001585457410

Attached P Lines: 3

Description Epygi Receptionist

Happed IP Lines To Keys: Not specified

Watched Extensions. 104,302

NOTE one before the new settings willtake effect

WARNING After deleting this re istrecord, call queue settings of the extensions
to which the lines are aftached will be reset to their defauit values.

@ RebootIP phone now

Previous Finish

Fig.Il- 86: Receptionist Phone Configuration Wizard - Summary page
ACD Management
Attention: The Automatic Call Distribution is an optional feature and can be activated with a feature key from the Feature Keys page.

Automatic Call Distribution (ACD) is the contact center solution designed for queuing and automatic distribution of the calls between contact center
agents.

ACD concept and the contact center solution are based on the following building blocks:
. Agent - a call center user reachable via QX IP PBX.

. Agent Group (AG) - comprises the call queue, collection of agents (call center users), and call distribution mechanism between its agents.

QX50/QX200,/QX2000; (SW Version 6.0.x) 60



QX50/QX200/QX2000 Manual II: Administrator’s Guide

. Interactive Voice Response system (IVR) - a custom Auto Attendant on QX IP PBX, answering the calls from remote callers/customers,
collecting information from callers in the form of DTMF digits and, based on that, making the routing decision on delivering the call to proper
Agent Group.

° Predefined ACD Agent Auto Attendant - used for agent login/logout and updating the current status of the agent from the phone.

To monitor ACD processes on the QX IP PBX, Epygi provides a Statistics, Monitoring and Reporting (SMR) application, running on MS Windows PC.
SMSR doesn’t require the 3PCC license (see Feature Keys section) to be installed on the QX IP PBX. It displays the current status and statistics on Agent
Groups and Agents, builds the statistical reports and sends notifications and alerts to ACD supervisor/administrator. For more details and requests for this
applications, contact Epygi sales division (www.epygi.com).

Agent

Agent is the call center user answering the customers’ calls and reachable via QX IP PBX due to ACD. To receive the calls, agent needs to be logged into
some Agent Group (AG). Agent is characterized by the agent ID, password, skills’ levels and termination phone number. Agent can be logged into several
agent groups at the same time and receive the calls distributed by those agent groups. For easy login/logout to all groups where the agent is subscribed,
agent should use the *83 feature code from the handset.

ACD allows the system administrator to define the set of skills adequate to call center profile and grade the professional capabilities of each agent
according to each defined skill. The skill grading range starts from 0 and goes up to 10; with 0 meaning the absence of that specific skill and 10 meaning
the highest level.

The termination phone number defines the phone assigned to agent. In other words, the calls on some termination number assigned to agent should be
answered by that agent. The agent may have only one termination number and changing that number will result in answering the calls to that agent in
different location.

Agents are being managed from ACD Agents Table (see ACD Group Extension Settings).

Agent Group

Agent Group (AG) is actually a QX IP PBX extension with enhanced capabilities. The type of that extension in QX IP PBX configuration is ACD Group (see
ACD Group Extension Settings). Except for regular attributes intrinsic to extension (like extension number, SIP user name, etc.), it is characterized also by
the collection of agents included into that group, call queue and the call distribution mechanism. These agent group specific parameters of extension are
being configured from ACD Group Settings or ACD Agents Table accessible from ACD Group Extension Settings.

Call Queue of Agent Group

Agent Group receives the calls from customers via means existing currently on QX IP PBX. For example, it may receive the direct call through ITSP on SIP
number (DID number) assigned to AG, receive a call through ACD’s IVR on AG’s extension number, external call through Call Routing Table on QX IP PBX,
etc.

Arrived call is being added to the end of the AG queue if there are no available (online) agents to answer the call imnmediately. For connecting to the agents
always the call at the top of the queue is being selected. The call queue settings are configured from the ACD Group Settings (see ACD Group Extension

Settings).

Each agent can have of the following states: online, offline, away, busy or DND (Do not Disturb) (for details see ACD Agents Table accessible from ACD
Group Extension Settings). If the same agent is logged into different agent groups, he/she may have different states in different groups except for DND
status. If the agent has DND state in some group then his state will be the same for all other groups.

The state of the agent can be updated either by administrator from the ACD Agents Table (with the exception of “DND” and “busy” states) or by agent
from the handset (except for “busy” state). The agent, for changing the state to “online”, “offline”, “away” from the handset needs to call the predefined
Auto Attendant (see Attendant Extension Settings) and on attendant’s prompt enter the agent ID, password and the status code. The state changes from

“online” to “busy” or vice versa automatically when the agent starts or finishes conversation.

Calculation of Composite Skill Grade

Usually, before the call arrives to the agent group, it is first answered by ACD specific IVR. The main function of IVR is follows: via short questions to calling
customer determine the set of skills required from the agent for best serving the customer. On IVR’s questions, the customer answers by phone keystrokes
(DTMF digits), each keystroke corresponding to some required skill. After finishing the quiz, IVR routs the call to AG along with information about the
required skills set.

To calculate the agent’s composite skill grade, AG sums up the grades of those skills of the agent that are included into the required skill set received from
IVR. The grades of the non required skills are not considered.

The composite skill grade of AG is the sum of composite grades of the online agents of that group.
Interactive Voice Response system

ACD IVR is a custom Auto Attendant (see Attendant Extension Settings) configured on QX IP PBX with VoXML script and voice prompts designed for
quizzing the customers, determining the set of required skills as described above and routing the call to the agent group having the maximum current
value of the composite skill grade for required set. Since the general skill set is configured by ACD administrator and is application specific (call center
specific), the VoXML script and voice prompts of IVR should be built taking into account the skill set configured by administrator.

ACD IVR is needed mainly in case if there are Agent Groups that are configured to do skills based call distribution between agents. In such circumstances
the IVR is quizzing the calling customer to determine the set of required skills and when handing over the call to ACD module it passes the set of skills
required by calling customer. Having that set the ACD module calculated the composite skill grade of each AG in the system and sends the call to AG having
the highest value of composite skill grade. The call in AG is handled according to call distribution type configured with that AG.
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For example, if the call distribution type of AG is “skills based” then AG will try to connect the call to the agent having the highest composite skill grade and
if it is not answered within timeout the AG will try to connect to the next agent with the highest grade, etc. If the call distribution type is something else
then AG will distribute the calls according to that distribution type don’t taking into account the skill grades of the agents.

In case if the call is received on agent group bypassing ACD’s IVR and the skills based call distribution is selected for that agent group, the agent group will
consider the full set of skills when making decision on which agent to make a call first. In other words, since there is no required set of skills received from
IVR, then the agent group will consider the full set of skills summing up all skill grades of agent.

To simplest way to build the VoXML script for IVR is using the text of the Epygi’s sample VoXML script modify that and customize for your application. The
IVR voice prompts should be recorded and uploaded as usual.

The ACD Management page consists of 3 sub-pages: SKills, Agents and Groups.

The SKills page contains a list of all available skills and their
descriptions. The skills defined in this page are then used in the
agent management (see above) to assign the skill level to the 4 exensions
agents.

ACD Management
Add et | Delte

Name. Description

Fig.Il- 87: ACD Management - Skills page

epysi
Agerts | | Grouns
Add opens the Add Skill page where a new skill may be ACD Management - Add Skill [0 ]
defined. The Add Skill page contains the Skill text field to P
define the skill name and an optional Description field for the s e
description of the skill. Decipin enc nguege vl

Save

Fig.Il- 88: ACD Management - Add Skill page

epygi

The Agents page of ACD Management contains a list of agents
and the skill set corresponding to each agent. Every agent is
characterized by an Agent ID which should be unique in the
system. Agent IDs and passwords are used by the agents for 8 Exensions
logging into Agents Group (see description above).

ACD Management =
) e [

AgentID Agent Name Calling Address. Skill Levels. Description

103 PEX-103

Add opens the Add Agent page where a new agent may be e P 15690ipspygioc
created. 21z Tt Avto138

138 i PBX138

Fig.Il- 89: ACD Management page-Agents page

The Add Agent page contains the following components:
ACD Agent ID requires the number of the agent. Digits are only accepted for this field. The Agent ID should be unique in the system.

Password requires a password of the agent. The agent password may only contain digits. If non-numeric symbols are entered, the “Incorrect Password:
no symbol characters allowed” error will prevent creating the agent.
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Confirm Password requires a password confirmation. If the
input is not corresponding to the one in the Password field,
the “Incorrect Password confirm” error will appear. 8 cuemons  1'CD AgENt Management - Add Agent

©GoBack

Help

Description requires an optional description of the agent.
Call Type lists the available call types:

® PBX - extensions on the QX IP PBX

® SIP - calls through a SIP server

® PSTN - calls to a global telephone network 1

® Auto - used for undefined call types. The
destination (independent on whether it is a PBX
number, a SIP address or a PSTN number) will be
reached through the Call Routing Table.

Save

Fig.I- 90: ACD Management - Add Agent page

The Calling Address text field is used to define the address by which the agent can be contacted. The value in this field is strictly dependent on the Call
Type defined in the same named drop down list.

If the PBX call type is selected, the Calling Address field should contain the extension number on QX IP PBX and the corresponding agent can be reached
by calling on extension number located on the same QX IP PBX. However, it doesn’t necessarily mean that the agent shall be located at that QX IP PBX - if
the extension is remote extension then agent’s location might be far from QX IP PBX.

For the SIP call type, the Calling Address field should contain the SIP address (see chapter Entering SIP Addresses Correctly) and the corresponding agent
can be reached by calling on SIP address. The agent with that kind of termination number might be located either at the same QX IP PBX or anywhere else
in the SIP network.

For the PSTN call type, the Calling Address field should contain the PSTN number and the corresponding agent can be reached by calling on PSTN
number via some PSTN interface on QX IP PBX (FX0). The agent with that kind of termination number is located in the PSTN network, fixed or cellular.

For the Auto call type, the Calling Address field should contain the phone number routable through Call Routing Table on QX IP PBX. The agent with that
kind of termination number might be positioned in any of the above mentioned locations.

Pressing on the SKill Value column of the Agent Management table will lead you to the Agent - SKill Levels page where the skill levels for the
corresponding agent should be configured.

The Agent - SKkill Levels page consists as many drop down
lists as Skills created in the Skills page (see below). For each
available Skill you should select the skill level (from 0 to 10,
with 0 meaning the absence of that specific skill and 10
meaning the highest level) matching to the corresponding
agent.

© 6o Back

Levet 10 (righest) ¥

Skil support Levek[5

Save

Fig.I- 91: ACD Management - Agent Skills page

epygi

The Groups page of ACD Management contains a list of ACD
Group type extensions filtered from the Extensions
Management table. This page allows you to configure the ACD
Group specific parameters, i.e. a collection of agents included 9 Exensions
to the group, call queue and the call distribution mechanism.
Any new ACD Group created in this page will automatically be

displayed in the Extensions Management table.

ACD Management
Add [ Edit | Delete

Group ID Group Name Agent List

Sales Department 10411360 1111 108

Tech Support 105

B B¢

Marketing Department 1380

Fig.Il- 92: ACD Group Management page
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Add opens the Add Group page where a new ACD Group may
be created. The Add Group page includes the only ACD Group
ID text field which requires the ACD Group number
(extension). The ACD Group ID should not match any existing 8 txensons ACD Management - Add Group
extension in the Extensions Management table. Any newly i

created ACD Group will automatically appear in the Extensions
Management table.

ACD Group D 888

Edit opens ACD Group Extension Settings in the Extensions
Management.

Fig.Il- 93: ACD Group Management - Add Entry page

Pressing on the links in the Group ID and Agents List columns of the Groups table will lead you to the ACD Group Extension Settings where group
settings and the list of group’s agents may be adjusted correspondingly.

Authorized Phones Database

The Authorized Phones Database page is used to create a list of trusted external phones. If they are part of the QX IP PBX Authorized Phones database,
external SIP or PSTN, then users are free to access the QX IP PBX Auto Attendant services without requiring authentication. When adding a trusted phone
to the list, an existing extension has to be chosen. The parameters (extension number and password, as well as SIP and Speed Calling Settings) will be used
automatically for the trusted caller access of the QX IP PBX Auto Attendant. A direct connection to the Call Relay menu can be optionally provided.

The Authorized Phones Database page displays the
Authorized Phones Database table where the trusted phones

are listed. Only SIP and PSTN users can be added to the Authorized Phones Database m
Authorized Phones Database. 8 ensions

Gitypev || Coterpaies | Lo Ervemion || Aetommicty ver ol ey e Catback Description
The Authorized Phones Database table displays all trusted B sooets us s Enoled: P59 epyoLic, Deay: 60 sec Customersuppert

P 11369@sip.epygidoc 103 Yes Enabled: PBI/ILS, Delay: 30 sec From Home

callers with their settings. For example, the call type, caller
address, extension they automatically login with, information if
they have automatic access to Call Relay Menu of the Auto
Attendant, etc. B

Fig.Il- 94: Authorized Phones Database

Each record in the table has an assigned checkbox. The checkbox is used to edit or delete the corresponding record. The “No records selected” error
message occurs if the user activates the edit or delete button with no records being selected. The error message “One record should be selected” appears if
the user tries to edit more than one record. The heading of each column in the table has a link. By clicking on the column heading, the table will be sorted
by the selected column. When sorting (ascending or descending), arrows will be displayed next to the column heading.

The Add functional button refers to the Authorized Phones Database- Add Ent age where new trusted users may be entered.

The Authorized Phones Database- Add Entry page offers two
groups of input options:

Caller Settings Authorized Phones Database - Add Entry @
B txensions | 0o

The Call Type drop down list includes possible incoming call
types (PSTN, SIP or Auto). In SIP, the caller connects QX IP PBX s
through a SIP server and PSTN means the caller is a PSTN user. e
Auto is used for undefined call types and the destination
(independent on whether it is a PBX number, SIP address or
PSTN number) will be reached through Routing.

The Caller Address text field requires the caller’s SIP address
(see chapter Entering SIP Addresses Correctly) or PSTN number F—

to be added to the trusted phones list. The PSTN number length @ Eraie Catback

depends on the area code and phone number. The wildcard is ColbackColType (8%
supported in this field. If the caller address already exists in the B
Authorized Phones Database, the error message “The record

already exists” appears when selecting the Save button. CaltackResponse el s

Fig.Il- 95: Authorized Phones Database - Add Entry page

The Login Extension drop down list provides all existing extensions on the QX IP PBX. When calling the QX IP PBX Auto Attendant, a trusted user will
automatically be logged in as the selected extension, i.e., the extension number and its password will be automatically submitted by the QX IP PBX system.
The trusted user will directly access the QX IP PBX Auto Attendant services. The SIP settings of the login extension will be used when making IP calls.
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The Automatically Enter Call Relay Menu checkbox enables direct access for the trusted user to the QX IP PBX Auto Attendant Call Relay menu. If the
checkbox is not selected, a trusted caller will be directed to the Auto Attendant's main menu, but will still be able to reach Remote Access (Voice Mailbox of
the specified extension) and Call Relay services (see Feature Codes) with no authentication.

Please Note: Login Extension drop down list and Automatically Enter Call Relay Menu checkbox have no sense for Auto Attendant with custom
scenario configured (see Attendant Extension Settings).

The Description text field allows entering an optional comment.

Callback Settings

The Enable Callback checkbox selection gives the possibility for a specified trusted caller to use the Instant Call Back service (see chapter Call Back
Services).

The Callback Call Type drop down list includes possible callback call types (PBX, PSTN, SIP and Auto).

The Callback Destination text field requires the destination number where QX IP PBX should instantly call back to. The value inserted in this field is
dependent on the selected callback call type: for PBX, extension number is required, for SIP, the SIP address is requires and for PSTN, a PSTN number is
required. Auto is used for undefined call types: destination (independent on whether it is a PBX number, SIP address or PSTN number) will be reached
through Call Routing Table. If this field is left empty, the callers address will be implied as a callback destination.

The Callback Response Delay text field requires the delay (in seconds) after which the call back will be performed.

To Add an Authorized phone to the database

Enter the desired Auto Attendant Settings page.

Select Edit Authorized Phones Database to enter the Authorized Phones Database page.

Press the Add button on the Authorized Phones Database page. The Add Entry page will appear in the browser window.
Choose the call type and enter a caller address in the corresponding text field.

Select a Login Extension and the Automatically Enter Call Relay Menu checkbox (if required).

Enable Call Back service if required and define a Call Back Destination in the same named field.

Fill in an optional Description in the appropriate field, if required.

Press Save to submit the settings.

NN AWDNE

To Delete an Authorized phone from the database

1. Enter the desired Auto Attendant Settings page.

2. Select Edit Authorized Phones Database to enter the Authorized Phones Database page.

3. Toremove an authorized phone(s), select one or more checkboxes of the corresponding records that should be deleted from the Authorized Phones
Database table.

4. Press the Delete button on the Authorized Phones Database page.

5. Confirm the deletion by clicking on Yes or cancel the action by clicking on No.

Call Back Services

With Call Back service, callers can save a call charge when calling to and through QX IP PBX. QX IP PBX provides the possibility of creating a list of those
trusted callers that are allowed to make free of charge calls to QX IP PBX's Auto Attendant or through its Call Relay menu to the third party SIP or PSTN
destination. Two types of Call Back services are available on the QX IP PBX: Pre-configured Call Back and Remote Call Back Configuration.

Pre-Configured Call Back

For Pre-configured Call Back, a list of trusted callers must be configured in the QX IP PBX's Authorized Phones Database using Web Management. The
Call Back service should be enabled and a valid callback destination should be specified for each caller.

To use Pre-configured Call Back, the caller registered in the Authorized Phones Database should simply call to the QX IP PBX’s Auto Attendant through
SIP or PSTN, let the call to ring twice and then hang up. Call Back will be instantly activated, and QX IP PBX will call back to the defined Call Back

destination. By answering the incoming call caller will be connected to the Auto Attendant menu.

Please Note: Depending on the call back destination, make sure that there is at least one PSTN line routed to the Auto Attendant (from the FXO Settings
page) or Auto Attendant has a proper SIP registration (see Attendant Extension Settings).

Remote Call Back
The Remote Call Back Configuration service is used by authorized callers to configure or reconfigure existing call back configuration on the QX IP PBX.
Remote Call Back Configuration is divided into two modes accessible from the QX IP PBX's Auto Attendant: Permanent Call Back and Non-Permanent

Call Back.

Please Note: Remote Call Back Configuration services are only available when the Automatically Enter Call Relay Menu checkbox is disabled in
Authorized Phones Database for the trusted user.

Permanent Call Back service allows callers registered in the Authorized Phones Database to create a new trusted caller with Call Back enabled. They can
also modify the Call Back destination of existing callers in the Authorized Phones Database. By calling QX IP PBX's Auto Attendant and entering the Auto
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Attendant menu, the caller can use the 6@ code (see Feature Codes) to create a new trusted caller as well as to modify the Call Back destination for the
already registered callers in the Authorized Phones Database.

By entering Permanent Call Back reconfiguration menu, system asks caller to login by dialing the number and an appropriate password for the QX IP
PBX's extension that is used as login extension in the Call Back settings. After passing the login, callers should follow the voice instructions for configuring
anew entry or reconfiguring existing entries in Authorized Phone database.

When system accepts the inserted settings, the corresponding entry will be logged to the Authorized Phones Database. The caller will then be
disconnected from the QX IP PBX's Auto Attendant and the defined Call Back destination will receive a call from the QX IP PBX within the next 45 seconds.
Answering the incoming call, the caller will be reconnected to the QX IP PBX's Auto Attendant.

Please Note: The detected caller number must correspond to the one applied by the caller. In case of PSTN call back at least one PSTN line must be
available on the QX IP PBX. There must be network connectivity and the destination must be reachable.

Non-Permanent Call Back configuration service allows trusted caller to organize one-time Call Back to the defined destination. In this situation, no entry
will be logged to the Authorized Phones Database. By calling QX IP PBX's Auto Attendant and entering the Auto Attendant menu, the caller can use 66
menu (see Feature Codes) to modify the Call Back destination for already registered callers in the Authorized Phones Database.

The system will ask to login by dialing the number and an appropriate password for the QX IP PBX's extension that is used as login extension in the Call
Back settings. After login, caller should follow the voice instructions for reconfiguring the existing entry in Authorized Phone database. The caller will then
be disconnected from the QX IP PBX's Auto Attendant and the defined Call Back destination will receive a call from the QX IP PBX within the next 45
seconds. Answering the incoming call, the caller will be reconnected to the QX IP PBX's Auto Attendant.

Please Note: For both Permanent Call Back and Non-Permanent Call Back, the detected caller number must correspond to the one configured for

trusted caller. In case of PSTN call back at least one PSTN line must be available on the QX IP PBX. There must be network connectivity and the destination
must be reachable.
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Interfaces Menu
The Interfaces menu allows you to configure the following settings:

o IP Lines

— [P Line Settings
Overview
— IP Phone Templates Extensio

IP Lines
B Interfaces

IP Ph L [P Lines ~ Configure IP phones for each extension.
T o P Line Settings ~ Configure some general settings for IP phones.

: > Phor es  Create custom configuration templates for uploading to IP Phones.
Upload a custom logo for supported IP Phones.

— EXS Gateways

Configure an FXS Gateway to add more analog FXS ports.

o FXS Lines

Configure FXS ports for connecting basic analog phanes or fax machines,

Diagnostics for incoming calls to automatically pick up on the frst ring and loopback the voice to the

— FXS (On-board) Line Settings A cler
- Diagnostic L00|zback EXO  Configure FXO ports connected via analog telephone lines to the Public Switched Telephone Network

®STN)
E1/T1 Trunk

e FXO Settings EA/T1 Tunk ~ Configure EX1 or T1 trunks connected to the Public Switched Telephone Network (PSTN).
ISDN Trunk

. ISDN Trunk ~ Configure ISDN BRI trunks connected to the Public Switched Telephone Network (PSTN).
e E1/T1 Trunk Settings

PSTN Gateways
PSTN Gateways  Allows trunks/lines of the E1/T1, ISDN BRI or FXO Gateways to be shared with the PEX.

® ISDN Trunk Settings Authorization Parameters  Configure the unique authorization setings for each gateway, providing the PBX with shared trunks/lines

External PSTN Gateways

— Authorization Parameters

Fig.Il- 96: Interfaces Menu page
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The IP Lines page is used to configure IP lines for IP phones to be connected to the QX IP PBX. QX IP PBX provides the options to connect SIP phones to its
LAN side, assign the corresponding IP line to an active extension, and use SIP phones as a simple phone with all telephony services of the QX IP PBX (for

example, call hold, waiting, transfer, etc).

By default, 16 IP lines are available on QX50, 24 IP lines are available for QX200 and 200 IP lines are available on QX2000. The IP Lines page displays a
table with the available IP lines on the QX IP PBX. Entering the feature key in the Feature Keys page can enable more IP lines.

The IP Lines table lists all available IP lines with additional
information about each of them: number of the extension
attached to it, information about the phone type and the
configuration details.

Each column heading in the tables is link. By clicking on the
column heading, the table will be sorted by the selected column.
When sorting (ascending or descending), arrows will be
displayed next to the column heading.

The alternating Hide disabled IP lines and Show disabled IP
lines buttons are used to respectively hide or show the IP lines
that have not been activated with a feature key. To enable the
lines, install a feature key from the Feature Keys page.

By pressing on the IP line# link in the Available IP Lines
column, the IP Line Settings page specific for the current IP
line is opened. This page offers a group of manipulation radio
buttons that allows you to enable the IP line and to configure it
to for use by the SIP phones.

Inactive - this selection disables the corresponding IP line.

SIP Phone - this selection configures the IP line for a SIP phone
to be connected to the QX IP PBX’s.

. Phone Model drop down list is used to select the IP
phone model to be used by the receptionist. The drop
down list, excluding Other selection, enables the MAC
address text fields used to insert the MAC Address of
the corresponding SIP phone. Use Other selection if
your SIP phone is not in this list.

. Line Appearance text field requires a number of
simultaneous calls supported by the SIP phone.

. Username and Password are required for this
selection. They should match on both the QX IP PBX
and the SIP phone for a successful connection. The
Password field is checked against its strength and
you may see how strong is your inserted password
right below that field.To achieve the well protected
strong password minimum 8 characters of letters in
upper and lower case, symbols and numbers should
be used. If you are unable to define a strong
password, press Generate Password to use one of
system defined strong passwords.

. Transport drop down list is used to select the SIP
protocol transport layer - UDP, TCP or TLS. For TLS
you may activate the TLS certificate update
mechanism from IP Phone to obtain the latest
certificate generated by the QX IP PBX.

epygi
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EL/T1 Trunk
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Details

UserName: locext103, Modek: Aastra 67303, 00:08: 5D3:BC:15, Template: systemdefautt AdvancedWebReboot

UserMName: locextl04, Modek: Cisco SPAS25G2, d:d0:fd:e3:65:f0, Template: systemdefault, WebReboot

UserNName: locext105, Modek: Vealink SIP-T19P, 00:15:65:54:3e6, Templ WebReboot

UserNName: locext106, Modek: Other

UserlName: locext107, Modek: Other

UserlName: locext108, Modek: Other

UserMName: Eyebeaml0d, Model: Other

UserlName: locext110, Modek: Other

UserName: locext111, Model: Epygi QXFXS24,

Template: sy

UserlName: locext112, Modek: Epygi QXFXS24,

Template:

. Interfaces

IP Line Settings - IP Line 1

©Go Back

Phone Model: | Grandstream GXP1400

MACAddress  joo Fob g2 | a

Password:

Transport:

upp ¥

@ Use Session Timer

Use template <--use defautt > ¥

@ Enable Hot Desking Capability

Hot Desking Automatic Logout:

Never

Figll- 97

IP Lines page

.

it oo

Generate Password

Fig.Il- 98: IP Line Settings - Edit page

For automatic SIP phone configuration, the SIP phone should be reset/rebooted. The appropriate configuration will then be automatically downloaded

from QX IP PBX to the SIP Phone.

Please Note: For automatic configuration, some SIP phones may require additional actions to follow the restart. For example, by default the IP Dialog SIP
Tone Il is in a non-auto-provisioning mode, so it should be manually enabled on the phone. Refer to the user’s manual of the corresponding SIP phone for
instructions on performing a factory reset or reboot on any of the supported phones, what additional configurations are required for a specific SIP phone,

and how to manipulate with the GUIL

e The Use Session Timer enables the SIP session timer for the corresponding IP line. This checkbox enables advanced mechanisms for connection
activity checking. This option allows both user agents and proxies to determine if the SIP session is still active.

e The Use Template drop down list is used select a preconfigured custom template for the IP phone. When the “Use default” is selected in this drop
down list, the template selected on the [P Line Settings page will be used.
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o The Enable Hot Desking Capability checkbox is used to enable the Hot Desking feature on the corresponding IP line.

o The Hot Desking Automatic Logout section is used to configure Hot Desking functionality expiration on the corresponding IP line. This may be
useful when someone who logged in to the public phone with the extension attached to this line forgot to log out after using it. With this option
enabled, once the expiration time arrives, the extension will automatically log out from the public phone.

The following options are available:

® Never - the extension will never expire and will remain logged in to the public phone.

o After the defined period of time - requires the period after which the extension will automatically log out from the public phone.

® At the certain moment - requires the moment (hour and minute) when the extension will automatically log out from the public phone.
By pressing the Web link in the Details column for each configured SIP phone will lead you to the Web configuration page of the corresponding SIP phone.
Please Note: This link only works from the LAN side of the QX IP PBX, i.e. when the QX IP PBX’s GUI is accessed from a PC located in the QX IP PBX’s LAN.

If you wish to connect the SIP phone’s GUI through the WAN, an appropriate Incoming Traffic/Port Forwarding filtering rule should be added on the QX IP
PBX.

The Advanced link in the Details column takes you to the Programmable Keys Configuration page where programmable keys for the corresponding IP
phone can be configured.

The Reboot link in the Details column appears for supported IP phones and is used to remotely initiate a reboot of an IP phone attached to the line.

IP Line Settings

Enable PnP to IP lines checkbox is used to setup the SIP
phones connected to the QX IP PBX via Plug and Play automatic
configuration service. To use this service, this checkbox needs

to be selected. The SIP phone should be reset then. After a e D I

epysi

clean boot-up of the SIP phone, QX IP PBX will detect the SIP IP Line Settings n
phone and all its characteristics, generate the automatic B Interfaces o bl 518 for T e

configuration file and will upload it to the SIP phone. The SIP @ Enablefirmereversion control

phone will be then configured on the first available IP line of Configuel® phones from: [N ¥

the QX IP PBX and will become completely functional. Phones Defaut Templte: | sysemdefaut ¥

Please Note: The Plug and Play service is only available for the =

supported SIP phones (see the list below). This service will not
work in case the SIP phone is already manually configured or if
it is not reset after enabling the Enable PnP to IP lines
checkbox.

Fig.Il- 99: IP Line Settings page

Enable Firmware Version Control checkbox is used to control the firmware version running on the SIP Phone attached to the QX IP PBX. This service
also allows you to have the new firmware automatically downloaded and installed on your SIP Phone (in case your SIP phone was running an old
firmware upon connecting to the QX IP PBX or when the QX IP PBX’s firmware has been updated and the compatibility was changed to the higher
firmware version of the SIP phone). Every new firmware of QX IP PBX is compatible to a certain firmware version of each supported SIP phone. If you are
running older firmware on your SIP phone, this service will automatically download and install the newer firmware on your SIP phone.

Please Note: The Firmware Version Control service is only available for snom and Aastra SIP phones.
Attention: Do not select this checkbox if you wish to run other firmware version on your SIP phone than the one compatible with the QX IP PBX.

The Configure IP phones from drop down list is used to select the QX IP PBX's interface where the IP phones are connected. Besides LAN and WAN, this
list also includes all defined VLAN interfaces.

Plesae Note: For QX2000 the Configure IP phones from drop down list appears only if VLAN is configured on the QX2000.

The Phones Default Template drop down list is used to select the QX IP PBX default template for the IP Phone which will be used if not selected
otherwise on the particular line (see I[P Phone Templates).

Supported SIP Phones

Below is the list of IP phones supported by QX IP PBX and officially compatible with it. The Plug-and-Play (PnP) and/or auto configuration feature is
working for all IP phones listed below.

® Aastra9112i ® Grandstream GXP2000 e S[PUra SPA 841
® Aastra9133i ® Grandstream GXP2100 ® snom 190
® Aastra 480i ® (Grandstream GXP2110 ® snom 200
® Aastra 480iCT ® Grandstream GXP2120 ® snom 220
® Aastra 9143i(33i) ® Grandstream GXP2124 e snom 300
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Aastra 9480i(35i) Grandstream GXP2140 snom 320
Aastra 9480iCT Grandstream GXP2160 snom 360
® Aastra 6751i ® Grandstream GXP2200 ® snom 370
® Aastra 6753i ® (Grandstream GXV3140 ® snom 710
® Aastra 6755i ® Grandstream GXV3175 ® snom 720
e Aastra 6757i(57i) ® Grandstream HT286 e snom 760
® Aastra 6757iCT (57iCT) ® Grandstream HT386 ® snom 820
® Aastra 6730i ¢ IpDialog SipTone II ® snom 821
e Aastra 6731i ® Linksys SPA921 e snom 870
® Aastra 6735i ® Linksys SPA922 ® snom M3
® Aastra 6737i ® Linksys SPA941 ® snomPA1l
® Aastra 6739i ® Linksys SPA942 ® snom m9
® Aastra MBU400 ® Linksys SPA2002 e snom MeetingPoint
® Akuvox SP-R53P ® Linksys PAP2T ® Swissvoice IP 10S
® Alcatel Temporis IP200 ® Panasonic KX-UT136 ® Telematrix IP550 Spectrum Plus
® Alcatel Temporis IP600 ® Panasonic KX-UT123 ® Telematrix IP 3300
® Alcatel Temporis IP800 ® Panasonic KX-TGP550T04 ® Telematrix [IP9600 MWD5
® AudioCodes 310HD ® Polycom SoundPoint IP 300SIP e Thomson ST2030S
® AudioCodes 320HD ® Polycom SoundPoint IP 330SIP* ® Yealink SIP-T19P
® Berkshire (ATL) 5000 ® Polycom SoundPoint IP 331SIP* ® Yealink SIP-T20P
® (CISCO 7960 ® Polycom SoundPoint IP 335SIP* ® Yealink SIP-T21P
® (CISCO SPA525G2 ® Polycom SoundPoint IP 450SIP* ® Yealink SIP-T22P
® (CISCO SPA303 ® Polycom SoundPoint IP 501SIP ® Yealink SIP-T26P
® (CISCO SPA501G ® Polycom SoundPoint IP 550SIP* ® Yealink SIP-T28P
® CISCO SPA509G ® Polycom SoundPoint IP 601SIP ® Yealink SIP-T41P
® Fanvil C58/C58P ® Polycom SoundPoint IP 650SIP* ® Yealink SIP-T32G
® Fanvil C62/C62P ® Polycom SoundStation IP 5000* ® Yealink SIP-T38G
® Fanvil F52/F52P ® Polycom SoundStation IP 6000* ® Yealink SIP-T42G
® Grandstream BT100 e POLYCOM VVX 1500* ® Yealink SIP-T46G
® Grandstream BT200 ® Polycom VVX 300/310* ® Yealink W52P
® Grandstream GXP1400 ® Polycom VVX400/410* ® Yealink VP-2009/VP-2009P
® Grandstream GXP1405 ® POLYCOM KIRK wireless server 6000 ® Yealink VP530
® Grandstream GXP1450 ® POLYCOM KIRK wireless server 300

Please Note: In the model’s list the Polycom phones with (¥) sign are also presented as Polycom-xx-Pre-3.3.0 due to backward incompability of
UCSoftware 3.1.1 configuration. It is recommended to use Pre-3.3.0 models with Application SIP software 3.2.2.0477.

Programmable Keys Configuration

The Programmable Keys Configuration page is used to assign a function to the programmable keys of the IP phone. The design of this page depends on
the IP phone model. However, independently on the IP phone model, this page contains a number of the Programmable Keys and Functionality drop
down list assigned to each of them.
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The following options are available in the Functionality drop
down list:

epysi
(] Watch Ext. # - watch the extension on the QX IP
PBX and a possibility to pickup the call addressed to

that extension.

1P Lines EL/TLTrunk  ISDNTunk  PS

TPline Settings 1P Phone Templates  IPPhones Loge XS Gateways

(] Park Answer Ext # (on the phone can be visible as Programmable Keys Configuration - IP Line 1

PKA Ext. #, PrkA Ext. #, PrkAn Ext. # or PrkAns B Interfaces Ofeckio tines

Ext. #) - watch the calls parked to the corresponding Line Key
extensions and a possibility to retrieve the calls Ky Fancon Ve b |
parked to that extension. lnekeyl  [WatchBt 105 v s

This list also contains a number of PBX services available on
the QX IP PBX and accessible with the * key combination (see
QX IP PBX's Feature Codes). When configured from this page,
the key combinations become transparent for the IP phones
too.

LineKey2  [AutReDI v Redial

Fig.Il- 100: Programmable Keys Configuration page (the preview is individual for different IP phone model)

Vmail - accesses the voice mailbox of the extension to which the receptionist IP line is attached to.

DND - enables the Do Not Disturb service on the extension to which the receptionist IP line is attached to.

CallFwd - accessed Forwarding Management of the extension to which the receptionist IP line is attached to.

AutoReDI - auto redials the last dialed call.

CallBack - calls back to the last caller.

Linelnfo - gets the IP line information from the QX IP PBX.

CallBIK - blocks the last caller.

Record - records the call (in case if the manual call recording is allowed for the call, configured from Call Recording Settings).

ACD Login/Logout - allows the corresponding ACD agent to login to all groups it is involved in, if previously logged in, to log out from those
groups. For details on ACD functionality, see ACD Management.

Please Note: When saving changes on this page, the system asks for a confirmation to remotely reboot the IP phone. It is recommended to reboot the IP
phone after configuration changes on this page in order to make the new configuration effective on the IP phone.

IP Phone Templates

The Manage IP Phone Templates page is used to create custom templates for the I[P Phones. The templates contain a set of configuration settings that are
uploaded to the IP phone once it is registered on the QX IP PBX. With the custom templates the most popular configuration settings may be adjusted
accordingly. The saved custom templates can be then configured from the Edit IP Line Settings page to be used on the particular IP phone.

The Manage IP Phone Templates page consists of a table where the available IP phone templates are listed. The systemdefault template in this table
indicates the QX IP PBX default template for all IP phones. This template cannot be edited or deleted.

Add opens the Add Entry page where an I[P phone template can be created.
The Add Entry page includes the following text fields:

e Template Name text field indicates the name of the template. This name will be visible in the Edit IP Line Settings page when defining the template
for the IP phone.
o Description text field requires optional information about the template.

Edit opens the Manage IP Phone Templates - Edit Entry

epygi
page where the selected template’s settings can be adjusted. b

Plines | 1PLine Settings ([ NGl [P Prones Logo  FXS Gateways

The Manage IP Phone Templates - Edit Entry page allows

configuration of multiple IP phones. The IP phones templates Manage IP Phone Templates

help you manage the settings for group of IP phones, which B Inerfaces Aad | it | Dele

saves your time and ensures consistency. Template Name Description
systemdefault System default configuration template
Template Office Template for Office IP phones

This page allows you to adjust the IP phone’s template general
settings and define options for advanced configuration of the
IP phones models, which can be common for group of IP
phones.

Template Marketing Template for Marketing Department IP phones

The subpages for each supported IP phone model allows you
to define a set of extensions mapped to keys on IP phones (see
Programmable Keys Configuration). Fig.I- 101: Manage IP Phone Templates page

For Aastra models the General Settings page contains the
following components:
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. Local Dial Plan - indicates the number and pattern
of digits dialed by the user in order to reach a
particular destination.

[ e B
Manage IP Phone Templates - Add Entry m
. Send Dial Plan Terminator - is used to switch a # interfaces Q60 sack

dial plan terminator or timeout. When the IP phone

Description  [Template for Marketing Department IP phones

is configured to use a dial plan terminator (such as
the pound sign (#)), the phone waits for 4 or 5 En
seconds after the handset is picked up or a key is
pressed to place a call.

Play a Ring Splash - is used to switch a "call waiting tone"
when there is an incoming call on the BLF (Busy Lamp Field) Fig.l- 102: Manage IP Phone Templates - Add Entry page
monitored extension. If the host tone is idle, the tone plays a

"ring splash".

For snom models the General Settings page contains the following components:

. Dial-Plan String - indicates a dial plan string used to match dialed digits from the handset to the certain actions, e.g. dialing.

Dialog-Info Call Pickup - is used to switch a subscription to the status information of SIP URLs mapped as “Destination/Extension” on the
programmable keys.

. Transfer on Onhook - is used to switch the call transfer when the handset is placed on hook.

. Call join on Xfer (2 calls) - when this option is enabled, you will connect the newly arrived incoming call to the call on hold by pressing Xfer
button. When this option is disabled and you press the Xfer button, you will have an option to choose the call on hold to transfer the newly
arrived incoming call to, or to dial a new destination manually.

. Message LED for Dialog State/Missed Calls - when this option is enabled, the phone will indicate missed calls and changing dialog states
using the message LED.

. Dialtone during Hold - when this option is enabled and the call is held the caller gets dial tone. Otherwise there will be no dial tone after
pressing Hold.

. Do not Disturb - this selection allows you to manipulate with the IP phone DND service. When the *72 is selected from this list, the DND
service of the IP Phone and the DND service of the QX IP PBX for the corresponding extension will be activated when enabling the DND service
from IP Phone. This option is recommended. When keyeventF_DND is selected only DND service of the phone will be activated when enabling

the DND.
° Record Missed Calls - when this option is selected, the information about the missed calls will be displayed on the IP Phone.

Any parameters not listed above or parameters defined in this page for other IP phone models can be found in the user’s manual of the corresponding IP
phone.

Please Note: Save changes before moving among the configuration pages.
IP Phones Logo

The IP Phones Logo page is used to upload a custom logo for
the IP Phones. This page contains only those IP phones for

which QX IP PBX supports the custom logo upload. The IP Phones Logo &
uploaded custom logo will be visible on the display of the IP B metaces @ enme ioge
phone. Neate rampori 5600 | || Ghasss File | 10g03.017

Alcatel Temporis 17800 Chonse File | No file chosen

The Enable checkbox is used to enable the custom logo for the
Selected IP pthe mOde](S). Snom 360 Choose File | No file chosen

nom 370 Choose File | No file chosen

The Choose File button opens the file-chooser to select the
custom logo file.

Snam &z Choose File | No file chasen

snom sz Choose File | No file chosen

Srom 670 Choose [ile | No file chosen

Vealink SIP-T228 Choose File | No file chasen

vealink SIP-T26P Choose File | No file chosen

Vealink SIP-T25P

Chwuse File | No file chosen

Fig.Il- 103: IP Phones Logo page
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FXS Gateways

The QX FXS Gateway is an analog Gateway that allows
connecting analogue phones to a VoIP network. The device can
be used with QX IP PBXs to emulate additional FXS ports. Both
QX IP PBX and the FXS Gateway should be located in the same
network. QX IP PBX is connected to the QX FXS gateway
through its MAC address.

The FXS Gateway Management page is used to define QX FXS
Gateway devices in your network that can serve as FXS
expansion modules for your QX IP PBX. Additional FXS lines
provided by the FXS Gateway can be connected to the IP lines
on the QX IP PBX.

Add functional button opens FXS Gateway Management
Wizard where new FXS Gateway should be defined.

The FXS Gateway Configuration Wizard - FXS Gateway
Model page contains following components:

. The FXS Gateway Model drop down list is used to
select the FXS Gateway model to be used as an FXS
expansion device.

° The MAC Address text fields require the MAC
Address of the FXS Gateway. Based on the selected
FXS Gateway model and the inserted MAC Address,
the FXS Gateway can be automatically configured
by simple reset/reboot.

° The Description text field requires the description
of the FXS Gateway to be configured.

The next page of the wizard is FXS Gateway Configuration
Wizard - FXS Gateway Lines. This page displays a list of FXS
lines provided by the FXS Gateway and is used to assign each
FXS line to an IP line on the QX IP PBX. System will
automatically assign the provided FXS lines to the first
available IP lines on the QX IP PBX. You may adjust the
configuration from this page.

Please Note: The FXS lines can be assigned only to inactive IP
lines on the QX IP PBX. If there are no enough free IP lines
available on the QX IP PBX, you should first deactivate the IP
line from the IP_Line Settings page to use it in the FXS
Gateway Configuration Wizard.

The next page of the wizard is FXS Gateway Configuration
Wizard - Summary where the configured settings should be
verified.

Once FXS Gateway Configuration Wizard terminates, a new
entry is added to the table and the corresponding FXS
Gateway's configuration gets updated according to the
settings defined in the wizard, i.e. corresponding routing
rules will be added to the Call Routing table of the FXS
Gateway. If you need to reboot the FXS gateway, use the
Reboot functional button in the FXS Gateway Management
page.
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epygi

1P Lines EL/TL Trunk

P Bhones Logo
FXS Gateway Management

ISDN Trunk

IP Lines

IPLine Settings [P Phone Templates

B Interfaces Add | Edit | Delete | Reboot | Restart

MAC Address Description

00:£0:00:f0:81:85 QUFXS24

00:£0:00:f0:81:84 QXFXS24

Fig.Il- 104: FXS Gateway Management page

epygi

FXS Gateway Configuration Wizard

B Interfaces @ Ga Back

FXS Gateway Model

FXS Gateway Model. | Epygl OXFXS24 v

oo o oo [ |1 fes

axpxsas

Previous Next

Fig.Il- 105: FXS Gateway Configuration Wizard - FXS Gateway Model page

Blnes [ LneSeungs 19 o Tempines P Prones oo
FXS Gateway Configuration Wizard

P Interfaces @ GoBack

FXS Gataway Summary

e e

odel: Epygi OXFXS24
MAC Ag 00:10:00:10:51:84
Descrption QXFXS24
Lines Mappings

Gateway Lines 1P Lines
Line 1 1P Line 48
Line 2 1P Line 49
Line 3 1P Line 57
Line4 1P Line 84
Line § 1P Line 114

Line & 1P Line 115

Previous Finish

Fig.I- 106: FXS Gateway Configuration Wizard - FXS Gateway Summary page
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FXS Lines

FXS (On-board) Line Settings

The FXS (On-board) Line Settings page is used to configure QX lines and to define the caller ID detection type, configure remote party disconnect
indication and select the ringer type on each of them. Additionally this page provides an option to enable Loopback diagnostics on the lines.

The Onboard Line Settings page shows the table Available Lines
where all active lines of QX IP PBX are listed with their Attached
Extension. If the line is attached to an extension, the corresponding
extension number is displayed in this column; otherwise “none” is

Disgnostc Looback

displayed if the extension is not attached to the line. By clicking on FXS Lines
the extension number, the Extensions Management - General Settings B Interfaces Avaable Lines Attached Extension Gallr D RingerType ¥

Standard 2 TypeA

page will appear, where the line attached to the extension can be
reconfigured. Additionally, the table provides information about the
selected Ringer Type and Caller ID detection method that is
configured for the selected line. The caller ID detection method is
different for various types of phones and can be found in the phone
manual.

Standard 2 Type A

Fig.Il- 107: FXS Lines Page

When pressing on the line number under the Available Lines column, the FXS (On-board) Line Settings page specific for the current line is opened and
offers the following input options:
The Caller ID drop down list contains various standards of Caller ID

transmissions. It is used to send the calling party's information to the
phone attached to the selected line:

® No Caller ID. Line Settings - Line 1 m
. . . B Interfaces er

® FSK, send prior to the first ring. " Esuram———

® FSK, send between the first and second ring. RemoteFarty Disconnect Indication

® FSK, send both prior to a ring and between the first and second
ring.

® DTMF, send prior to the first ring.

® DTMF, send between the first and the second ring.

® Combined, send both DTMF prior to the first ring and FSK
between the first and the second rings.

The QX IP PBX sends the current time/date to the called phone
together with the caller’s information. a0 [0 7

Fig.Il- 108: FXS Line Settings page

A group of Remote Party Disconnect Indication parameters are used to configure the private PBX attached to the QX IP PBX FXS port.

® The Enable Busy Tone Indication checkbox enables a busy tone transmission to the FXS port when the remote party being called is disconnected.
The Busy Tone Duration drop down list is used to select the period (in seconds) when a busy tone will be transmitted to the FXS port.

® The Enable Power Disconnect Indication checkbox enables the power cycling on the FXS line when the remote party being called is
disconnected. Power Disconnect is applied after the busy tone transmission on the FXS line. The Disconnect Duration drop down list is used to
select the period (in milliseconds) when the FXS line power will be down.

The Ringer Type drop down list allows you to select the frequency of the ringer supported by the phone attached to the line. Information can be found on
the phone enclosure or in the phone's manual. Problems with the ringer might occur if the ringer type selected here does not correspond to the one
supported by the phone.

Please Note: The supported ringer type can be found on the bottom of the phone, in the “Ren:x.xN” value where N is the ringer type supported by the
phone. For example, if N=A, the TypeA ringer type should be selected, if N=B, the TypeB&Z ringer type should be selected.

The Enable off-hook Caller ID checkbox enables Caller ID transmission to the phone in the off-hook state attached to a certain line. Service is applicable
to the phones supporting the Call Waiting Caller ID feature.
The Enable Hot Desking Capability checkbox is used to enable the Hot Desking feature on the corresponding onboard analogue FXS line.

Please Note: When this option is enabled or the analogue FXS lines are attached to the corresponding extension, the caller gets dial tone. Otherwise there
will be no dial tone for FXS lines.

The Hot Desking Automatic Logout section is used to configure Hot Desking functionality expiration on the corresponding FXS line. This may be useful
when someone who logged in to the public phone with the extension attached to this line forgot to log out after using it. With this option enabled, once the
expiration time arrives, the extension will automatically log out from the public phone.
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The following options are available:

® Never - the extension will never expire and will remain logged in to the public phone.
o After the defined period of time - requires the period after which the extension will automatically log out from the public phone.

® At the certain moment - requires the moment (hour and minute) when the extension will automatically log out from the public phone.

Information on the Caller ID system:

Caller ID is a service identifying the caller (when performing a call or sending a voice mail) and notifying the called party about the identity of the caller.
The Caller ID service is available only for phones with a display to show that information. Two types of Caller ID notification are available on QX IP PBX:
FSK and DTMF.

FSK Standard

The FSK standard supports caller ID indication either with the phone handset on-hook or if the called party is already busy with another call or operation
(handset is off-hook). For internal calls, caller ID notification in FSK can show up to two lines of identifiable parameters on the called phone’s display. The
first line shows the caller’s extension number. The second line shows the caller’s nickname (if indicated in the configuration). For external IP calls, caller
ID notification in FSK can also show up to two lines of identifiable parameters on the called phone’s display. The first line shows the caller’s user name.
The second line shows the caller’s nickname (if indicated in configuration). If the nickname is not available and there is a display name, provided by the
caller party, the second line will display it, otherwise the URL, in the format: username@host will be displayed. For calls from the PSTN network, the entire
caller ID message will be shown.

DTMF Standard

The DTMF standard supports caller ID indication only if the phone handset is on-hook (phone is free and ready to accept calls). This standard also has
caller ID notification conditions but they are non-configurable. Caller ID notification in DTMF can show only one line of identifiable parameters on the
called phone’s display. For internal calls, it is the caller’s extension number. For external IP calls, it is the caller’s user name. For calls from the PSTN
network, caller ID will only display the caller’s phone number.

Please Note: DTMF supports only parameters consisting of digits. If any letter symbol has been used in the external caller user name, DTMF will not
display caller ID.

To Configure the Line Settings

1.  Select the line number that should to be configured from the Active Lines column in the Lines table on the Line Settings page.

2. Presson the line number link in the Line Settings table. The Line Settings - Line# page will appear in the browser window.

3.  Use the Caller ID drop down list to select the caller ID detection system mode corresponding to the phone type.

4. Enable the Dialing Prefix With Caller ID checkbox if needed.

5. Configure the Remote Party Disconnect Indication parameters by selecting the corresponding checkboxes.

6. Define a Ringer Type from the corresponding drop down list.

7. Enable Off-hook Caller ID if needed.

8.  Pressthe Save button on the Line Settings - Line# page to save the caller ID system and other line specific configuration settings.
Diagnostic Loopback

The FXS Lines Loopback Settings page is used to configure the lines for voice loopback diagnostics. When loopback is enabled on the line, any incoming
calls to the corresponding line will automatically pick up on the first ring and any voice towards the line will automatically be sent back to the caller (the
caller will hear themselves in the handset). Loopback Timeout provides the option of limiting the voice loopback diagnostics duration, i.e. the caller will
be disconnected from the QX IP PBX when the Loopback Timeout expires.

The FXS Lines Loopback Settings page shows the only table where all FXS lines of the QX IP PBX are listed. On this page, the loopback diagnostics may be
enabled/disabled and the Loopback Timeout can be adjusted for FXS lines.

The FXS Lines Loopback table lists all the FXS lines on the QX IP
PBX along with their loopback parameters (Loopback State and
Loopback Timeout).

AS PO E/MTunk  ISONTunk  PSIN

s on
FXS Lines Loopback Settings m

f- Interfaces Edit | Enable/Disable Loopback

The Edit functional link leads to the FXS Lines Loopback Settings - —— st -
Edit Entry page where Loopback Timeout (in seconds) may be Pist o B
configured for one or more selected FXS line(s). = - =

The Enable/Disable Loopback functional link is used to
enable/disable the Loopback service on the selected FXS line(s).

Fig.Il- 109: Diagnostic Loopback page

Hot Desking

If QX IP PBX has limited number of analogue and IP phones connected and much more users wishing to make and receive calls through the QX IP PBX,
some of the connected phones can be announced as public. Public phones have no static owners; they are just connected to the analogue or IP lines. Each
user that accesses the public phone should first login with the previously created virtual extension and the corresponding password in order to make the
phone assigned to the certain extension. From that point forward and unless the user with log off the phone, he may place and receive calls and use all the
supplementary PBX services of the QX IP PBX.
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The Hot Desking feature is used to organize the user login/logout on the public phones. Each user should have a virtual extension configured in the
Extensions Management table. The virtual extensions can be configured as needed to use all the available supplementary PBX features when the user will
log in from the phone with that extension. The Hot Desking option should be enabled on the corresponding analog or IP lines from the IP Lines or FXS
Lines page accordingly.

To login to the phone, use the 60@ feature code (for more details see Feature Codes chapter). You will be prompted for the extension and the
password. When you login to the phone with your extension, the phone becomes a fully featured phone connected to the QX IP PBX. You may place and
received calls with the SIP address configured in the Extensions Management page, use Voice Mail services, etc. When you have finished using the phone,
logout with the 60@ feature code. From that moment forward, your extension becomes again virtual and is not connected to any analogue or IP line
but it still can handle calls (using Call Forwarding, Many Extension Ringing, Hunt Grouping, etc. services) and voice mails according to the supplementary
service configured on that virtual extension. The phone becomes no more assigned to your extension and is now available for other users to login and use
it.

FXO Settings
The FXO Settings are used to configure the FXO support that allows QX IP PBX to connect to other PBXs or analog telephone lines.

The number of available FXO ports is dependent on the type of your QX IP PBX. QX50 has two FXO lines and the QX200 has four FXO lines available. The
QX2000 has no own FXO lines, only shared FXO lines are displayed in this page

The FXO Settings allows you to limit incoming or outgoing calls for the selected FXO line if required. Depending on configuration of the FXO gateways,
multiple shared FXO ports from one or more FXO gateways may be available on the QX IP PBXs, thus giving you the option to use them simultaneously.

The administrator may assign a default recipient for each FXO line where calls from the Central Office (PSTN) will be routed. The assigned recipients
become the QX IP PBX “default users”. If the QX IP PBX Auto Attendant has been selected as a “default user”, a caller from the PSTN needs to go through the
attendant menu to reach the desired extension.

If the FXO service is disabled, the Allowed Call Type, Route Incoming Call to and PSTN number columns are set to “N/A”.

Clicking on the FXO line number will open the FXO Settings - FXO#
page where the FXO line settings may be modified. The FXO
Settings - FXO# page consists of the following components:

epysi

EUT1Trunk  ISDN Trunk

The Enable FXO checkbox selection activates FXO support for the

selected FXO line. FXO Settings =

The Allowed Call Type is used to choose the allowed call directions

for the corresponding FXO line. The administrator may choose
between:

FXO Lines Enabled Allowed Call Type Route Incoming Call to PSTN Number
B Interfaces

Ves Incoming calls only

0
02 Yes Both incoming and eutgoing calls

DR e

40

Eoth incoming and outgoing calls
® Enabling incoming calls (prohibiting outgoing calls) for the B04 ves Bothincoming and utgoing cll Routing: 740
selected FXO line.

e Enabling outgoing calls (prohibiting incoming calls) for the
selected FXO line.

e Enabling incoming and outgoing calls for the selected FXO Figl- 110: FXO Settings page
line.

The Route incoming FXO Call to manipulation radio buttons group
allows you to define the destination where incoming calls addressed

to the corresponding FXO line will be forwarded to. cpys! -

® Extension - this selection allows you to choose the local PBX =
: : : FXO Settings - FXO 4
user or auto attendant extension to forward calls. If an inactive
. . . . . . . © Go Back
extension is chosen from this list, the voice mail system will B inerinces
answer the call addressed to the corresponding FXO line. If the
Auto Attendant extension is chosen, it will become the “default
user” for the corresponding FXO line on the QX IP PBX.

@ Enable FXO

Allowed Call Type: Both incoming and outgoing calls ¥

® Routing - this selection allows you to forward the incoming e
calls to the destination defined through Call Routing Table.
This selection requires you to enter a routing pattern to the
corresponding field. Based on the registered PSTN users, the s
caller will be able to reach the destination according to
configurations in Call Routing Table.

PSTN Number:

Fig.Il- 111: FXO Line Settings page

By choosing a destination, the QX IP PBX administrator virtually assigns a default number that will start ringing when a call is initiated to the QX IP PBX’s
PSTN number.

The PSTN Number text field allows you to enter the PSTN number that the current FXO line is attached to. The field value is optional and used as an
identification parameter for FXO lines. The field value can be left empty.

QX50/QX200,/QX2000; (SW Version 6.0.x) 76



: ®
@ epygl QX50/QX200/QX2000 Manual II: Administrator’s Guide

Alternative AC Termination Mode appears if the local country (Germany, Israel, France, etc.) selected for QX IP PBX has two COs that use different types
of AC termination. Contact your CO to learn about your AC termination mode. Selecting the checkbox may help if the voice quality over FXO is poor or an
echo is noticed.

To modify the FXO Settings

1.  Select the FXO line number from the FXO Settings table. The FXO Settings -FXO# will appear where the line settings may be modified.

2.  Enable the FXO line to receive calls from the PSTN. To reject calls from/to the PSTN, deselect the Enable FXO checkbox.

3. IfFXO has been enabled, select the Call Type from the Allowed Call Type drop down list and the extension from the Route FXO Call to drop
down list to route the FXO calls correspondingly.

4. Insert a PSTN number in the same named text field to identify the FXO line.

5. Enable Alternative AC Termination Mode if this is a requirement of your CO.

6. Press Save to submit the FXO line settings.

E1/T1 Trunk Settings

The QX50/QX200/QX2000 has no own E1/T1 trunks, only shared E1/T1 trunks are displayed in this page, if available. The shared trunks/lines can be
edited from this page. Any changes applied in this page will be automatically reflected on the QX E1/T1 gateway(s) that share its E1/T1 trunks.

E1/T1 service allows QXE1/T1 Gateway to be connected to a PBX or to the CO (Central Office) via E1/T1 lines, using E1/T1 CAS/CCS signaling. QXE1/T1
Gateway can be connected to act as a User (if connected to a CO) or as Network (if connected to a PBX). If a private PBX is connected to QX E1/T1
Gateway, it should be configured in network mode, if the E1/T1 line from a CO is connected to QXE1/T1 Gateway, it should be configured as a User. The
E1/T1 Trunk Settings page is used to configure the E1/T1 trunk and the timeslots settings.

The Trunk Settings table lists the available E1/T1 trunks on the QX IP
PBX and their settings (Trunk name, E1/T1 mode, interface, signaling
types). Clicking on the trunk will open its Signaling Settings page

ETiTrnk  1SON

(Trunk CAS Signaling Settings or Trunk CCS Signaling Settings E1/T1 Trunk Settings Lo
page depending on the selected signaling type) while selecting the PR —

corresponding trunk’s checkbox and pressing Edit will open the e am Inerface Type Signaling Type st
Trunk - Edit Elltl'y page. El/Tl Stats link is dlsplayed for every Trunk1@192:66.74127:5060 & User ccs wa

active trunk on the board and refers to the page where E1/T1 trunk
and traffic statistics can be viewed.

Start and Stop functional links are used to start/shutdown the
selected E1/T1 trunk(s). When E1/T1 trunk is shutdown state, no
E1/T1 calls could be placed and received.

Fig.Il- 112: E1/T1 Settings page
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The Trunk - Edit Entry page consists of the following components:

R . Trunk - 1@192.168.74.127:5060 Edit Ent —
The Interface Type drop down list gives an option to choose between runk - 1@ tEntry

E1/T1 User and Network interface configuration. e norfaces  Inerice Type Ui

Signaling Type [ CCS ¥

The Signaling Type drop down list allows selection of CAS (Channel

Associated Signaling) or CCS (Common Channel Signaling) signaling T tnecote (OB
types. The same timeslot is used both for voice and data transmission S
in case of CAS signaling. In the case of CCS signaling a single timeslot is CodngType (s ¥
used for signaling data transmission on the entire trunk. All other toopBckbbode [Noloopbac
timeslots are used for voice transmission. Master

Clock Mode

The E1 and T1 radio buttons are used to select between E1 and T1

modes. The T1 mode enables 24 timeslots, and the E1 mode enables ™ lnecode (w5 v
32 timeslots to be used. The selection of E1 or T1 enables the Line e
Code, Frame mode, Line Build Out, Coding Type, LoopBackMode U
and Clock Mode settings. These settings are configured to match the Loopbackode o otc
E1/T1 settings from the service provider. Master

Clock Mode

Attention: See the Call Routing Table chapter to ensure that
modifications to the E1/T1 trunk settings do not lead to broken routes
in the Call Routing Table.

Fig.Il- 113: E1/T1 Settings -Edit Entry page
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The Trunk CAS Signaling Settings page lists the available timeslots
of the trunk with CAS signaling and their settings. o s ho | omiew | Sovtw v

The Incoming Interdigit Service link leads to the page where the dial
plan for incoming E1/T1 calls from CO/PBX to the QX IP PBX can be 5 o
configured.

Incoming Digits Timeout text field requires a value between 0 and
20000 (in milliseconds) and is used to define the timeout during
which incoming digits from the destination party calling QX IP PBX
will be collected before being applied as an incoming called number.

e  DIDEnabled Allowed Call Type  RouteIncoming Callto  CutThrough  Automatic Ringing Down  Country
WA NA A NA WA NA
A A A NA NA A

A A A NA A

Signaling Standard drop down list is available only in E1 mode and is e = e m m - m
used to select the connection signaling standard. e s A s e s e
Force Update functional button is used to apply immediately the new - - - - - - -
settings on the selected timeslot(s). This will force the timeslot(s) to C A N A A A A
be restarted and any active connection on the selected timeslot(s) will - - - - - - -
be interrupted. NA nA N WA NA A WA
Enable/Disable functional buttons are used to enable/disable the . o . o . . -
selected timeslot(s). N wa n a a N A
Select one or more timeslots and click on Edit to open the CAS . - - o " A

Signaling Wizard that guides through the key configuration

parameters specific to the timeslot Fig.Il- 114: Trunk CAS Signaling Settings page

The CAS Signaling Wizard offers a possibility to configure the selected timeslot(s) and provides a variable group of parameters depending on the E1/T1
trunk configuration.

CAS Signaling Wizard - Page 1 allows to configure signaling type  —
settings and consists of following components: CAS Signaling Wizard L
Allowed Call Type is used to select the allowed call directions: B moces | sgnaing Typo Setings

incoming, outgoing or both.

Signaling Type allows selecting the CAS signaling type.

Please Note: R2 signaling (compelled and non-compelled) can be
used with an E1 interface both in User and Network modes. QX IP PBX
with E1 interface in the CAS mode detects the busy tone only in case
of R2 compelled and non-compelled (both with and without ANI)
signaling types.

Trunk 1@192.166.74.127:5080
1
Both incoming and outgeing calls ¥

Loop Start

Force Update Timeslots checkbox can be optionally selected in
order to apply new settings immediately. This will force the
timeslot(s) to be restarted and any active connection on the selected
timeslot(s) will be interrupted.

Please Note: QX does not support the Forward Digit selected on the
CO when acting in the User mode with CAS Loop Start signaling type.

Next

Get PSTN/PBX Error Message checkbox enables notification
message in case of outgoing calls to unreachable, incorrect or non
existent destination.

Fig.Il- 115: CAS Signaling Wizard - Page 1

When Generate Progress Tone to PSTN/PBX checkbox is selected, QX generates ring tones to incoming callers during E1/T1 call dialing. This feature is
mainly applicable to 2-stage dialing mode.

Enable Echo Cancellation checkbox enables the echo cancellation mechanism on the selected timeslot(s).

When Alternative Disconnection Mode checkbox is selected, the QX will play a busy tone towards the PBX/CO if the call has been failed. After 60 second
timeout, the QX will disconnect the call from PBX/CO and will stop playing the busy tone.

Voice Establishment Procedure manipulation radio buttons group is used to select a method of voice establishment on the trunk:
®  On call acceptance - with this selection, voice will be established after call is being accepted.
®  On channel selection - with this selection, call will be accepted during channel selection. This selection is not allowed for R2 signaling.

®  On call ringing - with this selection, voice will be established after call is being ringing. Selection enables Generate Progress Tone checkbox
which is used to enable the progress tone generation upon voice establishment.
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CAS Signaling Wizard - Page 2 appears if the Signaling Type on the
previous page is set to any of the E&M types or to R2 DTMF. The page
provides the possibility of enabling the DID Service on the timeslot(s) — ©  /mTek  SNTuk b

and contains the following component: ) ) =
CAS Signaling Wizard

The Enable DID Service checkbox is used to enable/disable DID

(Direct Inward Dialing) service for the selected timeslot(s). e ertoces DD senvice Setings

Trunk 1@192.168.74.127:5060
Selected Timeslots: 1

@ Enable DID Service

Previous Next

Fig.Il- 116: CAS Signaling Wizard - Page 2

CAS Signaling Wizard - Page 3 allows to set the destination for

incoming calls to be routed to and to enable Cut Through and wien | Plne | PS  FO | E/MTusk | SNTank | PSTNGtewars

Automat Ringing Down services for signaling different from R2 (all P
CAS Signaling Wizard

types).

Route Incoming Call to drop down appears when Both incoming [A—— Rovting Settings

and outgoing calls or Incoming calls only is selected from the
Allowed Call Type list and allows selecting the destination where N .
incoming calls should be routed. The list contains all extensions of the ot ncoming Gl .
QX, Attendant and Routing agent. The routing agent gives two kinds of @ curaugn

call routing possibilities in user mode and one in network mode. ¢ emateRinang Lo
Choosing the Routing selection (available in User mode only) will
request the caller to pass the authentication (if enabled) and will
invite the caller to dial the destination number to connect the user
within the QX Network. Choosing the Routing with inbound
destination number selection will automatically use the initially
dialed number to connect the destination without any additional Prevous
dialing.

Trunk 1@192.168.74.127:5060

@ Pass Through Pound Sign (¥

Next

When DID service is enabled (in User mode only), incoming calls can
be only routed to the Routing agent with simple Routing and Routing
with inbound destination number call routing possibilities. E—

Fig.Il- 117: CAS Signaling Wizard - Page 3

Attention: When QX acts in the Network mode with the Attendant as a destination to route the incoming calls, digit forwarding should be disabled on the
PBX side. Otherwise, incoming digits may be mistaken as special calling codes on the QX IP PBX’s Attendant.

Cut Through checkbox is available when signaling selected from the Signaling Type drop down list on the CAS Signaling Wizard - Page 2 is different
from R2 (all types) and is used to reconnect the call (terminated by some reason, e.g. user error, network problems, etc.) by going on-hook and off-hook
again even if the call partner is off-hook and not involved in the call.

Automat Ringing Down checkbox is available when signaling selected from the Signaling Type drop down list on the CAS Signaling Wizard - Page 2 is
different from R2 (all types) and allows an E1/T1 device connected to the QX to establish a hot-line call (automatic call without any digits dialed).

Pass Through Pound Sign (#) checkbox is only available when signaling selected from the Signaling Type drop down list on the CAS Signaling Wizard
- Page 2 is different from E&M FGD or R2 (except for R2-DTMF). When this checkbox is selected, the pound sign (#) detected in the dialed number will be
passed through and will be considered as a part of the dialed number. When this checkbox is not selected, the detected pound sign (#) will be considered
as a call acceleration digit.
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CAS Signaling Wizard - Page 4 appears only in E1 User mode
when signaling selected from Signaling Type drop down list on
the CAS Signaling Wizard - Page 2 is R2 (all types) and is used
to configure country settings. Page consists of the following CAS Signaling Wizard o
components:

epysgi

EL/T1 Trunk

ISONTrunk  PSTE

& Interfaces Country Seitings

Country drop down list is used to set the location where QX is
located to support the correct functionality of R2 signaling. For
countries absent in this list, use ITU selection.

1 Selected Timeslots:
1 Country

Use Default Country Settings checkbox restores default "
advanced settings for the selected country. When this checkbox Trunk
is not selected, next page will provide a possibility to manually ¢ Ve Pt e teinse
configure advanced country settings.

Previous Next

Fig.Il- 118: CAS Signaling Wizard - Page 4

CAS Signaling Wizard - Page 5 appears only in E1 User mode when signaling selected from Signaling Type drop down list on the CAS Signaling Wizard
- Page 2 is R2 (all types) and when Use Default Country Settings checkbox is not selected on the previous page. This page is used to configure advanced
country settings. Page consists of the following components:

ANI Category drop down list appears only when R2 signaling selected from Signaling Type drop down list on the CAS Signaling Wizard - Page 2 is
different from R2 DTMF is used to select the calling party priority depending on the call originator’s location specifics.

ANI Request Transmit and ANI Request Receive drop down lists allow you to select the Caller ID request R2 tones for transmit and receive.

Seize Acknowledge Timeout text field is used to define a o
timeout (in a range from 2 to 2000 milliseconds) between

incoming seize signal and the corresponding feedback.

EUTLTunk  1SDNTrunk P

CAS Signaling Wizard @

Answer Guard Timeout text field is used to define a wait
timeout (in a range from 0 to 1000 milliseconds) Group-B i Intertaces Advanced Courtry Sefings
Answer Signal and Line Answer.

1 Selected Timeslots.

Release Guard Timeout text field is used to define an idle ,

timeout (in a range from 0 to 120000 milliseconds) between the T

disconnect signal receipt and call disconnection. county oot

Dialing Delay Timeout text field is used to define a timeout (in rowesse Tmeaut 2| (2.2000) msse
a range from 0 to 2000 milliseconds) before injecting dialed

digits. Timeout specially refers to R2 DTMF signaling. preverGuanTinent - [R_] (0-monmeee
Incoming DNIS Size text field indicates the number of received Release Guaa Timeout 5000 | (0..120000) msec

digits (in a range from 0 to 255) required to establish a call.
When field has 0 value, system uses either timeout defined in
the Incoming digits timeout field or the End of Address [ 5 (0.5
messages to establish a call. Independent on the value in this
field, the message End of Address always causes the call
establishment.

Dialing Delay Timeout 500 | (0.2000)msec.

Unused A:B:C:D text fields require to configure unused C and D
bits of E1/T1 CAS signaling (A and B bits are predefined). Fields
may have either 0 or 1 values.

Previous Next

Fig.Il- 119: CAS Signaling Wizard - Page 5
Invert A:B:C:D text fields are used to invert the ABCD status bits in time-slot 16 before TX and after RX. If bit is set to 1, the router inverts it before
transmission and after the receipt.

End of DNIS (I-15) checkbox is used to enable End of DNIS service.

Collect Call checkbox is only available when Brazil is selected in the Country drop down list on the previous page of the wizard and when the PBX
attached to the QX supports this feature. When this checkbox is selected and in case of incoming calls, always the called destination will pay for the call.
Option is particularly applicable when calling from the mobile phone. Checkbox should be selected when the appropriate feature is enabled on the PBX.

The Allow Timeslot Blocking checkbox indicates whether the system should use blocked timeslots to make outgoing PSTN calls. If this checkbox is
selected, the system will NOT use timeslots blocked by the carrier. If the checkbox is clear, the system will try to unblock the timeslots and will make
outgoing calls if succeeded.
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Group B Support manipulation radio button group is present only when R2 signaling selected from Signaling Type drop down list on the previous page
is different from R2 DTMF and is used to enable/disable the Group B Support. The Group B Support manipulation radio button group offers following
selections:

Enable - this selection enables Group B Support both
for answer and busy recognitions of transmit and
receive signals. This selection requires you to define
transmit and receive signals. The Transmit Answer
Signal and Transmit Busy Signal parameters are
defined from the drop down lists on this page. When
transmit signals are selected, press Next on this page
to access the R2 Receive Signal Settings page where
Receive Answer Signal and Receive Busy Signal
should be defined. Use the checkboxes to select the
Receive Answer Signal and Receive Busy Signal
values. Multiple values are allowed for each signal.
Please Note: Warning appears if you have selected the
same signal type both for receive answer and receive
busy recognitions.

Partial Enable - selection partially enables Group B
Support with for answer recognition only. This
selection requires you to define transmit and receive
signals. The Transmit Answer Signal parameter is
defined from the drop down list on this page. When
transmit signal is selected, press Next on this page to
access the R2 Receive Signal Settings page where
Receive Answer Signal should be defined. Use the
checkboxes to select the Receive Answer Signal
value. Multiple values are allowed for each signal.

Disable - selection disables Group B Support and
requires defining the Answer Signal parameter.

B Interfaces

CAS Signaling Wizard

R2 Receive Signal Settings

Trunk 1@

Selected Timeslos: 1.2,

Receive Answer Signal
@ Enatiest
# Enaics2
@ et
Enable 3¢
Enable 55
@ Ensbiese
Enabie 57
@ ensbiese
Enabie 59
Enabie 310
Enable 511
@ Ensbiesi2
@ Enbiesi
Enable 514

@ EnableBis

Previous

Next

Fig.Il- 120: CAS Signaling Wizard - Receive Signal Settings page

The Trunk CCS Signaling Settings page allows configuring CCS signaling settings and gives a possibility to select timeslots for signaling data
transfer/receive and voice transfer. The page consists of the following components:
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The Non Automat checkbox switches to non-automatic Terminal
Endpoint Identifier (TEI) searching and enables the TEI Address text =
field that requires a TEI number (digit values from 0 to 63) for Trank 1@192:158.74.127:3050 - E1 - Signaling Type CCS

connection establishment between CO and E1/T1 client. In automatic b nertaces
mode, an E1/T1 connection will be established on the first available s

TEI, while in non-automatic mode a specific TEI may be reserved for o :
the connection. In this case both call partners need to specify the B ARerotie Dicoamection e

same TEI in their settings. SNt

Owemvew Plnes PS PO  E/MTunk  ISONTunk  PSTN Gateways

@ Nor Automat

Excesiive Ack, Delay T200 lono

The SAPI Value text field requires an additional Service Access Point o o
Identifier (SAPI) value (digit values from 1 to 62) that is used to I5DN L3 Timers

support additional interface between ISDN Layer 2 and Layer 3. ozt o
Leaving this field empty (default value), only Call Control and Layer 2 wosine 3
management procedures will be activated. e e

Channels ( Timeslots )

When Alternative Disconnection Mode checkbox is not selected, QX O CrnetTinesi e s wr
IP PBX will disconnect the call as soon as disconnect message has s
been received from the peer, otherwise, when checkbox is selected, Sesrerstabliment rocedure
QX IP PBX's user may hear a busy tone when peer has been R
disconnected. Coearary Nombang 7o

Caling 3 Plan

In the Network Mode (PBX connected): e neoming o ©

SwitenType primary dssl ¥

ess indication with in-Eand informatior ¥

Generate Progress Tone to STH/PB¢ [ None

e [f Non Automat mode is selected, the same TEI address
should be specified on both sides- QX IP PBX and PBX.

e [f Automat mode is selected the user on PBX side will
have the opportunity to set any mode related to TEI Conete e o
assignment in PBX configuration. This will allow PBX SR LER Messge onCo Rnging
connection to the QX without providing the TEI address o
from QX.

In the User Mode (CO connected) the TEI assignment is dependent
on CO settings:

Dial plan f

(0..255)

@ Enable Cornec: Adinowledge Option

P-AssertedIdentity

® Select Non Automat mode and insert the same TEI
address provided by CO.

Use Redirectng NumberInfo Element with P-Assertec-ldentity

®  Select any mode related to TEI assignment if automat TEI
searching mode is selected on CO side.

Two groups of timers need to be provided. These settings are
adjusted according to the Service Provider requirements. ——

Fig.Il- 121: Trunk CCS Signaling Settings page

ISDN L2 Timers:
® The Excessive Ack. Delay T200 text field configures the period in milliseconds (digit values from 500 to 9999) between transmitted signaling
packet and its acknowledgement received.
® Theldle Timer T203 text field configures the period in milliseconds (digit values from 1000 to 99999) for E1/T1 client idle timeout.
ISDN L3 Timers:
® The T302 Timer text field requires the value for the T302 timer in milliseconds (digit values from 0 to 15000) and indicates the time frame
system is waiting for digit to be dialed and when timer expires, it initiates the call. Timer is not applicable for DMS-100 switch types.

® The T309 Timer text field requires the value for the T309 timer in milliseconds (digit values from 0 to 90000) responsible for call steadiness
during link disconnection within the period equal to this timer value. If the value in this field is 0, T309 timer will be disabled.

® The T310 Timer text field requires the value for the T310 timer in milliseconds (digit values from 1000 to 120000) responsible for the
outgoing call steadiness when CALL PROCEEDING is already received from the destination but call confirmation (ALERT, CONNECT, DISC or
PROGRESS) is not yet arrived.

® The No Answer Disconnect Timer text field requires the value for the No Answer Disconnect Timer (digit values from 0 to 200000) which is
used in certain types of PBXs. The value 0 indicates that the timer is disabled. When time expires, QX will play a busy tone towards the PBX if
the call has been disconnected by the peer.

The D Channel Timeslot For Transmit/Receive drop down list contains the timeslots to be selected for signaling data transmit/receive.
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The B Channel link leads to the Signaling Type CCS - B Channel
Settings page where available timeslots may be enabled/disabled for

EMTunk  SONTunk  PSTN

the voice transfer and echo cancellation feature may be configured. TRnkA@192:166.74:127.5060~ B -Signaling Type/CCS- BIChannels
B Interfaces Channel Selection preferred ¥
The Force Update option can be optionally used to apply new . Channetsetection Ordering (secnding v
settings immediately. The Restart option is used to bring timeslot(s)
to the initial idle state on the both sides. When applying one of these Timest tatied Echo Cancelation

options, any active traffic on the timeslot(s) will be terminated.

Channel Selection drop down list is used to select between the
Preferred and Exclusive B channel selection methods. For
Preferred channel selection, the CO answers to the call request by
the first available timeslot, while for Exclusive channel selection CO
should feedback only by the timeslot used for the call request.

Channel Selection Ordering drop down list is used to choose the B
channels selection (Ascending or Descending). When Ascending
selection is configured, B channels will be defined starting from B1 to
B23/B30. For Descending selection, B channels will be defined from
B23/30 to B1. If your CO/PBX has Ascending B channels selection
configured, it is recommended to use Descending B channels
selection and vice versa.

Fig.Il- 122: Trunk CCS Signaling Settings - B Channels page

Edit functional button opens B channels - Edit Entry page, which

contains 3 checkboxes: Trunk 1@192.168.74.127:5060 - E1 - Signaling Type CCS - B Channels - Edit Entry

Timesiot 2

# Interfaces
e Enable Timeslot - used to enable/disable the selected R
timeslot(s); o e o
® Force Update Timeslot - used to apply new settings Ex

immediately by restarting the timeslot(s);

e Enable Echo Cancellation - used to enable/disable the
echo cancellation feature on the selected timeslot(s).

Fig.Il- 123: Trunk CCS Signaling Settings - B Channels - Edit Entry page

Please Note: A timeslot can be used either for voice or data transfer. Timeslot selected for the D Channel receive/transmit is missing in the list of B
channels.

The Bearer Establishment Procedure drop down list allows to select the session initiation method on the B channels. One of the following possibilities of
the transmission path completion prior to receipt of a call acceptance indication can be selected:

® onchannel negotiation at the destination interface;

® onprogress indication with in-band information;

® oncall acceptance.

The Calling Party Type of Number drop down list allows to select the type identifying the origin of call.
The Called Party Type of Number drop down list allows to select the type identifying the subaddress of the called party of the call.

The Called Party Numbering Plan and Calling Party Numbering Plan drop down lists indicates correspondingly the numbering plan of the called
party's and calling party's number.

The Route Incoming Call to drop down list contains Attendant, routing agent with two kinds of call routing possibilities, and all extensions of QX and
allows selecting the destination where incoming calls will be routed to. Choosing the “Routing with inbound destination number” selection will request
the authentication (if enabled) and then will automatically use the initially dialed number to connect the destination without any additional dialing.

Attention: When QX acts in the Network mode with the Attendant as a destination to route the incoming calls to, digit forwarding should be disabled on
the private PBX side otherwise incoming digits may be mistaken as a special calling codes on the QX IP PBX’s Attendant.

Switch Type is another configuration parameter that depends on the Service Provider when acting in the User mode and the private PBX capabilities
when acting in the Network mode.

The Generate Progress Tone to PSTN/PBX drop-down list contains the options for sending progress (ring-back) tone to callers from the PSTN/PBX. The
following options are available in the list:
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®  None configures the system to send ALERT messages without the Progress Indicator information element (IE).

®  Unconditional configures the system to send ALERT/PROGRESS messages with the Progress Indicator IE. With this option, the system will send its
own progress tone.

®  Conditional configures the system to send ALERT/PROGRESS messages with Progress Indicator IE. With this option, the system will send its own
progress tone only if there is no early media (180/183 with SDP) from the called party.

Incoming Called Digits Size text field indicates the number of received digits (in a range from 0 to 255) required to establish a call. When field has 0
value, system uses either timeout defined in the T302 field or the Sending Complete Information element messages to establish a call. Independent on
the value in this field, Sending Complete Information element and pound sign always cause the call establishment.

The Generate Progress tone on IP checkbox selection will generate the progress tone to IP (SIP).

If the Send ALERT Message on Call Ringing checkbox is selected, the system will send ALERT messages to callers from the PSTN/PBX on call ringing. If
not, the system will send a PROGRESS message on receiving early media from the called party if the Generate Progress Tone to PSTN/PBX setting is not
set to None.

Enable CLIR Service checkbox selection enables Calling Line Identification Restriction (CLIR) service which displays the incoming caller ID only in case if
Presentation Indication is allowed on the remote side. Otherwise, if CLIR service is disabled, caller ID will be unconditionally displayed.

When the Enable Connect Acknowledge Option checkbox is selected, QX will stop the T303 and T310 timers upon receiving the CONNECT message, will
send a CONNECT ACKNOWLEDGE message to the remote side and enter the active state. When this checkbox is not selected, QX will stop the T303 and
T310 timers upon receiving the CONNECT message and will enter the active state without sending the CONNECT ACKNOWLEDGE message to the remote
side.

P-Asserted-Identity:
The Disable P-Asserted-Identity radio button disables the P-Asserted-Identity feature for both incoming and outgoing calls.

The Override CLID with P-Asserted-Identity radio button selection enables the SIP P-Asserted-Identity support.

For the calls from SIP to E1/T1 if the Invite SIP message contains a P-Asserted-Identity or a P-Preferred-Identity or a Remote-Party-ID, then the CallerID
on E1/T1 is sent with the original Caller ID which comes from the identity field. SIP user agent should check for the existence of the P-Asserted-Identity,
then the P-Preferred-Identity, then the Remote-Party-ID to fill the identity field.

For the calls from E1/T1 to SIP with restricted Caller ID, the SIP Invite message contains P-Asserted-Identity field with the value from the Caller ID on
E1/T1. The SIP From field contains anonymous.

The Use Redirecting Number Info Element with P-Asserted-Identity radio button selection enables full support of the SIP P-Asserted-Identity.

For the calls from SIP to E1/T1, if the SIP Invite message contains a P-Asserted-Identity or a P-Preferred-Identity or a Remote-Party-ID, then the CallerID
on E1/T1 contains the number from the user name field and the Redirecting Number IE contains the original number from the identity field. SIP user
agent should check for the existence of the P-Asserted-Identity, then the P-Preferred-Identity, then the Remote-Party-ID to fill the identity field.

For the calls from E1/T1 to SIP with Caller ID, the SIP Invite message contains P-Asserted-Identity field with the original number value from the
Redirecting Number IE on E1/T1. The SIP From field contains the value from the user name.

The E1/T1 Stats are not available in shared mode.

Incoming Interdigit Service

The Incoming Interdigit Service is used to configure E1/T1 dial
plan for the incoming calls from CO/PBX to the QX. This service
allows you to speed up the call establishment procedure by
detecting the prefix. The calls will be speed up by the timeout

defined in the Incoming Digits Timeout text field. Incoming Interdigit Service m
When the system detects incoming dialed number starting with any Add] i et Resor et Slings
of the prefixes listed in the Incoming Interdigit Service table, it will e s Incoming IS Preix Incoming DNIS e Descrption

from office

wait for the rest of the digits, as specified for the corresponding @3
prefix in the Incoming DNIS Size text field (see below). Once all
digits are received, the system will route the call to the destination.
The Incoming Interdigit Service page lists a table with existing ‘ontetonss
E1/T1 dial plan entries and allows you to manage them.
By default, the table on the Incoming Interdigit Service page lists Figll- 124: Incoming Interdigit Service page
the locale specific (selected from the System Configuration Wizard)

E1/T1 dial plan settings. For some countries, this table may however

be empty.
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Add functional button leads to the Add Entry page where a new
E1/T1 dial plan entry can be configured.

The Add Entry page consists of the following fields:

The Incoming DNIS Prefix text field requires the prefix of the
incoming dialed number. '[' ,']",",,'-", are used to define a range or
a quantity of prefixes. For example, 2[5-9] means that the prefix of ==
the dialed number may be 25, 26, 27, 28, or 29. 3[4,7,0] means that
the prefix of the dialed number may be 34, 37 or 30. Only one range
of prefixes can be defined in the Incoming DNIS Prefix text field.

Trunk 1@192.168.74.127:5060 - E1 - Signaling Type CCS - B Channels - Edit Entry

Timesiot 2
#- Interfaces

Fig.Il- 125: Incoming Interdigit Service - Add Entry page

The Incoming DNIS Size text field requires the total length of the dialed number, including the prefix digits. The number defined in this field should be
greater than the longest prefix defined in the Incoming DNIS Prefix text field, otherwise the error message will appear.

The Description text field requires an optional description for an E1/T1 dial plan entry.

The Restore Default Settings functional button is used to restore the locale specific E1/T1 dial plan entries

ISDN Trunk Settings

The Integrated Services Digital Network (ISDN) is distinguished by digital telephony and data-transport services offered by regional telephone carriers.
ISDN involves the digitization of the telephone network, which permits voice, data, text, graphics, music, video, and other source material to be
transmitted over existing telephone wires. The ISDN Basic Rate Interface (BRI) service offers two B channels (voice transfer) and one D channel (signaling
data transfer). The BRI B-channel service operates at 64 kbit/s and is meant to carry user data. The BRI D-channel service operates at 16 kbit/s and is
meant to carry control and signaling information, although it can support user data transmission under certain circumstances.

The ISDN service allows QX ISDN Gateway act as a user or as a network. If connected to a private PBX, the QX ISDN Gateway should be configured in the
network mode. If an ISDN trunk from the CO (Central Office) is connected to the QX ISDN Gateway, it should be configured as a user. QX supports the MSN
(Multiple Subscriber Number) service, i.e., it can be subscribed to multiple numbers from the CO, and two simultaneous calls can take place at a time.

The QX50/QX200/QX2000 has no own ISDN trunks, only shared ISDN trunks are displayed in this page, if available. The shared trunks/lines can be edited
from this page. Any changes applied in this page will be automatically reflected on the QX ISDN gateway(s) that share its ISDN trunks.

The ISDN Trunk Settings page is used to configure the ISDN trunk and their signaling. This page offers the following input options:

The Trunk Settings table lists the available ISDN trunks on the QX ISDN Gateway(s) and their settings (trunk name and interface types).

epygi

The Start and Stop functional links are used to start/shutdown the T e I
selected ISDN trunk(s). When an ISDN trunk is in a shutdown state,
ISDN calls cannot be placed or received.

ISDN Trunk Settings

The following virtual DN tn

f- Interfaces

start | stop | Restart|| Copy to T

The Restart functional link is used to bring channel(s) to the initial
idle state on both sides. When applying one of these options, any ez
active traffic on the channel(s) will be terminated. S

Interface Type

The Copy to Trunk(s) functional link displays a page used to
choose a trunk to which selected trunk’s settings should be copied
to.

The Restore Default Settings functional link restores the default
signaling settings of the selected ISDN trunk(s).

Fig.Il- 126: ISDN Settings page

Clicking on the corresponding ISDN trunk will lead to the ISDN wizard where trunk’s ISDN signaling settings can be configured. The ISDN Wizard
consists of several pages.

The ISDN Wizard - ISDN Settings allows you to choose the interface type and the connection type of the selected trunk(s).

The Interface Type drop down list allows you to select between the User and the Network interfaces. If the ISDN port of the QX ISDN Gateway is
connected to the CO then User interface type should be selected. If the ISDN port of the QX ISDN Gateway is connected to the PBX then Network interface
type should be selected (in that case QX ISDN Gateway acts as a CO for that PBX).
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The Connection Type manipulation radio button group allows
you to choose the connection type for the selected trunk(s):

e PTP (Point to Point)
In case of connection to the CO (User interface type is
selected on QX IP PBX) choose this option if only QX is
connected to the ISDN trunk from CO (no other ISDN devices :
are connected to the particular ISDN trunk from CO besides . 1SDN Wizard m
the QX).
In case of connection to the PBX (Network interface type is
selected on QX) choose this option if only the PBX is _—
connected to the ISDN trunk from the QX ISDN Gateway (no ; oo
other ISDN devices are connected to the particular ISDN e
trunk from the QX ISDN Gateway). o Cemnecton Type
In both cases, with this selection, QX sets the TEI to manually JE—
mode assigning the default value of 0. If needed, that value
can be changed later in the Advanced Settings page of ISDN
Wizard.

® PTMP (Point to Multi Point)
In case of connection to the CO (User interface type is Proios llxt
selected on the QX) choose this option if there can be other
devices connected to the same ISDN trunk from CO except the
QX IP PBX.
In case of connection to PBX (Network interface type is
selected on the QX) choose this option if there can be other
devices connected to the same ISDN trunk from QX ISDN Figl- 127: ISDN Wizard - ISDN Settings page
Gateway except for the PBX.
In both cases, with this selection QX sets the TEI to automatic mode.

Please Note: Consult with your CO operator or network administrator before configuring the ISDN connection type.

e Interfaczs ISDN Settings

® PP (PointTo wut ot

The ISDN Wizard - Page 2 content is dependent on the connection type selected on the previous page of ISDN Wizard:

The next page is ISDN Wizard - MSN Settings page which is used
to turn on the MSN configuration. It is recommended to enable the
MSN when there are multiple ISDN devices connected to the same |SDN Wizard m
ISDN bus. If the MSN is enabled on this page, the next page will
require the MSN table configuration.

f Interfaces MSN Settings

Previous Next

Fig.Il- 128: ISDN Wizard - ISDN PRMP Settings page

For MSN service enabled, the Routing Settings page is used to assign MSN numbers to the certain destinations on the QX. The MSN number can be
assigned to the QX IP PBX’s extensions, to the Auto Attendant, or to the routing agent. The destination selected from this page will ring upon incoming call
to the corresponding MSN number comes in.
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The fields in the MSN Number column require the MSN numbers
allocated to the QX. -

epys!
Please Note: At least one MSN number should be defined in this
page. The system displays an error message if the same MSN
number is used twice in this page.

ISDN Wizard L)

fe nterfaces Routing Settings

The Route Incoming Call to drop-down lists is used to select the
destination where the incoming call addressed to the certain MSN Tonk: 115218874135505

number will be routed. Choosing the Routing with inbound WSk Humber(s) Rt Incoming Cate
destination number selection will automatically use the initially oz @

dialed number to connect the destination without any additional - e
dialing. If MSN is disabled on the ISDN Wizard - MSN Settings ®

page, the ISDN Wizard - Routing Settings page contains only one o

Route Incoming Call to drop-down list.

Selecting the Use Default outgoing Caller ID allows you to — i
overwrite the source caller information with the one specified in e e
the Default outgoing Caller ID field when placing outgoing calls ®
toward the CO. The Default outgoing Caller ID field requires the — -
caller ID for the outgoing calls from the QX through the ISDN trunk. ®
That number should be registered at the CO and can be one of the .
MSNs provided by the CO. If this checkbox is enabled but no value e b
is defined in the Default outgoing Caller ID, empty caller
information will be sent to the CO. If this checkbox is disabled, the setato
source caller information will be forwarded to the CO.

oing Caler D

erD 257084

Previous Next

Fig.Il- 129: ISDN Wizard - Routing Settings page
Select the Advanced Settings checkbox if you wish to adjust trunk’s L2 and L3 Settings manually, otherwise leave this checkbox unselected to use the
system default values.

The ISDN Wizard - L2&L3 Settings is used for advanced configuration only and contains L2&L3 Settings. This page only appears when the Advanced
Settings checkbox is selected on the previous page of the wizard. This page contains the following components:

ISDN L2 Timers:

® Excessive Ack. Delay T200 configures the period in milliseconds (numeric values from 500 to 9999) between the transmitted signaling packet and
its acknowledgement received.

® Idle Timer T203 configures the period in milliseconds (numeric values from 1000 to 99999) for the ISDN client idle timeout.
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ISDN L3 Timers:

ELTLTunk SO Truni

® The T302 Timer text field requires the value for the T302
timer in milliseconds (digit values from 0 to 15000). It ISDN Wizard
indicates that the time frame system is waiting for a digit to P
be dialed. When the timer expires, it initiates the call.

12 &13 Settings

® T309 Timer requires the value for the T309 timer in
milliseconds (numeric values from 0 to 90000). It is
responsible for call steadiness during link disconnection
within the period equal to this timer value. If the value in this
field is zero (0), the T309 timer will be disabled.

200 [s00

frz000 1000
froco 015000 tion wih in-band nformaten v
o 0..90000 ) msec.

oooo 1000..120000 ) msec.

50 0..500) msec

TIUREX [ Non

® T310 Timer requires the value for the T310 timer in
milliseconds (numeric values from 1000 to 120000). It is v
responsible for the outgoing call steadiness when CALL
PROCEEDING is already received from the destination but
call confirmation (ALERT, CONNECT, DISC or PROGRESS) has
not yet arrived.

® Alert Guard Timeout requires the value for the Alert Guard

Timer in milliseconds (numeric values from 0 to 500)
between CALL PROC and ALERT messages. Alert Guard Timer
itis used when QX is connected to a slow ISDN-PBX.
Recommended values are:

- fast connection (Oms);

- normal (150ms), default;

- slow ISDN-PBX (350ms); Proious Next

- very slow ISDN-PBX (500ms).

Fig.Il- 130: ISDN Wizard - 12&L3 Settings

The Coding Type drop down list allows you to select between a-law and mu-law coding types.

The Switch Type is another configuration parameter that depends on the Service Provider.

The Passive Mode checkbox is used to leave the ISDN Layerl connection in the Slave mode. When this checkbox is selected, Layer1 remains idle when
calls are not available. When this checkbox is not selected, QX keeps its Layer1 always active. This checkbox enables the Enable TEI Remove Procedure
and Permanent TEI Value checkboxes. With the Enable TEI Remove Procedure checkbox is selected, the trunk will lose the assigned TEI when entering
into passive mode on the Layer 2. With the Permanent TEI Value checkbox is selected, the trunk will keep the assigned TEI when entering into passive
mode on the Layer 2 or when QX detected ISDN link DOWN signal from carrier.

These checkboxes are present only for connection types different from PTP (Point to Point) selected on the first page of ISDN Wizard. In case if PTP

(Point to Point) connection type is selected on the first page of the ISDN Wizard, these two checkboxes are replaced with a TEI Address text field that
requires the channel number (digit values from 0 to 63) for connection establishment between the CO and the ISDN client.

Channel Selection is used to select between the Preferred and Exclusive B channel selection methods. For Preferred channel selection, the CO answers
to the call request by the first available timeslot. With the Exclusive channel selection, the CO should feedback only by the timeslot asked in the call
request.

The Bearer Establishment Procedure drop down list allows selecting the session initiation method on the B channel. One of the following options can be
selected for the transmission path completion prior to receipt of a call acceptance indication:

® on channel negotiation at the destination interface

® on progress indication with in-band information

® on call acceptance

The Calling Party Type of Number drop down list allows you to select the type identifying the origin of call.
The Called Party Type of Number drop down list allows you to select the type identifying the subaddress of the called party of the call.

The Called Party Numbering Plan and Calling Party Numbering Plan drop down lists correspondingly indicate the numbering plan of the called party's
and calling party's number.

The Incoming Called Digits Size text field indicates the number of received digits (in a range from 0 to 255) required to establish a call. When this field
has a “0” value, the system uses either the timeout defined in the T302 field or the Sending Complete Information element messages to establish a call.
Independent on the value in this field, Sending Complete Information element and the pound sign always result in call establishment.

The Generate Progress tone on IP checkbox selection will generate the progress tone to IP.

When Generate Progress Tone to PSTN/PBX checkbox is selected, QX generates ring tones to callers during ISDN call dialing. This feature is mainly
applicable to 2-stage dialing mode.

Enable CLIR Service checkbox selection enables Calling Line Identification Restriction (CLIR) service which displays the incoming caller ID only if
Presentation Indication is allowed on the remote side. Otherwise, if CLIR service is disabled, caller ID will be unconditionally displayed.

When the Alternative Disconnection Mode checkbox is not selected, QX will disconnect the call as soon as the disconnect message has been received
from the peer. When the checkbox is selected, QX’s user may hear a busy tone when peer has been disconnected.
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P-Asserted-Identity:

The Disable P-Asserted-Identity radio button disables the P-Asserted-Identity feature for both incoming and outgoing calls.

The Override CLID with P-Asserted-Identity radio button selection enables SIP P-Asserted-Identity support. For the calls from SIP to ISDN if Invite SIP
message contains a P-Asserted-Identity, then the CallerID on ISDN is sent with the original Caller ID, which comes from the identity field. SIP user agent
should check for the existence of the P-Asserted-Identity, then the P-Preferred-Identity, then the Remote-Party-ID to fill the identity field.

For the calls from ISDN to SIP with restricted Caller ID, the SIP Invite message contains P-Asserted-Identity field with the value from the Caller ID on ISDN.
The SIP From field contains “anonymous”.

The Use Redirecting Number Info Element with P-Asserted-Identity radio button selection enables full support of the SIP P-Asserted-Identity.

For the calls from SIP to ISDN, if the SIP Invite message contains a P-Asserted-Identity or a P-Preferred-Identity or a Remote-Party-ID, then the CallerID on
ISDN contains the number from the user name field and the Redirecting Number IE contains the original number from the identity field. SIP user agent
should check for the existence of the P-Asserted-Identity, then the P-Preferred-Identity, then the Remote-Party-ID to fill the identity field.

For the calls from ISDN to SIP with Caller ID, the SIP Invite message contains P-Asserted-Identity field with the original number value from the Redirecting
Number IE on ISDN. The SIP From field contains the value from the user name.

When the Send Calling Party Subaddress checkbox is selected, QX will send the extension number as subaddress and the value defined in the Default
outgoing Caller ID field as caller ID on the outgoing call. When this checkbox is disabled, no subaddress information will be sent and the caller ID will be
defined according to the selection of the Use Default Outgoing Caller ID checkbox (see above). Caller ID information, along with the Subaddress, can be
displayed on the phone display depending on the phone and PBX settings and capabilities.

When the Ignore Empty Channel Identification in CALL PROCEEDING Msg. option is selected, QX will ignore the empty ISDN L3 Channel Identification
information element in CALL PROCEEDING message and will not response with STATUS message.
When this checkbox is disabled, QX will response with STATUS message on empty Channel Identification information element.

The B1 Channel and B2 Channel checkboxes enables/disables timeslots for voice transfer. Disabling the timeslot will prevent both incoming and
outgoing calls.

The ISDN Stats are not available in shared mode.

External PSTN Gateways

The External PSTN Gateways page allows QX IP PBX to use the PSTN lines (FXO lines, E1/T1 and/or ISDN trunks) on other QX. This provides the option
to call not only through local PSTN lines but also through available shared FXO, E1/T1 or ISDN lines in the network of QXs. When the sharing mode is
enabled and one QX IP PBX is configured to use the shared PSTN lines of another QX, the corresponding routing patterns will automatically be created in
the Call Routing Tables (see Call Routing Table) on both QXs. This will allow PSTN call routing between the two QXs.

The Use PSTN lines of the other device checkbox is used to
enable QX IP PBX to use the shared PSTN lines on a remote device.
This selection requires you to configure the Authorization

Parameters. External PSTN Gateways @

PSTN Gateways

B Interfaces @) Use PSTN lines of the other device

Fig.Il- 131: External PSTN Gateways page

Authorization Parameters = = B o (e | =

The Authorization Parameters page is used to create accounts External PSTN Gateways - Authorization Parameters [0}
for the remote QX Gateway allowing them to connect the QX and & intertaces e s

share the available PSTN lines. The table on this page lists all User Name Regisraton State Registraton Date/Time
registered accounts and account information. It will show the e i e o e

corresponding authentication parameters (username and o 19216674.1405060 11000 091172014

password) and date/time of the last registration. — Dem B

Qe Not Responding

ErTitest NA

The Add functional button opens an Add Entry page where a new
account can be configured. A Username and a Password is
required for a new account on this page.

Fig.Il- 132: External PSTN Gateways - Authorization Parameters page

To use the shared remote PSTN lines

1. Enable the Use PSTN lines of the other device checkbox.

2.  Press Save to apply the selection.

3.  Enter the Authorization Parameters page.

4. Create an account using a unique Username and a Password.
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Telephony Menu
The Telephony menu allows you to configure the following settings:

® VolIP Carrier Wizard

e (Call Routing Table

Dashboard
: 1up Overview
— Call Routing :
Extensions
VolP Carrier
Inter S
— Local AAA Table VolP Cartier ~ Easily configure the SIP trunking account from the Internet Telephony Service Provider (TSP)
%, Telephony
e Call Routing

Global Speed Dial Directory

Call Routing Table ~ Define the destination for dialed digit patterns and set up options for call routes.
Call Routing ~ Send allincoming SIP calls to the Call Routing table.

— SIP Tunnel Settlngs Local AAA Table  Authentication table used with Call Routing for callers to pass authorization before being allowed to call

Maintenancs ot

H Global Speed Dial  Common speed dial directory for all extensions.
— Class of Service ClobslSezed Dl P &

SIP Tunnel ~ Create a SIP Tunnel between two locations (best usage is to register a site with a Dynamic IP address to a
site with a static 1P address).

® (Call Reco rding Settings Class of Senice  Create Class of Service names that can be assigned to extensions to match rules in the Call Routing table
Call Recording

® NAT Traversal Settings Call Recording  Choose extensions that will have Call Recording enabled

NAT Traversal

— General Settings General  NAT options needed to make external SIP calls on the internet when on a private network

SIP Parameters  Configure NAT traversal settings for SIP messages.

— SIP Parameters RTP Parameters ~ Canfigure NAT traversal settings for RTP packets (voice and videa).
STUN Parameters ~ Configure STUN server settings used for automatic NAT traversal.

MAT Exclusion [P adresses and subnets to exclude from NAT traversal (needed for local or VPN connected subnets).

— RTP Parameters

RTP
RIP  Choose voice and videa codecs or modify RTP port range used on this device.
— STUN Parameters EIE fy RTP port rang
siP
— NAT Exclusion SIP Configure SIP ports and other general SIP settings,
SIP Aliases  DNS Hostnames to recognize when receiving SIP messages by hostname instead of IP.
- TLS Certificates  Generate and install new TLS Certificate or download current one.
® RTP Settings
Advanced

Voice Mzl Define the voice mail and fax storage method and email notification settings.

® SIP Settings
— SIP Aliases

RTP Streaming Channels  Assign channel names to RTP audio streams emitted by the Epygi Media Streamer application.
Gain Conirol  Control transmit/receive levels of audio interface ports and recording/playback level of voice mails

3PCC  Adjust Third Party Call Controlling (3#CC) settings. Controlling applications to remotely initiate and handle
<alls and subscribe to event notifications,

— TLS Certificates Radius Clieni  External RADIUS server connection seffings.
Dial Timeout  Define timeout before sencing dialed digits for call processing

Call Quality Notification ~ Notify the user when the call quality falls below the specified threshold,

® Advanced Settings

— Voice Mail Common Settings
Fig.Il- 133: Telephony Menu page

— RTP Streaming Channels
— Gain Control

— 3PCC Settings

— RADIUS Client Settings

— Dial Timeout

— Call Quality Notification
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VolIP Carrier Wizard

The VoIP Carrier Wizard is used to define access codes for available VoIP Carrier accounts which will particularly allow you to reach users over IP-PSTN
providers or to call to the peers registered on the certain SIP servers by dialing simple digit combinations.

For each configured VoIP carrier, the wizard creates a specific IP-PSTN routing rule in the Call Routing Table. This entry is available to PBX users only,
which means only PBX users can make calls to the corresponding VoIP carrier. Additionally, a virtual extension automatically generated in Extensions
Management will be registered on the defined VoIP Carrier’s SIP server.

The settings of that extension will be used to make calls from QX IP PBX’s users towards the created VoIP Carrier will be placed.

VoIP Carrier Wizard - Page 1 provides a following option of

describing the VolP carrier: VolP Carrier Wizard @
. . . ) . Select VolP Carrier

When predefined carrier is selected in the VoIP Carrier drop % Tetephony

down list, the SIP Server and Port will be already predefined in vap Carer: [snl

Description: ~[lyaccount

the next page. Manual selection allows you to manually set up
the VoIP Carrier settings.

The Description field allows you to insert an optional
description of the VoIP Carrier.

PrevioL Next

Fig.Il- 134: VoIP Carrier Wizard page 1

VoIP Carrier Wizard - Page 2 is used to define VoIP Carrier
Settings. The page contains following components:

VolIP Carrier Wizard =

1. VoIP Carrier Common Settings VolP Carrer Seftings
- . . Telephony
The Account Name text field requires a username for
authentication on the defined SIP server. VolP Carrier Common Settings VolP Carrier Advanced Settings

AccountName: (25527423523 @ UseRTP Proxy

The Password text field requires a password for huthrticaton

Password:

authentication on the defined SIP server. Contm

Password:

The Confirm Password text field requires a password spsener. [sipproidercom Timeout: 50
confirmation. If the input is not corresponding to the one in the s senerport (5469 sutboundprory
Extension Password field, the error message “Incorrect HostAddress:
Password confirm” will appear. Fon

User Name:

Send Keep-alive Messages to Proxy

Secondary SIP Server

The SIP Server text field requires an IP address or the
hostname of the SIP server destination party it is registered on. o

The SIP Server Port text field requires the port number of the Outbound Pror or Secondary P Server
SIP server destination party it is registered on. Hostpaaress

Port

Host Address:

Previous Next

Fig.Il- 135: VoIP Carrier Wizard page 2

2. VoIP Carrier Advanced Settings

The Use RTP Proxy checkbox is applicable only when a route is used for calls towards a configured VoIP Carrier from a peer located outside the QX IP
PBX. When this checkbox is selected, the RTP streams between external users will be routed through QX IP PBX. When the checkbox is not selected, RTP
packets will move directly between peers.

User Name requires an identification parameter to reach the SIP server. It should have been provided by the SIP service provider and can be requested
only for certain SIP servers. For others, the field should be left empty.

Send Keep-alive Messages to Proxy enables the SIP registration server accessibility to the verification mechanism. Timeout indicates the timeout
between two attempts of SIP registration server accessibility verification. If a reply is not received from the primary SIP server within this timeout, the
secondary SIP server will be contacted. When the primary SIP server recovers, SIP packets will continue to be sent to the server.
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A group of Host address and Port text fields respectively require the host address (IP address or the host name), the port number of the Outbound
Proxy, Secondary SIP Server and the Outbound Proxy for the Secondary SIP Server. These settings are provided by the SIP servers’ providers and are
used by QX IP PBX to reach the selected SIP servers.

VolIP Carrier Wizard - Page 3 contains the following VoIP Carrier access code selection components:
The Access code text field requires a digit combination by
dialing which the corresponding VoIP Carrier will be reached.
The Access code radio buttons allows you to create outbound
routing rules.

Help

§ . . . ) . VolP Carrier Wizard
® By prefix text field requires entering the prefix that will o armer izar

be placed in front of the routing pattern instead of the o Garmer Actess Gode
discarded digits. The Prefix field can consist of numeric S Telaphony
values only. A corresponding warning appears if any focess cote:

other symbols are inserted.

Emergency Code: ! 911
® By pattern text field specifies calls to which the rule Routa ncoming Caso: (140 ¥
should be applied. If an outbound call has a destination ¢ foeers
number that matches the specified pattern, it will be
completed according to the current rule. A routing
pattern may contain wildcards. The complete list of
characters and wildcards allowed in this text field is Previous nex
given on the Allowed Characters and Wildcards page.

The Route Incoming Calls to drop down list allows you to eyl ot i e oy T ORGSR cfyeurGice [ ISE S et complartnen e ke sy
select an extension (or Auto Attendant) on the QX IP PBX where

incoming calls from the configured VoIP Carrier should be
routed to. For the selected extension there will be an
unconditional forwarding set up which will care for incoming
calls forwarding from the VoIP carrier to the corresponding Fig.l- 136: VoIP Carrier Wizard page 3
extension.

The Emergency Code text field requires the emergency code supported by the specified ITSP. By default this field is filled with the information defined in
the QX IP PBX’s System Configuration Wizard, but this field also allows to define an ITSP specific emergency codes. In case your system has both local
PSTN emergency codes and ITSP codes configured, when dialing the certain emergency code, QX IP PBX will first try to reach the local PSTN allocated
emergency destination, and if failed will dial the ITSP emergency destination.

Please Note: If the defined ITSP is 911 compliant then you have to bind this account with the geographical address of your device. If the ITSP is not 911
compliant then the public safety agency will not be able to determine the address automatically.

The Failover to PSTN checkbox selection will route the call to the PSTN through the local FXO line in case if the VoIP Carrier is not available. When this
checkbox is selected, an additional entry will be added to the Call Routing Table. This maintains digit transmission to the local PSTN when an IP call
towards the configured VoIP Carrier cannot be established.

Please Note: A warning message will appear when the defined Access Code already exists in the Call Routing Table or causes a conflict with entries
already in the Call Routing table. In this case, when continuing through the VoIP Carrier Wizard, the existing entry in the Call Routing table will
automatically be overwritten by the new settings.

Call Routing Table

The Call Routing Table lists manually defined routing patterns along with their parameters (pattern number, state, routing and source caller settings,
RTP Proxy and Date/Time period settings, metric and description), as well as automatically created and undeletable patterns created from the System
Configuration Wizard.
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CalRouting | LocalAMATable | GlobalSpeed Dial | S Tunnel | Cias o Service
Call Routing Table o)

Show Deailed View »»» | | Hide disabled records
&, Telephony

Enable | Disable | Add || Edit | Duplicate | Delete | Move

| State | Destination Number Pattem | Pattern Modification | Call Settings | Failover Reason(s) | Local Authentication | “Curct Number Pattem/ | o - o | UES/URP | Metric| Description
Caller ID Modification

1 Enabled 911 FX0 None . PBX 10 Emergency Call
port(s): Any Port No

2 Enabled o7 NDS:1 FXo Any s PBX 10 Make PSTN Call
port(s): Any Port

3 Enabled 8" NDS: 1 s None URP:Ves |10 Make SIP call
sip.epygi.com

4 Enabled 00 3% None URP:No 10 Call To Attendant

5 Enabled 7 Pex None URP:No |10 Callto Exensions

6 Enabled 7436* s None URP:No 10
192168.74.117:5060

NDS - Number of Discarded Symbols ~ UES - Use Extension Settings RNSC - Restrict the Number of Simultaneous Calls

URP - Use RTP Proxy AAA - Authenticati

Fig.Il- 137: Call Routing table - brief preview

Defining patterns in the Call Routing Table avoids registering QX IP PBX at the routing management server and gives you an option to establish a direct
connection to the destination or to use a SIP server for call routing.

The alternating Show Detailed View and Show Brief View buttons are used to display entries in the Call Routing table in detailed and brief views
correspondingly. The brief view displays the most important settings of the routing rules. The detailed view displays all settings of the routing rules as
they are configured in the Call Routing Wizard.

The alternating Hide disabled records and Show all records buttons are used to respectively hide or show disabled records in the Call Routing table.
The system does not consider the disabled records when parsing the table for the call route.

If the route has an Authentication or an Authentication&Accounting selected from the AAA Required checkbox group, it will have a link to the Users
List in the Call Routing table. The Users List page contains a list of authorized users defined from the Local AAA Table and gives the option to
enable/disable authentication of each user for a particular route.

Since the Call Routing Table may have multiple entries that could match to same pattern, the table will be internally rearranged according to the rules
with the following consequences:

® The pattern matching best to the Best Matching Algorithm will have the higher position in the rearranged list,

o [f multiple patterns equally match to the Best Matching Algorithm, the pattern with the lower metric will get the higher position in the rearranged
list,

® [f the multiple patterns with the same metric have been matched to the Best Matching Algorithm, the pattern in the higher position in the table will
get the higher position in the rearranged list.

The pattern in the highest position of the rearranged list will be considered as the preferred one. The second and subsequent matching patterns will be
used, if the destination refused the call due to the configured Fail Reason.

The Enable/Disable functional buttons are used to enable/disable the selected route(s). Disabled routes will have no effect. Enabled routes will be parsed
when initiating routing calls. The State column in the Call Routing Table displays the current state of the routes (enabled/disabled).

Add starts the Call Routing Wizard where a new routing pattern may be defined. The Call Routing Wizard is divided into several pages. Page 1 displays
the following components:

The Enable Record checkbox is used to enable the newly created routing rule. By default, this checkbox is selected, so the newly created routing rule will
be enabled. But if you wish to create a routing rule for a later use, disable it from this page. The new routing rule will be added to the Call Routing Table
but will be disabled and will not be considered when placing calls through the call routing unless it is enabled again.

The Destination Number Pattern text field specifies calls to which the rule should be applied. If a call, either inbound or outbound, has a destination
number that matches the specified pattern, it will be completed according to the current rule. A routing pattern may contain wildcards. For the list of
characters and wildcards allowed in this text field see chapter Allowed Characters and Wildcards.
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Number of Discarded Symbols requires the number of symbols
that should be discarded from the beginning of the routing pattern.
The field should be empty if digits do not need to be discarded.
Only numeric values are allowed for this field, otherwise the error
message “Error: Number of Discarded Symbols is incorrect - digits
allowed only” will appear.

Prefix requires entering the symbols (letters, digits and any
characters supported in the SIP username) that will be placed in )
front of the routing pattern instead of the discarded digits. The
following tags can be used for this field:
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able  Global SpecdDial SIPTunnel  Class of Senice

Call Routing Wizard
© o 8ack

[ —
Routing Cal Type - Add Entry

(owildcard supportecy

@ Fitter on Source /Modify Caller ID

@ setbatem s

@ set

ing Time Limit

@ SetTracing / Debug Options on This Rule

Previous Next

Fig.Il- 138: Call Routing Wizard - page 1

® <callerid:range> - used to apply the complete or a part of caller ID (the caller’s number detected during the call) as a prefix. For example, <callerid:1-
3> indicates that the first 3 digits of the caller ID will be considered as a prefix, <callerid:3-end> indicates that the caller ID from its 3rd digit and up to
the end will be applied as a prefix. This tag can be used in combination with other digits at the beginning or at the end, as well as with wildcards.

® <dialednum:range> - used to apply the complete or a part of dialed number (the number dialed by the caller to place a call) as a prefix. For example,
<dialednum:1-3> indicates that the first 3 digits of the dialed number will be considered as a prefix, <dialednum:3-end> indicates that the dialed
number from its 3rd digit and up to the end will be applied as a prefix. This tag can be used in combination with other digits at the beginning or at the
end, as well as with wildcards.

The syntax aaa,,bbb in the Prefix field allows for two-stage dialing. The aaa and bbb are the numbers to call; bbb can also be a series of digits to inject; a
comma indicates a delay of one second. The syntax can be applied to include more call destination numbers separated by time intervals. A two-stage
dialing allows successive numbers to be dialed one after another with a delay in-between. For example, 11,,11018 will call 11, wait until the call is
established, wait for three seconds and then dial 11018. The capability of automatically dialing successive numbers allows the caller to bypass the IVR
system on the call path and establish a direct call. The two-stage dialing is available for PBX and ISDN destination types.

Suffix requires entering the symbols (letters, digits and any characters supported in the SIP username) that will be placed in the end of the routing
pattern. For example, if the routing Pattern is 12345, the Number of Discarded Symbols is two, and the Prefix is 909 and Suffix is Oa, the final phone
number will be 9093450a.

Destination Type gives you the option to select the destination type. The following destination types are available:

® PBX-local calls to QX IP PBX’s extensions

® PBX-Voicemail - calls directly to the voice mailbox of the local PBX extension

® PBX-Intercom - local calls to PBX extensions with the request of Intercom service (see Manual III - Extension Users Guide)

® SIP - calls through a SIP server

® SIP_Tunnel - calls through a SIP tunnels established (see SIP Tunnel Settings)

® [P-PSTN - calls through the IP-PSTN provider to the remote PSTN global telephone network

® FXO - calls to a PSTN global telephone network. Calls to the FXO global telephone network through shared FXO lines are also present if

available.

® [SDN - calls to the PSTN global telephone network through shared ISDN trunk (this option is only present when there are shared ISDN trunks
available on the QX IP PBX)

® E1/T1 - calls to the PSTN global telephone network through shared E1/T1trunk (this option is only present when there are shared E1/T1
trunks available on the QX IP PBX)

Metric allows entering a rating for the selected route in a range from 0 to 20. If a value is not inserted into this field, 10 will be used as the default. If two
route entries match a user’s dial string, the route with the lower metric will be chosen.

The Description text field requires an optional description of the routing pattern.

The Filter on Source / Modify Caller ID checkbox selection allows limiting the functionality of the current route to be used by the defined caller(s) only.
If this checkbox is enabled, source caller information (Source Number Pattern, Source Type, Source Host, etc.) will be required later in the Call Routing
Wizard. This option is enabled by default.

The Set Date / Time Period(s) checkbox selection allows you to define a validity period(s) for current routing patterns to take place and to define pattern
date/time rules. When this checkbox is enabled, the Call Routing Wizard - Date/Time Rules - Add Entry page will be displayed.

The Set Overall Calling Time Limit checkbox selection allows a total call duration for all calls to be configured over a specific time frame for each Call
Routing entry. Once the total duration has been reached, the entry can be disabled, allowing calls to use the next available route.
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If this checkbox is not selected in the Call Routing Wizard first page, the overall call duration will be unlimited. When this checkbox is selected, Call
Routing Wizard - Routing Overall Call Limitation Settings page will be displayed.

Please Note: The Overall Calling Time Limitation checkbox is not allowed for PBX, PBX-Voicemail and PBX-Intercom destination types routing rules.
Set Tracing / Debug Options on This Rule checkbox is used to switch events notification on the certain execution results of the corresponding routing
rule. When this checkbox is enabled, the Call Routing Wizard - Tracing/Debug Options page will be displayed.

Require Authorization for Enabling/Disabling checkbox is used to enable administrator’s password authentication when enabler/disabler keys are
configured for the routing rule. The service can be used locally from the handset (see Feature Codes in Manual III - Extension Users Guide) or remotely
from Auto Attendant (see Auto Attendant Services in Manual III - Extension Users Guide). When this checkbox is selected, administrator’s password will
be requested to enable/disable the certain routing rule(s). If the administrator’s password has been inserted incorrectly for 3 times, no status changes will
be applied to any of the routing record(s), even to those which have no authorization enabled.

Enabler Key and Disabler Key text fields request digit combination which should be dialed from the handset or Auto Attendant to enable or disable the
certain routing rules in the Call Routing Table. You can set the same Enabler/Disabler Key for multiple routing rules (the same key may be used as enabler
for one routing rule, and as disabler for another one) - this will allow managing several routing rules with the single key.

The second page of the Call Routing Wizard offers different

components depending on the Destination Type selected on the
previous page.

Use Extension Settings drop down list is applicable to SIP and IP-
PSTN destination types and allows you to select the extension

. Telephony

Rouing Tavie [JIRSLIRPRRPPPR Y

Call Routing Wizard

©Go Back

Routing Call Settings - Add Entry

Giobal Speed Dl

S Tumel | Caseofservis

(also Auto Attendant) on behalf of the call that will be placed. The
SIP settings of the selected extension will be used as the caller
information. If an entry is not selected from this list, the original
caller information will be kept. When Keep original DID checkbox
is selected, the called destination will receive the original caller’s
information and not the information of the extension selected from
the Use Extension Settings list.

When the checkbox Add Remote Party ID is selected, the Remote-
Party-ID parameter is being delivered to the destination side upon
call establishment procedure.

SIP Tunnel drop-down list appears only when the “SIP_Tunnel” ; . e s
Destination Type is selected on the previous page. The list is used ’
to select the particular SIP tunnel to route the calls through the
corresponding QX IP PBX.

Previous Next

Fig.Il- 139: Call Routing Wizard - page 2

Destination Host requires the IP address or the host name of the destination (for a direct call) or the SIP server (for calls through the SIP server). This
field is named Modified Destination Host if the Pattern field on the first page of this wizard contains “@” symbol.

Destination Port requires the port number of the destination or of the SIP server. This field is named Modified Destination Port if the Pattern field on
the first page of this wizard contains “@” symbol.

User Name and Password require the identification settings for the public SIP server or servers requiring authentication.

Enable Activity Timeout checkbox is used to limit time-to-live period of routing pattern (makes sense if accept or failure feedback arrives too late from
the destination).

Checkbox selection enables the Activity Timeout text field which is used to insert a routing pattern activity timeout (in the range from 1 to 180 seconds).
When timeout is configured, the routing pattern will be active within the defined time frame and if no response has been received from the destination
during that period, the pattern will be stopped and next routing rule might be optionally considered (depending on the Fail Reason configuration on the
corresponding pattern).

The Restrict the Number of Simultaneous Calls checkbox is only available for IP-PSTN destination type and is used to restrict the number of
simultaneous calls to the public SIP server with the same username at the same time. This checkbox enables Allowed Call Count text field which requires
the number of simultaneous calls allowed in a range from 1 to 64. If you leave this field empty, no limitation will apply to the number of simultaneous
logons.

The Use RTP Proxy checkbox is available for SIP and IP-PSTN destination types and is applicable when a route is used for calls through QX IP PBX
between peers that are both located outside the QX IP PBX. When this checkbox is selected, RTP streams between external users will be routed through QX
IP PBX. When the checkbox is not selected, RTP packets will move directly between peers.

The Collect Call checkbox is available only for E1/T1 destination type and is used when it is simply preferable for the called phone to pay for the call. This
service is applicabe only if the Collect Call checkbox is enabled on both calling and called party's IP PBXs.

The Single Call Duration Limit checkbox is available for SIP, IP-PSTN and PSTN destination types and is used to limit the duration of the call placed with
the selected routing rule. If this checkbox is not selected, the call duration will be unlimited. This checkbox selection enables the Maximum Duration text
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field where the maximum duration of the call (in seconds) should be defined. Once the call duration reaches the value defined here, the call will be
disconnected without prior notice.

The Play audible signal before Intercom activation checkbox is appeared only if PBX Intercom is selected as Destination Type (see Manual III -
Extension User’s Guide-Intercom Service).

The AAA Required checkboxes are used to choose one or more of the following Authentication, Authorization, and Accounting (AAA) settings:

®  Local Authentication - with this checkbox selected, callers will need to pass authentication through the Local AAA Table when dialing the current
pattern.

° RADIUS Authentication and Authorization - this checkbox is present when a RADIUS client is enabled. With this checkbox selected, callers will
need to pass the authentication through RADIUS server (see above) when dialing the current pattern.

° The RADIUS Accounting checkbox is accessible when the RADIUS Client is enabled. With this checkbox selected, no authentication will take place,
but CDRs (call detail reports) of the calls made through this routing record will be sent to the RADIUS server. This checkbox selection enables the
Client Code Identification checkbox. If the authentication is configured based on the caller’s address, callers will pass the authentication
automatically; otherwise they will be required to identify themselves by a username and a password.

®  The Client Code Identification checkbox selection activates the code identification feature: a caller, after dialing the destination phone number, may
optionally enter “*” and then an Identity Code. An Identity Code is an arbitrary digit string entered by the user to identify a specific call or call
group. The Identity Code is sent with CDR to the RADIUS server and might be used by a billing program for grouping the calls having the same
Identity Code.

Attention: It is highly recommended to secure PSTN and IP-PSTN routing rules by selecting AAA Required options. Unsecured routing rules may cause
unexpected expenses.

The Check with 3PCC checkbox is used to request a 3PCC approval before placing a call with the specific routing rule. When this checkbox is selected and
the corresponding routing rule is used to place a call, QX IP PBX sends a request to the call controlling application for the managing person to accept or
reject the specific call (it can be a popup window or any other type of dialog box, depending on the call controlling application). If the request is accepted,
the call will be placed. Otherwise, if the request is rejected, the call will be skipped. In case of no feedback from the call controlling application, the call will
be accepted after a timeout defined in the configuration of the call controlling application.

The Failover Reason(s) radio buttons indicate whether the system should use the next matching pattern if call setup with the current routing rule fails
and allows choosing the reasons to be considered as a failover.

®  None - indicates that matching patterns should not be used regardless of the failover reason.

®  Failover Reason(s) - indicates possible failure reasons. Failure reasons vary depending on the destination type selected on the previous page. If the
call cannot be established due to selected Failure Reasons, the call routing table will be parsed for the next matching pattern and, if found, the call
will be routed to the specified destination.

Busy - available for PBX, SIP, SIP Tunnel, and IP-PSTN destination types and indicates cases when the dialed destination is busy.
Wrong Number - available for PBX, SIP, SIP Tunnel, and IP-PSTN destination types and indicates cases when the dialed number is wrong.

Network Failure - available for SIP, SIP Tunnel, and IP-PSTN destination types and indicates cases when system overload, network failure or
timeout expiration occurred.

System Failure - available for SIP, SIP Tunnel, and IP-PSTN destination types and indicates cases indicated in Network Failure and Other fail
reasons.

Cannot Establish Connection - available for FXO, ISDN and E1/T1 destination types and indicates cases when connection cannot be
established.

Other - available for SIP, SIP Tunnel, and IP-PSTN destination types and indicates cases when authorization, negotiation, not supported or
request rejected or other unknown errors occur.

®  Any stands for all failure reasons mentioned in the Failover Reason(s) group.

The Custom Profile text field is present if the PBX-Voicemail destination type has been selected on the first page of the Call Routing Wizard. This field
requires the Voice Mail Profile name to activate the custom voice mail settings (see Manual III: Extension User’s Guide) on the extension when the
corresponding routing rule will be used.

Please Note: If an extension does not have a profile specified here or the specified profile name is incorrect, the default Voice Mail Settings of the
extension will be used.

The Transport Protocol for SIP messages manipulation radio buttons group is available for SIP, SIP Tunnel or IP-PSTN destination types only and
allows you to select the transport (UDP, TCP or TLS) to transmit the SIP messages through.

The SIP Privacy manipulation radio buttons group is only available for the SIP and SIP Tunnel destination types and allows you to select the security of
the SIP route by means of hiding (or replacing, depending on the configuration of the SIP server) the key headers of the SIP messages used to establish the
call.

® Default Privacy - with this selection, QX IP PBX specific SIP privacy will not be applied and all privacy will rely on the configuration of the SIP
Server.

® Disable Privacy - with this selection, SIP call security will not be disabled and all headers of the SIP message will be transparently visible to the
destination.
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® Enable Privacy - with this selection, SIP privacy will be specified for the corresponding route. This selection enables a group of checkboxes in order
to choose the key headers that are to be fully or partly hidden or replaced. The Require Privacy checkbox selection is used to restrict the delivery of
the SIP message if any of the selected headers cannot be hidden (or replaced, depending on the configuration of the SIP server) before being sent to
the destination.

For E1/T1 destination type, the Port ID drop down list contains available E1/T1 trunks. The available Timeslots (TS) should be selected on the next page.
For FXO destination types, a group of Port ID radio buttons allows you to select whether a specific or any available FXO line will be used to route the call.

The Any@Any selection indicates that the call will be routed through the first available FXO line. The Specific Ports selection is used to select a group of
routing settings for shared FXO lines.

Each Shared Gateway Ports radio buttons group is dedicated to one shared FXO device and is used to configure shared FXO lines usage when using the
corresponding routing entry. None selection means no shared FXO lines will be used for the call routing of the specific routing rule. Any Port@ipaddress
(where ipaddress is the IP address of the FXO gateway that shares its FXO lines) selection means the call will be routed through the first available shared
FXO line. FXO@ipaddress port checkboxes are used to select those which shared FXO ports will be used for the corresponding rule routing. In case if
multiple shared FXO ports are selected here, the first available port will be used.

The FXO Lines Load Balancing drop down list is used to enable load balancing mechanism on the PSTN lines. The None selection in this list means that
no load balancing will be applied and the call will be routed through the first available PSTN line (among the selected ones). The Round Robin selection
means that according to an internally gained statistics of most used PSTN lines, the call will be routed to the less used and currently available PSTN line
(among the selected ones).

For ISDN destination type, the Port ID drop down list contains the following options:

® Any Port (User) @Any - any shared ISDN trunks running in User mode.
® Any Port (Network)@Any - any shared ISDN trunks running in Network mode.

® ISDN Trunk@ipaddress - shared ISDN trunks on the selected gateway (where ipaddress is the IP address of the ISDN gateway that shares its ISDN
trunks)

® Any Port (User)@ipaddress - any shared ISDN trunks from the selected gateway running in User mode.
® Any Port (Network)@ipaddress - any shared ISDN trunks from the selected gateway running in Network mode.

The Call Routing Wizard - Page 3 appears if the Filter on Source / Modify Caller ID checkbox had been enabled on Page 1 of the Call Routing Wizard.
It will require information about the source caller.

The Source Number Pattern field requires the caller address for which the current route will be applied. The complete list of characters and wildcards is
allowed in this text field (see chapter Allowed Characters and Wildcards).

The Source Type drop down list gives you the option to select the source type (PBX, SIP, ISDN, FXO, E1/T1, SIP Tunnel, Any) used by the source caller to
reach the QX IP PBX.

The settings in the Caller ID Modification group allow Caller IDs of source calls to be modified.

The Number of Discarded Symbols (NDS) text field requires the number of digits that should be discarded from the beginning of the Source Number
Pattern. The field should be empty if digits do not need to be discarded. Only numeric values are allowed for this field, otherwise the error message
“Error: Number of Discarded Symbols is incorrect - digits allowed only” will appear.

The Prefix text field requires entering the symbols (alphanumerics

and any characters supported in the SIP username) that will be placed Call Routing Wizard m
in front of the Source Number Pattern instead of the discarded digits. [
(For example, if the routing pattern is 12345, the Number of Discarded o oo [ e e ity ctor sty

Symbols is two, and the prefix digits are 909, the final phone number
will be 909345.) Wildcards are allowed here (see chapter Allowed
Characters and Wildcards).

The two-stage dialing is available for PBX, ISDN, and E1/T1
destination types.

The Discard Non-Numeric Symbols checkbox is used to discard any
non-numeric symbols from the Source Number Pattern.

Fig.Il- 140: Call Routing Wizard - page 3

The Display Name text field allows you to replace an original caller’s ID with the custom display name for the corresponding routing rule. This field is
optional and when it is left empty, an original caller ID will be displayed on the called destination’s phone, otherwise the name inserted here will appear
on the phone. This field is not available for PBX-Voicemail destination type routing rules.

The Remove Display Name checkbox is used to remove caller IDs from calls made with this routing rule. This checkbox is not available for PBX-Voicemail
destination type routing rules.

The Next button will open the Call Routing Wizard - Page 4 where different information about source caller will be required depending on the selected

Source Type. For the SIP source type, the Source Host text field will require one or more IP addresses or host names of the SIP server where the caller is
registered, or the caller’s device if they are direct calls, separated by a space. In case of FXO, ISDN or E1/T1 source types selected, Source Port ID drop
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down list will require to select the FXO line number or ISDN/E1T1 trunk correspondingly, and on the next step, a list of timeslot(s) used to receive calls
from the defined caller.
The Call Routing Wizard - Date/Time Rules - Add Entry page appears if the Set Date / Time Period(s) checkbox previously had been enabled on Page

This page provides selection between Typical and Custom date/time
rule definitions.

Call Routing Wizard @
The Typical selection contains the following group of radio buttons that : o
are used to select the frequency of the corresponding routing pattern that B P R—

is to take place:

® Daily

® Weekly - the preferred weekday(s) should be selected for this
option.

® Monthly - the calendar day should be selected for this option.

® Annually - the calendar day and month should be selected for this e e Peod 3 v o
option.

In the Available Time Period drop down lists, the time range of the
pattern validation should be defined. Any time selected in this field will (e o e VOO O e e
be considered corresponding to the QX IP PBX’s Date and Time Settings.

The Custom selection provides the option to manually define the validity oo =
period(s). Use the following format to insert pattern date/time rule(s): Fig.Il- 141: Call Routing Wizard - Date/Time Rules - Add Entry page
[Month,Month-Month,...][Day-Day,Day,...|[hh:mm-hh:mm,...]; ...

The Call Routing Wizard - Routing Overall Call Limitation Settings -
Edit Entry page appears if theSet Calling Time Limitcheckbox
previously had been enabled on Page 1 and allows to define the available
duration of the calls with the selected routing rule as well as to specify Call Routing Wizard
the Expiration/Renewal Date for the available calls duration. e

The Routing Overall Call Limitation Settings - Edit Entry page consists
of the following components:

Rouing Overal Cals Limitation Settings - Add Entry

e The Available Calls Duration text field requires the maximum
available duration of the calls (in minutes) placed with the selected
routing rule. Once the Available Calls Duration reaches the value
defined here, the current call will be disconnected without prior
notice and no new call will be possible until this field is updated.

o The Expiration/Renewal Date settings are used to configure
the Expiration Date and Renewal Amount of the Available Calls
Duration. Expiration/Renewal Date field provides selection
between Periodic and Specific Date. F— -

Specifc date

° The Periodic selection is used to define the expiration Fig.Il- 142: Call Routing Wizard - Routing Call Limitation Settings - Edit Entry page

date of the allocated Available Calls Duration for the
selected routing rule and has the following options:

e Daily
o Weekly- the preferred week start day should be selected for this option.
e Monthly - the calendar day should be selected for this option.

o  The Renewal Amount text field requires the renewal amount (in minutes) to be added to the Available Calls Duration when the
expiration date of the Available Calls Duration is reached.

o The Discard remainder before renewal option selection allows to discard the remainder of Available Calls Duration before renewal
and set the Renewal Amount as an available calls duration.

o  The Specific Date selection provides a possibility to manually define the expiration date allocated for the Available Calls Duration for

the selected routing rule. When the Specific Date expires, the selected routing rule becomes unavailable automatically and no new call
will be possible until this field is updated.
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The Call Routing Wizard - Tracing/Debug Options page appears if the
Set Tracing / Debug Options on This Rule checkbox was previously
enabled on Page 1 of the Local Call Routing Wizard. It will require
information about the tracing/debug options. Call Routing Wizard [}

This page offers result options of the corresponding routing rule .
execution when the notification event will be printed in the Events page. T

. In Case of Successful Call - a notification event is printed
when the successful call was established with the routing
rule.

. In Case of Failover - a notification event is printed when
the call ends up on one of the failover reasons selected on
the Page 2 of the Local Call Routing Wizard.

° In Case if Call Failed to Establish - a notification event is
printed when the call executed with the routing rule failed.

The Call Routing Wizard - Class of Services - Edit Entry page is used to
assign the defined class of services to a certain call routing pattern. To
use Class of Service feature for the corresponding routing rule, it should
be enabled from the Class of Service page.

€pygi

LocalaiTable GosalSpssdDal SPTune i

The Class of Service(CoS) functionality allows to permit or deny the Call Routing Wizard m
attempt of extensions to use certain types of call routing rules. Ocotsa
. Telephony
Suppose you want for a certain group of PBX/Conference extensions to Closs ofSeees -y Bty
deny the right to make international calls, but allow them to make local o cusst @ cos2

and long distance calls and for another group of PBX/Conference
extensions give a permission to make international calls only.

The classes defined in the Class of Service page will appear on this page to
assign the corresponding routing rule to a certain class of service(s).

Please Note: The Class of Service feature is applicable only
for PBX source type routing rules.

Previous Next

Please Note: The Filter on Source/Modify Caller ID option should be
selected on the first page of the Call Routing Wizard to have a possibility
to select the source caller type as a PBX.

Each routing rule can be attached to a several class of service(s). .

Fig.Il- 144: Call Routing Wizard - Class of Services - Edit Entry page

Please Note: Established patterns based on the Emergency Codes and PSTN Access Codes Settings in the System Configuration Wizard will be marked
in bold and will be placed in the first position in the Call Routing Table. Additionally, they cannot be modified and deleted from the Call Routing Table.

The Duplicate functional button is used to create a routing pattern with the settings of an exiting one. This is to avoid configuring a new routing entry
completely by duplicating an existing entry with different settings. To use the Duplicate button only one record may be selected, otherwise the error
message “One row should be selected” will appear. The Duplicate button opens the Call Routing Wizard where all fields except the Pattern field are
already filled in. A Pattern for the new route will be required anyway.

The Move Up and Move Down buttons are used to move call routing patterns one level up or down within the Call Routing table. The sequence of the
routing patterns is important when making routing calls because the Call Routing table is parsed from the top down and routing will take place according
to the first pattern that matches the dialed number. The Move To button is used to move the selected entry to a different position in the Call Routing
Table. This will increase or decrease the selected pattern’s priority. Pressing the button will open the page where a row number should be specified
together with the position the selected entry is to be placed (before or after the defined row).

Call Routing

The Call Routing page offers the following components:

® When the Route all incoming SIP calls to Call Routing
checkbox is disabled, for all incoming SIP calls QX IP PBX will
first search the incoming SIP address in the Extensions < Teepnony - - -
Management table. If found, the incoming SIP call will ring on st e e s e o e
the corresponding extension. If not found, QX IP PBX will look =3
for a matching routing rule in Call Routing Table.
When the Route all incoming SIP calls to Call Routing
checkbox is enabled, for all incoming SIP calls QX IP PBX will o s 1
directly look for a matching routing rule in Call Routing Table
and will ignore the possible matches in the Extensions FigI- 145: Call Routing page
Management table.

Call Routing

@ Route ing SIP calls to Call Routing
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Attention: Regardless of whether the Route all incoming SIP calls to Call Routing checkbox is selected or not, SIP calls from external callers will or
may go to the Call Routing table, so any unprotected routing rule can be misused. That is why it is strongly recommended to secure the rules in the
Call Routing table by setting the filtering or authentication options.

Local AAA Table

The Local AAA Table page allows you to manage local authentication and the authorization database. Callers dialing the routes which have an AAA
(Authentication, Authorization, and Accounting) option enabled, will pass the authorization on the Local AAA Table by using a phone number or
username/password, depending on the corresponding entry configuration on this page.

The caller passes authorization automatically if the detected phone
number of the caller dialing a route has the AAA option enabled and is
registered in the Local AAA Table. If the caller ID service is disabled or
the caller’s phone number is not registered, the caller is asked to enter a
registration user name and password. « Teetony

Call Routing - Local AAA Table =]

The Add functional button opens the Call Routing - Local AAA Table -
Add Entry page where a new local AAA record can be created.

The Call Routing - Local AAA Table - Add Entry page offers a group of
manipulation radio buttons to select the type of authorization and the
following other parameters:

Fig.Il- 146: Call Routing - Local AAA Table page

® Authentication by Caller ID - this selection is used to set the
authentication based on the caller’s phone number (which is .
considered to be automatically detected). The Phone Number/SIP Call Routing - Local AAA Table - Add Entry =
User Name text field requires the caller’s phone number or the SIP oo
username. Only numeric and wildcard characters (see chapter P
Entering SIP Addresses Correctly) are allowed for this field. '[", ']",
VLY Y are used to define a range or a quantity of numbers. For
example, 2{13-17, ww, a-c} means that the dialed number may be

213, 214, 215, 216, or 217, 2ww, 2a, 2b and 2c to match the e

specified phone number; in the case of 2[3,7], the dialed number T

may be 23 or 27 to match the specified phone number. The {11, 15, ‘,‘, ' ‘

23, 38, 45} pattern means that the dialed number may be 11, 15, 23, e -

38 or 45 to match the pattern. o
=]

Fig.Il- 147: Call Routing - Local AAA Table - Add Entry page

® Authentication by Login - this selection is used to set the authentication based on the username and password inserted by the user upon login. The
Username text field requires the authentication username. Only numeric values are allowed for this field, otherwise the error message “Incorrect
Username - digits allowed only” will appear. The Password text field requires the authentication password. Only numeric values are allowed for this
field, otherwise the error message “Incorrect Password - digits allowed only” will appear.

® Authentication by PIN- this selection is used to set the authentication based on the PIN inserted by the user upon login. Only digit values are
allowed for this field, otherwise the appropriate error message will be displayed.

The Expiration Date and Time drop down-lists are used to set the date and time when the registration will expire.
The Expires in checkbox is used to enable the Expiration Date and Time feature.

The Description text field requires an optional description about the calling party.

Edit opens the Edit Entry page to modify the local AAA entry.

Global Speed Dial Directory

The Global Speed Dial Directory page is used to define multiple speed

dial rules, write and save them in a file and then upload all of them at
once.

Global Speed Dial Directory

To compose the configuration file, any text editor can be used which < Tetshons
may produce files compatible to the CSV format: the speed dial code and
destination should be separated by commas. There should be a line
break after each code defined.

The View/Download Speed Dial Directory and Remove Speed Dial
Directory links appear only if a global speed dial configuration file is
uploaded previously.

Fig.Il- 148: Global Speed Dial Directory page
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The View/Download Speed Dial Directory link is used to download the configuration file to the PC and opens the file-chooser window where the saving
location may be specified. The Remove Speed Dial Directory link is used to restore the default configuration.

The speed dial configuration file downloaded from the QX IP PBX is in the CSV format.

To use the global speed dialing rules, user should simply dial the speed dial code assigned to that speed dialing rule. The call will be parsed through the
rules of Call Routing Table.

To create a new Call Routing rule

Click on the Call Routing Table tab on the Call Routing page.

Press the Add button on the Call Routing Table page.

Specify the Pattern in the corresponding field.

Select the Number of Discarded Symbols and Prefix if required.

Select the Destination Type from the drop down list.

Define the Metric or leave the default.

Enter a Description if needed.

Enable the Filter on Source / Modify Caller ID checkbox, if the route functionality should be limited. This is dependent on the source caller

information.

9. Enable the Set Date/Time Period(s) checkbox if a route should be functional within certain time/date intervals.

10. Enable the Set Overall Calling Time Limit checkbox if the overall duration of the calls placed with the selected routing rule should be defined.

11. Enable the Set Tracing / Debug Options on This Rule checkbox, if the tracing/debug options should be defined.

12. Press Next.

13. Select the user or attendant extension from the Use Extension Settings drop down list that the call will be placed on.

14. Specify the Destination Host and Port Number, Username and Password if an IP or IP-PSTN call type has been selected. For the IP-PSTN call type,
enable Multiple Logons if necessary. Enable the Use RTP Proxy checkbox if needed.

15. Choose the Authentication and Accounting method from the AAA Required drop down list.

16. Choose a Fail Reason from the corresponding drop down list.

17. Configure Transport Protocol for SIP messages and SIP Privacy parameters as needed.

18. Press the Next button.

19. Ifthe Filter on Source / Modify Caller ID checkbox has been previously enabled and the destination type is different from the FXO, fill in the Source
Number Pattern into the corresponding text field. Choose the needed value from the Source Type drop down list, as well as the Number of
Discarded Symbols and Prefix values.

20. Pressthe Next button.

21. IfIP has been selected on the previous step in the Source Type drop down list, then Source Host should be inserted in the current page. If FXO,
ISDN or E1/T1 has been selected in the Source Type drop down list, then the ISDN / E1/T1 trunk or the FXO line number should be selected here.

22. If the Set Date/Time Period(s) checkbox has been selected on the first page, pressing Next will open the Date/Time Rules page where route
validity should be defined.

23. If the Set Overall Calling Time Limit checkbox has been selected on the first page, pressing Next will open the Routing Overall Calls Limitation
Settings page where the total call duration for all calls can be configured over a specific time frame for each Call Routing Entry.

24. If the Set Tracing / Debug Options on This Rule checkbox has been selected on the first page, pressing Next will open the Tracing/ Debug
Options page where the tracing/debug options should be defined.

25. Ifthe Class of Service feature is enabled, assign the defined classes to the selected routing rule.

26. Press the Finish button to establish a local route with the inserted settings.

PN RWDNE

To create a local AAA entry

Click on the Local AAA Table tab on the Call Routing page.

Press the Add button on the Local AAA Table page.

Choose the Authentication type.

Enter the Phone Number, Username and Password or the Authentication by PIN depending on the selected Authentication type.
Use the Expiration Date and Time checkbox to enable the expiration timeout.

Select the Expiration Date and Time from the corresponding drop down lists.

Press Save to apply these settings.

NSOk wWwNRE

Allowed Characters and Wildcards

The following is the set of characters and wildcards allowed in the Pattern and Source Number Pattern text fields of the Call Routing Wizard:
Characters:

0..9 A.Z

a.z +=%;/ ~_-.& ()28

Please Note: The symbols * and ? should be prefixed with a slash (\) if they are used as ordinary characters; otherwise the system will interpret
them as wildcards.

Please Note: The symbols !, {,}, [, ], - and, are used to define a range of characters and cannot be used as ordinary characters.
Wildcards:
* Any number of any characters

? Any single character
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{} A character or a string from the specified set of characters and strings.
The following control symbols are used to specify a set:
° Use a comma (,) to separate the elements of a set.
Please Note: No spaces are allowed within braces.
Example:
The pattern is 9{1,3,11,a}.
Numbers matching the pattern are 91,93, 911, 9a.

. Use a minus sign (-) to specify a range of characters. Each successive element of the range is obtained by increasing the previous
element (the element code) by one.

Example:
The pattern is 2{11-15,a-d}5.
Numbers matching the pattern are 2115, 2125, 2135, 2145, 2155, 2a5, 2b5, 2¢5, 2d5.
. Use an exclamation point to exclude a character or a string from a set.
Example:
The patternis 2{11-15,a-d,!14,!c}5.
Numbers matching the pattern are 2115, 2125, 2135, 2155, 2a5, 2b5, 2d5.

Please Note: You can use the wildcard ? within the braces, but not *. Thus, {12-104,152,367?} is a valid pattern, whereas
{15%,36*} is not.

Please Note: The symbol ! cannot be used to exclude a range of symbols. For example 2{15-60,!23-32} or 2{15-60,!23-132}
are not valid patterns. To valid pattern will be to 2{15-22,33-60}.

| The same as above with the exception that character ranges can include single-digit/character elements only.
Example:
The pattern is 2[1-5, a-c]5.
Numbers matching the pattern are 215, 225, 235, 245, 255, 2a5, 2b5, 2¢5.
\ Precedes a control symbol (*,?, -, ! and, ) to indicate that it is used as an ordinary character, not a wildcard.
Example:
The pattern is 1\*[1-3]
Numbers matching the pattern are: 1*1, 1*2, 1*3

Please Note: Patterns cannot be prefixed with the * symbol. The system considers the patterns starting with * as feature codes and
does not parse them through the Call Routing table.

@ Used to indicate the full SIP address (example: 20233 @sip.epygi.com). This pattern is mainly used to call back users registered on the
SIP server different from the one where the called party is registered.

Please Note: Patterns containing @ symbol will not be parsed among those that do not have @ symbol in the Call Routing Table.
When calling from local extensions (the calling number for Ilocal extension is sipnumber@ip_address_of QX, e.g.
20233@192.168.35.25), only the sipnumber part of the pattern will be parsed among other entries with @ symbol in the Call Routing
Table.

Best Matching Algorithm

All calls through and within a QX IP PBX are made according to call routing patterns that specify a destination based on a dialed number. When a user dials
a number to make a call, the QX IP PBX matches the dialed number against the existing patterns that are specified in the Call Routing table. If the dialed
number matches only to a single pattern, this pattern will be used to set up a call. If several patterns have been found to match the number, the QX IP PBX
uses the Best Matching Algorithm to prioritize the matching patterns. Once the patterns are prioritized, the pattern with the highest priority will be used
as a preferred route for call setup. The successive patterns will be used only if the destination specified by a higher priority pattern is unreachable.

To prioritize the matching patterns, the following criteria are sequentially applied to matching patterns. The criteria are ordered by their priorities: Each
consecutive criterion is calculated only for the patterns that take the same value for the preceding criteria: that is Criterion 3 is calculated only for patterns
that take the same value for Criterion 1 and Criterion 2.

The presence of asterisks (“*”) in a pattern
Criterion 1

The patterns without “*” have a higher priority.
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. . The total number of matching digits/symbols inside and outside the braces/brackets
riterion
The more matching digits a pattern contains, the higher its priority.

The number of matching digits/symbols outside the braces/brackets
Criterion 3 The more matching digits outside braces/brackets a pattern contains, the higher its priority.

Please Note: This criterion is used only if several patterns take an equal but non-zero value for Criterion 2.

The total number of question marks (‘?’) inside and outside the braces/brackets
Criterion 4 . . . . o
The more question marks a pattern contains, the higher its priority.

The number of question marks (“?”) outside braces/brackets
Criterion 5 The more question marks outside braces/brackets a pattern contains, the higher its priority.

Please Note: This criterion is used only if several patterns take an equal but non-zero value for Criterion 4.

The number of square brackets (“[1”)
Criterion 6
The more brackets a pattern contains, the higher its priority.

The number of braces (“{}”)

The more braces a pattern contains, the higher its priority.

Criterion 7

The number of asterisks (“*”)
Criterion 8
The fewer asterisks a pattern contains, the higher its priority.

The value of the metric
Criterion 9
The lower the metric of a pattern is, the higher its priority.

The position in the routing table
Criterion 10

The higher the position of a pattern in the routing table is, the higher its priority.

Example: The user has dialed 1231 and the following matching patterns have been found.

The list of patterns
*1*
123*
{11-15}3*
7271
123?
[1-3]*
[1-3]77?
{100-150, asd, \*\?}1
12*31
1[1-3]3[0-8]
1231
*2*1
*
Step 1: The list is split into two groups separating the patterns with “*” from those without (Criterion 1). The patterns with “*” form a group with a lower
priority and are pushed back to the end of the list.

Criterion 1

The list split into two
subgroups

2271
123?
[1-3]?7?
{100-150, asd, \*\?}1
1[1-3]3[0-8]
1231
*1*

123*
{11-15}3*
[1-3]*

1231
*2%1

*
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Step 2: The two groups of patterns are arranged separately from each other by the total number of matching digits inside and outside the braces/brackets
in the descending order (Criterion 2). The patterns that contain the same number of matching digits are grouped into sub-lists.

Criterion 2

The list of patterns  Matching digits The list of patterns  Matching digits
7271 2 1[1-3]3[0-8] 4
1237 3 1231 4
[1-3]777 1 {100-150, asd, \*\?}1 4
123? 3
{100-150, asd, \*\?}1 4 2771 2
1[1-3]3[0-8] 4 —
231 ) [1-3]77? 1
*k 1 12*¥31 4
123* 3 123* 3
{11-15}3* 3
[1-3]" 1 {11-15}3* 3
12°31 4 s 2
* 0 [1-3]* 1
* 0

Step 3: The new sub-lists are arranged separately from each other by the number of matching digits outside the braces/brackets (Criterion 3). The
patterns that contain the same number of matching digits are grouped into sub-lists.

Criterion 3

The list of patterns = Matching digits The list of patterns  Matching digits
1[1-3]3[0-8] 2 1231 4
1231 4 1[1-3]3[0-8] 2
{100-150, asd, \*\?}1 1 {100-150, asd, \*\?}1 1
123? - 123? -
7271 - 7271 -
[1-3]77? - [1-3]77? -
12*31 - 12%31 _
123* 3 123* 3
{11-15)3* 1 (11-15)3* 1
*2*1 - *2*1 -
[1-3]* 0 ! !
* R [1-3]* 0

*

The Best Matching Algorithm will stop after executing step 3 as no new sub-lists are formed. The resultant list of prioritized patterns will be the following:
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The prioritized list

1231
1[1-3]3[0-8]
{100-150, asd, \*\?}1
123?

2271
[1-3]72?
1231
123*
{11-15}3*

#2%1
*1*

[1-3]*
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Entering SIP Addresses Correctly

Calls over IP are implemented based on Session Initiating Protocol (SIP) on the QX IP PBX. When making a call to a destination that is somewhere on the
Internet, a SIP address must be provided.

SIP addresses needs to be specified in one of the following formats: The display name and the port number are optional parameters in the SIP
address. If a port is not specified, 5060 will be set up as the default one. The

“display name” <username@ipaddress:port> range of valid ports is between 1024 and 65536.

“display name” <username@ipaddress>

username@ipaddress:port A flexible structure of wildcards is allowed. In comparison with a wildcard,

username@ipaddress the “?” character stands for on.ly. one unknown digit and the “*” character
username stands for any number of any digits.
For your convenience, the following combinations can be used: Please Note: Wildcards are available for caller addresses only. No wildcard

characters are allowed for called party addresses. Exceptions are addresses

in the Supplementary Addresses table that are used by Outgoing Call

® username@* - a specified user from any SIP server Blocking and Hiding Caller Information Settings services. To use “*” and
“?” alone (as non wildcard characters), use “\*” and “\?” correspondingly.

® *@ipaddress - any user from the specified SIP server

® *@*- any user from any SIP server

SIP Tunnel Settings

The SIP Tunneling service is used to build a tunnel between QX IP PBXs and to use that tunnel for routing the SIP calls through the remote QX IP PBXs.
When this service is enabled, slave QX IP PBXs should be registered on the master QX IP PBX with the corresponding username/password. With the
appropriate configuration done on the master QX IP PBX, the master device can use the slave QX IP PBXs for routing the SIP calls through them and
accessing peers located behind the slave QX IP PBX or recognized by it. This enables the master QX IP PBXo to locate the slave, even when the network
settings, like IP address, SIP port and other settings are changed on the slave QX IP PBX.

When the SIP Tunneling service is enabled, virtual tunnels between the master and its slaves are created. A possibility to use the created SIP tunnels will
be automatically enabled in the Call Routing Table.

Optionally, a SIP tunnel can be mutually established on two QX IP PBXs allowing to route SIP calls back and forth. A QX IP PBX can be at the same time
configured both as a slave and as a master to the same remote device, i.e. the slave QX IP PBX can act as a master for the master device it is registered on.
For example, the QX IP PBX-1 can act as a slave for the QX IP PBX-2. In its turn, the QX IP PBX-2 can act as a slave for the QX IP PBX-1. With this
configuration and the corresponding routing rules added in the Call Routing Table on both devices, the SIP calls will be routed from QX IP PBX-1 to QX IP
PBX-2 and vice versa.

The SIP Tunnel Settings page is used to enable the QX IP PBX as a
slave or master device for SIP tunneling. The page consists of the — E—
following components: SIP Tunnel Settings =

GallRouting Table  C:

) Enable

The Enable Tunnels to Slave Devices checkbox enables the QX IP . Telophony
PBX as a master device and allows you to configure the SIP tunnels
to the slave QX IP PBXs. When this checkbox is enabled the
Tunnels to Slave Devices table needs to be configured.

The link Tunnels to Slave Devices moves you to the page where a
list of slave devices needs to be defined.

Fig.Il- 149: SIP Tunnel Settings page

The Tunnels to Slave Devices page consists of a table where slave
devices are listed with the corresponding authentication
parameters.

Add functional button leads to the Add Entry page where a new

| N SIP Tunnel Settings - Tunnels to Slave Devices
slave device parameters needs to be provided.

adal [ Eat | Detete

€ Telephony

192168.74.15:5060 08/13/2014 - 10:44:56

The Add Entry page consists of the following components:

wa wa

The SIP Tunnel Name text field requires the tunnel name for the
corresponding connection. System suggests you to start the SIP
tunnel name with the “SIP_Tunnel ” words, according to the
automatic prefix used for the SIP tunnels on the QX IP PBX, |uwsomowe
however this is not mandatory. Fig.II- 150: SIP Tunnel Settings - Tunnels to Slave Devices page

The User Name text field requires the authentication user name.
The field in front of this text field displays the default non-editable
prefix for SIP tunnels: “SIPTunnel _".
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The Password text field requires the authentication password.

Please Note: The User Name and Password should match both

on master and slave QX IP PBXs for the successful SIP tunnel SIP Tunnel Settings - Tunnels to Slave Devices - Add Entry m
establishment. -

& Telephony 1P Tunnel Name: S1P_Tunnel 7415
The Symmetric NAT checkbox should be selected when the slave vservame el fumeL7its

QX IP PBX is located behind the symmetrical NAT. e

@ symmetricNAT

save

Fig.Il- 151: SIP Tunnel Settings - Tunnels to Slave Devices - Add Entry page

The Enable Tunnels to Master Devices checkbox enables the QX g

IP PBX as a slave device and allows connecting to the master QX IP - caRoutng

PBX via SIP tunnel. When this checkbox is enabled the Tunnels to e ey e — -
Master Devices table needs to be configured.

SIP Tunnel Settings - Tunnels to Master Devices

add] [ eatt][ Detete

& Telephony SIP Tunnel Name User Name

The link Tunnels to Master Devices moves you to the page where
alist of master devices needs to be defined.

SIP_Tunnel 7415 SIPTunnel Tunnel 7415 1921687312 5050 Registered 08/13/2014 - 10:45:07

Fig.Il- 152: SIP Tunnel Settings - Tunnels to Master Devices page

The Tunnels to Master Devices page consists of a table where master devices are listed with the corresponding authentication parameters.
Add functional button leads to the Add Entry page where a new master device parameters needs to be provided.
The Add Entry page consists of the following components:

The Enable Registration checkbox selection is used to enable the
registration to the corresponding master device.

epygi

The Tunnel Name text field requires the SIP tunnel name for the
corresponding connection. System suggests you to start the SIP

. ) . ings - _ [ o]
tunnel name with the "SIP_Tunnel_’ WOI‘dS, accordmg to the SIP Tunnel Settings - Tunnels to Master Devices - Add Entry
. . ©GoBack
automatic prefix used for the SIP tunnels on the QX IP PBX, « roepnony R
however this is not mandatory. Tomettame Sprumer 75

User Name: SETunnel | funnel 7415

The User Name text field requires the authentication user name. s
The field in front of this text field displays the default non-editable
prefix for SIP tunnels: “SIPTunnel_".

1921687412

Master device port 5060

The Password text field requires the authentication password.

Please Note: The User Name and Password should match both et
on master and slave QX IP PBXs for the successful SIP tunnel
establishment.

Fig.Il- 153: SIP Tunnel Settings - Tunnels to Master Devices - Add Entry page

The Master device IP text field requires the IP address of the master device.
The Master device port text field requires the SIP port number of the master device.
The Registration State field displays information whether the slave device is registered on the master or not.

The Registration Date/Time field displays the time and the date of last registration on the master’s device.

Class of Service

The current implementation of Class of Service (CoS) on QX IP PBX is used to define the permissions that PBX and Conference extensions will have when
using call routing rules to make a call.

The Class of Service feature provides the ability to set restrictions on the call routing rules for each extension. The Class of Service functionality allows to
permit or deny the attempt of extensions to use certain types of call routing rules.

Suppose you want for a certain group of PBX/Conference extensions to deny the right to make international calls, but allow them to make local and long
distance calls and for another group of PBX/Conference extensions give a permission to make international calls only.

Class of Service allows to specify which extensions can use which routing rules to make a call.
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For example, if an extension is not assigned to a certain class of service and an attempt is made to place a call from that extension using routing rule with
the Class of Service enabled, then “Number dialed does not exist” message will be played to the caller.

The permissions for a group of PBX extensions can be changed easily by modifying the CoS variable for each PBX extension.

On QX IP PBX the defined CoS variables are associated with PBX/Conference extensions and call routing rules in the Call Routing Table.

In order to configure CoS feature, follow the steps below:
° At first assign the specified CoS(s) to a certain routing rule(s).

° Assign the specified CoS(s) to the PBX/Conference extension(s).
If there is no CoS assigned to the call routing rule, that rule will be generally available for any PBX extension whether it is attached to a CoS or not.

Please Note: If the Enable Class of Service option is disabled, call routing rule(s) that are assigned to a certain CoS(s) will be available for any PBX
extension, if there are no any other filtering limitations.

The Class of Service page offers the following components:

Enable Class of Service checkbox is used to enable the Class of
Service functionality on the QX IP PBX and consists of the
following components:

Class of Services =

Add opens the Class of Services - Add Entry page where a D

new class of service can be created.

Edit opens the Class of Services - Edit Entry page where the s s
selected class of service’s settings can be modified. This page ot forcetopsT

includes the same components as the Class of Services - Add =

Entry page does.

Fig.Il- 154: Class of Services page

The Go to Extensions Management link leads to the Extensions Management page where the extensions can be assigned to use certain class of service from
the Extensions Management - Edit Entry - Class of Service Settings page.

The Go to Conferences Management link appears only if the Conference feature is activated from the Feature Keys page and leads to the Conferences
Management page where the conference extensions can be assigned to use certain class of service.

The Go to Call Routing Table link leads to the Call Routing Table page where the call routing rules can be assigned to a certain class of service.

The Class of Service - Add Entry page is used to create a new Class of Service and contains the following components:

®  Name text field indicates the name of the class of
service. This name will be visible in the
Extensions Management - Class of Service
Settings page, in the Conferences Management -
Class of Service Settings page and in the Call
Routing Wizard when assigning the classes for
the extensions.

GallRouting Table | CallRouting | Local AATable | Global Speed Dial | SIPTur

Class of Services - Add Entry [}
ot

. Telephony

Nam [Clss1

calls 0 PSTH

®  Description text field requires optional
information about the Class of Service.

Fig. II-1: Class of Services - Add Entry page

Call Recording Settings

The Call Recording service is optional on the QX IP PBX and is activated from Feature page by inserting a feature key.

The Call Recording is used to record PBX, SIP or PSTN calls on the QX IP PBX and store the recorded calls either in the local Recording Box or upload them
to the remote server. From Call Recording Settings page the call recording can be configured to be started automatically once the call starts or to be
started manually from Administrator’s Main Page of the QX IP PBX's Web Management or by pressing the Record button on the IP phone during the call. If
no such button exists on IP phone, the functional key can be configured from QX IP PBX to handle the recording functionality (see Programmable Keys

Configuration).

To configure Call Recording, an extension of the Recording Box type should be created first. The memory allocated to that extension will be used for
storing the recorded calls. There are two ways to access the recorded calls in the Recording Box: through handset and through Web Management. Through
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handset, Recording Box is accessible by calling the Recording Box extension. On QX IP PBX's Web Management, call recordings are available from
Extensions Management page by clicking on the Recording Box extension.

Attention: Following limitations apply to the call recording on the QX IP PBX:

o (Calls to Auto Attendant or Voicemail cannot be recorded.

The Call Recording Settings page is used for configuring the
call recording rules. It has two view modes - the Basic
View and Advanced View, which can be switched by
appropriate button.

Call Recording Settings
Enable/Disable

User Fxtendion State Recording Parameters
. Telephony ing

The Basic View displays the table with the list of all active J— = our. ecorang 1: 400 sax
extensions, recording states of those extensions and Abways st sutomticaly, Ma Duraions L hour, cording To 418 cas
recording parameters. = RS e e o o e T "
The Advanced View displays the table with all existing call b
recording rules. Click on the recording box extension =
number in the Recorded To column will move to the s Aiways st sutomticaly M Durations L hour, ecording To 418 car

corresponding Recording Box. st Aoy

uration: 1 hour , Recording To: 400 cai

Advanced View to see or modify them,

Fig.Il- 155: Call Recording Basic View Settings page

The Call Recording Settings table offers the following functions:

Enable and Disable functional buttons are used to activate and deactivate the selected call recording rule(s). At least one rule should be selected in order
to use these functions, otherwise the following error message will appear: "No record(s) selected.”

Add functional button opens the Add Entry page where a new call recording rule is being configured. The Add Entry page consists of the following
components:

The Caller Information requires the Call Type and the caller’s Address.

The Called Party Information consisting of the Call Type
and the called party's Address.

Call Recording Settings L]
The Call Type lists the available call types: st e | asa] | et | wme s | e e
oo N T T
PBX - indicates that the calling or called party is QX IP PBX =
extension
SIP - indicates that the calling or called party is located in - - e — -
SIP network external to QX IP PBX. Fig.Il- 156: Call Recording Advanced View Settings page

PSTN - indicates that the calling or called party is located in
PSTN network external to QX IP PBX.

. . . Call Recording Settings - Add Entry
Auto - indicates any of the types listed above.

& Telephony

The value in the Address text field is dependent on the Call
Type defined in the same named drop down list. If the PBX
call type is selected, the QX IP PBX extension number should
be defined in this field. For the SIP call type, the SIP address
should be defined, for the PSTN call type, the PSTN user
number should be defined here. In case of Auto call type, any
of the addresses listed above are allowed. Wildcards are
applicable for this field.

The Recording Type drop down list allows you to select
whether the recording will start automatically as soon as the
call is established, or whether it will be activated manually by
pressing the button on the phone during the call.

Fig.Il- 157: Call Recording Settings - Add Entry page

The Maximum Recording Duration drop down list is used to select the maximum duration when the call between the defined caller and called parties
will be recorded. When the call recording duration expires, it will be silently stopped while the call will stay active.
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The Recording To drop down list is for selecting the Recording Box extension Extensions Management) to be used for storing the recordings.

The Description text field should contain some descriptive text related to recording rule.

Edit opens the Edit Entry page to modify the selected entry. This page contains all the same components as the Add Entry page does.

NAT Traversal Settings

The NAT Traversal Settings page is divided into separate pages used to configure General NAT Settings, SIP, RTP and STUN parameters for NAT and a

page where the NAT Exclusion table may be filled.

General Settings

The General Settings page consists of a manipulation radio
buttons group to select the mode of the NAT Traversal usage for
the SIP traffic (any incoming and outgoing SIP messages from and
to the QX IP PBX will be routed through the NAT router).

® Automatic - with this selection, system will analyze the QX
IP PBX’s WAN IP address and if it is in the IP range specified
for local networks (according to RFC), the SIP traffic will be
routed through NAT. Otherwise, if QX IP PBX's WAN IP
address is outside the specified IP range, no SIP traffic will be
routed through NAT router.

® Force - with this selection, all the SIP traffic will be routed
through the NAT router.

o Disable - with this selection, no SIP traffic will be routed
through the NAT router.

SIP Parameters

epygi

Fig.Il- 158: General NAT traversal Settings page

The SIP Parameters page is used to configure NAT specific settings for SIP and offers two independent groups of settings:

UDP Parameters:
Manipulation radio buttons allow you to select the type of
connection over NAT:

Selecting Use STUN will switch to automatic discovery of
Mapped settings for the SIP UDP traffic over NAT. STUN settings
are configured on the STUN parameters page (see below).

Selecting Use Manual NAT Traversal allows you to manually
define the mapped settings for the SIP UDP traffic over NAT:

Mapped Host requires the IP address of the mapped host for
SIP UDP traffic over NAT.

Mapped Port requires the port number on the mapped host for
the SIP UDP traffic over NAT.

TCP/TLS Parameters:

epysi

NAT Traversal Settings

. Telephony UDP Parameters TCP/TLS Parameters

Mapped TCP Host:

o | L Lo

Mapped Host Mapped TCP Port
050
w2 | | s
Mepped TLS Host:
Mapped Port:
o | e e
159
Mapped TLS Port

1502

Fig.Il- 159: NAT traversal Settings - SIP Parameters page

Mapped TCP Host requires the IP address of the mapped host for SIP TCP traffic over NAT.

Mapped TCP Port requires the port number on the mapped host for the SIP TCP traffic over NAT.

Mapped TLS Host requires the IP address of the mapped host for SIP TLS traffic over NAT.

Mapped TLS Port requires the port number on the mapped host for the SIP TLS traffic over NAT.

RTP Parameters

The RTP Parameters page is used to choose between the STUN and Manual NAT traversal connection for the RTP traffic and to define the RTP/RTCP

ports for the connection over NAT.

Manipulation radio buttons allow you to select the type of connection over NAT:
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Selecting Use STUN will switch to automatic discovery of Mapped settings for the RTP UDP traffic over NAT. STUN settings are configured on the STUN

Parameters page (see below).

Selecting Use Manual NAT Traversal allows you to manually
define the RTP/RTCP port ranges for the RTP traffic over NAT:

® The Mapped Host text fields require the Mapped Host for
RTP traffic over NAT.

® Mapped RTP/RTCP Port Range:

® Min - minimal port has to be higher than 1024 and lower
than the maximal port range. Only even numbers are
allowed.

® Max - maximal port has to be lower than 65536 and higher
than the minimal port range. Only odd numbers are
allowed.
Please Note: RTP/RTCP Mapped Port ranges should be greater
than or equal to the RTP/RTCP port ranges defined on the RTP
Settings page.

STUN Parameters

The STUN Parameters page enables automatic NAT configuration
through the STUN server and is used to configure the STUN
(Simple Traversal of UDP over NAT) client on the QX IP PBX. This
page requires the following data to be inserted:

The STUN Server text field requires the STUN server’s hostname
or IP address. The STUN Port text field requires the STUN server
port number.

The Secondary STUN Server and Secondary STUN Port text
fields respectively require the parameters of the secondary STUN
server.

The Polling Interval drop down list contains the possible time
intervals between referrals to the STUN server.

. Telephony

NAT Traversal Settings

Use sTUN

® Use Manual NAT Traverzl

Mapped Hozt:
e e s s

Mapped RTP/RTCP Port Range:
Mine 6061

Mac ont

Help

Fig.Il- 160: NAT traversal Settings - RTP Parameters page

Fig.Il- 161: NAT traversal Settings - STUN Parameters page

The Keep-alive interval text field provides the options to select the time interval (in seconds) for keeping NAT mapping alive. The value should be in the

range of 10 to 300 seconds.

The NAT IP checking interval text field indicates the interval (in seconds) between the NAT IP checking attempts (used to distinguish the possible NAT
IP address changes and to perform registration on the new host). The value should be in the range of 10 to 3600.

NAT Exclusion

The NAT Exclusion Table lists all possible IP ranges that are not included in the NAT process, but may be accessed directly. IP addresses that are not
listed in the NAT Exclusion Table are accessed over NAT. For example, if a QX IP PBX user needs to make SIP calls within the local network as well as
outside of that network, all local IP addresses are required to be excluded from NAT traversal settings by being listed in this table. Otherwise, a

malfunction may occur in SIP operations.

The NAT Exclusion Table page offers the following input options:

Each record in the table has a corresponding checkbox assigned to
its row. The checkbox is used to delete or to edit the corresponding
record. Only one record may be edited at a time. An error message
will appear if no selection is made or more than one is selected.

Each column heading in the table is a link. By clicking on the
column heading, the table will be sorted by the selected column.
When sorting (ascending or descending), arrows will be displayed
next to the column heading.

Add opens the Add Entry page where a new IP range can be
added.
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Fig.Il- 162: NAT traversal Settings - NAT Exclusion Table page
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The Add Entry page includes the following text fields:
IP address requires the IP address that is placed behind NAT

within the local network. 2
NAT Traversal Settings - NAT Exclusion Table - Add Entry [

Subnet Mask requires the subnet mask corresponding to the oot

specified IP address. S Teleptony i sgaes

Fig.Il- 163: NAT traversal Settings - NAT Exclusion Table - Add Entry page

To Configure the NAT Exclusion Table

1. Pressthe Add button on the NAT Exclusion Table page. The Add Entry page will appear in the browser window.
2. Specify an IP Address and its Subnet Mask in the corresponding text fields.

3. Press Save on the Add Entry page to add the selected IP range to the NAT Exclusion Table list.

To Delete an IP Range from the NAT Exclusion Table

1.  Select the checkboxes of the corresponding IP range(s) that should to be deleted from the NAT Exclusion Table.

2.  Pressthe Delete button on the NAT Exclusion Table page.

3. Confirm the deletion by pressing Yes. The IP range will then be deleted. To abort the deletion and keep the IP range in the list, press No.

RTP Settings

The RTP Settings page allows the administrator to configure the codec’s packet size and silence suppression for each voice codec. All parameters listed on
this page may be modified and submitted.

The Codec Properties table lists all codecs with the corresponding packetization interval and information about silence suppression.

Edit opens the Edit RTP Settings page where the codec settings can be modified. To use Edit, only one codec may be selected at a time, otherwise the
“One record should be selected” error message appears.

The Packetization Interval is the time interval between two RTP

packets of the same stream. If the interval is increased, the

overhead is decreased but the voice quality may deteriorate as a

result. If the interval is decreased, the network load is increased ] [
. RTP Settings

and the delay is reduced.

Codec Properties:

Silence Suppression disables RTP packet transmission in case of & Telephony
no voice activity. This feature helps to avoid extra traffic if the RTP
stream contains no voice activity. It is activated after two seconds
of silence and restarted immediately if any audio appears.

The G.726 Standard radio buttons are used to select between
packaging the G.726 codewords into octets. If you experience
problems with the G.726 voice quality when one of these
packaging is selected, try a different one.

e [fUse ITU_T specification is selected, the ITU 1.366.2 (“AAL2 6726 standard
type 2 service specific convergence sublayer for narrow-band ® VoMt putiation
services”) type packaging of codewords is used, where gt
packing code words into octets is starting from the most
significant rather than the least significant digit in the octet.

RTP/RTCP Port Range:

Min 5000

Mo 6255

o [f Use IETF RFC is selected, the IETF RFC (“RTP Profile for @ EnsbleRTCP Suppon
Audio and Video Conferences with Minimal Control”) type
packaging of codewords is used, where packing code words is Figll- 164: RTP Settings page
starting from the least significant position in the octet.
RTP/RTCP Port Range:

® Min - minimal port has to be higher than 1024 and lower than the maximal port range. Only even numbers are allowed.
® Max - maximal port has to be lower than 65536 and higher than the minimal port range. Only odd numbers are allowed.

Since the specified maximum port has to be higher than the minimum port, the error message “Min port number should be less than max port number”
will appear if this condition is not met. The port range must consist of digits only, otherwise the error “Incorrect Port Range: only Integer values allowed”
will appear. The difference between Max and Min RTP ports should be 100 ports or less (according to the system’s capabilities) otherwise the
corresponding warning appears. RTP/RTCP Port ranges cannot include the defined SIP UDP ports (see SIP Settings) otherwise an error message will
appear.
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Enable RTCP Support enables Real Time Control Protocol support and allows for the RTCP packets transmission. RTCP protocol is used for monitoring
the RTP streams and changing RTP characteristics depending on Network conditions.

The RTP Settings - Edit Entry page offers a drop down list and a
checkbox.

Packetizatio TV nt. i 11 RTP Settings - Edit Entry [+er ]
n Interval contains pOSSlb e values (lll mil ISECOIIdS)

to be configured for the selected codec.

©GoBack
. Telephony

The Enable Silence Suppression checkbox selection enables voice
activity detection for the selected codec.

Fig.Il- 165: RTP Settings - Edit Entry

To Edit Codec Parameters

1. Select the codec from the Codecs Table that is to be edited.

2. Pressthe Edit button on the RTP Settings page. The Edit Entry page will appear in the browser window.
3. Change values in Packetization Interval and/or enable/disable Silence Suppression.

4. To save the codec settings press Save, or to keep the initial data click Go Back.

SIP Settings

The SIP Settings provide information on the SIP receive UDP and TCP ports and allows you to select DNS server configurations for SIP and the SIP timers
scheme.

The UDP Port indicates the SIP UDP (User Datagram Protocol)
receive port number. By default 5060 is selected and used. The SIP
UDP port cannot be in the selected RTP/RTCP port range for FXS

and IP lines (see RTP Settings), otherwise the “Mapped port for SIP SIP Settings =
shouldn’t be in RTP port range” error message appears. ———

. Telephon
pheny TCP Port (5060

The TCP Port indicates the SIP TCP (Transmission Control
Protocol) receive port number. By default, 5060 is selected and
used.

Please Note: QX IP PBX will not use TCP protocol as a transport for © ettty o e n
SIP messages if the TCP Port field is left empty. -

The TLS Port indicates the SIP TLS (Transport Layer Security)
receive port number. By default, TLS port is not used and is empty
(coded to 0). TLS port number should be different from the TCP P imers
Port number. ez

SPONS 2

A0l tm

High avalability

The Realm text field requires messaging level information to be
included in SIP messages sent by QX IP PBX. This information might © cuom
be used by remote side for authentication purposes.

Fig.Il- 166: SIP Settings page

Enable Session Timer enables advanced mechanisms for connection activity checking. This option allows both user agents and proxies to determine if
the SIP session is still active.

The DNS server for SIP radio button group allows you to choose between regular DNS servers configured in the DNS Settings page and specific DNS
servers for SIP traffic.

® Use default is used to apply regular DNS servers for SIP traffic.

® Specific is used to enable SIP specific DNS servers. For this selection, both primary and secondary SIP DNS servers should be defined in the SIP DNS
1 and SIP DNS 2 text fields. At the least, a primary DNS server should be inserted.

The SIP Timers radio button group is used to define the timeouts of the SIP messages retransmission.
® RFC 3261 will apply standard SIP timers described in the corresponding specification.

e High availability will apply SIP timers to shorten the call establishment, registration confirmation and registration failure procedures. This selection
provides more firmness to the SIP connection but increases the network traffic on the QX IP PBX.
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® Custom allows manually defining the Registration Timeout, Registration Failure Timeout, Transaction Duration and Session refresh timeout

SIP timers (in seconds).

SIP Aliases

This page is used to create a list of QX IP PBX's hostnames register
on remote DNS servers. This list will be used to identify SIP
packets received from remote servers where QX IP PBX is
registered with different names.

. Telephony

The Host aliases for SIP page consists of a table where QX IP
PBX's aliases are listed. Add opens the Add Entry page where a
new alias name for QX IP PBX should be defined.

Alias.

TLS Certificates

epygi

The Generate and Install New CA Root Certificate page is used
to define, generate and install a new CA root certificate for SIP TLS
traffic. All fields in this page require root certificate specific
information.

The General Certificate and Install button is used to generate a [ —
new CA root certificate based on the defined data and to install it
on the QX IP PBX. QX IP PBX will get rebooted automatically once
the new certificate is installed. You may download the actual copy
of the certificate from SIP Settings page.

To ensure a secure TLS connection with the QX IP PBX's defined
CA root certificate, both sides should have the same certificate
installed. If the end user is an IP phone, you may activate the TLS
certificate update mechanism from it to obtain the latest certificate
generated by the QX IP PBX. If the end user is a server or other
device, you may download the certificate from the QX IP PBX and
apply it manually on the remote side.

The Download Current CA Root Certificate link is used to
download the actual CA root certificate in a.crt format.

Fig.Il- 167: Host aliases for SIP page

Help.

Generate and Install New CA Root Certificate

Download Current CA Root Certificate

ATTENTION: Afer pressing “Gensrate Ceticate and Instal” ne

Generate Certificate and Install

certcate willbe installed and the system wil rebool]

Advanced Settings

Fig.Il- 168: Generate and Install New CA Root Certificate page

The Advanced Settings page allows you to configure the following settings: Voice Mail Common Settings, RTP Streaming Channels, Gain Control, 3PCC

Settings, RADIUS Client Settings, Dial Timeout and Call Quality Notification.

Voice Mail Common Settings

The Voice Mail Recording Codec page is used to configure the codec for the Voice Mail recording and other settings related to the voicemail to email and

FAX to email sending. It offers the following components:

The Recording Codec drop down list contains the existing codecs for voice mail compression. Changing the Voice Mail recording codec will directly affect

the allocated memory size for users.

Email Subject for voice field is used to when user enables Send new voice messages via e-mail option from his personal Voice Mail Settings. In this

field you may define a flexible subject for all emails sent from the QX IP PBX and
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Besides using static text in the subject line, you may want to use
the predefined tags to combine the needed subject:

o Hostname - the hostname of the QX IP PBX.

o Displayname - the caller's display name. This value is
not displayed for PSTN callers.

o Username - the caller's SIP username. For PBX caller
this is the caller's PBX number, for PSTN callers this is
the caller's PSTN number.

e Full name - the caller's full SIP address (SIP username 6 g image e Fom
and the SIP server). For PBX caller this is the caller's
PBX number, for PSTN callers this is the caller's PSTN =x
number.

e Duration - the voice mail duration.

o Date - the date the voice mail was received.

&, Telephony

Fig.Il- 169: Voice Mail Recording Codec page

To insert the predefined tag to the subject line, you should simply click on the corresponding tag. The following format should be maintained to create a
flexible subject:

Example: Voice mail received from $§[VM_DISPNAME] $[VM_DATE]

In this example, all email subjects will contain a static text "Voice mail received from" following by the display name of the caller and the date voice mail is
received.

FAX to E-mail format drop down list is used to define the format of the FAX document received in the voice mail and to be attached to the email, in case
user has enabled Send new voice messages via e-mail option from his personal Voice Mail Settings. TIFF or PDF formats may be selected here.
RTP Streaming Channels

The RTP Streaming Channels page is used to configure channels where the broadcast RTP streams are transmitted. These channels may be then
configured to be used as hold music (see Manual III - Extension User’s Guide) or any other type of music played to the caller.

The RTP Streaming Channels page consists of a table where RTP
channels are listed.

Add opens the Add Entry page where a new RTP channel can be
added.

Help.

The Add Entry page includes the following text fields: RTP Streaming Channels

The RTP Channel Name text field requires the name or the & Teiepneny ’ ST ol ’ i
number of the RTP channel. e =

Fig.Il- 170: RTP Streaming Channel page

The Port Number text field requires the broadcasting RTP port
number.

epygi

The Description text field requires optional information related to
the RTP streaming channel.

RTP Streaming Channels - Add Entry

© 6o back

. Telephony @channel

7000

HoldMusicchannel

Fig.Il- 171: RTP Streaming Channel - Add Entry page

Gain Control

The Gain Control settings are used to define transmit and receive gains.

The Gain Control page offers Transmit Gain and Receive Gain drop down lists for each line that contains allowed gain values, which can be set up by the
administrator for every line.
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For FXS lines:
Transmit Gain defines the phone speaker volume on the call.

Receive Gain defines the volume of the phone microphone on
the call.

For FXO lines:

Transmit Gain defines the level of voice transmitted from QX IP

Gain Control
PBX to the FXO network.
Receive Gain defines the volume of voice received by QX IP PBX S e P2
from the FXO network. o -

For Voice Mail:

no1 no2
Recording Gain defines the volume of the phone microphone B
upon playing voice mails or system messages.

o3

Playback Gain defines the phone speaker volume upon playing
voice mails or system messages.

For Audio Lines:

Playback Gain: [0 v

Transmit Gain (Line Out) defines the level of voice
transmitted from QX IP PBX to the Audio Line Out port. AudioLnes

Receive Gain (Line In) defines the volume of voice received S s 1
by QX IP PBX from the Audio Line In port.

The Restore Default Gains button restores the default values.

Save

Fig.Il- 172: Gain Control page

3PCC Settings

The 3PCC Settings page is used to adjust the third party call
controlling settings. 3PCC service on the QX IP PBX allows call
controlling applications to remotely initiate and handle calls on
the QX IP PBX and to subscribe for certain event notifications
from the QX IP PBX.

& Telephony

This page consists of the following components:

The Secure Connection checkbox is used enable a secure
encrypted connection between the call controlling application
and the QX IP PBX.

Fig.Il- 173: 3PCC Settings page

Please Note: For successful connection, this option should be set up in the same way on both sides (enabled or disabled on both sides).

The Request Timeout text field requires the timeout (in seconds) during which the QX IP PBX should receive a response to the request from the call
controlling application. If the response is not received during this timeout, QX IP PBX will perform a request dependent default action. For example, if the
call controlling application is configured to handle incoming calls on the QX IP PBX. Once the incoming call occurs, QX IP PBX is trying to transfer the call to
the call controlling application. If the call controlling application does not response within the mentioned timeout, QX IP PBX will answer the call or
perform an action configured for unanswered incoming calls. This setting is dependent on the network conditions therefore consult with your network
administrator before changing the default value.

The read-only Feature Key text field indicates whether the feature key for the 3PCC Support is installed on the system. The system will not accept
connections from 3PCC applications if no key is found. The 3PCC support is an optional feature and can be activated with a feature key from the Feature

Keys page.

The read-only WAN Port text field indicates whether there is a filtering rule specified for the Call Control Access. If a third-party call control application
connects to the QX IP PBX from the WAN interface, a filtering rule for the corresponding host should be created on the Call Control Access page to allow
the application a remote access. Creating a filtering rule is not required if the firewall is not setup on the QX IP PBX. The field shows Opened if there is at
least one enabled filtering rule for the Call Control Access.

RADIUS Client Settings

RADIUS (Remote Authentication Dial In User Service) specifies the RADIUS protocol used for authentication, authorization and accounting, to
differentiate, to secure and to account for the users. The RADIUS Server provides the option for a caller from/through QX IP PBX to pass authentication
and to be able to dial a specific number.
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When a RADIUS client is enabled on the QX IP PBX, and according to the configuration of AAA Required option, the RADIUS server will be used to
authenticate user and/or to account for the call. This can be accomplished by automatic detection of the caller’s number or a customized login prompt
where the caller is expected to enter a username and password.

Transactions between the client and the RADIUS server are authenticated through the use of a shared Secret Key, which is never sent over the network. In
addition, user passwords are encrypted when sent between the client and RADIUS server to eliminate the possibility of a party viewing an unsecured
network where they could determine a user's password. If no response from the RADIUS Server is returned after the Receive Timeout expires, the request
is resent numerous times as defined in the Retry Count list. The client can also forward requests to an alternate server(s) if the primary server is down or
unreachable. An alternate server can be used after a number of failed tries to the primary server.

Once the RADIUS server receives the request, it determines if the sending client is valid. A request from a client that the RADIUS server does not recognize
must be silently discarded. If the client is valid, the RADIUS server consults a database of users to find the user whose name matches the request. The user
entry in the database contains a list of requirements (username, password, etc.) that must be met to give access to the user. If all conditions are met, the
user gets access to the QX IP PBX Network.

The RADIUS Client Settings page contains the Enable RADIUS Client checkbox that enables RADIUS client on the QX IP PBX.

Please Note: The RADIUS Client cannot be disabled if there is at least one route with RADIUS Authentication and Authorization or RADIUS Accounting
values configured in the AAA Required drop down list at the Call Routing Table. In order to be able to disable the RADIUS Client on the QX IP PBX,
appropriate routes should be removed first.

The other RADIUS Client settings are divided into three groups:

1. Registration Settings

The Primary Server requires the IP address of the primary Radius

Server Contol | 39CC Dl Timeout | Coll QulityNotfaton

Help

RADIUS Client Settings

@ Enat S dient

The Secondary Server requires the IP address of the secondary
Radius Server.

NAT Station IP text fields require the NAT PC WAN IP address. If no
NAT Station is specified here, QX IP PBX’s IP address will be sent to
the RADIUS server.

Secret Key is used to insert the secret key between the Radius client
and the server. Contact the Radius server administrator to get the
secret key for your QX IP PBX.

The Confirm Secret Key field is used to verify the secret key. If the
entered Secret Key does not correspond to the one in the Confirm
Secret Key field, the error message “The Secret Key does not match.
Please try again” will appear.

& Teisphony
1521687425

1921687425

ass | L L

Retry Count allows you to select the number of attempts authorized
before canceling the registration.

Receive Timeout allows you to select the timeout (in seconds)
between two attempts to register.

Encoding Type allows you to select the encoding type (PAP or
CHAP) that should be unique on both the client and the server sides
for the establishment of a successful connection. Encoding type

should also be requested from the Radius Server administrator. + BothstarandSop message
The Authorization Port text field requires the port number on the el
RADIUS server where QX IP PBX is to send the authentication S
requests.

The Accounting Port text field requires the port number on the
RADIUS server where QX IP PBX is to send the accounting messages.

Fig.Il- 174: Radius Client Settings page

2. Authentication Settings

The Enable common login for all users in time of by Phone authentication checkbox enables custom settings for the callers who passed an
authorization by phone on the QX IP PBX. This checkbox enables Username and Password text fields to insert the custom settings that will stand instead
of the source caller’s settings when being delivered to the RADIUS server.

The Authentication on Destination RADIUS Server parameters group is used to insert a Username and a Password (followed by the password
confirmation) to pass authentication on the RADIUS Server of the destination QX IP PBX. If these fields are left empty, the original authentication settings
that users enter for authentication will be used.

3. Accounting Settings
The Username field is dedicated for accounting services only. It is used to insert an identification username for accounting purposes. When no username
is specified in this field, the source username will be used for accounting.

The Send Accounting messages manipulation radio buttons group is used to select sending both Start and Stop accounting messages or only Stop
accounting message.
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Dial Timeout

The Dial Timeout Settings page is used to adjust the dialing timeout setting.

The Routing Dial Timeout setting specifies a period of time after
the last dialed digit that the system identifies as a completion of
dialing. If the user does not press any key within the specified
timeout, the system assumes that the dialing is complete and starts
calling the dialed number. Only predefined values included in the
drop-down list can be used for this setting.

The Routing Dial Timeout setting will also be applied to all the
supported IP phones that are auto-configured with the QX IP PBX
and provide the possibility of changing this setting through the
auto-configuration file. The modified value of the setting will take
effect after rebooting the IP phones.

Call Quality Notification
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Dial Timeout Settings

Routing Dial Timeout: [4_¥ |sec

Help

Fig.Il- 175: Dial Plan Settings page

From the Configure Call Quality Event Notification page you may configure event notification policy when the call quality is lower than the allowed

level.

This page consists of a Notify checkbox, which enables the call
quality monitoring mechanism for the corresponding event
notifications, and a Call Quality less than drop down list where the
least satisfactory call quality should be selected. When a call with the
quality less than the level selected here is registered on the QX IP
PBX, an event notification will appear. When the Notify checkbox is
disabled, no Call Quality events will occur on the QX IP PBX.

Please Note: The ways of notification for the Call Quality events
should be configured from the Events page.

QX50/QX200,/QX2000; (SW Version 6.0.x)
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VeiceMai | RTP Sueaming Cha G PCC | RadusClent | Dial

Configure Call Quality Event Notification

Fig.Il- 176: Configure Call Quality Event Notification page

117



: ®
epygl QX50/QX200/QX2000 Manual II: Administrator’s Guide

Firewall Menu
The Firewall menu allows you to configure the following settings:

® Firewall

— Firewall and NAT

— Advanced Firewall Settings o Overview
o Firewall
— IDS Log o Eicuall /NAT  Enble NAT and

Advanced

all, choose the protection level.

Enable device to respond to ping requests,
@ Firewal

e Filtering Rules o DSLog  Intrusion Detection System (IDS) logs. Monitor for suspicious network activity on the WAN port
Fitering Rules

— View All Filtering Rules e View All  List of all defined firewall rules.

Incoming/For

Forward external service or port number to interal IP address and port.

Allow or deny outgoing traffic from LAN to Intemet.

— Incoming Traffic/Port Forwarding

Management Allow management access from speific hosts,

Create the list of hosts having access to the Third Party Call Control interface on this device.

— Outgoing Traffic

Allow or block access to the SIP services on this device.

t of hosts whose access to any services on this device is blocked,

— Management Access

List of hosts having access to all services on this device.

Custom Services

— Call Control Access Custom Services

Define thesenice names assodated with the external ports,
IP Groups

— SIP Access .GIOUDS  Group IP acresses with names (aases) for easie use nftring rules.
SIP IDS

— Blocked IPs

SIPIDS  Enable SIP intrusion detection system (IDS) to help prevent SIP attacks,

— Allowed IPs

EpvaiTechnoloies, LTD

° .
Custom Services Fig.Il- 177: Firewall Menu page

— Service Pool Configuration

® [P Groups

— IP Pool Configuration

® SIP IDS Settings
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Firewall

The Firewall Configuration page allows setting up a firewall, configuring the security level and enabling the NAT and IDS services of QX IP PBX.

A Firewall is a security service configured by the QX IP PBX administrator based on various criteria. The firewall allows or blocks traffic based on policies,
services and/or IP addresses. The firewall has several levels of security policies (low, medium or high). The administrator may add additional service-
based rules. Filtering rules will take effect only if the Firewall has been enabled and are independent from the selected firewall security level.

NAT (Network Address Translation) is used to allow QX IP PBX LAN members to connect to the Internet using QX IP PBX's WAN IP address. The QX IP
PBX/NAT also handles forwarding incoming packets from the WAN to the PCs or devices on QX IP PBX’s LAN.

The IDS (Intrusion Detection System) is a type of firewall, but together with deleting dangerous packets or packets containing intrusion attacks, IDS
generates a log file with information about these dropped packets and the senders responsible for those packets. The log can be viewed on the IDS Log

page and notifications about them can be sent to the user in various ways such as e-mail, flashing LED and display notification.

Firewall and NAT

The Firewall Configuration page offers the following components:

The Enable IDS checkbox selection enables the Intrusion Detection System. The Enable NAT checkbox selection enables Network Address Translation.

The Enable Firewall checkbox selection enables the firewall
security service. The firewall security level has to be selected,
otherwise the firewall cannot be enabled.

The Firewall Security radio buttons are the following:

® Low Security - Everything that is not explicitly forbidden will
be allowed. This security level doesn't block anything by
default. It is recommended if the device is already located
behind another firewall or if every filter has been configured
correctly.

® Medium Security - Traffic originating from the LAN side may
pass and traffic from the WAN side will be blocked by default.
This is the recommended security level.

® High Security - Everything that is not explicitly allowed will
be blocked, including traffic from the LAN side.

Advanced Firewall Settings

Advanced Firewall Settings are used to deny Ping and
Portscanning operations addressed towards the device. With these
features enabled, QX IP PBX will answer with inscrutable messages
to the Ping and Portscanning operations.

Please Note: Operations are available only when the firewall is
enabled from the Firewall and NAT page.

This page offers the following components:

The Ping Stealth checkbox selection prohibits a Ping operation
toward QX IP PBX from its WAN.

The Fool Portscanner checkbox (available only for QX50/QX200)
selection prohibits QX IP PBX portscanning from its WAN. As a
reply to a Portscanning operation, "network unreachable” or "host
unreachable” feedback messages will be sent.

IDS Log

epygi

@ Firewall

Firewall Configuration

@ Enable DS
@ Enable NAT

@ Enable Firewall

Low Security

‘o configure the fiters manually. Ths o ended if this device is already located behind

an that you have configured every filtr correctl. Basic protectio the most common attacks (port scans, flooding, etd) is

still provided vith this policy

Medium Security 1 fric originating from the LAN-side may pass and traffc from the WAN-sice will be blocked per default, This i the recommended policy.

High Securit
o Y verything that is not explicly allowed will be blocked. This includes traffc from the LAN-side. You have to configure the fiters to open up the firewall a5 desired

& Frevan

Fig.Il- 178: Firewall Settings page

Frewall/ NAT osLeg
Advanced Firewall Configuration

Any changes here, forces a restart of the firewall, which might take a few seconds
@ Ping Steatth

Fool Portscanner

Save

Fig.Il- 179: Advanced Firewall Settings page

The IDS logging page (available only for QX50/QX200) contains information about dropped packets and the senders responsible for those packets. IDS
discards dangerous packets or packets including intrusion attacks. It generates a table with the IDS log report. The administrator can be notified about
newly logged entries in various ways (mail, display notification, Flashing LED, sms) depending on the settings in the Event Settings page. To make an IDS
log reporting table, IDS needs to be enabled on the Firewall and NAT page.
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The IDS Logs table is a list of new or read IDS entries and descriptions
referring to them. The table provides a status row that has the value
New if the entry is still unread or it is empty if the entry has already
been read.

Mark All as Read marks all IDS logged entries as read and removes
the New status from the Status row of the IDS entries table.

Delete Log is used to delete all entries from the IDS table.

A detailed log of the selected entry can be seen by clicking on the
Description link of the corresponding entry in the IDS Entries table.

The IDS Logs detailed page has a following preview:

The Issue Detailed Log table is a detailed list of new and read IDS
entries. The table contains a Status row that has the value New if the
entry is still unread or that is empty if the entry has already been read.

Filtering Rules

@ Firewall

[
IDS Logs

s to be the first
Mk all a5 Read!, i

For securt
Mark all 2 Read | Delete Log

Status 4.

New Migosott w

ieving ths log!

tthe cisting e
 this vill NOT BE DONE automtically! Selecting "Mark al a5 Read'willalso disable this warning,
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ntres to old, 5o you can distinguish easily between ‘old and ‘new’ enties

Description

slo0, ) Extension to Internet Butter Overtiow

& Freval

Firewall

ar asences (S0
IDS Logs

Microsoft Windows Media Services (nsiislog.dll) Extension to Internet Information Server (1IS) Buffer Overflow

Fig.Il- 180: IDS Log page

giTname=CAN-2003-0349

Status

Date & Time & Description

Proto: TCP IP192.163.74.135 Port0

Proto: TCP IP192.168.74.135 Port0

Proto: TCP 1P192.168.74.185 Port0

The Filtering Rules page allows you to configure the filters for incoming and outgoing traffic.

Fig.Il- 181: IDS issue detailed preview

To prevent inaccurate configuration, only one rule per service is allowed. The user may use IP groups to include several IP addresses for this rule. Since
the filtering rules specify the operation mode of the firewall, they only take effect if the firewall has been enabled (additionally NAT should be enabled to
use the Port Forwarding function in the Incoming Traffic/Port Forwarding filtering rules). The filtering rules are independent from the security level, so

they will work if enabled, no matter what security level has been selected.

Please Note: Applying firewall rules will prevent the establishment of new connections that violate the rules. Applying rules does not Kkill existing

connections that violate the rule.

Attention: The newly created blocking filtering rules will take effect immediately if there is no any active connection matching to that rule. Otherwise, if
there is an active connection matching to the created blocking rule, please restart the QX IP PBX to make the newly created blocking rule effective
immediately. However, if you are unable to restart the QX IP PBX, you may need to stop an existing active connection to make the newly created blocking
rule effective. Please note, that in this case the blocking rule will take effect only in 3 minutes.

View All Filtering Rules

View All displays all configured filters specified by their State
(enabled or disabled), the selected Service, the set Action (allowed
or blocked), the IP addresses the filters apply to (if Restricted) and
the destination of port forwarding. Since it is read-only, no
modifications are allowed and no functional buttons are available.
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& Firewal

B ircoming/Forwerding

Filtering Rules

View all configured rules. No changes are allowed in this mode!

Filter &

SP Access
Management Access
Incoming Traffc / Port Forwarding

Blocked I List

Blocked I List

Allowed P List

Fitering Rules

Outgaing | Management Access | CallControl Access | | SIP Access

BlockedPs | Allowed Ps.

State Service Action Restricted IP

Forward to IP

Description

Enabled P Allowed Any None

Enabled HTTPS Allowed Any None

Enabled User: QuadrofXs2s6w  Allowed Group: MyPC 17230425380

Disabled All Blocked 172304254 None Blocked by SIP UA. Reason:

Disabled | All Blocked 17230452 None Blocked by SIP UA. Reason:

No Such Line Configured.
Date05-Aug-2014 15:4200

Enabled Al Allowed 19216800716 None

Fig.Il- 182: Filtering Rules page
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Incoming Traffic/Port Forwarding

The Incoming Traffic/Port Forwarding filter is for incoming
traffic. The rules here allow or deny systems on the Internet to
reach the services of QX IP PBX’s LAN. The NAT service should be
enabled on the QX IP PBX to provide the possibility of Port

Fitering Rules

Outgeing  Management Access  Call Control Accesz  SIP Accesz BlockedP:  Allowed s

Filtering Rules

Forwarding in the Incoming/ Forwarding filtering rules. The Port - Ao o deny aces rom he et o senice n your LAN. I you dont hostany snices,for example & webseve o gameserier, you o eed o confgure nyfing ere
Forwarding function will be unavailable if NAT is disabled on the & Firewan ensbi | isable | Add | et | Delete
QX IP PBX. sute e Acton Restricted P Forvard to P Descipion

Fig.Il- 183: Filtering Rules page

Outgoing Traffic

epysi
The Outgoing Traffic filter is for outgoing traffic. The rules here
allow or deny QX IP PBX’s LAN users to reach external services.

Firewall Filtering Rules

Ve Y U

Filtering Rules

Allow or deny access from your LAN to the Internet.

‘ soae | s e [
QuadroFXS26GW

Fig.I-184: Filtering Rules page

Management Access

. epygi
Management Access is used to enable management access to the =2

QX IP PBX from the Internet. A host on the Internet can be allowed
to reach the QX IP PBX.

Fitering Rules

ViewAll | In s SPAces: Blocked P Allowed s

Filtering Rules

Here you can allow hosts from the Internet to reach the Web interface of this device.
1 you are having doubts leave this empty!

@ Firewall
Enable || Disable | add]|Edit|| Delete
State  Service | Action Restricted P Description
Enabled HTTPS Alowed | any

Epyai Technologies, LTD

Fig.Il- 185: Filtering Rules page

Call Control Access

Call Control Access is used to enable the access from the call epysi
controlling application from the Internet to the QX IP PBX. The call Fierng s
controlling applications can be used to remotely initiate and handle : =) i) O (Em=i=) B RS () (e

calls on the QX IP PBX and to subscribe for certain event ) Filtering Rules
notifications from the QX IP PBX.

Here you can allow hosts from the Internet to reach the Call Control inerface on this device, create and manage calls,
I you are having doubts leave this empty!

& Firewal
enavle Disabe | Ada [ £dit | Delete
state Servica Aetion Resticted 1P Description
Enabled Cc socked 1021687425

Epvai Technologies, LTD

Fig.Il- 186: Filtering Rules page
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SIP Access

SIP Access is used to allow or deny the SIP access to or from the
particular SIP servers, SIP hosts or a group of them. The SIP Access
filtering rule may prevent or allow incoming or outgoing SIP calls to
or from specified SIP server(s) or host(s).

Blocked IPs

When Blocked IP List is used, traffic from specific hosts may be
blocked, no matter what services are opened in the other filters. NO
traffic will be allowed to the specified hosts. The Blocked IP List
service has a higher priority if the same host is also listed in the
Allowed IP List table.

Allowed IPs

Allowed IP List allows trusted hosts to reach your network and
vice versa. It is an exception to other rules and only all services may
be allowed for a single host.

& Fireval
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Socked s Alowed ps

ring  Outgaing  Me

Filtering Rules

Allow or deny access to or from SIP servers and other SIP devices in the Internet,
Enable | Disable || Add || Edit | Delete

State  Service | Action RestrictedIP  Description

Enabled sIP Alowed | Any

Evai Technologies, 11D

& Fireval

Fig.Il- 187: Filtering Rules page

ring  Outgaing M

Filtering Rules

This blocks access for special hosts. Traffic to or from these hosts will be blocked in any case!

Enable | Disable || Add || Edit | Delete

Disabled | All Blocked 17230452

te05-Aug-2014 15:4200

& Firewal

Fig.Il- 188: Filtering Rules page

) () (e ) (= Secked s
Filtering Rules

This allows trusted hosts t he Blocked I List, the Blocked IP List has a higher priorit, and the traffc will be blocked!

Enble | Disable || Add || Edit | Delete

State Service Action Restricted IP Description

Enabled Al Alloved 19216800716

Fig.Il- 189: Filtering Rules page

The table displayed on the bottom of this page shows the filters selected above, specified by their State (enabled or disabled), the selected Service, the set
Action (allowed or blocked), the IP addresses the filters apply to (if Restricted) and the destination of port forwarding (Redirect to, in case of Incoming
Traffic/Port Forwarding). With the exception of View All, the table offers the following functional buttons:

® Enable is used to enable the rule. If no records are selected the error message “No record(s) selected” will appear.

® Disable is used to disable the rule. If no records are selected the error message “No record(s) selected” will appear.

® Add opens a filter specific page where new rules may be defined by a Service, an Action, a Restriction to certain IP address(es) or IP groups, and if
adding a rule for Incoming Traffic/Port Forwarding, the destination IP address for Forwarding.

The page to add a rule for Incoming Traffic/Port Forwarding offers the following input options:

Service includes a list of possible services to be configured. All custom services also will be displayed in this list.

Action includes possible actions to setup the rule.

Forward to IP requires the destination IP address where traffic should be transferred to if it comes from the restricted host. The IP address defined in this
field will be ignored for blocked action of the Incoming Traffic/Port Forwarding rule.
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Please Note: It is not allowed to forward incoming packets when the NAT service is disabled on the QX IP PBX.

Port Translation text field is available for “Allowed” action only
and optionally requires the port number that will stand instead of
the original port number when incoming packet is being
forwarded. If this field is left empty, the original port number will
be used when forwarding the packet.

Restriction radio buttons:

® Selecting Any blocks or allows all host IP addresses. This
selection is not present for the Management Access,
Blocked and Allowed IP List rules.

® Selecting Single IP will require the IP address of the allowed
or blocked host.

® Selecting IP/Mask will require the subnet to be allowed or
blocked, specified by an IP address and the Maskbits. The
following are Maskbit examples:
255.0.0.0=/8,
255.255.0.0 = /16,
255.255.255.0 = /24,
255.255.255.255= /32

e Single URL requires the hostname of the allowed or blocked
host.

® Group indicates the user-defined groups that include IP
addresses that should to be allowed or blocked.

The Description field is used to insert an optional description of
the filtering rule.

To Add a Filtering Rule

epygi

& Firewan

Outgeing cal SP Access

Add Filtering Rules - Incoming Traffic / Port Forwarding
@ Gosack

In order to prevent malconfiguration, only one rule per service is allowed! You can use P-groups to include
exceptions to the policy

Filter

Senice TP

Adtion Allowed ¥

Forward to I 192 Lhes |7

Port Translation: 5089

Restriction

single 1

P/Mask:

Group: [MypC ¥

Description:

Eovai Technologies, 11D
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Blocked P:  Allowed s

several IP-addresses for this rule. You should only create rules that are

Fig.Il- 190: Filtering Rules - Page to add a rule for Incoming Traffic

1.  Select the Filtering Rule (Incoming Traffic/Port Forwarding, Outgoing Traffic, Management Access, Call Control Access, SIP Access, Blocked IP
List or Allowed IP List) to add a rule for it. The corresponding Filter table will appear in the same window.

Click Add on the corresponding filtering rules page.

s wN

group.
Insert a Description, if needed.
To add a rule with these parameters, press Save.

® N

To Delete Filtering Rules

Select a service name from the Service list to configure a rule for it. If the list has a default value, do not change the default values.
Select an action from the Action list that is used in the rule. If the list has a default value, do not change the default values.

Enter the IP address in the Forward to IP field if an Incoming Traffic Rule is to be added.
Choose the restriction type by selecting Any, Single IP, IP/Mask or Single URL and enter the required information in the text fields or select a

1.  Select the corresponding Filtering Rule (Incoming Traffic/Port Forwarding, Outgoing Traffic, Management Access, Call Control Access, SIP

Access, Blocked IP List or Allowed IP List).

2. Check one or more checkboxes of the corresponding rules that should be deleted from the rules table.

3.  Pressthe Delete button on the Filtering Rules page.

4. Confirm the deletion by clicking on Yes, or cancel by clicking on No.

Custom Services

Service Pool Configuration

The Service Pool table is a list of all created services and their
parameters. It is used to add new services with the appropriate
settings (protocol type and port range). New services can be used
to add a restriction or permission by defining a new filtering rule
with the following:

Add opens the Add New Service page where new services may be
added.

Edit opens the Edit Service page where the service parameters
(except for the service name) can be modified. This page includes
the same components as the Add New Service page. To operate
with Edit only one record may be selected, otherwise the error
message “One row must be selected” will appear.

QX50/QX200,/QX2000; (SW Version 6.0.x)
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& Frreval

Service Pool Configuration

add | Edit | Delete

Service Proto:

QuadroPs266W T

<ol Port Range

92009200

Fig.Il- 191: Service Pool Configuration page
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The Add page is used to add new services and includes the
following text fields and buttons:

Service Name requires a name for the service that should be
added.

Protocol includes a list of possible protocols to be selected.

Port Range requires a port range for the defined service.

To Delete a Service

& Firewal

Service Pool Configuration - Add
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© o Back
Service Name: (GameZone
Prot T
Port Range:

Min: 2550

Max 2590

1.

2.  Click on the Delete button on the Service Pool Configuration page.
3.  Confirm the deletion by clicking on Yes, or cancel by clicking on No.
IP Groups

IP Pool Configuration

The IP Pool table is the list of all added groups and the members
assigned to these groups. If a group is empty, EMPTY will be
indicated in the Members column. If hidden, group members will still
remain active but HIDDEN will be displayed in the Members column.

The IP Pool Configuration is used to add groups of IP addresses that
have the same restriction criteria. When adding a new filtering rule,
groups may be used instead of several IP addresses. IP Pool
Configuration offers the following components:

View makes hidden groups visible.

Hide makes group members hidden and adds the HIDDEN comment
in the member column.

& Firewail

Fig.Il- 192: Service Pool Configuration - Add Service page

Check one or more checkboxes of the corresponding services that should be deleted from the Service Pool Configuration table.

Help

IP Pool Configuration

ide | add | edit || Delete

Group. Members Description

19216874185 s of MY PC
1921687024

Fig.Il- 193: IP Pool Configuration page

Add opens the Add Group page where a new group may be added. This page consists of the Group Name text field (requiring the group name) and the
Group Description text field (requiring the optional group description), as well as standard Save and Go Back buttons to apply or abort changes.

Edit opens the Edit Group page where the service parameters can be modified. It provides the same components as the Add Group page. To operate with
Edit, only one record may be selected, otherwise the error message “One row must be selected” will appear.

Please Note: Changing a group name will also change the references
to this group, including groups where this group is a member of, and
all affected filter rules (enabled and disabled ones, in all chains).
Deleting a group will also delete any reference to the corresponding
group, including filter-rules and member relations to the other
groups.

Clicking on the Group name will display an IP Pool Group
Configuration page with the Members list for the current group.

QX50/QX200,/QX2000; (SW Version 6.0.x)
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& Frrewall

P Groups

IP Pool Configuration - Add Group
060 8ack
Group Name:

EpygiGroup

Group Description: |Epygi Members

Fig.Il- 194: IP Pool configuration - Add Group page
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The IP Pool Group Configuration page displays a list of all the
added member IP addresses for the selected group. It offers the
following components:

Current Group provides read-only information about the current
group name the members are listed for.

Add opens the Add Member page where a new member may be
added.

Edit opens the Edit Members page where the service parameters
can be modified. This page includes the same components as the Add
Member page. To operate with Edit, only one record may be
selected, otherwise the error message “One row must be selected”
will appear.

The Add Members page provides the following radio buttons:

IPaddress requires the member IP address that is to be added to the
group.

IP Subnet requires the subnet specified by the IP address and the
Maskbits. See above for more information about Maskbits.

URL Address requires the member hostname to be added to the
group.

The User-defined Group includes previously added groups that may
also be added as a member to another group.

Member description text fields can be used to enter an optional
description of the member.

To Add a new Group with Members

To add a group with the given parameters, press Save.

oA wWbNR

assign it to the currently selected group.

® N

To Delete a Member

& Firewall
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1 Groups

IP Pool Group Configuration
Current Group: EpygiGroup
add | edt] | Delete

Member 1P Description

- Group: MyPC - Sales Group

epysi

& Firewall

Fig.Il- 195: IP Pool Group Configuration page

IP Pool Group Configuration - Add Member

Current Group: EpygiGroup

1P Address:
1P Subnet:
© A user-defined Group:

MypC ¥

Member description: Sales Group

Epvai Technoloies 1D

Open the IP Pool Group Configuration page by clicking on the group name.
Select the Add button on the IP Pool Group Configuration page. A page opens where new members may be added to the group.
Enter an IP address for the member in the IP Address text fields, select a IP subnet or IP group from the User defined Group drop down list to

Enter a Member Description in the corresponding text field, if needed.
To add a member with these parameters to the selected group press Save.

Fig.Il- 196: IP Pool Group Configuration - Add Member

Click on the Add button on the IP Pool Configuration page. A page where a new group may be added will appear in the browser window.
Define a group name in the Group Name text field and fill in the Group Description, if needed.

1. Checkone or more checkboxes of the corresponding members that should be deleted from the Members table.

2.  Pressthe Delete button on the IP Pool Group Configuration - Members page.

3. Confirm the deletion by pressing on Yes or cancel the deletion by pressing on No.

To Delete a Group

1. Checkone or more checkboxes of the corresponding groups that should be deleted from the IP Pool Configuration table.

2. Pressthe Delete button on the IP Pool Configuration page.

3. Confirm the deletion by pressing on Yes or cancel the deletion by pressing on No.
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SIP IDS Settings

The SIP IDS Settings page includes the following components:

Enable SIP IDS checkbox selection allows to prevent the SIP
attacks.

System Security Management <o)

The Add the IP address into the Blocked IP list in Firewall
checkbox allows to block SIP attacker’s IP address. SIP attacker’s o
[P address will be blocked by QX IP PBX Firewall and will be & Firevai
added on the Firewall Blocked IP List table. .

@ ensbe s 05
Acions o prform atter th deection:
. Add e P addres o he Bocked s Freval

Waring:For s acon o tke fect the reval shod b enabled
The Discard SIP messages from IP address for checkbox allows
to discard the accumulated SIP messages from the QX IP PBX SIP
cash after defined timeout (default timeout value of “Discard SIP Excsotions
messages from IP address for” service is 32 seconds).

@ Discard SIP messages from IP address for 32 sec

Epygitreats system security with the utmost priority and has taken an active approach to provide users with information and tools to aid in maintaining system security. It s
highly recommended that users of an IP based system need to be familiar with industry best practices to maintain system security.

Limitation of Liability and Remedies. In no event shall Epygi Technologies be liable for any consequential. incidental, direct, indirect, special, punitive or other damages,
induding, without limitation, loss of data, loss of phone calls, loss of business profits, business interruption, loss of business information, or other pecuniary loss, arising out of
the use or inability to se the Quadro,

Fig.Il- 197: SIP IDS Settings page

epygi
The Exceptions link leads to the Exceptions for SIP IDS page PY8
where user can require the trusted IP address(es) that can't be e | GEES | @ : ¥ 105
blocked. s Exceptions for SIP IDS
Add opens the page Exception IP- Add Entry, where a trusted IP
address can be established. ’ add | Delte
& Fromen 1P address

1723000016

Delete removes the selected exceptions from the Exceptions for
SIP IDS table.

Fig.Il- 198: Exceptions for SIP IDS Table
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Network Menu

The Network menu allows you to configure the following settings:

e [P Routing Configuration

— [P Static Routes P—

— IP Policy Routes Overview

— PPTP/L2TP Routes

IP Routing

IP Static Routes  Configure static IP Routes (for forwarding the IP packets from the network to the specified destination. via
spedified IP address).

e DHCP Settings Firewal 1P Policy Routes ~ Configure IP Policy Routes (for

@ nNetwork PPTP/L2TP Routes  Configure PPTP/L2TP Routes (for forwarding the IP packets through the PPTP and L2TP tunnels).

— DHCP Server Status ouor

warding the IP packets from the specified source, via specified IP address).

DHCP Server  Enable the DHCP Server and choose the dynarmic IP address range to assign to dlents
— DHCP Leases DHCP Leases  List of DHCP IP addresses and host names provided by the DHCP Server.
DHCP for VLAN  Configure DHCP Server settings for VLAN interfaces

— DHCP Settings for the VLAN Interface oNs

DNS  Configure service provider DNS settings to resolve DNS addresses.

® DNS Settings DNS Server  Configure DNS services for LAN connected hosts.

Dynamic NS~ Configure Dynarmic DNS (DynDNS) service for mapping a dynamic IP address to a host name,

— DNS Server Settings PPRIPPTP

PPP/PPTP  Configure PPP/PPTP connection basic settings,

- D 1Y% namic DNS Settings Advanced PP Configure PPP/PPTP connection advanced settings.

SNIP

PPP ! PPTP Settin gs Global SNMP  Configure contact details for network management server.

SNMP Trap  Defines the traphost and SNMP protocol version.

— Advanced PPP Settings VAN

VLAN  Configure VLANs on the LAN or WAN and assign TP address to the interface

® SNMP Settings ven

IPSec  Establish VPN connection using Internet Protocol Security (IPSec).

— Global SNMP Settings PPTP/L2TP  Establish VPN connection using Point-To-Paint (PPTP) or Layer 2 Tunneling Protocol (L2TP)

— SNMP Trap Settings

Epyai Techn 1

e VLAN )
Fig.Il- 199: Network Menu page

VPN Configuration
— IPSec Configuration
— PPTP/L2TP Configuration
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IP Routing Configuration

Routing is used to relay information across the Internet from a source to a destination. Along the way, at least one intermediate node is typically
encountered. Routing is different than bridging. The main difference between bridging and routing is that bridging operates at the OSI Data Link Layer
(Level Two Media Access Control Layer) and routing operates at OSI Network Layer (Level Three).

QX IP PBX’s IP Routing service allows you to route IP packets from one destination to another (or to a specified router) through QX IP PBX or a QX IP PBX
VPN.

The IP Routing page is used to make IP Static, IP Policy and PPTP/L2TP routes for IP packets routing. This page consists of three tables. Entries in the
tables are color coded according to the state of the route. For example, yellow indicates disabled routes, green indicates successful routes and red
indicates routes with an error.

IP Static Routes

IP Static Routes are used to forward IP packets from the Network,

where the QX IP PBX is connected, to the specified destination. epygi

P Routing DNS  PPRPPTP  SNMP

TP Policy Routes | PRTR/LZTP Routes

The IP Static Routes table displays all established IP static routes

with their parameters: Target State for the state of the route P Static Routes
(enabled or disabled), Actual State for the state of the route B
connection (up, down or erroneous), Route To for the subnet where . P o Ve A

the incoming packets should be routed to and Via IP Address for the dsabled don 1216800715 1921687515
router IP address where incoming packets should be routed through. @ ek = =2 =l e

Add opens the Add IP Static Route page where a new static route
can be established.

Enable/Disable is used to activate and deactivate a selected
route(s). At least one route should be selected in order to use these
functions, otherwise the following error message will appear: “No
record(s) selected.”

Fig.Il- 200: IP Static Routes table

The Add IP Static Route page offers the following components: epygi
Route To requires the IP address and subnet mask for the mwmﬁ
destination the IP packet should be forwarded to. Add IP Static Route [Fer)
Via IP Address requires the IP address of the subsequent router for Qe
IP packet forwarding to the specified destination. roveto: 2 s 15 |5 ik
Q@ Network
Attention: The rule with the longest subnet (smallest IP range) will v acress o2 oo s s
take effect when having two or more IP Static routing rules with the

coinciding subnets.

Fig.Il- 201: Add IP Static Route page

IP Policy Routes

IP Policy Routes allow IP packets forwarding to the specified router depending on the source IP address as well as defining the priority for the current
routing rule.

The IP Policy Routes table displays all specified IP policy routes
with their parameters: Target State for the state of the route
(enabled or disabled), Actual State for the state of the route
connection (up, down or erroneous), Priority for the route priority,

/o]
€pysl
DHCO  DNS  PRORRTP  SNMP VN WN

PP TP Routes

Route From is where the subnet, routed packets come from and Via IP Policy Routes
IP Address is where the router IP address incoming packets should nave | st Rase piry | Lower oty st | et
be routed through. Target state Actual State Priority Route from Via 1P Address

@ Network

Add opens the Add IP Policy Route page to establish a new policy
route.

Enable and Disable are used to activate or to deactivate the selected
route(s).

Fig.Il- 202: IP Policy Routes table

Raise Priority and Lower Priority are used to increase or decrease the priority of the selected policy route(s) by one. At least one route should be
selected to use these functions, otherwise the error message “No record(s) selected” will appear.
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The Add IP Policy Route page offers the following input options:

Priority requires a numeric value (from 1 to 252) to define the
priority of the routing rule. The lower the number, the sooner the
routing rule will take effect (higher priority).

From requires the packet source IP address and subnet mask of the
specified destination to match with the rule.

Via IP address requires the IP address of the subsequent router for
IP packet forwarding.

PPTP/L2TP Routes

The PPTP/L2TP Routes allow IP packets forwarding through the
PPTP and L2TP tunnels of the QX IP PBX. If PPTP/L2TP connections
do not exist on QX IP PBX, VPN routes cannot be generated.

The PPTP/L2TP Routes table displays all generated VPN routes
with their parameters: Target State for the state of the route
(enabled or disabled), Actual State for the state of the route
connection (up, down or erroneous), Route To for the subnet where
the incoming packets should be routed, Via Tunnel for the VPN
tunnel incoming packets should be routed through and Tunnel State
for the actual state of the route tunnel (up or down).

The Add button opens the Add PPTP/L2TP Route page where a
new VPN route can be generated.

The Add PPTP/L2TP Route page offers the following components:

Route Via contains the available PPTP and L2TP connections on the
QX IP PBX. A connection selected from this list will be used to route
the IP packet from the QX IP PBX’s LAN to the peer behind the
PPTP/L2TP tunnel.

Route To requires the IP address range of the possible peers behind
the PPTP/L2TP tunnel whereto the IP packets should be routed.
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Sy

Add IP Policy Route

© Go Back

@ Network From; 102 s s |aas [/ks

Via I Address:

w2 [ lbs |po

Fig.Il- 203: Add IP Policy Route page

e

PPPPPTP  SNMP  VLAN VPN

i ) [y
Add PPTP/L2TP Route

©GoBack

Route via

PPTP > 10715QX200 ¥
Q@ Metwork
Route to:

as |ass s s s

save

Fig.Il- 204: PPTP/L2TP Routes table

epygi

PPRPPTP  SNMP  VLAN VPN

PPTP/L2TP Routes

Enable | Disable | Add | Edit | Delete

Target State Via Tunnel Tunnel State

ensbies  eroneous 251560016 PPITP-> 107415QX200

@ Metwork

Fig.Il- 205: Add PPTP/L2TP Route page

The Enable and Disable functional buttons are used to activate or to deactivate the selected route(s). At least one route should be selected to use these
functions, otherwise the error message “No record(s) selected” will appear.

DHCP Settings

The DHCP Settings page provides the option of enabling a DHCP server and controlling the QX IP PBX user’s LAN settings. Therefore, QX IP PBX LAN users
will automatically be provided with the following settings using the configured parameters:

® [P addresses

NTP (corresponds to the QX IP PBX’s IP address)

WINS server

Nameserver (corresponds to the QX IP PBX’s IP address)
Domain name

QX50/QX200,/QX2000; (SW Version 6.0.x)
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DHCP Server

The DHCP Settings for the LAN Interface page offers the
following input options:

Enable DHCP Server checkbox activates the DHCP server on QX
IP PBX. With this checkbox enabled, QX IP PBX will be able to
assign dynamic IP addresses to the devices in its LAN.

Give leases only to hosts listed in the static MAC address
binding table checkbox enables the DHCP services only for the
devices listed in the Special Devices table. With this checkbox
selected, no DHCP services will be provided to the other devices.

@ Network
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DHCP Leases  DHCP for VLAN

DHCP Settings for the LAN Interface

@ Enable DHCP Server

Give leases only to hosts listed in the Special devices table,

Dynamic IP Address Range

WANS Server:

DHCP Advanced Settings

Special devices:
Add | Edit| | Delete
Hostname

Aastra67301

YealinkT19

Polycomvv300

from 72 [0 L[

o o o

MAC Address
0008:5d:13bc15
4000296550
00:15:65:54:3e6

0004:12813ecef

20 | o [z [ L

o

Static IP Address

17230450

17230451

17230452

17230453

Host Options Advanced Configuration
"DHCP Advanced settings
DHCP Advanced Settings
DHCP Advanced Settings
DHCP Advanced Setiings

Save

Fig.Il- 206: DHCP Settings page for LAN interface page

IP Address Range defines a range of IP addresses that will be assigned to the QX IP PBX LAN users. The IP range must be at least 6, otherwise the error
message “Address Range too small” will prevent it from being saved. The error message “Address Range too large” will appear if the IP range exceeds the
allowed IP address range defined by subnet mask (it could be up to 508).

WINS Server defines a WINS server IP address for the QX IP PBX LAN users.

DHCP Advanced Settings link leads to the page where the advanced options of the QX IP PBX's DHCP server can be configured.

The Special Devices table on this page allows you to set a static IP address binding on the MAC address of the device in the QX IP PBX’s LAN. When this
table is configured, the devices with defined hostnames and MAC addresses will always get the same LAN IP address from the DHCP server. Otherwise,
devices not listed in this table will get dynamic LAN IP addresses. This table is also displayed in the System Configuration Wizard.

Add functional button opens an Add Host page where a new static
MAC address binding can be defined. The page consists of the
following components:

Hostname text field requires the hostname of the device in the QX
IP PBX’s LAN.

MAC Address text fields require the MAC address of the device in
the QX IP PBX’s LAN.

Static IP Address text fields require a fixed IP address of the
device in the QX IP PBX’s LAN.

Please Note: If you leave this field empty, the device in the QX IP
PBX’s LAN will get the first available IP address from range
defined in the DHCP Settings page (see above).
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PPP)

PPTP SNMP

DHCP Settings for the LAN Interface - Add Host

© Go Back

Hostname

MAC Address |00

Static P Address 172

Save

Rastra6730i

Fig.Il- 207: DHCP Settings for the LAN Interface - Add Host page
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DHCP Advanced Settings

The DHCP Advanced Settings page is used to modify the advanced
options of the DHCP server on the QX IP PBX. This page contains a
table where a list of default DHCP server options is already defined.
More options can be added from this page, as well as settings of the
existing options can be modified. All options in the table on this
page are then sent to the DHCP clients.

e The Authoritative checkbox is used to enable/disable
authoritative mode on the QX IP PBX DHCP server. Disabling
the checkbox is recommended if several DHCP servers are used
on the network and the QX IP PBX should provide network
parameters to IP phones only.

e  The Ping Check checkbox enables checking the availability of
an IP address on the network before providing it to a client. If
this checkbox is selected, the QX IP PBX will first ping an IP
address retrieved from the IP pool and wait for a reply. If no a
reply is received within a timeout specified in the Ping
timeout text field (by default 1 sec), the retrieved IP address
will be provided to the client. If otherwise, a new IP address
will be retrieved from the IP pool and the procedure will be
repeated. If this checkbox is not selected, the QX IP PBX will
provide an IP address immediately when requested.

The following functional buttons are available for managing DHCP
options:

Add opens a page Add Entry page where a new DHCP server option
can be defined. The Add Entry page contains a group of
manipulation radio buttons to select between the predefined DHCP
server options or to define your own DHCP server option:

. Predefined - this selection allows you to select from the
predefined DHCP server options.

The Option Name drop down list contains the most
common DHCP server options.

The Option Value text field requires the value for the
selected option. The type and format of the value inserted in
this field is dependent on the option selected from the
Option Name drop down list.

. Custom - this selection allows you to define a new DHCP
server options. The following parameters are required to be
inserted for a new option:

epysi

Q@ network
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DHCP  DNS  PPPPPTP  SNMP VAN PN

DHCPLeases  DHCP for VLAN

DHCP Advanced Settings

add | Edit || Delete
Option Name Option Value

1723041

255.255.255.0

1723041

0000

NTP servers

1723041

Domain name

Overload tftp server name

DHCP Server Statements
@ Authoritative

@ Ping Check

Ping Timeout(seq) 1

Save

Fig.Il- 208: DHCP Advanced Settings page
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DHCP  DNS  PPPPPTP  SNMP  VIAN

T
DHCP Advanced Settings - Add Entry

DHCP for VLAN

Predefined Options

® Custom Options
Option Code 101

Option Value Type [IP_Address

Option value 172522210

Epvai Technologies, 11D

Fig.Il- 209: DHCP Advanced Settings - Add Entry page

The Option Code text field is used to insert a code of the option. It may have values in a range from 0 to 255.

The Option Value Type drop down list is used to select the type of the option value. It may be an IP address, a boolean or integer value, etc.

The Option Value text field is used to insert the value of an option. Depending on the selected Option Value Type, this field should have the
corresponding value. Warning messages will prevent saving if the value inserted in this field does not correspond to the requirements of the
Option Value Type. If an array should be inserted here, the values should be separated with a comma.

DHCP Leases

The DHCP Leases page includes a list of the leased host addresses that are part of the QX IP PBX’s LAN. For these hosts, QX IP PBX acts as a server
supplying them with a unique IP address. It displays a read-only table describing all the leased IP hosts and their parameters. The table contains the

following columns:

IP address - host [P address, assigned by QX IP PBX.
MAC address - host MAC address, provided by the host itself.

Lease Start - date and time when the leased IP address has been
activated.

Lease End - date and time when the leased IP address has been or
will be deactivated.

Binding State - indicates the state of the DHCP lease.

Hostname - hostname, provided by the host itself.

QX50/QX200,/QX2000; (SW Version 6.0.x)
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DHCP Leases

1P Address MAC address Lease start Lease en "

23 008224511 Tue Aug 03153626 2014 Tue Aug1215:3626 204

172300254 001565269530 Tue Aug 05 153547 2014 TueAugl2153547201  sawe

Fig.I- 210: DHCP Leases page for LAN interface
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DHCP Settings for the VLAN Interface

DHCP Settings for the VLAN Interface is used to establish virtual networks in the QX IP PBX’s LAN or to integrate the QX IP PBX into the corporate
network’s virtual LAN/WAN. DHCP service can be activated both on LAN or WAN interfaces. VLAN is useful in corporate companies to divide large
networks into groups and to have devices like QX IP PBX s and IP phones in each network separated (for example, to separate networks for data and voice
transmission). Priorities may be assigned to the interfaces for packets prioritization.

With VLAN configuration, each virtual network will be characterized with a VLAN ID (tag). Packets addressed to that network will be checked towards the
ID and if the ID number defined in the incoming packets matched the corresponding network’s ID, the packets will be accepted. Otherwise, if the ID does
not match, the packets will be dropped. In the same way, if the QX IP PBX is integrated into the network that uses VLAN technology, outgoing packets
should have the ID number of the corresponding virtual network, for the remote party to accept the packets from the QX IP PBX.

The DHCP Settings for the VLAN Interface page contains a table
with all enabled VLAN interfaces created in VLAN Settings page
(see below) and the corresponding parameters (VLAN ID, IP

DHCP for VIAN

Address Range and WINS Server). This page contains the following T R

components: DHCP Settings for the VLAN Interface @
Enable DHCP Server checkbox activates the DHCP server on QX n”‘:m

IP PBX for VLAN. With this checkbox enabled, QX IP PBX will be ° == Py

able to assign dynamic IP addresses to the devices in its VLAN. - o2 sos0zsa]soansees

Activate functional button is used to activate DHCP service on one m
of the VLAN interfaces in the list. Only one VLAN interface can
have DHCP service activated.

Edit functional button opens a page where the corresponding
VLAN interface can be configured and controlled. This page
contains all the same components as the DHCP Server page does.

Fig.Il- 211: DHCP Settings page for VLAN interface

VLAN Settings link moves to the VLAN Configuration page where
virtual LAN/WAN interfaces may be created.

DNS Settings

The DNS Settings page provides the option of setting up a name
server for the QX IP PBX. It offers the following components:

The Nameserver Assignment radio buttons are as follows:

® The Dynamically by provider selection automatically
configures the assignment of the name server address from @ temork
the provider party. r— i i b

® Fixed Nameserver address is a manually selected name srematveNemeener. 12 [ 1o 12
server. The Nameserver text field requires the IP address
of an external name server. The Alternative Nameserver
text field requires the IP address of the secondary name
server. The Alternative Nameserver is used if the main
name server cannot be accessed.

Fig.Il- 212: DNS Settings page

DNS Server Settings

The DNS Server on the QX IP PBX provides the services to the hosts in the QX IP PBX’s LAN. With this service, QX IP PBX returns the correct IP address to
the requested domain name, so that any device in the LAN can be accessed by its hostname or alternative alias name.

The DNS Server Settings page is used to configure DNS server settings on the QX IP PBX and to define a list of aliases for the devices in the QX IP PBX’s
LAN. This page contains the following components:
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Zone field displays the QX IP PBX’s host domain name as it is
configured in the System Configuartion Wizard.

Time to live (TTL) text field indicates the time (in seconds) during
which the DNS server will keep the resolved names in its cache.
During this time the same address will be resolved from the cache of
the DNS server. When this timeout expires, the requested address
will be resolved newly.

Mail Exchange (MX) text field indicates the mail server’s hostname.
When resolving the email address, the reference will go to the mail
server defined in this field, before being sent out to the external
network. The value in this field will be used in the MX record in the
DNS server on the QX IP PBX.

The table on this page lists aliases for each of the device in the QX IP
PBX’s LAN to be resolves through the DNS server.

Add functional link opens the page Add Host where a list of aliased
can be defined for the certain device in the QX IP PBX’s LAN. The
page contains the following components:

IP Address text fields require the IP address of the device in the QX
IP PBX’s LAN.

Hostname text field requires the hostname of the device in the QX
IP PBX’s LAN.

Alias text fields are used to enter up to 5 alias names by which the
device in the QX IP PBX’s LAN will be resolved.

Dynamic DNS Settings

2dd | [Edit | Delete

1P Address.

172300100

Quppex
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Hostname Alias

fi, hitp telnet

Save

epygi

PRR/PPTP

@60 8ack

Q@ Network

SuMP

Fig.Il- 213: DNS Server Settings page

Fig.I- 214: DNS Server Settings - Add Host page

The Dynamic DNS (DynDNS) is a service that is used to map a dynamic IP address to a host name. This service is used if you are connected to the Internet
with a dynamic IP address (and PPP, DHCP client) and want to allow access from the Internet to a device behind the firewall. For example, if you want to

run your own WEB server.

To enable the DynDNS service on QX IP PBX, you first have to choose a DynDNS provider and register at their website.

The Dynamic DNS Settings page provides
components:

the following

The Enable Dynamic DNS checkbox selection enables the dynamic
DNS service.

The User text field requires the username specified during the
registration at the DynDNS provider.

The Password text field requires the password specified during the
registration at the DynDNS provider.

The Max time between updates text field requires entering the
period between two updates (in hours). The values entered in these
fields should be greater than 24, otherwise the error message
“Update interval times smaller than 24 hours are too small” will
appear. Normally, whenever you set up a connection to the Internet,
the DynDNS is updated at least once in the period indicated in this
field.

The Use predefined service radio button leads to the manual
configuration of the DynDNS service. The selection enables the
following optional settings:

The Service drop down list contains the provider list where the
administrator needs to select the one that it has been subscribed to.

The Host text field requires the name of the host on the Internet.

PPP/PPTP

@ MNetwork

® Use predefined service

Host:
TZ0 Connection Type:
DHS Cloak-Title:

Mail

nge:

ea5DIS Partner

Create custom HTTP GET request
URL

Besic Authentication

NP

The TZO Connection Type text field is used for a special parameter required by the DynDNS provider TZO.

The DHS Cloak-Title text field is used for a special parameter required by the DynDNS provider DHS.

Fig.Il- 215: Dynamic DNS Settings page

The Mail Exchange text field requires the address of the e-mail server where the DynDNS service provider will relay your e-mails.
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Attention: If this service is used, ensure that there is port forwarding configured for SMTP (port 25) to the internal e-mail server.
The easyDNS Partner text field is used for a special parameter required by the DynDNS provider easyDNS.

Selecting the Create Custom HTTP GET Request radio button will switch to the custom settings of the DynDNS service. Normally, the DynDNS provider
uses HTTP get requests to map dynamic IP addresses to host names. If the HTTP receive request is known to you, choose the Create Custom HTTP GET
Request radio button and enter the appropriate value into the URL text field.

The selection enables the following optional settings:

The URL text field requires the complete request to be sent to the DynDNS server. Normally it has the following format:
http://www.server.domain:port/scriptpath/scriptname?param1=value1&param2=value2

The request modifies the nameserver database so that the hostname will be resolved to the new IP address.

The Basic Authentication checkbox enables the encoding of the username and password entered in the text fields above, and then uses the Basic
Authentication method to notify the provider about the user authentication settings.

Most of the DynDNS providers require an authentication for security. Authentication parameters can be provided in the URL text field to be used for the
HTTP get request. The Basic Authentication checkbox can be selected if no authentication parameters to be provided.

PPP/ PPTP Settings

The PPP/PPTP Settings page (available only for QX50/QX200) is used to establish a connection over the DSL link, or any other type of uplink, to the ISP.
A connection is needed to set up and make or receive calls through PPP over Ethernet. The connection may be configured for manual setup or always up.
Once a connection has been established between the QX IP PBX and the provider, QX IP PBX users will be able to make and receive calls at any time.

The PPP/PPTP Settings page offers the following components:
The PPTP Server text fields are only enabled when QX IP PBX is running with the PPTP interface and require the IP address of the PPTP server.

The Encryption drop down list is only enabled when QX IP PBX is running with the PPTP interface and it is used to select the encryption for the traffic
over the PPTP interface.

Authentication Settings require the Username and Password used for the authentication on the ISP server.

Dial Behavior radio buttons enables the following selections:

PPR/PPTP NP

® Dial Manually - if this radio button is activated, a button p—
will be displayed in the main management window that
serves to switch the Internet connection on/off. When
accessing the Internet, every station of the connected LAN
has to connect to QX IP PBX first.

PPP / PPTP Settings e

@ HNetwork
® Always connected - QX IP PBX stays in the always
connected mode. This will allow always being online in the

network.
IP Address Assignment radio buttons are used to define the IP e
address assignment for the PPP interface with the following Dt manaaly
options: Mo coonected

® Dynamic IP Address - the IP address to the PPP interface
will be assigned dynamically by the DHCP server.

® Fixed IP Address - the fixed user defined IP address will be
assigned to the PPP interface.

The Keep Connection alive checkbox enables keeping the
connection alive by sending control packets dedicated for the link
state verification. et

Fig.Il- 216: PPP/PPTP Settings page

Advanced PPP Settings

The Advanced PPP Settings page (available only for QX50/QX200) is used to enable/disable certain parts of the negotiation process during connection
establishment. These settings are available only if QX IP PBX has a PPPoE WAN interface.

Attention: Disabling any of the services below may cause problems when establishing a connection including the complete connection failure. The default
settings should be changed only if the ISP (Internet Service Provider) specifically requires it or if the peer system has problems with one of the services
listed below. More information about these services can be found at: http://www.protocols.com/pbook/ppp.htm.

The Advanced PPP Settings page offers the following group of checkboxes:

Enable automatic PPP restart at checkbox is used to select the time when the PPP connection will automatically be restarted. The checkbox selection
enables LCP echo failures text field that indicates the number of the LCP echo failure packets received before the PPP connection will be considered as
dead and will be restarted.

QX50/QX200,/QX2000; (SW Version 6.0.x) 134


http://www.protocols.com/pbook/ppp.htm�

: ®
@ epygl QX50/QX200/QX2000 Manual II: Administrator’s Guide

Disable CCP (Compression Control Protocol) negotiation - this
option should only be selected if the peer system is not working
properly. For example, if it is not accepting the requests from the
PPPD (Point-to-Point Daemon) for CCP negotiation.

Advanced PPP Settings [ ]

Disable magic number negotiation - with this option, PPPD
cannot detect a looped-back line. This option should only be
selected if the peer is not working properly. @ tetwark

Enable automatic PPP restartat: [0 ¥

Disable protocol field compression negotiation in both the
receive and the transmit direction - with this option, no
protocol field compression will take place.

Disable Van Jacobson style TCP/IP header compression in
both the transmit and the receive direction - with this option,
no negotiation of TCP/IP header compression will take place and
the header will always be sent uncompressed.

Disable the connection-ID compression option in Van
Jacobson style TCP/IP header compression - with this option,
PPPD will not compress the connection-ID byte from Van Jacobson
and will not ask the peer to do so.

Fig.Il- 217: Advanced PPP Settings page

Disable the IPXCP and IPX protocols - this option should only be selected if the peer is not working properly and cannot handle requests from PPPD for
IPXCP negotiation.

SNMP Settings

The Simple Network Management Protocol (SNMP) is an application layer protocol that facilitates the exchange of management information between
network devices and is used by network administrators to manage network performance, find and solve network problems, and plan for network growth.

On QX IP PBX, SNMP agent is running to allow administrators to remotely manage QX IP PBX’s network and the device’s configuration. Remote
administration is being performed by means of special SNMP monitoring programs (SNMP Manager), which can automatically feedback by the certainly
configured actions on some events on the QX IP PBX or remotely modify QX IP PBX’s settings.

SNMP Settings page is divided into two pages: Global SNMP Settings and SNMP Trap Settings. Global SNMP Settings are used to enable the SNMP
agent on the QX IP PBX, to select the SNMP protocol version for communication with the administrating application and to define the community for
administrating application to connect the QX IP PBX.

Global SNMP Settings
Enable SNMP checkbox is used to enable SNMP agent on the QX IP PBX.
System Location text field requires optional information to describe the network where SNMP management is performed.

System Contact text field requires optional information about the
contact person responsible for the SNMP management in the
defined network. Field may indicate the point person’s name,
email address, phone number or other contact information.

Enable SNMP v1 / 2c checkbox is used to enable SNMP v1/2c
protocol version for the messaging between QX IP PBX s SNMP
agent and the administrating application. If this checkbox is not
selected, SNMP v1 will be implied.

SNMP v1 / v2c Read-Only Community text field is used to insert
the community description (public, private, etc.) for the read-only
management (like gathering information (events, statistics, etc.)
about QX IP PBX’s). Field may contain some kind of password
which should be matching both on QX IP PBX and on the s s
administrating application for successful SNMP management.

o
—
Global SNMP Settings =

DHCP  DNS  PPP/PPTP  SNMP VLA

1921687026

@ Network private

Enable SNMP v1 / 2c Read-Write Access checkbox additionally
enables a read-write access on the QX IP PBX for the SNMP
monitoring application. With this checkbox enabled, administrator
will be able to remotely configure the QX IP PBX via SNMP
administrating program.

Fig.Il- 218: Global SNMP Settings page

SNMP v1 / v2c Read-Write Community text field is used to insert the community description (public, private, etc.) for the read-write management (like
gathering information (events, statistics, etc.) about QX IP PBX’s and remotely changing QX IP PBX’s configuration). Field may contain some kind of
password which should be matching both on QX IP PBX and on the administrating application for successful SNMP management.

The Service Restart button restarts the SNMP sub-system on the QX IP PBX. Restarting the SNMP sub-system is recommended if it does not respond to a
SNMP manager's requests.
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SNMP Trap Settings

SNMP Trap Settings page is used to define the traphosts that
should be informed when certain events occur on the QX IP PBX.

For the listed traphosts to be informed about the events on the QX st

IP PBX, Send SNMP Trap action should be configured for the SNMP Trap Settings o
corresponding event(s) from the Events page. PR

SNMP Trap Settings page contains a list of all configured R P 2T e e Sy
traphosts with the referring information. @ terwork

Fig.Il- 219: SNMP Trap Settings page

Add functional button is used to add a new traphost to the table epygi
and opens Add SNMP Traphost page where the new traphost : = e |
might be defined. Page consists of the following components: it shve
Add SNMP Traphost o

Traphost text field requires an IP address or the host name of the
traphost. Administrating application’s host address should be
inserted here.

Traphost: 1921687025
Community: [public

Q@ HNework
SNMP V1 Traps

Community text field requires community description (public,
private, etc.) for the administrating application to accept the
notifications about the certain events on the QX IP PBX. Field may SN2 nfom T
contain some kind of password which should be the same both on
QX IP PBX and on the administrating application for successful
SNMP management.

SNMP 12 Traps

A group of radio buttons is used to select the SNMP protocol LD
version used for events notifications delivered by the QX IP PBX to
the administrating application. Fig.Il- 220:Add SNMP Traphost page

VLAN Configuration

VLAN Settings page lists all existing virtual interfaces created on
the QX IP PBX and allows you to create new interfaces.
Enable and Disable functional buttons are wused to -

. . . Interface Vian ID Priority 1P Address. Subnet Mask State
correspondingly enable and disable the selected virtual L 5 3 i s s
interface(s). @ tework

VLAN Settings

Enable | Dissble | Add | Edit| Delete

Fig.Il- 221: VLAN Settings page

Add functional button opens an Add Entry page where a new
virtual network can be defined. The page consists of the following

PPP/PPTP  SNMP  VLAN VPN

components:
VLAN Settings - Add Entry )
Enable checkbox is used to select whether the corresponding PR
virtual interface will be enabled or disabled after it is created. @ trabie
Interface Type manipulation radio buttons (available only for @ Homork -
QX50/QX200) selection allows to choose whether the virtual wan

interface will be LAN or WAN.

VD [s5|(0.400)

Ppriority ER2

VLAN ID text field requires the virtual network ID. Numeric value
in a range from 0 to 4094 is allowed in this field.

Pagde: 10 1 oo L5

SubnetMask 55 |55 s Lo

Priority drop down list is used to select the priority of packets in
the corresponding interface. Packets with the lower priority (0) —
will be delivered first.

IP Address text field requires the IP address of the virtual
interface.

Subnet Mask text field requires the subnet of the virtual Fig.Il- 222: VLAN Settings - Add Entry page
interface.
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VPN Configuration

A VPN (Virtual Private Network) is established to connect two local networks (intranets) securely over the Internet securely. The VPN routers manage
authentication between servers and clients and handle data encryption for the connection. Only authorized users may access the network and the data
exchange cannot be intercepted.

The VPN Configuration page is not available for QX2000.

VPN connections are, in many ways, like every Internet connection, they are based on IP addresses, which means, the concerned VPN gateways must
authenticate the IP addresses of their respective partner’s VPN gateways. Each time a specific VPN is to be established, usually the same IP addresses are
expected. This will not create problems if both VPN partners have fixed WAN IP addresses. There may be circumstances reasons to prefer dynamically
allocated IP addresses. To enable devices that use a variable IP address as part of a VPN, they are turned into “Road Warriors”. For example, at this point
they are able to reach their corporate network via authentication at the company's VPN gateway device. This VPN gateway device must have a fixed IP
address for Internet access. Every VPN needs at least one VPN gateway with a fixed IP address.

The partner devices of a VPN must have different WAN IP addresses, and if they are connected to local area networks, these LAN’s must have different IP
addresses. As all QX IP PBX devices have the same default IP addresses on delivery, at least one of them must be reconfigured in order to set a new IP
address.

QX IP PBX supports several kinds of VPN connections such as IPSec and PPTP/L2TP.

Attention: It is strongly recommended not to run different types of VPN tunnels between the same endpoints simultaneously.

IPSec Configuration

An IPSec connection includes authentication and encryption to protect data integrity and confidentiality. VPNs are “virtual” in the sense that individuals
can use the public Internet as a means of securely accessing an internal network. Once the IPSec connection is established, users have access to the same
network resources, addresses, and so forth as if they were connected locally. VPNs are “private” because the data is encrypted between two VPN gateways.
Encryption makes it very difficult for anyone to intercept data and capture sensitive information such as passwords. The QX IP PBX can be set up to act as
a VPN router when connected to the Internet with a fixed IP address or as an IPSec connection Road Warrior when using dynamic IP addresses.

Establishing an IPSec connection normally requires the functionality of a VPN gateway on each side of the communication line. An intelligent Internet
access router, for example QX IP PBX, delivers this function but also PCs or workstations may also be equipped with VPN gateway functionality. Home
offices typically prefer dynamically allocated IP addresses.

When QX IP PBX is connected to the Internet with a fixed IP address, it will be set up to act as a VPN gateway. QX IP PBX is then prepared to establish an
IPSec connection with another VPN gateway device, but also allows access to Road Warriors. A notebook /laptop used by a traveling employee could also
be a Road Warrior. Access to their company’s intranet via an I[PSec connection can be obtained regardless of their location.

QX IP PBX can also be set up to act as a Road Warrior. If a home office is connected to the Internet via QX IP PBX with PPPoE (Point-to-Point Protocol) and
dynamic IP addressing, setting up QX IP PBX as a Road Warrior will allow an IPSec connection to the corporate network.

For the encryption and decryption of the data transmitted via the IPSec connection, a key is used. RSA used by QX IP PBX is an asymmetric key system. It
has to be available on both sides of the IPSec connection and will generate a different pair of keys on each side, a private key and a public key. During the
connection establishment, some data is encrypted with the remote party’s public key. They can be decrypting the data with their private key and the data
encrypted there with QX IP PBX’s public key can be decrypted with QX IP PBX’s private key. Since the private key is never transmitted, it stays completely
unknown to everyone, thus the system remains safe. Even if someone gets the public key, decryption cannot be possible without the private key. QX IP
PBX generates such a pair of keys automatically when it is set up. The user cannot see the private key, but must know the public key because their IPSec
connection partner will need it.

Please Note: A pair of keys will always be generated, a public one and a private one. The previously generated pair of keys will become invalid as well as
all existing IPSec connections that use RSA keying.

The IPSec Configuration link refers to the page where IPSec connections can be created and managed.

The IPSec Configuration page consists of two sub-pages: Connection and RSA Key Management.

Connection

The Connection sub-page provides an overview of all existing IPSec connections characterized by their Connection Name, the Remote Gateway (the IP
address or the hostname of the IPSec connection partner), the State of the IPSec connection (Stopped, Connecting, Activated, Waiting or Connected) and
the dedicated Keying Type (the encryption type). The content of the table can be sorted in ascending or descending order by clicking on the header of the
respective column. There is a checkbox for every IPSec connection to select it for further editing.

Start activates the connection establishment of the selected IPSec
connection. The State of the IPSec connection will change into
“Connected” or “Activated” depending on the IPSec connection
type. If no record is selected, the error message “One Record IPSec Configuration m
should be selected” appears.

Connection 854 Key Management

start| stop || Add | £dit | Delet

Attention: It is not recommended to simultaneously start a static I =
and a dynamic connection configured to use the same secret key. A :
dynamic connection may capture the static connection peer and
vice versa, depending on which connection established first.

Remote Gateway state Keying Type

Stop disconnects the selected IPSec connection. The state of the
IPSec connection will change into “Stopped”. If no record is
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selected, the error message “One Record should be selected” will FigIl- 223: [PSec Configuration - Connection Settings page
appear. More than one record may be selected at a time to be
stopped.

Add leads to the Add IPSec Connection wizard where a new IPSec connection can be defined and specified. The wizard provides several pages.

Edit leads to a set of IPSec Connection Properties pages to modify the parameters of the selected IPSec connection. The page includes the same
components as the Add IPSec Connection page. To operate with Edit, only one record may be selected, otherwise an error message “One row must be
selected” appears.

Restart All Active Connections restarts all active IPSec connections. The State of these IPSec connections will turn into Connected or Activated if the
restart procedure has been successfully completed.

The first IPSec Connection Wizard page Add IPSec Connection has the Connection Name text field that requires a new mandatory IPSec connection
name. If the text field is not filled in, the error message otherwise an error will occur “Error: Incorrect connection name” will appear.

Please Note: The input in the Connection Name field should only be in Latin characters, otherwise an error occurs and IPSec connection cannot be
created.

The Peer type drop down list is used to choose the remote
machine type for the IPSec Connection to be established. If the list
does not include the required type of machine, choose Other.

The VPN Network Topology drop down list allows you to select IPSec Configuration Wizard

the location of the peers participating to the VPN connection. The
following options are present in the list: PSec Confiurton Wizrd - Add Comecton

@ Network

© 6o sack

me [to7a4omzzx

® This device<>Peer - direct connection between QX IP PBX
and a peer.

® This device <>[Internet]<>Peer - connection between QX IP
PBX and peer over Internet.

® This device <>NAT<>[Internet]<>Peer - connection between
QX IP PBX and peer over Internet through QX IP PBX
provider’s NAT.

Next

® This device <>[Internet]<>NAT<>Peer - connection between
QX IP PBX and peer over Internet through peer provider’s
NAT.

Epvai Tecnnologies LD

Fig.Il- 224: IPSec Connection Wizard - Add IPSec Connection page

The next page of the wizard is IPSec Keying Properties which is
used to select IPSec connection's security encryption settings. epysi

Auto Keying requires the IKE (Internet Key Exchange) and ESP

(Encapsulated Security payload) settings defined. Encryption and IPSec Configuration Wizard m
Authentication parameters should be defined. e

The Encryption drop down list offers the following standards for : e Kema Fopetes - arsdoiais

selection: -

[ Key Exchange (IKE)

AES (128 61) ¥
sHA v

. Triple DES uses three DES encryptions on a single data
block with three different keys to achieve a higher security
than is available from a single DES pass (block cipher
algorithm with 64-bit blocks and a 56-bit key).

Group 2 (1024 bi) v

ecurity Payload (ESP)
AES (12860) ¥
SHAT v

. AES 128 bit cryptography scheme is a symmetric block
cipher, which encrypts and decrypts 128-bit blocks of data.

Next

° AES 192 bit cryptography scheme is a symmetric block
cipher, which encrypts and decrypts 192-bit blocks of data.

. AES 256 bit cryptography scheme is a symmetric block
cipher, which encrypts and decrypts 256-bit blocks of data.

Fig.Il- 225: IPSec Connection Wizard -IPSec Keying Properties page
The area Authentication offers the following parameters to be selected:
. SHA/SHA1 (Secure Hash Algorithm) is a strong digest algorithm proposed by the US NIST (National Institute of Standards and Technology)

agency as a standard digest algorithm and is used in the Digital Signature standard, FIPS number 186 from NIST. SHA is an improved variant of
MD4 producing a 160-bit hash. SHA and MD5 are the message digest algorithms available in IPSEC.

. MD5 (Message Digest) is a hash algorithm that makes a checksum over the messages. The checksum is sent with the data and enables the receiver
to notice whether the data has been altered.
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The Diffie-Hellman parameter is used to determine the length of the base prime numbers used during the key exchange process. The cryptographic
strength of any key derived depends, in part, on the strength of the Diffie-Hellman group, which is based upon the prime numbers. The higher is the group
bit rate, the better is encryption. If mismatched groups are specified on each peer, negotiation fails.

The third page of the IPSec Connection wizard, Automatic Keying, is used to setup a type of password (Shared Secret) or the RSA public key to secure
your IPSec Connection. The functionality of Perfect Forward Secrecy (PFS) can be added to both. Following ways of automatic keying are available.

® Shared Secret is a type of password consisting of any characters that both of the IPSec Connection partners must know. The authentication will be
done with this shared secret. All encryption functions below will remain concealed.

Please Note: It is also not recommended to start multiple road warrior connections with the Shared Secret automatic keying selected. For multiple
road warriors to be started at the same time, it is recommended to use RSA keying with Local ID and Remote ID fields configured.

® RSA requires the public RSA key of your [PSec Connection partner.

Please Note: System prevents to start a connection with Shared Secret automatic keying selected if there is already a connection with RSA automatic
keying started, and vice versa.

The Local ID requires an IP address, QX IP PBX FQDN (Fully Qualified Domain Name) that is resolved to an IP address, or any @-ed string that is used in
the same way.

Remote ID also requires an IP address, the IPSec Connection partner’s FQDN (Fully Qualified Domain Name) that is resolved to an IP address, or any @-ed
string that is used in the same way.

The Local ID and Remote ID text fields may have the values in

worprzTe
one of the formats presented below:

IPSec Configuration Wizard m
® [P address - example: 10.1.19.32. o

® Host name - example: vpn.epygi.com. This form requires
additional resources to resolve the host name, therefore it is
not recommended to use this format. fee

@ Network

® @FQDN - example: @vpn.epygicom. This form is
considered as a string, and is not being resolved. It is
recommended to use this form for most applications.

Lecald  [@1

® user@FQDN - example: gx@vpn.epygi.com. This form is also
considered as a string, and is not being resolved. It has no
advantages over the previous form.
Please Note: The Local ID and Remote ID values are mandatory
for RSA selection and are optional for Shared Secret selection. Frevous et
However, it is recommended to define the Local ID and Remote
ID values for multiple road-warrior connections.

Remots 10 [@2

Fig.Il- 226: IPSec Connection Wizard - Automatic Keying Settings page

PFS (Perfect Forward Secrecy) is a procedure of system key exchange, which uses a long-term key and generates short-term keys as is required. Thus, an
attacker who acquires the long-term key can neither read previous messages that they may have captured nor read future ones.

Use IPSec Compression enables IPSec data compression. This option is displayed only if the IPSec-VPN partner supports it.

The forth page of the IPSec Connection Wizard contains IPSec

e
Connection Properties which serve to specify the members of IPSec Configuration Wizard [+ ]
the IPSec Connection and to set the basic parameters for o

encryption.

1PSec Connection Properties - 1074401432¢
@ Metwork

A group of radio buttons are used with Dynamic IP/Road
Warrior and Static IP/ Remote Gateway to select if the remote
QX IP PBX (or another VPN gateway device) is connected to the
Internet with a dynamic IP address and is acting as a Road
Warrior, or is connected to the Internet with a fixed IP address
and is acting as a VPN Gateway.

Dynamic I 1 Roagwarrior

® Static P/ Remole Gateway

102 16874 40

If Dynamic IP / RoadWarTior is selected, the Remote Gateway
IP Address text field will automatically generate the value “any”,
to allow access independent from the sending IP address. e | O O

Selecting Static IP / Remote Gateway requires entering the IP
address or the hostname of the remote QX IP PBX (or another
VPN gateway device) in the Remote Gateway text field.

Previous Next

Please Note: The Static IP/ Remote Gateway selection is not
possible if this Gateway is positioned behind NAT, since the IP-
address of the remote gateway is not reachable directly in this
case.

"

Fig.Il- 227: IPSec Connection Wizard -IPSec Connection Properties page
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This device <> Remote Gateway allows access from the local QX IP PBX to the remote VPN gateway (local subnet and remote subnet are not included).
This includes management access. The checkbox is disabled when “This device<>NAT<>[Internet]<>Peer” or “This device<>[Internet]<>NAT<>Peer” the
is selected from the VPN Network Topology drop down list on the first page of the IPSec Connection Wizard.

Local Subnet <> Remote Gateway allows access from all stations connected to the local network to the remote VPN gateway device (local QX IP PBX and
remote subnet are not included). The checkbox is disabled when “This device<>[Internet]<>NAT<>Peer” is selected from the VPN Network Topology
drop down list on the first page of the IPSec Connection Wizard.

This device <> Remote Subnet allows access from the local QX IP PBX to all stations of the remote LAN (local subnet and remote VPN gateway devices
are not included). The checkbox is disabled when “This device<>NAT<>[Internet]<>Peer” is selected from the VPN Network Topology drop down list on
the first page of the IPSec Connection Wizard.

Local Subnet <> Remote Subnet allows access from all stations of the local network to all stations of the remote LAN (VPN gateway devices are not
included). In this case, the local and remote subnet IP addresses and subnet masks have to be entered in the corresponding text fields Local Subnet IP and
Remote Subnet IP.

More than one of the above checkboxes may be selected to specify the desired communication relations.

The Stop Connection if not successful checkbox allows you to stop the IPSec connection attempts if the partner is still unreachable after the timeout
period. If the checkbox is not selected, the system will continue to try to reach the IPSec connection partner.

To Delete/Stop/Start an IPSec Connection

1.  Select one or more checkboxes of the corresponding connections that should to be deleted/stopped/started from the Connections tables.

2. Click on the Delete/Stop/Start button from the table’s menu to perform the corresponding operation for the selected IPSec connection(s).

3. Ifdeleting, confirm it with pressing on Yes. The IPSec connection will be deleted. To abort the deletion and keep the IPSec connection in the list, click
No.

RSA Key Management

The RSA Key Management sub-page is used to see the current RSA key and to generate a new one. This page contains the following components:

The public key is displayed in the RSA Public Key text field so
that the user may inform their IPSec connection partner about it,
for example, via fax.

The user has the option of generating a new pair of keys by
specifying the key length with the corresponding radio buttons
Generate a new 1024bit RSA Key and Generate a new

2048bit RSA Key and then clicking the Generate Button.

IPSec Configuration

A valid RSA key should fit to following requirements:

Connection

RSA Key Management

Email this key to peer:

Q@ Nework

. RSA key doesn't start with "0s"

w1024 bit RSA key.

° RSA key doesn't end with "==" ® G

w 2048 bit RSA key.

. RSA key contains symbols other than Alphanum, +, /,

The Email this to the peer text field requires the mailing
address of the IPSec connection partner. The Send button will
insert QX IP PBX’s public RSA key into an e-mail and send it to
the IPSec connection partner.

Fig.Il- 228: IPSec Configuration - RSA Key Management page

PPTP/L2TP Configuration

PPTP (Point-to-Point Tunneling Protocol) is used to establish a virtual private network (VPN) over the Internet. Remote users can access their corporate
networks via any ISP that supports PPTP on its servers. PPTP encapsulates any type of network protocol (IP, IPX, etc.) and transports it over IP. Therefore,
if IP is the original protocol, IP packets ride as encrypted messages inside PPTP packets running over IP. PPTP is based on point-to-point protocol (PPP)
and the Generic Routing Encapsulation (GRE) protocol. Encryption is performed by Microsoft's Point-to-Point Encryption (MPPE), which is based on RC4.

L2TP (Layer 2 Tunneling Protocol) is a protocol from the IETF, which allows a PPP session to run over the Internet, an ATM, or frame relay network. L2TP
does not include encryption (as does PPTP), but defaults to using IPSec in order to provide virtual private network (VPN) connections from remote users
to the corporate LAN. Derived from Microsoft's Point-to-Point Tunneling Protocol (PPTP) and Cisco's Layer 2 Forwarding (L2F) technology, L2TP
encapsulates PPP frames into IP packets either at the remote user's PC or at an ISP that has an L2TP remote access concentrator (LAC). The LAC transmits
the L2TP packets over the network to the L2TP network server (LNS) at the corporate side. Large carriers also may use L2TP to offer remote POPs to
smaller ISPs. Users at the remote locations dial into the modem pool of an L2TP access concentrator, which forwards the L2TP traffic over the Internet or
private network to the L2TP servers at the ISP side, which then sends them on to the Internet.

For PPTP and L2TP Connections, two parties are required: a Client and a Server. The client is responsible for establishing the connection. The server is
waiting for clients, it is not able to initiate the connection itself.

Attention: L2TP tunnels have no data encryption mechanism.
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The Host Name and a Password specify each side. The client should know the server’s name and password (the QX IP PBX server has no password) and
the server should set the client’s host name and a password. The client and server settings have to match on both sides for successful connection

establishment.

Clients and Servers are identified by their hostnames, which means that only one client can be connected to the server in the same network. Servers also
define the range of IP addresses that are assigned to the Server and Client hosts participating in a connection.

The PPTP/L2TP Configuration link displays a page where a new PPTP and L2TP connection can be configured, as well as PPTP and L2TP server settings

can be adjusted. The page consists of 3 sub-pages.

Connections

The Connections page lists all existing connections are listed,
characterized by their Connection Name, Type of the connection
(PPTP or L2TP), the Client/Server mode, the State of the
connection and the Remote Hostname IP (the IP address or the
hostname of the connection peer). The state of the PPTP and L2TP
Connections, except for the “Stopped” state, is established as a link
that refers to the page where logout information about the
connection status is displayed. Logs can be useful to determine
problems on PPTP or L2TP connections failure.

Add functional button leads to the PPTP/L2TP Connection
Wizard page, where a new connection can be established.

Please Note: After creating a PPTP server connection, PPTP
connections between devices placed on the QX IP PBX LAN
and external devices will no longer be possible. The PPTP pass-
through service for incoming and outgoing traffic will be
automatically disallowed once a PPTP server connection is
created.

The PPTP/L2TP Connection Wizard consists of several pages
and allows you to create a new PPTP or L2TP connection.

The PPTP/L2TP Connection Wizard - Page 1 consists of the
following components:

Connection Name text field requires a connection identification
name. The name of the connection cannot start with a digit symbol,
however it can contain digits further in the name.

Connection Type drop down list allows to select the type of the
connection (PPTP or L2TP).

The PPTP/L2TP Connection Wizard - Page 2 consists of the
following components:

The Peer Name text field requires the connection peer name. If
you are about to create a client connection, then the server’s name
should be defined here. If you are creating a server connection,
then the client’s name should be defined here.

Please Note: When creating a connection with a Windows Server,
ensure that a user with the QX IP PBX’s host name and Dial-in
access exists on the server. When creating a connection with a
Windows Client, ensure that the Peer name specified on this page
matches the Dial-in connection’s username.

Please Note: The input in the Peer Name field should only be in
Latin characters, otherwise an error occurs and no connection can
be created.

The Password text field requires the password for the connection
establishment.

Please Note: These authentication settings should be identically
configured on both peers for the successful connection
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sart | stop | Add | Edt] Delete
Q@ Hetwork Connection Name. Type Client/Server Remote Hast/IP Status
TS5l um Chent 1921687455 Comested
0741503200 Pt Server 1921687425 Connected

Fig.Il- 229: PPTP/L2TP Configuration - Connections page
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Fig.Il- 230: PPTP/L2TP Connection Wizard - Page 1
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Fig.Il- 231: PPTP/L2TP Connection Wizard for PPTP connection- Page 2
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establishment.

The manipulation radio buttons selection on this page allows you
to choose whether the new connection will be a client or a server.
For the Client radio button selection, no further details need to be
provided. For the Server radio button selection, the following
information needs to be provided:

For PPTP connection, the PPTP Server text field requires an IP
address or a host name of the PPTP server. For L2TP connection,
the L2TP Server text fields require an IP address of the L2TP
server.

The Authentication manipulation radio buttons are only present
if the Connection Type selected on the previous page is PPTP.
They are used to select the corresponding authentication protocol
by which the client communicates with the server. The MSCHAPv2
selection enables the Encryption drop down list where the
encryption method can be selected.
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DHCP  DNS  PPPPPTP  SNMP  VIAN VPN

«

PPTP/L2TP Connection Wizard m

©Gosack

L2TP Connection Properties - t074554Li
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Passworg o
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Lopsener 102 |[168 |[74

Fig.Il- 232: PPTP/L2TP Connection Wizard for L2TP connection- Page 2

The Start functional button initiates the selected connection(s). If it is a client connection, then this button initiates a client activity of reaching the server.
The Start option is applicable for multiple connections selected at the same time.

The Stop functional button is used to stop the selected connection(s). Stopping the server connection will disconnect all connected clients and close the
PPTP/L2TP tunnel. The Stop option is applicable for multiple connections selected at the same time.

PPTP Server Configurations

The PPTP Server Configuration page is used to configure the
PPTP server settings and offers the following components:

The PPTP Subnet text fields are used to enter the IP address
range for the PPTP server and clients within the PPTP tunnel. The
value specified for the subnet mask is fixed to 24 to restrict the
possible number of clients for the PPTP connection.

Please Note: The first address specified in the PPTP Subnet will be
assigned to the PPTP server; others will be assigned to the clients.
The PPTP server subnet should be different from the L2TP server
subnet, otherwise a corresponding error message will appear.

The Authentication manipulation radio buttons are used to select
the corresponding authentication protocol by which the client
communicates with the server. The MSCHAPvV2 selection enables
Encryption drop down list where the encryption method can be
selected.

L2TP Server Configuration

The L2TP Server Configuration page is used to configure the
L2TP server settings and provides the following input options:

The L2TP Subnet text fields are used to enter the IP address range
for the L2TP server and clients within the L2TP tunnel. The value
specified for the subnet mask is fixed to 24 to restrict the possible
number of clients for the L2TP connection.

Please Note: The first address specified in the L2TP Subnet will be
assigned to the L2TP server; others will be assigned to the clients.
The L2TP server subnet should be different from the PPTP server
subnet, otherwise a corresponding error message will appear.
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Fig.Il- 233: PPTP Server Configuration page
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Fig.Il- 234: L2TP Server Configuration page
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To Specify an IPSec Connection

Press the Add button on the IPSec Connection Settings page. The IPSec Connection Wizard will appear in the browser window.

Select a VPN Peer Type and assign a name to the IPSec Connection. Press Next to go to the next page of the IPSec Connection wizard.

Enter the remote side IP parameters, check subnets/gateways for the connection, select the NAT traversal option (if needed), and the desired keying

type. Press Next to go to the next page of the IPSec Connection wizard.

4. If the Automatic Keying type has been selected, enter the automatic keying parameters and select the PFS and IPSec compression options (if
needed). If the Manual Keying type has been selected enter the encryption and authentication keys and SPI(s).

5. To specify an IPSec connection with these parameters, press Finish.

whpe

To Manage an RSA key for the IPSec Connection

1. Press the RSA Key Management button on the IPSec Connection Settings page. The IPSec Connection RSA Key will appear in the browser
window.

2. Select the RSA key length and press Generate to generate a new RSA public key. This may take several seconds.

3. Enter a destination e-mail address in the Email this key to peer text field, then press Send to send the new RSA public key.

To Delete/Stop/Start a PPTP/L2TP Connection

1.  Select one or more checkboxes of the corresponding connections that should to be deleted/stopped/started from the Connections tables.

2.  Click on the Delete/Stop/Start button from the table’s menu to perform the corresponding operation for the selected PPTP/L2TP connection(s).

3. Ifdeleting, confirm it with pressing on Yes. The PPTP/L2TP connection will be deleted. To abort the deletion and keep the PPTP/L2TP connection in
the list, click No.
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Status Menu

The Status Menu consists of the following sections:

® System Status

— General Information overview

— Network Status Sett Overview

System Status

— Lines Status terace:

General  Display system host name, uptime duration and firmware release.

Network  View system interface settings and active services.

— Memory Status : Lines  Display configured IP Line, FXS and FXO ports.

Memory  Display avaiable snd allcated system memory
Status
— Hardware Status @' Harduare  Dislay stotus of various nerface ports.

SIP Regi

ation  Display extensions registered to an external SIP server.

— SIP Registration Status

List configured IP lines and the registration status of the IP phone.

License  List the software licenses that are assigned/allocated to specific extensions.

— [P Lines Registration Status Events

System Evenfs ~ View recent system notification messages.
— License Status Event Setlings  Determine the acton to be taken for events.
Call History
) Events ul Calls  Display current list of successful calls originated or received.
d Calls  List of missed (unanswered) calls.
. Unsuccessful Quigoing  Outgoing call attempts that did not complete.
System Events on

Seftings  Download current Call Detail Records or configure the number of call records to save.
— Event Settings CDRArchive  Chronological display of archived Call Detail Records (CDR).

Archiving Settings  Options for archiving call records.

e (Call History Conference History

Confe

Successful, Missed and Unsuccessful Calls -

Unsuccessful Outgoing
Calls

Call History Settings COR settigs
— CDR Archive -

View call records specific to conference calls

View call records of outbound calls originated from a conference bridge,

View call records of unsuccessful outgoing call attempts made from a conference bridge.

Download conference call detail records or configure number of call records to save.

N Show current activity of the LAN (Local Area Network) port

N Current activity of the WAN (Wide Area Network) port

— Archiving Settings

Statistics

Network Transfer ~ Show the activity of LAN or WAN ports over a period of time,

® Conference History
Conference HlStO PSTN Channel Usage ~ Show the activity on the on-board PSTN (FXO, E1/T1 or ISDN) channels over a period of time.

— Conferences

— Successful Calls and Unsuccessful Qutgoing Calls

Fig.Il- 235: Status Menu page
— CDR Settings

e LAN/WAN

— LAN and WAN Interface Statistics

® Statistics

— Network Transfer

— PSTN Channel Usage
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System Status

General Information
The General Information page includes the following information:

® Uptime duration - Period QX IP PBX is running since last
reboot.

System Status

® Device hostname - QX IP PBX device host name. -

. . . . Status - General Information
® Application Software - Software and file system versions

of the QX IP PBX. T Fru——
Devicehostmame: | Q0012
® Language Pack - this field is present only when the Applcation Software: 5524 - elease
custom language pack is uploaded and it indicates the @ status LngusgePack |t asy -2
version.

Fig.Il- 236: Status - General Information page

Network Status

The Network Status page includes the following information
about Interfaces:

epysi

Interface Name lists the Network interfaces available on the QX
IP PBX (LAN, WAN and a number of PPPs, depending on the Status - Network Status
number of active PPP connections).

Interface name 1P address Subnet Mask. Properties Monitor Service Name | Status

WAN 1921687412 2552552550 | MAC: 00-F0-00-F0-60

IP Address lists the [P addresses corresponding to each
network interface. @ status

LN 1723041 2552552550  MAC 00-F0-00-F0-80-60

Default Gateway: 192168745

DNS Server: 192168011

Subnet Mask lists the subnet masks corresponding to each Aemative NS Server 192165012
network interface.

Properties will list either the MAC address corresponding to
each network interface on the QX IP PBX.

Monitor includes links to survey LAN, VLAN, WAN (For
QX50/QX200) and PPP (for QX50/QX200) traffic
correspondingly. The selection of these links will open the LAN
and WAN Interface Statistics page with a table of network traffic
statistics on the following selected interfaces:

Fig.Il- 237: Status - Network Status page

® Received Bytes ® Transmitted Bytes

® Received Packets ® Transmitted Packets

® Received Errors ® Transmitted Errors

® Received Drop Errors ® Transmitted Drop Errors

® Received Overrun Errors ® Transmitted Carrier
Errors

® Received MultiCast Packets
® Transmitted Collisions

When opening the corresponding interface statistics window, no traffic values are displayed at first. After opening the window, the tables will serve as a
counter and traffic statistics will be updated every minute.

DNS Server, Alternative DNS Server and Default Gateway - these display the QX IP PBX settings corresponding to what has been configured with the
System Configuration Wizard.

Services (NTP Server and Client, DHCP Server and Client, DNS, Firewall, NAT, PPP ) statuses: shows if they have stopped or if they are still running.

Lines Status

The Status - Lines Status page shows the current status of each of the FXS, IP and FXO lines or shared FXO/ISDN/E1T1 lines including details of the
attached extension. Since only one line of information can be displayed at a time, the Line, IP Line and FXO line, ISDN or E1/T1 Trunk functional buttons
are used to navigate through the information regarding other lines.

The Lines Status table displayed for FXS and IP lines includes a group of static and dynamic parameters. Static parameters are always displayed. Dynamic
parameters only appear when an event takes place on the extension.
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Static Parameters:

Extension shows the extension number of the selected telephone line. —T—T1 1=
Status - Lines Status =
Display Name shows the corresponding name.

Phone State may have the value On Hook or Off Hook. For IP Line Status,
this field may additionally have Not Configured and Temporary Offline
values.

Wl status.

Number of Active Calls shows the number of calls that are currently
present on the phone.

Dynamic Parameters:

Call State shows the current state of the extension (in voice mail, in call,
waiting, busy, call out, ring in, etc.).

Caller Party appears when a call is received and indicates the caller
extension and the IP address or a phone number, depending on type of
call.

Called Party appears when a call is placed and indicates the destination
extension and the IP address or a phone number, depending on type of
call.

Call Type shows whether the call is Internal or External and whether itis
a PSTN call, PBX call or IP call.

Fig.II- 238: Status - Lines Status page
Call Start Time shows the call start date and time.

Call Duration shows the current call duration.

RX Codec shows the codec used to encrypt the incoming packets. TX Codec shows the codec used to encrypt the outgoing packets. If RX and TX codecs are
the same, only one Codec field will be displayed.

For IP Line Status, the following dynamical parameters appear on this page:
Username shows the IP phone’s client name registered on the QX IP PBX.
Last Registered shows the date and time, the corresponding IP phone has been last registered on the QX IP PBX.
Expires In shows when the last registration of the IP phone will expire.
Binding IP Address shows the IP address of the IP phone within the QX IP PBX’s LAN network.
The list of supplementary services provides the following additional status information for each telephone line: Enabled or Disabled.

For Incoming and Outgoing Call Blocking, Speed Calling, Hiding Caller Info, Voice Mailbox and Group List services, the number of Entries will be
displayed in the corresponding service table. For Voice Mail Service, the voice mailbox configuration mode is displayed here.

This allows administrator to view the status and to be notified about services running on QX IP PBX for every line. The services are designed as links that
guide the administrator to the corresponding service page of the selected user.

The Line Status for any shared ISDN Trunks on the QX IP PBX displays the state of the B1 and B2 channels and the information about the active calls on
them. This page includes a group of static and dynamic parameters. Static parameters are always displayed. Dynamic parameters appear only when an
event takes place on the channel.

Static Parameters:

® B channel - the state of the channel (enabled or disabled)

® State - the current state of the channel (free, busy or N/A)

Dynamic Parameters:
® (Caller Party - this parameter appears when a call is received and indicates the caller address
® (Called Party - this parameter appears when a call is placed and indicates the destination address
e (Call Duration - current call duration (in seconds)

The Line Status for shared E1/T1 Trunk displays the list of available timeslots (in E1 mode, 30 active timeslots both for CAS and CCS signaling types; in
T1 mode, 24 timeslots for CAS signaling and 23 timeslots for CCS signaling type) and their settings (Route Incoming Call to, Allowed Call Type and
Timeslot State). When Timeslot is in the call, information about call direction (incoming or outgoing), Caller Party, Called Party and Call Duration is
displayed.
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Memory Status

The Memory Status page includes tables with the available User Space
information for each extension. These tables display the space used by the
voice mailbox and uploaded/recorded system greetings. It shows the free
and total space (counted in minutes/seconds) for every extension. This
page includes the following information:

Memory Size shows total memory space (counted in minutes/seconds)
available on the QX IP PBX and assigned to all extensions.

The table’s links lead the administrator to the extension settings page
where User Space may be altered.

The System Memory row indicates the space occupied by the universal
extension recordings. Link refers to the Upload Universal Extension
Recordings page where universal extension system messages may be
uploaded.

Call History shows the current number of calls with recorded statistic
entries.

CDR Archive field displays the total and used size of archived call
statistics of Archiving Settings and links to it.

The Conference Memory Status shows total memory space (counted in

@ status
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Status - Memory Status

Memory size 11 day 11 hour 5 min 42 sec

pace for Extension Voice Malbox System Messages Free Space

0sec osec 2hour 45 min3 sec

0sec 2nin15sec 226 hour 38 min 3 sec

1003 osec

minutes/seconds) available on the QX IP PBX. The table's links lead the

@
=
us

500 Recording 5o

21 hour 4 min 30 sec 14 5ec

21 hour 56 min 15 sec. 2min 37 sec

2hour 45 min 3 sec

1 0ay3 hour 30 min 34 sec

6 day 0 hour 8 min 49 sec

administrator to the Conferences Management page where Total Space
for the corresponding conference extension may be altered.

Hardware Status

The Hardware Status table displays a list of the hardware devices and
parts present and currently available on the QX IP PBX. The hardware
device version number and additional comments about its state are
indicated here.

QX50/QX200,/QX2000; (SW Version 6.0.x)

Cal Statistcs: 186 records

Cal statisics o

Total366852 KB Used1344 KB

Recorded Conferences System Messages Free Space Total Space:

n2tsec

2 min 10 sec 3 day 4 hour 23 min 14 sec

3day 5 hour 1 min 35 sec

@ staws

Fig.Il- 239: Status - Memory Status page

Genersl Network SP Regitiation P Lines Registraton

Status - Hardware Status

LAN Ethernet [10/100 Mbps | Linkis up (100Mb/s . full duplex )

WAN Ethernet | 10/100/1000 Mbps | Link s up ( 100Mbys, full duplex )
5D Card

Mounted Model: SUO4G, Capac:

XS 2ports Available

X0 4ports

RAM memory | 43353 Mo

Fig.Il- 240: Status -Hardware Status page
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SIP Registration Status

The SIP Registration Status is a table displaying the SIP registration
information of the QX IP PBX extensions.

The table contains a list of all the registered extensions of the QX IP PBX,
SIP registration name for each extension, addresses of SIP servers where

they are registered (if applicable), whether or not it is registered for each Status - SIP Registration Status m
extension, and the registration date and time. By clicking on the row
heading, the table will be sorted by the selected column. When sorting gt en s severs
(ascending or descending), arrows will be displayed next to the column e e
. n 742500 192166.0209 Ves
heading. @ sous W s e ve
. L s . jii) WG| 192166029 Ves
The links inside the table will link you to the Extensions Management page = [T p——
where the SIP registration settings may be altered. [ e
556 556 1921660209 Ves
The Detected Connection Type field displays the connection type QX IP L el

2 WS 1921660209 Ves (6-ALg-2L4 119048

PBX currently is acting in (direct connection or behind NAT). If QX IP PBX
is acting behind NAT, the NAT machine IP address is also displayed.

Fig.Il- 241: Status -SIP Registration Status page

The SIP Tunnels to Slave Devices and SIP Tunnels to Master Devices tables list the SIP tunnels between local and the remote QX IP PBX s (see SIP
Tunnel Settings). The SIP Tunnels to Slave Devices table lists those tunnels where local QX IP PBX acts as a master. The SIP Tunnels to Master Devices
table lists those tunnels where local QX IP PBX acts as a slave.

IP Lines Registration Status

The IP Lines Registration Status displays a table with the IP Lines
registration information on the QX IP PBX.

The table lists the IP lines and remote extensions registered on the QX IP
PBX. The table indicates the actual IP addresses of the remote devices, the
usernames by which the devices have been registered on the QX IP PBX, as
well as the registration status information. Blne2

Gl Status
Subscription Count field indicates used and allowed number of e
subscriptions for all IP phones registered on the QX IP PBX. Subscriptions
are events originated by IP phones when watching other extensions on the
QX IP PBX and when monitoring voice mailbox for new received voice
mails.

Help

Registered Binding IP Address

1:4300

11000
LF /MWL Tota: 073 /3

Fig.Il- 242: Status -IP Lines Registration Status page

When the allowed number of subscriptions is reached, no new subscriptions are possible. Typically the number of subscription should be keep reasonably
below the maximum allowed number, to avoid losing subscriptions. Thus, in case the actual subscription number is close to the limit, configuration of IP
phones should be adjusted to decrease the number of total subscriptions on the QX IP PBX.

Used Subscription Distribution field indicates IP phone's subscriptions distribution among BLF (Busy Lamp Field) subscriptions, which are used for
watching extensions on IP phones, and MWI (Message Waiting Indication) subscriptions, which are used for voice mailbox status indication on the phone.

License Status

The License Status page displays a table with all available licenses on the
QX IP PBX and the corresponding settings for each license. (Currently only
iQall and DCC Pro/Basic Level license statuses are displayed.)

General  Network ry  Hardware | SPReg

Help.

This page includes the following information: Status - License Status

Type indicates the type of the license available on the QX IP PBX. s nermaden

103, 104, 105, 106, 107, 108, 109, 110

Count indicates the number of the corresponding licenses available on the
QX IP PBX.

@ status

In Use indicates the number of used licensed from the total available
licenses.

Extension lists the extensions that are using the corresponding license.
Links in this column move to the corresponding service configuration page
for the extension.

Fig.Il- 243: Status -License Status page
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Events

System Events

The System Events page lists information about system events that have occurred on QX IP PBX. When a new event takes place, a record is added to the
System Event table. For failure events (priority 2 and 3, see below), the warning “Please check your pending events!” will appear at the upper-right corner
of all management pages.

The system events and the warning message are visible only for the administrator. The warning link, (which leads directly to the System Events page)
will disappear from the management pages if the administrator has marked all new events as “read”.

The System Events table is the list of new and read system events.
System events have corresponding coloring depending on the
nature of the event: success (priority 1, color green), low
importance failure (priority 2, color yellow), critical failure (priority

New  TueAug5164109 2014 sre

55 Time/Date

DC power cable cied

detailed log for each event that has occurred.

New  TueAug51639:102014 DCPOWERCABLE

New  TueAug5163504 014 SYSTEM reboot the device hs been successully strted afterreboct

3 color FEd)' System Events -
The table shows the Status of the event (new or read) as well as the (i e ]
name of the application the event refers to, event description, and Seue| Doy | Prey| drloten | ene - e v CD
the date when the event was received. For example, if the event was @ s O T in e o e st s s bk
caused by the IDS service, the Check IDS link (available only for e et S P e R e et o
QX50/QX200) appears in the reference row that will lead to the IDS Nev Wesmgsosan 1 s it st
Log page, or if the event has occurred due to incorrect mail sending T T T S
or SIP registration, the corresponding links will be seen in the e R e e
Reference column of the table. The administrator can view the Mo Temgsiennma 1 Fy——
N
s

The System Events page offers the following components: = T =

New TueAugSi6asioois 2 DCPOWERCABLE _ disconnected DC power cable s disconnected

. . . New  TueAugSi63kds20ls 3 SYSTEM reboot the device has been successfully started afer reboot

Current System Time displays the local date and time on QX IP = e § B S
PBX :; :i::;\‘:;:z:i ; :Nﬁrv :;:::":L;"q i:s:.vl\:;::::;e set. Reason: None of the servers Time / Date
Mark all as read marks newly occurred events as “read”. - e ——
] ) ) ] N miasiumems 3w B ] ol
Reset LED switches off the flashing LED (if applicable) on the board. [T T Solsamic
An LED notification may appear (depending on the notification type — ==
given) in the Event Settings page when a new event occurs. T e e T = Lyl Solis
N ka3 e by vanig st
N riagiuzoms 3w e e Gl

Numerous circumstances may cause a certain application on QX IP
PBX to flag an event.

Fig.Il- 244: System Events list

Event Settings

The Event Settings page lists all possible events on the QX IP PBX

. ope . . Event Settings
and allows controlling notification (action) when an event takes

car

SYSTEM

place. pe ==
Each entry in the events’ table has a checkbox assigned to each row. — ] 2
By selecting the corresponding checkboxes, operations such as Edit st :

.

B

may be done for one or more events.

oop
AL

Edit opens the Edit Event Settings page to modify the event action. e

e

SSTEM

PNPPPHONES

PNPIPPHONES

Fig.Il- 245: Event Settings page
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The Edit Event Settings page offers the following input options:

Application displays the application the event refers to. Multiple is
shown here if more than one event has been selected for the action
assignment.

System events

Application: SYSTEM

Name displays the name of the event. Multiple is shown here if
more than one event has been selected for the action assignment.

@ status

Description displays additional information about the event.
Multiple is shown here if more than one event has been selected for @ sesws
the action assignment.

Action offers radio buttons to choose one of the actions to notify the
QX IP PBX administrator when an event(s) takes place. The
following actions can be available: e

Fig.Il- 246: Edit Event Settings page

e Display Notification - A notification link will be displayed on the bottom of all pages and a record is added into the Events table. The notification is
executed as a link “Please Check your pending events!”. The link leads to the System Events page. This action also will take place if Flash LED or Send
Mail has been selected, even if not specifically selected.

® Flash LED (available only for QX50/QX200) - The flash LED (ORANGE) will blink every second and a notification will be displayed on the bottom of
all pages. For some events the LED will start flashing after a delay.

® Send Mail - an e-mail notification about the new event on the QX IP PBX will be sent to the e-mail address specified in the Mail Settings page.
® Send SNMP Trap - SNMP notification will be sent to the traphost(s) listed in the SNMP Trap Settings table (see SNMP Trap Settings).

® Send SMS - SMS notification about the new event on the QX IP PBX will be sent to the mobile phone specified in the SMS Settings page.
Actions that are not allowed for the selected event (like mail notification if the PPP link is down or the mail server has been configured improperly) are
hidden. For multiple events editing, actions that are not appropriate for least one of the selected events will also be hidden.

Please Note: In case of an IDS (Intrusion Detection System) intrusion alert, only the first possible intrusion in each 10 minute period will initiate an event.
This helps to avoid flooding the System Events table, and flooding the user with various intrusion alerts that result from each possible Denial of Service
attack. When these events are displayed in the System Events table, the user can receive detailed information about the intrusions through a link to the
IDS log list.

If QX IP PBX cannot receive an IP address from the DHCP or PPP servers, or cannot register an extension on the SIP or Routing servers, or cannot reach an
NTP server, it raises only one event for the entire period the action has failed, but will continue to try. When the required action is successful QX IP PBX
raises an appropriate message.

To Assign an Action to the Event

1. Select the checkbox of one or more events to assign an action to them.

2. Pressthe Edit button. The Edit Event Settings page appears.

3. Select an action type from the Action radio buttons to notify the administrator about the event.
4. Press the Save button to submit the changes or use Go Back button to abort the selected action.

Call History

The Call History page provides information on Successful, Missed, Unsuccessful Outgoing Calls, Call History Settings, CDR Archive and Archiving Settings.
Call History allows the collecting of call events on the QX IP PBX with their parameters and to search them by various criteria. The selected number of
statistics entries will be displayed in the Call History tables.

The Call History page reports successful, non-successful and missed incoming/ outgoing calls and shows the Call History settings. Only administrator is
allowed to enable or disable the call statistic services.
Successful, Missed and Unsuccessful Calls

The Successful Calls, Missed Calls and Unsuccessful Outgoing Calls pages lists successful, missed and unsuccessful incoming and outgoing calls and
their parameters (Call Start Time, Call Duration, Calling Phone and Called Phone). Each column heading in the tables is created as a link. By clicking on the
column heading, the table will be sorted by the selected column. Upon sorting (ascending, descending) arrows will be displayed close to the column
heading.
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The Number of Records displays the current number of statistics
entries in the table. For successful calls, Total Duration,
Maximum Duration, Average Duration and Minimum Duration
statistics are displayed on top of the table.

The Call History: Successful Calls, Missed Calls and
Unsuccessful Outgoing Calls pages consist of the general
information on successful, missed and unsuccessful calls, search
fields and the calls table. The Filter button performs searching
within the statistics tables. The search may be done with several
criteria at the same time.

The following search criteria are available:

® The text fields From and To are used for the search by Call
Start Time. The data must be entered in the format dd-mm-
yyyy hh:mm:ss. The time criteria are optional, if it is not
needed, leave the text fields empty. The From field must
indicate an earlier date and time from that which is indicated
in the To field. Otherwise the error message "Minimal date
should be less than maximal date" prevents filtering and
searching.

® The From and To drop down lists offer a search by the Call
Duration, specified by the list of values. The field From must
indicate a shorter duration than the field To. Otherwise the
error message "Minimal duration should be less than maximal
duration" prevents statistics filtering.

® The text fields Calling Phone and Called Phone require the
calling and called party's SIP address, extension number or
PSTN number as search criterion. Wildcard symbols are
allowed here.

@ stas

Call History - Successful Calls
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Number of Records Total Duration

From: 05-Aug 2014 From:

To: 06-ug-2014 To:

dd-Month-yyyy hh:mm:ss

Call Start Time &

2014 122019

06-Augr2014 121813 5sec

06-Aug-2014 12:1419 6sec

06-Aug-2014 12:1254 135ec

Calling Phone:

VI192168.74.126]1-"Grandstream GXPL40O" 103

Called Phone:

Called Phone Details

PSTNGW[192.16874.12617-41164

Download Call Detail Recorc

Previous 11213 MNext

Fig.Il- 247: Call History - Successful Calls page

The Call History: Successful Calls, Missed Calls and Unsuccessful Outgoing Calls tables are lists of successful, missed and unsuccessful incoming and
outgoing calls and their parameters (Call Start Time, Call Duration, Call destinations). Each column heading in the tables is a link. By clicking on the column
heading, the table will be sorted by the selected column. Upon sorting (ascending or descending), arrows will be displayed close to the column heading.

The Details column (available for the administrator) is only present in Successful Calls table and provides the following information:

®  Brief information about the call quality, voice codec used to receive and transmit packets and the close call reason. The close call reason appears
to provide more information about the call termination reason which can be a network problem, termination by one of the call parties, voice
mail service activation, etc. Clicking on the details information will open the RTP Statistics page where all RTP parameters of established call are

provided.

®  Authenticated By information details the callers that passed an authentication on the QX IP PBX as configured in the Local AAA Table.

® Information about FAX statistics for the calls that have a FAX transmission handled. It only appears when there was a FAX transmission during

the call. Clicking on the FAX details link in the Details column will move to the FAX Statistics page.

The Call Detail column is present only in the Unsuccessful Calls table and indicates the reason why the call was unsuccessful.

The Filter performs a search procedure by the selected criteria. The search may be done with several criteria at the same time.

The Records per page are used to select the number of displayed statistic records per page. The Previous and Next can be utilized to switch between

these pages.

The Download Call Detail Records links are available below for all Call History tables (for administrator's access only) and allows you to download the

displayed Call History in a text file.

Call History Settings

The CDR Settings page offers the following input options:

The Enable Call Reporting checkbox enables Call History reporting. The selected number of statistics entries will be displayed in the Call History tables.
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The Maximal Number of Displayed Call Records drop down lists
are used to select the number of Successful, Missed and
Unsuccessful Outgoing statistics entries to be displayed in the call ity

corresponding Call History tables. If the record numbers exceed st (e et 1 (S

the numbers specified in these drop down lists, the oldest record Call History - Settings @
will be removed.

@ Enable Call Reporting

The Download All Call Detail Records link is used to download Hemltume Offuccesu Gllfecergs 10000 ¥
. . . . . w . . Maximal Number Of Missed Call Records: 10000 ¥
the entire displayed statistics in a file that can be viewed with a

Maximal Number Of Unsuccessful Call Records: 10000 ¥

simple text editor. This type of Call History file is easy-to-read and | ™ *™ N

can be displayed in a spreadsheet. D::::\:ZHAH (:u D:(:\ R:::ﬂ: in CSV format
The Download All Call Detail Records (CSV format) link is used .

to download the entire displayed statistics in CSV (Comma- save

Separated Values) formatted file.

. . Fig.II- 248: Call History - CDR Settings page
The Clear all Records button is used to clear all statistics records.

When the number of Call History entries exceeds the numbers specified in the CDR Settings page, the oldest entries are being automatically deleted. In
order to keep the Call History entries safe, QX IP PBX allows you to configure the Archiving Settings service of the Call History.

CDR Archive

In the table on this page all available Call History archived files are listed.

The Archive Record field shows the time when the Call History
was archived.

The [csv] and [log] links in this field allows you to download the
archived Call History file to the PC in a Comma Separated Values Call Statistics Archive o
(.csv) or Tab Delimited Text (.log) file formats and opens the file-
chooser window where the saving location can be specified.

Deete

Archive Record & Number of Gall Records. External Backup Status

@ status 10-Jul-2014-01.01-55 [csv] [log | 0 success

The Number of Call Records field shows the number of records in R, =

particular Call History archive file. DT A g

The External Backup Status shows the status of the backup. 08204163846 L Lo = s
The following functional buttons are available on this page: 014155504 s loa)

08-Jul-2014-15-48-04 [esv 1 [loa | a2 success

700407440 L ) w0

. Delete removes the selected record(s) from the system 0201402559 Ll o) o

and Call Statistics Archive table. L6 0142035 Lo ot s s

16-Jun-2014-19-13-55 [csv] [log] 3000 .

Total 20 Total 21612

° The Clear all Records button is used to clear all
statistics records.

Clear all Records

Fig.Il- 249: Call History - CDR Archive page
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Archiving Settings

The Archiving Settings page is used to configure the automatic
archiving of the Call History.

ccessful Calle Miszed Cale

el Outgeing Cale  CDRSatting: DR Archiv

Call History - Archiving Settings L)
The Percentage of Total Memory used for Archive drop-down

list is used to select the internal memory space (in percents) that
can be used for storing the archived Call History. When the
required memory exceeds the size entered, the oldest entries are
being automatically deleted.

[l Status

Call Records Count: (10000 ¥

The Enable Call Detail Records Archive Collection checkbox
enables automatic downloading mechanism of the Call History.
Please Note: This service only refers to the statistics collected
from the moment of enabling this service and forward; any External Backup of Call Detail Records Archive
previously generated statistics will not be downloaded. Senc e st el s senddsplocaly ¥

Archive by time interval

Send via E-mail

The Call Detail Records Archive Structure is used to configure e pees
the intervals for archiving the Call History. The archiving structure © sendtosener
allows to archive the Call History either by time intervals or per
statistics record count:

The Call Records Count drop down list is used to select the e

portion size of the Call History (including all types of call statistic, e

i.e. successful, missed and unsuccessful outgoing Call History) vsername.feszos
which will be archived locally. The number selected in this drop Posswos e
down list indicates the number of entries in the single archived
Call History file. If there are no enough entries in the Call History
table on the QX IP PBX, the system will wait until the necessary
number of entries will be collected and then will archive the
statistics file.

The Time Interval drop down list is used to select the time
interval by which the Call History will be archived locally. After
each time interval the system will archive the Call History
(including all types of call statistic, i.e. successful, missed and
unsuccessful outgoing Call History). If there are no any record
made during last time interval the black file is archived.

Fig.Il- 250: Call History - Archiving Settings page

The External Backup of Call Detail Records Archive is used for configuring the Call History backup service.

The Send archive files to external server is used to enable/disable the backup service and configuring whether the statistics should be kept locally after
backing up them.

Two options of the Call History backup are available: uploading the Call History file to the server or sending it to the mailing address.

The following group of manipulation radio buttons allows you to select whether the Call History files will be delivered by email or stored in some location
on the server:

®  The Send via Email radio button is used to send the Call History files via email. The selection enables Email Address text field that requires the
email address of the administrating person to receive the Call History files.

®  The Send to Server radio button is used to store the Call History files on a remote server. This selection enables the following fields to be
inserted:

O  The Server Name requires the IP address or the host name of the remote server.
O  The Server Port requires the port number of the remote server.
O  The Path on Server requires the path on the server to store the Call History files in.

The Send Method manipulation radio buttons allow you to select the remote server type: TFTP or FTP. In case of FTP selection, the authentication
username and the password need to be inserted. In case if these fields are left empty, anonymous authentication will be used.

The File Format drop down list is used to select the format in which Call History will be saved. This list offers to choose between Tab Delimited Text (.log)
and Comma Separated Values (.csv) file formats.

To Enable/Disable the Call History
1. Enter the Call History Settings page.
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2. Select or deselect the Enable Call Reporting checkbox to enable or disable statistics recording.

3. If enabling the statistics, the maximum number of records to be stored in the statistics table should be selected from the corresponding drop down
lists.

4. Press Save to apply the new configuration.

To Filter the Call History

1.  Enter the desired criteria fields.
2. Press the Filter button to search the call reports within the Call History table.

Please Note: To return to the complete Call History table, clear all search criteria and press Filter.

To Reset the Call History

1.  Press the Clear All Records button in the Call History Settings page.
2.  Confirm the deletion by clicking on Yes. The Call History will then be deleted. To abort the deletion and keep the statistics information, click on No.

RTP Statistics

The RTP Statistics page provides detailed information about the
established call is provided. When QX IP PBX serves as an RTP proxy,
this page displays two groups (legs) of RTP statistics. For example, E
when calling from an IP Phone attached to the QX IP PBX's IP line to an RTP Statistics

external SIP destination or from one external SIP destination to another e
through the QX IP PBX’s Auto Attendant. Each group of parameters
describes characteristics of a piece of RTP stream composing an overall 5 saus
SIP session. Normally, one leg describes the RTP stream from caller to
the QX IP PBX and the other leg describes the RTP stream from QX IP
PBX to the destination.

Quality - estimated call quality, which depends on RTP statistic. Below
is the legend for Call Quality definitions on the displayed RTP Statistics:

excellent - RX Lost Packets < 1% & RXJitter <20
good - RX Lost Packets < 5% & RXJitter < 80
satisfactory - RX Lost Packets < 10% & RX]Jitter <150
bad - RX Lost Packets < 20% & RX Jitter < 200

very bad - RX Lost Packets > 20% or RXJitter > 200

Fig.Il- 251: RTP Statistics page
The Local and Remote fields indicate the two peers between which the RTP stream is transmitted. The characteristics in the table below describes to the
piece of RTP stream between these peers.
Rx/Tx Codec - codec for received and transmitted RTP stream respectively.
Rx/Tx Packets - number of RTP packets received and transmitted respectively.
Rx/Tx Packet Size - size of RTP packet (payload) received and transmitted respectively.
Rx Lost Packets - number of lost RTP packets for received stream.
Rx Jitter - inter-arrival jitter is an estimate of the statistical variance of the RTP data packet inter-arrival time, measured in timestamp units.

The inter-arrival jitter is defined to be the mean deviation (smoothed absolute value) of the difference D in packet spacing at the receiver compared to the
sender for a pair of packets. If Si is the RTP timestamp from packet i, and Ri is the time of arrival in RTP timestamp units for packet i, then for two packets i
and j, D may be expressed as:

D(ij) = (Rj - Ri) - (§j - Si) = (Rj - §j) - (Ri - Si)
J(@) =J({-1) + (ID(-1,1)| - J(i-1))/16, where J(i) is Rx Jitter for packeti.
For more details about Jitter calculations, please refer to the RFC1889.

Rx Maximum Delay - maximum variance (absolute value) of actual arrival time of the RTP data packet compared to estimated arrival time, measured in
milliseconds.

If Si is the RTP timestamp from packet i, and Ri is the time of arrival in RTP timestamp units for packet i, then variance for packet i may be expressed as
following: V(i) = |(Ri-R1) - (Si- S1)| = |(Ri- Si) - (R1-S1)|

Rx Maximum Delay = max V(i) / 8
RX Delay Increase Count - indicates the number of times the delay in jitter buffer is increased during the call.

RX Delay Decrease Count - indicates the number of times the delay in jitter buffer is decreased during the call.
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Please Note: RTP Statistics is logged only when at least one of the call endpoints is located on the QX IP PBX. For example, it will not be logged when:
® callsincoming from or addressed to the IP lines or remote extension,

®  calls from an external user are routed to another external user through QX IP PBX’s routing rules.

In the first case, RTP statistics will be logged if remote extension or IP line user is calling locally to the QX IP PBX’s extension or auto attendant.

The Configure Call Quality Event Notification link leads to the Call Quality Notification page where call quality control notification specifics can be
configured.

The Configure System Events link leads to the Event Settings page where the methods of notification for each system event can be configured.

FAX Statistics

The FAX statistics page is accessed from the Call History page by
clicking on the FAX details link in the Details column for the calls - pry—
that contain T.38 FAX transmission. Meswd ot Ul Oupaing ot | | COR S
FAX Statistics

The FAX statistics page provides information about received and

transmitted packets, lost, bad and duplicated packets. This statistics Recoeapaciets a3 Tansmited Packets: 2608
refers only to the T.38 FAX transmission. The FAX statistics is not petestpagets 0 Pepuptate ket o
available for the FAX transmitted with other protocols. @ sows X Duplate Packets: 0

Report:

Fig.Il- 252: FAX Statistics page

Conference History

In the Conference History page, the calls are classified by conferences. The Conference Call History (sent via 3PCC, Radius, email or FTP) is the same as is
- it shows only the PBX calls not sorted out by the conference.

The Conference History page consists of four tables. They provide information on Conferencess, Successful, Unsuccessful Outgoing Conference Calls and
CDR Settings. Conference History allows the collecting of conference call events on the QX IP PBX with their parameters and to search them by various
criteria. Only the administrator is allowed to enable or disable the conference statistic services.

Conferences

The Conferences page lists all Conference Calls and their
parameters (ConfID- Activation Time, Conference Duration,
Participant Count, Activation Reason and Activation Details).
Each column heading in the tables is created as a link. By clicking on
the column heading, the table will be sorted by the selected column.
Upon sorting (ascending, descending) arrows will be displayed \
close to the column heading. e

Conference Statistics - Conferences

ConfTota Duraton | Conf Maximum Duraion Cont Minimum Durtion |

Number of Records Conf Average Duration

2sec Wsec

2min37 sec e

7

[l status

The Activation Reason column indicates whether the participant is -
a key member to start the conference, i.e. when participant dials - o (e (5o | Fome [ TS
into the conference, the conference is getting automatically . Too [ <o (3 vsee | 7o
activated and the dial out participants (if any) are called to join the PUTP——
conference (see Conference Progress).

Cofl - Actiation Time | Confeence Duration_ ParicpantCount| Acvation Reaon | Actvtion Dtal
The Activation Details column provides information about how the ez e 2 o Modertar

500210l 20141621:39 sec 2 Manual Moderator

conference call is activated.

2sec Manual Moderator

sec Manual Moderator

The Filter button performs searching within the statistics tables.
The search may be done with several criteria at the same time.

Manual Moderator

500- 21-Jul-2014 160814 2sec

The following search criteria are available:

Download Call DetailRecords (Conferences]

Fig.Il- 253: Conference History-Conferences page

® The text fields ConfID, From and To are used for the search by ConfID-Activation Time. ConfID requires the unique ID of the conference. For From
and To fields the data must be entered in the format dd-mm-yyyy hh:mm:ss. The time criteria are optional, if it is not needed, leave the text fields
empty. The From field must indicate an earlier date and time from that which is indicated in the To field. Otherwise the error message "Minimal date
should be less than maximal date" prevents filtering and searching.
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® The From and To drop down lists offer a search by the Conference Duration, specified by the list of values. The field From must indicate a shorter
duration than the field To. Otherwise the error message "Minimal duration should be less than maximal duration” prevents statistics filtering.

® The From and To drop down lists offer a search by the Participant Count, specified by the list of values. The field From must indicate a shorter count
than the field To. Otherwise the error message "Minimal count should be less than maximal count” prevents statistics filtering.

® The text fields Activation Reason and Activation Details require the reason and the details of the conference call activation to be defined.

Number of Records displays the current amount of conference Call History entries in the table. For Conferences and Successful Calls pages Total
Duration, Maximum Duration, Conf Average Duration and Minimum Duration statistics are organized at the top of the table.
The Records per page are used to select the number of displayed conference call statistic records per page. The Previous and Next can be utilized to

switch between these pages.

The Download Call Detail Records (Conferences) links are available below for all Conference Call History tables and allows you to download the

displayed conference Call History in a text file.

Successful Calls and Unsuccessful Outgoing Calls

The pages Successful Calls and Unsuccessful Outgoing Calls lists
successful and unsuccessful outgoing calls and their parameters
(ConfID- Activation Time, Call Start Time, Call Duration, Calling
Phone and Called Phone). Each column heading in the tables is
created as a link. By clicking on the column heading, the table will be
sorted by the selected column. Upon sorting (ascending,
descending) arrows will be displayed close to the column heading.

The Details column is only present in Successful Calls table and
provides the following information:

® Brief information about the call quality, voice codec used to
receive and transmit packets and the close conference call
reason. The close conference call reason appears to provide
more information about the call termination reason which
can be a network problem, termination by one of the
conference call parties, voice mail service activation, etc.
Clicking on the details information will open the RTP
Statistics page where all RTP parameters of established
conference call are provided.

o Authenticated By information details the conference
participants that passed an authentication on the QX IP PBX
as configured in the Local AAA Table.

il staws

Conference Statistics - Successful Calls

BT

| .

Fiter

BN

ddMonth-yyyy mmss

Call Start Time

2014 154043

02014153744

155745

02014153613

Caling Phone:

Calld Phones

Called Phone.

650200

Records pr page: 25 50 100 200|400 800

Fig.Il- 254: Conference History-Successful Calls page

The Call Detail column is present only in the Unsuccessful Outgoing Calls table and indicates the reason why the call was unsuccessful.

The Filter button performs searching within the statistics tables. The search may be done with several criteria at the same time.
The following search criteria are available:

The text fields ConfID, From and To are used for the search by ConfID- Activation Time. ConfID requires the unique ID of the conference. For
From and To fields the data must be entered in the format dd-mm-yyyy hh:mm:ss. The time criteria are optional, if it is not needed, leave the
text fields empty. The From field must indicate an earlier date and time from that which is indicated in the To field. Otherwise the error
message "Minimal date should be less than maximal date" prevents filtering and searching.

The text fields From and To drop down lists offer a search by the Call Start Time. The data must be entered in the format dd-mm-yyyy
hh:mm:ss. The time criteria are optional, if it is not needed, leave the text fields empty. The From field must indicate an earlier date and time
from that which is indicated in the To field. Otherwise the error message "Minimal date should be less than maximal date" prevents filtering and
searching.

The From and To drop down lists offer a search by the Call Duration, specified by the list of values. The field From must indicate a shorter
duration than the field To. Otherwise the error message "Minimal duration should be less than maximal duration” prevents statistics filtering.

The text fields Calling Phone and Called Phone require the calling and called conference party's SIP address, extension number or PSTN
number as search criterion. Wildcard symbols are allowed here.

The Records per page are used to select the number of displayed statistic records per page. The Previous and Next can be utilized to switch between

these pages.

The Download Call Detail Records links are available below for all Conference Call History tables and allows you to download the displayed Call History

in a text file.

CDR Settings

The CDR Settings page is only displayed when an administrator is logged in. The conference CDR Settings page offers the following input options:
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The Enable Call Reporting checkbox enables conference Call
History reporting. The selected number of statistics entries will be
displayed in the Conference Call History tables.

The Maximal Number of Displayed Conference Call Records
drop down lists are used to select the number of Conference Call,
Successful and Unsuccessful statistics entries to be displayed in the
corresponding Conference Call History tables. If the record
numbers exceed the numbers specified in these drop down lists, the
oldest record will be removed.

The Download All Call Detail Records link is used to download
the entire displayed statistics in a file that can be viewed with a
simple text editor. This type of conference Call History file is easy-
to-read and can be displayed in a spreadsheet.

[l Status
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Conference Statistics - Settings

@ Enable Call Reporting

Fig.Il- 255: Conference History - CDR Settings page

The Download All Call Detail Records (CSV format) link is used to download the entire displayed conference Call History in a CSV (Comma-Separated

Values) formatted file.

The Clear all Records button is used to clear all conference Call History records.
When the number of Conference Call History entries exceeds the numbers specified in the CDR Settings page, the oldest entries are being automatically

deleted.

LAN/WAN

LAN and WAN Interface Statistics

The LAN and WAN Interface Statistics pages display the LAN and
WAN statistics (LAN Interface Statistics page is not available for
Qx2000). The table displayed here shows the number of receive
and transmit events that occurred since the last resetting of the

counters by pressing the Clear button.

Depending on the Watch LAN or Watch WAN Monitor link
selected on the Network Status page, the LAN Interface Statistics
or WAN Interface Statistics page will be diaplayed.

The page is automatically refreshed every minute. Additionally

the Refresh button allows to initiate refreshing directly.
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£ e
LAN Interface Statistics

Started at 21-Aug-2014 14:54:05
Time difference: 8 sec

Received Bytes: 64 | Transmitted Bytes: 42

Received Packets: Transmitted Packets:

Receive Erars: Transmit Errors:

Receive Drop Errors: Transmit Drop Errors:

Receive Overrun Errors: Transmit Carrier Errors:

Receive Multicast: Transmit Collisions:

Refresh | Clear

[l status

Fig.Il- 256: AN Interface Statistics page

WAN Interface Statistics

Started at 21-Aug-2014 14:54:50
Time difference: 3 sec

Received Bytes: 3026 | Transmitted Bytes: | 33335

Received Packets: 21| Transmitted Packets: |39

Receive Errors: Transmit Errors:

Receive Drop Errors: Transmit Drop Errors:

Receive Overrun Enrors:

0
0
Transmit Carrier Errors: |0
0

Receive Multicast: Transmit Collisions:

Refresh | Clear

Fig.Il- 257: WAN Interface Statistics page
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Statistics

Network Transfer

The Transfer Statistics page shows a user-defined statistics
table with the transmit/receive value (criteria), interface type
and time period. It contains the following components:

Time range of statistic table - the drop down list includes the
period (in days) statistics data that is to be collected and the
corresponding diagram charts that are to be built.

Interface drop-down list (available only for QX50/QX200) offer
the values:

® WAN - Wide Area Network (WAN) events only
® LAN - Local Area Network (LAN) events only

When Show also as readable values checkbox is selected, an
additional table with statistics values will be displayed on the
next page.

The area Receive Values provides the following:

® Receive Bytes - number of received bytes.
® Receive Packets - number of received Ethernet packets.

® Receive Errors - number of received packets containing
errors.

® Receive Drop Errors - number of received packets that
have been discarded.

® Receive Overrun Errors - number of received overrun
errors that occur when the receive buffer is not large
enough to hold all incoming packets. This error usually
appears due to a slow receiving system.

® Receive MultiCast Packets -
broadcast packets.

number of received

The area Transmit Values provides the following:

® Transmit Bytes - number of transmitted bytes

® Transmit Packets - number of transmitted Ethernet

packets.

® Transmit Errors -
containing errors.

number of transmitted packets

® Transmit Drop Errors - number of transmitted packets
that have been discarded.

® Transmit Carrier Errors - number of transmit carrier
errors that occur due to a defective or lost connection on
the Ethernet link.

® Transmit Collisions - number of transfer errors that
occurred during a simultaneous packet transmission from
both sides.

il Staws
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Satistics
PSTN Crannel Usage

Transfer Statistics e
Time ange of ststitic tsble. [ ntradsy

Interfoce: LN v

@ Show also as readable values

¥ Receive Drop Errors i Transmit Drop Errors

Receive Overrun rrors Transmit Co

@ Received Multcast Packets

Transmit Carrer Etors

@l status

Fig.Il- 258: Transfer Statistics page

[IRSERY | psii CrnnelUssge.

Transfer Statistics of the LAN Interface m

Current System Time: Wed Aug 6 14:39:54 2014

T BB m a2 3 T2 5 : ¢t

[ R p——
s 2 Pacets o

Total number of transmit errors
Total number of dropped packets ransmit due to lack of resources

Staistc as readable values:

time (nou) | RX Bytes | RX Dropped | RX Multicast | T Errors | TX Dropped

B 1066757

10 23284904

n 350

3 1361338

m 84901

Accumulated | 42313479

Reset Statstics

Fig.Il- 259: Transfer Statistics Diagram Chart

To see the Transfer Statistics Diagram Charts, select the desired criteria and click Save to generate the corresponding chart and the table showing the
transfer statistics values (if enabled). The letters M (millions) and K (thousands) used in the legend of the displayed diagrams show the total number of

specified criteria.

The Reset Statistics button is used to reset the chart and the table (if enabled).

QX50/QX200,/QX2000; (SW Version 6.0.x)
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PSTN Channel Usage

The trunk checkboxes are used to select the port number(s) over which the FXO traffic chart will be built. Atleast one Trunk checkbox should be selected,
otherwise error message appears.

Please Note: The PSTN Channel Usage page is not available for QX2000.

The FXO Channel Usage Statistics page consists of following components used to define the chart parameters:

Trunk checkboxes are used to select the FXO line number(s) over which the FXO traffic chart will be built. At least one Trunk checkbox should be selected,
otherwise error message appears.

Time range of statistic table drop down list includes the period
(in days) statistics data that is to be collected and the
corresponding diagram chart that is to be built.

Incoming Calls and Outgoing Calls checkboxes are used to ) FXO Channel Usage Statistics =
select whether the FXO traffic statistics for only incoming or “ ros

outgoing or for both type of calls should be displayed in the S

diagram chart. o

Maximum Active Calls checkbox is used to have the number of

maximum active calls displayed in the diagram chart.

At least one of these checkboxes should be selected, otherwise =]

error message appears.

Show button is used to generate an FXO channels usage diagram
chart over the parameters selected above.

Fig.Il- 260: FXO Channel Usage Statistics page

When this button is pressed, FXO Channel Usage Statistics chart
appears. It represents dependency between the time frame and
the number of calls performed during that period. Additionally it
may display the maximum number of calls performed in the
selected time frame.

FXO Channel Usage Statistics L]

Aug614:44:39 2014
e last 24 hours - relative display

@ status %0

s s Call

Fig.Il- 261: FXO Channel Usage Statistics page
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Maintenance Menu
The Maintenance menu allows you to configure the following settings:
® Diagnostics
— Security Diagnostics
— (Call Capture

Overview

Overview

Diagnostics

Diagnostics  Start diagnostics on the WAN Ethemet port, ISDN or FXO ports, or download the system logs,

— Pin . Securty Diagnostics  Performa security autof the system.
o Coll apture  Captore an active call o selec  specfc ntrface to provide a DSP roce for oy,
Ping  Pingto anTP address or NS e
— Traceroute sttus
dRelOt Tragstoute  Peform e the poth and cochopto node.

# Maintenance
System Logs

® System Logs SistemLogs  Viewsystem logs.
SystomLogs Sefings  Configure generl setngs of the system o,

— System Logs Settings
— Remote Logs Settings

Remote Logs Seftings tobestreamedtoa

User Rights

Users  Enable/disable localadrmin, set the admin and localacimin passwords.

Assign permissions to access the GUI pages for localadmin or extensions.

Backup / Restore

— Logs Archive Backup/ Resore  Backup o restore systm configraton an voicedoto

Enable and backup of the system configuration and voice data,

. DounloadLeaitie  Genert leibie conigurstion and downlod t PC e direcly nbrowser,
e User Rights Management Confiurzion

Upload Legible  Upload a configuration file in text format.
Confiuration

— Users Firmare
— Roles SelFimuate From Sener Getand nstalla on

Undate  Epygi

® Backup/Restore Retost
— Automatic Backup
— Download Legible Configuration
— Upload Legible Configuration

Reboot  Reboot the device.

Fig.Il- 262: Maintenance Menu page

o Firmware Update
— Upload Firmware

— Get Firmware From Server

— Automatic Firmware Update

® Reboot
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Diagnostics

The Diagnostics page gives a possibility of running Network protocol diagnostics to verify QX IP PBX's connectivity and to download all system logs for
possible problems recovery.

The Start Network Diagnostics button is used to initiate
network diagnostics, i.e, to check the WAN link and IP
configuration, to verify gateway, DNS primary and secondary (if
configured) servers' accessibilities.

Start Network Diagnostics | Start FXO Diagnostcs | Dowrioad system logs

The Start FXO Diagnostics button (available only for
QX50/QX200) runs FXO diagnostic tests to determine the
optimal value for the FXO country specific regional setting # maienance
(CSRS) appropriate to your PSTN provider. Once the FXO
diagnostic is complete, the recommended value should be set
manually on the fxocfg hidden page. Setting this value may
resolve echo or poor audio quality issues on FXO lines.

The Download system logs button is used to download all logs
to the local PC as a *.tar archive file. These logs can then be used
by the Epygi Technical Support Office to determine the problem
that has occurred on your QX IP PBX.

Fig.Il- 263: Diagnostics page

The field below will display the diagnostics results and the connectivity conditions. The system should be reconfigured if problems occur during the
diagnostics.

Security Diagnostics

The Security Diagnostics page allows running the security audit and getting the security reports. The Start Security Audit functional button is used for
running the security audit. The QX IP PBX Security Audit is a security reporting system, which generates the warnings regarding the QX IP PBX's
weaknesses relative to the selected Security Level. The warnings may vary depending on the selected global Security Level. The Security Audit will detect
the security related configuration issues in Firewall, IDS, IP Line passwords, Call Routing and extension settings.

The output of Security Audit may look as follows:

i) () [

Security Diagnostics

Checking ... Secutty Aud
Firewall ... done Stan Securty Audt
IP Lines ... done
Call Routing ... done
Extensions ... done
Users ... done

Dignostcs

Start security audit ...

# Maintenance

o selected security level
report by clicking the 'Show the latest security report

Settings do not correspond to selected security level.
You can view the complete report by clicking the 'Show the latest oot
security report’ link below.

done.

Figll- 264: Security Diagnostics page
The Show Security Report link allows to display the last security audit report.
This page also contains the following useful links to adjust the system security:
®  User Rights Management
° IP Line Settings
®  Firewall/NAT
Call Capture

The Call Capture page is used to capture the voice streams on the active calls and the available interfaces on the QX IP PBX (FXS and FXO). This page
consists of two sub-pages:
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The Active Calls sub-page lists all FXO/FXS active calls on the
QX IP PBX for the certain moment.

e Capture Timeout text field requires the time period (in
seconds) during which the call will be captured.

e Startbutton is used to start the active call capture. To
do that a checkbox beside an active call in the table
should be selected and Start button should be pressed.
Note, that only one call can be captured at the same
time. The Stop button appears when the call capture
procedure is in progress and is used to stop the capture
procedure.

e Download Capture and Remove Capture links appear
on the page once the call is already captured.
The Download Capture link is used to download the
captured call as an archived *.tar file which contains
two streams (receive and transmit) of the
corresponding call. The files can be then played with an
audio application. The Remove Capture link is used to
remove the captured audio stream.

The Interfaces sub-page lists all available interfaces on the QX
IP PBX. Manipulation radio-buttons allow you to select the
needed line or trunk to be captured.

e Capture Timeout text field requires the time period (in
seconds) during which the selected interface will be
captured.

e Startbutton is used to start the capture of the selected
interface. The Stop button appears when the interface
capture procedure is in progress and is used to stop the
capture procedure.

e Download Capture and Remove Capture links appear
on the page once the selected interface is already
captured. The Download Capture link is used to
download the captured stream as an archived *.tar file
which contains two streams (receive and transmit) of
the corresponding stream. The files can be then played
with an audio application. The Remove Capture link is
used to remove the captured audio stream.

Ping

Ping sends four ICMP (Internet Control Message Protocol)
requests with a default size of 64 bytes to the destination (IP
address or host name) specified in the text field Ping Target.
The response times are logged, and the round trip time (the
time required from being sent until being received again) is
measured. The minimum and maximum round trip time and its
average as well as the percentage of lost and of received frames
results are displayed in the lower area of the page.

Ping Target requires the destination (IP address or host name)
for the ping request. If Use ICMP checkbox is selected, an ICMP
request will be send to the ping destination (MS Windows
standard). Otherwise, if checkbox is not selected, a UDP request
will be send (Linux standard).

The Start Ping button starts pinging the specified ping target.

QX50/QX200,/QX2000; (SW Version 6.0.x)

/& Waintenance

Diagnosties  SecurityDizgnastics

Call Capture

Active Calls Dnterfaces

Call Start Time  Call Duration

05-Aug- 214152434 8 sec

Fng  Tacroste

Calling Phone Called Phane

102 107

Capture Timeout'sec): El

Start

# Waintenance

ougr

Call Capture

By

o PO [y

Capture Timeoutsed: 50

start

Downlosd Capture - X0 1

Remove Captured Files

Fig.Il- 265: Call Capture - Active Calls page

& Maintenance

Dwgnesics | | secatyDignost ) | cacapore) (D) cervte

Ping

Ping Target i

Ping Output

Fig.Il- 266: Call Capture - Interfaces page

64 bytes from 192.168.74.36!
54 bytes from 192.168.74.36!
54 bytes from 192.168.74.36!
54 bytes from 192.163.74.36!

done.

PING 192.168.74.36 (192.168.74.36): 56 data bytes

seqe0 ttl-64 tine=1.071 ms
eq-1 tel=s tine=d.524 ms
seq=2 ttl=64 tine=2.916 ms
seqe3 ttl64 tine=.933 ms

- 192.168.74.36 ping statistics ---
4 packets transaitted, 4 packets received, 0% packet loss
round-trip min/avg/nax = 0.916/.961/1.071 ms

Fig.Il- 267: System Diagnostic - Ping page
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Traceroute

Traceroute Target is used to enter the IP address or host
name of the destination to be trace routed.

Diagnostics

The Start Traceroute button is used to process the router Traceroute @
triggering to check the Internet connection.

Traceroute Target 162.166.74.36

@) UseIClP

In the field below these, the output of the Ping or Traceroute

procedure is shown.
o ouput
Traceroute checks the Internet connection by triggering the e 0 152368 7435 (52.160.74.39, % pep s, 2 by pacets

done.

routers (hops) that are passed to reach the destination
specified in the Traceroute Target text field. Trace routing
gives feedback on the routers passed by packets on the way
toward the destination and the round trip delay of packets to
these routers.

Fig.Il- 268: Diagnostics - Traceroute page

Attention: No Traceroute is possible if a high priority Firewall has been enabled (see chapter Firewall and NAT).

For the purpose of tracerouting, several IP packets are sent out. UDP (User Datagram Protocol) is used to send packets and ICMP (Internet Control
Message Protocol) is used to receive information about the routers. In their headers, the TTL (Time To Live) value increases from 1 to 30. When the first IP
frame is received by the first router, its IP address will be returned in its acknowledgement.

To Check the Internet connection

1.  Specify the destination address for the ICMP request in the Ping Target text field.
2.  Press the Start Ping button to process the ICMP request.

3.  Specify the destination address to trace the route.

4. Press the Start Traceroute button to process the router triggering.

System Logs
In the System Logs page you may view the generated logs on

the QX IP PBX. System logs are useful to determine any king of
problems on the QX IP PBX as well as to monitor the user’s

System Logs

access and the usage of it System Logs Settings  Remote Logs Seftings  Logs Achive
Hely
. . . o System Logs - SIP User Agent
On the left side of the page, a list of main logs is displayed.
Clicking on the needed link will display the most recent log Gall Controling 14146146 Try to send SIP message # (10/09/2014 10:46:46:474 GMT) # UDP 000 bytes & buffsize 0  from 192.168.74.2065060 # to: 102.168.70.25:5060
lines. The number of log lines displayed on this page is set on Conference Contolls e
the System Logs Settings page. poicy Senver w200 0K
Media stream Via: SIP/2.0/UDP 192.168.70.25:5060; branch=: 8b942-0e81-41¢l-fdBe-8663dbaft3el
. . . . - To: <sip74206444@192. 6>;tag=141033730164d663 1 -3€93-4985- aeec-ab0aae5209c3
The tEXt fIEId on the IEft Slde 1S dEdlcatEd for Support personnel 'E Maintenance Voice Mail System From: <sip:131@192.168.70.25> tag=1410345872006b07 d6-aac0- 412e-f88d-63915c2¢b5b0
i i i CSeq: 906 INVITE
Only and l_S used to Sea.rch a custom log not llStEC.l on this page. SIE User Agent Call-ID: 07ci06544-42b1-4174-7 ea7-08d85c02€0fL @Aram _Manukyan.epygi.loc
To do so, insert a requlred log name to the text field and press SIP Registration Allow: INVITE, ACK, CANCEL, BVE, OPTIONS, INFO, SUBSCRIBE, NOTIFY, REFER, MESSAGE, UPDATE
. Contact: < /4206444(192.168.74.206: 5060 >
Show Custom Log functional button. fop PR ——
Dsp. Supported: replaces, norefersub
If the user has used Logs Collection (°@9) feature code Sstem Messages e g QS Ao 9361 MACIO-P%
after or during (from another phone connected to the same QX Configuaion History ,
IP PBX) the call, a special log file will be generated containing cu o=-55436 NP4 19216874206
the details of that call and few last calls done in the system. This “ s
log file will be internally kept in the system until the next time e =00
. . mz=audio 6156 RTP/AVP 08 18 101

someone used the Logs Collection feature code again. The = tprmap0 PCMUB00
collected logs will be a part of the System Logs when user SRS PCMAR

. . | | a=rtpmap:18 G7292/8000
downloads them next time, so it can be reviewed by appropriate s=fmtp18 smnesb=no

. a=rtpmap:101 telephone- event/8000
support staff. This could be used to collect the logs at the exact e
moment when a problem has happened. | e S —
Fig.II- 269: System Logs page

System Logs Settings

This page is used to adjust system logging settings, view system logs directly in your browser or download them locally to your PC.

The System Logs Settings page is used to adjust the system logging settings and contains the following components.
The Enable User Logging checkbox is used to enable user level logging. This logging contains brief information about events on the QX IP PBX.

The Enable Developer Logging checkbox is used to enable developer high level logging. This logging contains detailed information about events on the
QX IP PBX.
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The Log Lines to Show drop down list is used to choose the maximum number of log lines to display on the System Logs page.

The Mark all Logs button is used to set a line marker in the logs. If
you need to follow a certain piece of log, push this button to set a
starting mark in all logs and then perform the needed actions over
the QX IP PBX. When the actions are done, push this button again to
set an ending mark in all logs. This way you shall clearly see a piece of
log between the staring and ending marks generated during the
certain actions taken over the QX IP PBX. The Comment text field is
used to insert some text information which will be displayed next to
the marks inserted in the logs. This comment may describe the
problem captured in the following logs and may be useful for the
Technical Support.

The Download all Logs button is used to download all logs to the
local PC as a *.tar archive file. These logs can then be used by the
Epygi Technical Support Office to determine the problem that has
occurred on your QX IP PBX.

Remote Logs Settings

The Remote Logs Settings page is used to adjust the system logging
settings and contains the following components.

The Enable Remote Logging checkbox is used to enable remote
monitoring of QX IP PBX’s logs. When this option is selected, remote
administrators may connect QX IP PBX with Telnet protocol (port
number 645) and access the logs selected on this page. This is done
for remote QX IP PBX’s diagnostics and is mainly used by Epygi’s
Technical Support Office. To make the QX IP PBX’s logs open for
remote access, appropriate Firewall level or Filtering Rules must be
created.

Checkboxes below on this page are used to select those log types that
should be accessible remotely. Select only those logs that you wish to
have monitored remotely.

Logs Archive

The System Logs Archive page (available only for QX2000) shows
the archived logs table with time period by Date. Clicking on the
corresponding date will open the archived system logs table in
hourly basis. Hour shows the initiation time of the system logs. This
could be used to collect the logs at the exact moment when a
problem has happened. The Unpacked size on disk shows the
system logs size on disk for the corresponding Date and Hour.

The following functional buttons are available on this page:

Download link is used to download the archived system logs file to
the PC and opens the file-chooser window where the saving location
can be specified.

Delete removes the selected entry from the archived system logs
table.
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Fig.Il- 270: System Logs Settings page

Remote Logs Settings

# Waintsnance

Fig.Il- 271: Remote Logs Settings page

Remote Logs settings | ([ET T I

System Logs  System Logs Settings

System Logs Archive

TDelete || & Download

Date Unpacked size on disk
08-Sep-2014
02-Sep-2014
18-Aug-2014
07-Sep-2014
30-Aug-2014

22-Aug-2014

21-Aug-2014

o1-sep-2014

23-Aug-2014
Aug-2014

09-Aug-2014

10-Sep-2014

Fig.Il- 272: System Logs Archive page
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User Rights Management

The User Rights service sets restrictions on the GUI access for various users, permits or denies the access to certain Web GUI configuration pages and
creates multilevel user management of the QX IP PBX. The feature is useful to the ISPs in order to set the restrictions for certain customers to manage the
QX IP PBX’s configuration. The User Rights Management page consists of two pages. The Users page is used to manage the available users on the QX IP
PBX. The Roles page is used to assign the corresponding permissions to the users.

Users

The Users page contains a table where the Administrator and Local Administrator users are listed. This page allows them to modify the passwords of
available users in the table and to manage the Local Administrator’s account.

Two levels of QX IP PBX GUI administration are available:

° Administrator - this is the main administrator’s account. The administrator can configure to have the factory reset safe the default
password or choose not to. The administrator has access to all Web GUI pages and no one else has configuration permission to adjust this
account. The administrator is responsible for granting access to all other user groups.

° Local Administrator - this is a common (sub-) administrator’s account. The password is not factory reset safe. Local Administrator can have
permission to adjust each GUI page.

° Extension - this account refers to all extensions created on the QX IP PBX. The password for default extensions is not factory reset safe but is
contained in the backed up configuration. Permissions for an extension to access each GUI page can be adjusted here.

The following functional buttons are available on this page:

The Change Password functional button is used to change the
password of the Administrator and Local Administrator user’s
account. Select one of the available users in the table by toggling
the corresponding checkbox and press Change Password to — = =
open the corresponding page.

localadmin Local Administrators Disabled

User Rights Management m

Change Password | Enable User | Disable User

£ Maintenance

Fig.Il- 273: User Rights Management - Users page

For Administrator or Local Administrator account the
Change Password page contains two parts - one for GUI Access
Password, the other one for Phone Access Password.

. n @
epygl " aminisator i) 1000t

e e s e
The GUI Access Password offers the following components: o -

Change Password m
e The Old Password text field is only present when

modifying the Administrator account password and Account Name: admin
requires the current password of the Administrator. An Ssesssbussard Runstisbnad
error message prevents entering the wrong password.

OldPassoid: e

New Passwerd:

/4 Wainienance

o The New Password text field requires a new password [ ——
for the Administrator or Local Administrator. =3

o Reentering the new password in the Confirm New
Password text field will confirm the new password. The
New Password field is checked against its strength and —_—
you may see how strong is your inserted password right
below that field.

Fig.Il- 274: Change Password page

Please Note: The password can consist of numeric values and symbols. Up to twenty (0-20) digits and symbols are allowed.

The Phone Access Password offers the following components:
e The Old Password text field is present when modifying N
the Administrator account password and requires the Change Password 0]
current password of the Administrator. An error
message prevents entering the wrong password.

o The New Password text field requires a new password
for the Administrator or Local Administrator.

o Reentering the new password in the Confirm New
Password text field will confirm the new password. The
New Password field is checked against its strength and
you may see how strong is your inserted password right
below that field. S

Account Name: admin

vord Phone Access Password

/ Maintenance

aigits only

Fig.Il- 275: Change Password page
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Please Note: The password can consist of numeric values only. Up to twenty (0-20) digits are allowed. A corresponding warning appears if any other
symbols are inserted.

The Enable User and Disabled User functional buttons are used to enable or disable the Local Administrator’s account.

Attention: It is highly recommended to define a proper and non-empty password on this page if the extension is being used for the Call Relay service from
the QX IP PBX's Auto Attendant.

Roles

The Roles page contains a table where the Local Administrator s Toiangs | oo

and Extensions users are listed. This page allows you to set the e = -

issi i User Rights M t
permissions to the GUI pages for each user in the table. ser Rights Managemen

The Edit functional button leads to the Change Access Rights xensons
page where a list of user specific GUI pages is displayed. Select
the user in the table and press Edit to manage the permission for
the corresponding user.

# Waintenance

Fig.Il- 276: User Rights Management - Roles page

On the Change Access Rights page, Grant Access/Deny Access epysi
functional buttons are used to grant or deny access to certain GUI -
page(s) for the selected user. -]
. . . User Rights Management =

When access to a certain GUI page is denied for a user, the “You

. . »” . . Changing access rights for role extensions
are not authorized to access this page!” warning message will be s e
displayed. Cattame Gl Descrpton =

extensionstat General PBX nformation for the extension users Granted
£ Mantenance statstcs Call Staistcs Granted
userstatistics Canistaisics Granted
forwardadd Forwarding list - Add/Edit Entry Granted
huntadd Call Hunting - Add/Eit Entry Granted
sds Speed Calling Settings Granted
findtollowada FindFollow List - Add/Eit Entry Granted
userpsw Changing Password foradmin or extension Granted
usersettings Extension Account Setings Granted

e Mail Settings Granted

- Hold Music Settings Granted
Do Not Disturb Settings Granted
- Hot Line Settings Granted
General ettings Granted
erID Based Semics Table Granted
Callr ID Based Services Granted

Granted

up U

ad/Edit Member Granted

ant HotDesking Denied

Fig.Il- 277: User Rights Management - Edit Roles page

Backup/Restore

The Configuration Management page assists the administrator with managing the system configuration settings and voice data. For example, the
administrator is able to backup and download the settings to a PC and then upload and restore them back to the QX IP PBX. Additionally, this page
provides the possibility of restoring the factory default configuration settings.

The Backup and download current Configuration- Download button generates a backup file with all configuration settings and user uploaded greeting
messages. It opens a file chooser window for immediate download to the users PC.

The Restore previously backed up Configuration - Upload
button opens a page that has a Choose File button, (which
opens a file chooser to select a backed-up file) and a _— e

Configuration to Upload field requiring the file path to upload Mokt (Do g ot (Upont g ot
and to restore it immediately. Pressing Save will restore the
selected backup file, and delete all current user defined
greetings and replace configuration settings. et ond downlond curens Cnfoumtcn Donnlond

Configuration Management

Restore previously backed up Configuration  Uplaad..

The Restore to Factory Default settings functional button
resets all configuration settings and restores the board’s factory Rttt ity Detautsetings st
default configuration. By restoring the default configuration you # Mantenance

will replace your current configuration, lose all voice mails and
reboot the device. You will not be automatically redirected to
the GUI start page. After the successful reboot you will need to s
enter into the management page and login again to access the QX
IP PBX’s configuration. A warning message will ask you to
confirm your selection before restoring the default

Fig.Il- 278: Configuration Management page
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configuration.

Please Note: Unlike the factory default settings restore procedure initialized from the Reset button on the QX IP PBX board, this link will keep the
following data:

° Call History
° Transfer Statistics
. System Events

. Feature Keys

. Device Registration state

Automatic Backup

epysi
The Automatic Backup page allows you to enable the automatic
backup of the system configuration and the voice data on the QX

IP PBX. With this service, QX IP PBX will automatically backup Automatically Backup Configuration Settings

o Info: Feedback will be given via the event system.

the system configuration and the voice data and store it in the
specified location.

@ Enable Automatic Backup

This page contains the following components: # Manenance 6 sengvatnan

E-mail Address batghik_sanasanyan@epygiarm.am

The Enable Automatic Backup checkbox enables automatic H e
backup mechanism on the QX IP PBX.

Path on Semver QxBackup

Send Method

The following group of manipulation radio buttons allows you to
select whether the backup files will be delivered by email or
stored in some location: °

® The Send via Email radio button is used to send the
automatically backed up files via email. The selection
enables Email Address text field that requires the email
address of the administrating person to receive the
automatically backup files.

® The Send to Server radio button is used to store the
automatically backup files on a remote server. This
selection enables the following fields to be inserted:

Fig.Il- 279: Automatic Backup page
The Server Name requires the IP address or the host name of the remote server.

The Server Port requires the port number of the remote server.
The Path on Server requires the path on the server to store the backup files in.

The Send Method manipulation radio buttons allow you to select the remote server type: TFTP or FTP. In case of FTP selection, the authentication
username and the password need to be inserted. In case these fields are left empty, anonymous authentication will be used.

The Backup Interval Selection drop down lists is used to select the frequency and the time when the automatic backup of the QX IP PBX's system
configuration and the voice data will take place.

Backup Now button is used to perform a manually immediate backup of the system configuration and the voice data.

Download Legible Configuration

The Legible Configuration Management page is used to manually manage the configuration on the QX IP PBX. This will allow you to download a piece of
configuration from the QX IP PBX in the way of legible file, to make necessary changes in that file and to upload it back to the same or different QX IP
PBX(s). With this service, some pieces of configuration (like extension settings, NAT settings, etc.) of one QX IP PBX can be used on another QX IP PBX. This
also helps to apply the same group of settings to the several instances (for example, to apply the same SIP settings to multiple extensions on the QX IP
PBX) on the same or different QX IP PBXs avoiding manual configuration of each of those instances (i.e. extension) from the web management on each of
the QX IP PBXs. The QX IP PBX reseller, distributor, ISP or carrier usually uses this service.

The manipulation radio buttons are used to select between particular page or a named group of pages for which the legible configuration file will be
generated.

. The Single Page selection allows you to choose a certain page from the list of QX IP PBX’s Web management pages for which the legible
configuration can be manually managed. For example, selecting "RTP Settings” will generate a legible configuration file with parameters present
on the RTP Settings page.

. The Group of web pages selection allows you to choose among the four predefined groups: Internet Connection Settings, LAN Configuration
Settings, Telephony General Settings and Extension Settings. Each of these groups refer to all pages characterized by the selected criteria, e.g.
Internet Connection Settings group contains all parameters on the pages related to the networking and WAN configuration.
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The Extension drop down list allows you to limit the settings in the epysi
generated legible configuration file to one specific extension. For
example, each of the extensions on the QX IP PBX have own SIP
settings or Codecs. To download the settings for a particular Configuration Summary
extension only, you need to choose the corresponding extension
from the list. The drop down may also have a blank selection. In
that case the legible configuration file will contain the parameter of o e paps B gt e ¥
all available extensions on the QX IP PBX (if the selected parameter # tanenance

applies to the extension and not to the overall system, like RTP
settings).

single Page| Call Recording

The Start generate a legible configuration file button start
parsing the configuration structure of the device for the defined
parameters. The progress will be displayed in the area below.

Fig.Il- 280: Download Legible Configuration page

The Cancel generation process button appears when the
configuration generation procedure starts and it is used to stop it.

epygi

The Download generated configuration button becomes
available when the legible configuration generation is finished. It is
used to download the generated file to the PC in a plain text format.
Necessary changes can be made in the downloaded configuration
file and then uploaded back to the system.

Attention: Make sure the changes you have done in the
downloaded legible configuration file are valid and will not corrupt 4 tanonance
the system when being uploaded back to device.

The View generated configuration button becomes available
when the legible configuration generation is finished. It is used to
view the generated file directly in the browser.

Download generated configuration! | | View generated configurationt | Cancel generatior Restart generstion:

The Restart generation! button becomes available when the
legible configuration generation is finished. It is used to cancel the
generated configuration file and to start over.

Fig.Il- 281: Download Legible Configuration - Configuration Summary Preview page

Upload Legible Configuration

The Upload Legible Configuration page is used to upload a L

configuration file in a text format. The Choose File button in the

opened page is used to browse certain legible configuration file to Upload Legible Configuration o
be uploaded and updated into the system. The configuration files e oo o e | Chages i w2072

to be uploaded should be in the *.txt format, otherwise a system

error occurs. Configuration file upload progress will be displayed ==

in the area below. During legible configuration file upload, QX IP # wanterance

PBX's functionality failures may occur.

Fig.Il- 282: Upload Legible Configuration page
Firmware Update

This window allows updating the software of QX IP PBX by installing new firmware (image). Users registered at Epygi will receive a notice when new
firmware is available and will be able to download it from the Epygi Technical Support WEB page.

Updating new firmware requires a working power supply. QX IP PBX is provided with a battery (accumulator). If the battery is low or simply absent the
“There is no battery or voltage is low” warning is displayed.

Please Note: Installing new firmware will take about 15 minutes. During this time, QX IP PBX, telephony and Internet access will be disabled.
Attention: When the older firmware is installed on the QX IP PBX, the system configuration will be lost and the device will be factory reset.

Please Note: It is recommended to backup the configuration prior to upgrading the firmware. You can do that by clicking the Download Configuration
link, which generates a backup file with all configuration settings and user uploaded greeting messages. It opens a file chooser window for immediate
download to the users PC.

Please Note: If you consider the Call History entries in the displayed tables to be important, it is recommended to download them from the corresponding
page prior to starting the Firmware Update.

e All pending events
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® User specific GUI states
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The following main processes will be stopped during the firmware update and will be restarted after the installation is completed:

(] Voice Software
(] Network Time Protocol Daemon
(] Network Interface Statistic Daemon

° Dynamic DNS Daemon

To update firmware manually select one of the following pages: Upload Firmware or Get Firmware From Server. For automatic firmware update select the

Automatic Firmware Update tab.

Upload Firmware

The Upload Firmware procedure is created in 3 pages. In the
first page of Upload Firmware the image file should be
selected.

Specify Image text field displays the selected image filename.
Choose File button used to browse the image file.

Pressing Save will start uploading the image file to the board
and the next page will display results and verification of the
image being burned.

The Cancel Uploading button appears when the update
procedure starts and it is used to stop it.

This page displays non-editable information about the image
validity. The Image Check field will display “invalid” if the
image does not correspond to the hardware version.

The Current Software Version field shows the old software
version. The New Software Version field shows the new
version of the software image.

This page needs to be confirmed in order to continue image
updating. If you are sure that the image version is appropriate
for your device press Yes, otherwise press No.

After pressing No, press Discard this image button to start
upload a new image.

If you have confirmed the firmware version, a new page with
firmware update progress will be displayed next. There are no
functions available on this page, just information about the
firmware update procedure. At some point the connection with
the device is being lost and you need to wait until the firmware
will be burned on the QX IP PBX.

You will not be automatically redirected to the Login page. To
access the QX IP PBX’s Web GUI, you need to connect QX IP PBX
again and login.

Attention: After the firmware update, all IP phones attached to
the QX IP PBX should be restarted.

QX50/QX200,/QX2000; (SW Version 6.0.x)

£ Maintenance

[—
Get FimwareFrom Semer | Atomatc Fimware Updte
Firmware update

Itis recommended to backup the configuration prior to upgrading the firmware.
You can do that right now by clicking the following link: Download Configuration
Warning: Firmware Update p is until it i leted!
A power down while upgrading may cause serious damage!

The update process takes about 5 minutes. Normal operation wil be stopped during that time.

—_—"

Progress: uploading

Cancel Uploading

Specifyimage: || Choose File | image.bin

& Maintenance

Fig.Il- 283: Firmware Update page

Get Fitmware From Server  Automatic Firmware Update

Firmware update

Itis recommendd to backup the configuration prior to upgrading the firmware.
You can do that right now by clicking the following link: Rownload Configuration

‘Warning: Make sure the Firmware Update process is not disrupted until it is completed!
A power down while upgrading may cause serious damage!

The update process takes about 5 minutes. Normal operation will be stopped during that time.

Fig.Il- 284: Firmware Check page

vrending

epysi

Event: Administrator (adrmin)

Burning Image

Updating Firmuare version 5.3.24.
Performing software update now. This process cannot be interrupted.

Stopping system SerVACES....riiiiireiieiieineinans
The device will reboot itself when the softuare update is ready.

WARNING: If your 1P phones are not dn the 'Supported Phones’ 1ist, you will have to reboot them manually after firmiare upgrade is finished!
Vou can reach the device again after the reboct.

This is the last message you will see here.

done

Fig.Il- 285: Firmware Update - Burning Image page
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Get Firmware From Server

The Get Firmware From Server page allows you to get a new
Firmware (image) from the FTP server.

Firmware URL text field requires the path of new firmware image
which located on the FTP server.

Username and Password text fields require the FTP server
authentication parameters.

You should save changes before Download or Download and
Update.

Pressing the Download functional button a new page with
firmware download process will be displayed.

This page displays non-editable information about the image
validity. Last Status shows that firmware download process is
running and whether the new firmware version is downloaded or
not.

The Image Check field will display “invalid” if the image does not
correspond to the hardware version.

The Current Software Version field shows the old software
version. The New Software Version field shows the new version
of the software image.

This page needs to be confirmed in order to continue image
updating. If you are sure that the image version is appropriate for
your device press Update, otherwise press Discard.

If you have confirmed the firmware version, a new page with
firmware update progress will be displayed next. There are no
functions available on this page, just last status about the
firmware update procedure. At some point the connection with
the device is being lost and you need to wait until the firmware
will be burned on the QX IP PBX.

The Download and Update functional button will automatically
download and update the firmware version from the FTP server.

Pressing the Download and Update functional button a new page
with firmware download process will be displayed.

This page displays non-editable information about the image
validity. Last Status shows that firmware download and updating
process is running.
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farning: Make sure t pdate p
A power down while upgrading may cause serious damage!

pted

completed!

The update process takes about 5 minutes, Normal operation willbe stopped during thattime.

& Waintenance

Last Stotus: 2014/08/07 03:13: Updating frmware version 5324,

Firmuare URL: [f://192.168.02/Pub/Images/QuadroA20/5325 2014 fug:{

Lev

You should sav changes before download or update.

Download | | Download and Update

Fig.Il- 286: Firmware Update page

Upload Firmware

Automtic e Updste
Firmware update

itis recommended to backup the configuration prio to upgrading the firmuare.
o thatright now by cicking the following ink: Dawnload Configuration

until
A power down while upgrading may cause serious damage!

The update process takes about 5 minutes. Normal operation wil be stopped during that ime.

£ Waintenance

LastStatus: 2014/08/07 03:26:Frmware downioad process s running...

Fig.Il- 287: Firmware Update page

epygi

Upload Firm Automatc Firmuore Updte

Firmware update —

5 recommended to backup the corfiguration prir to upgrading the firmuare.
You can do that right now by cicking the foll Dowrlozd Configuration

Warning: Make
A power down while upgradi

cause serious damage!

The update process takes il be stopped during that time.

£ Maintenance

LastStatus: | 2014/08/07 03:26 New fimuare:

Fig.Il- 288: Firmware Update page

epygi

Firmware update

4 to backup the configuratio
ight now by cicking the fallow

Warning: Make sure the Firmuware Update process is not disrupted until it is completed!
A power down while upgrading may cause serlous damage!

The update process takes about 5 minutes. Normal operation wil be stopped during that time.

/& Maintenance

LastStatus: | 2014/08/07 03:43: Updating irmware version 53.25.

Fig.Il- 289: Firmware Update page
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Automatic Firmware Update

The Automatic Firmware Update page allows you to configure an automatic update of the QX IP PBX’s firmware (software image) as it becomes available
on the server. When this service is enabled, on the configured day and time QX IP PBX will automatically check for a new available firmware on the server
and will either notify the administrator or update the firmware right away, depending on the configured settings.

The server configuration can be done manually.

Please Note: Independent on the selected server type, there should be an “auto-update” folder in the root directory of the server. QX IP PBX will check for

any new firmware in that specific folder only. Besides the firmware *.bin file, the “auto-update” folder should contain supplementary file(s) to point to the
correct firmware file.

The detailed instructions on the functionality of automatic firmware update as well as server configuration are described in the “Automatic Firmware
Update” document which you can find at the Epygi Web support portal.

This page consists of the following components:

The Enable Automatically Firmware Update checkbox selection enables the automatic firmware update service on the QX IP PBX.

The Server Name (the IP address or hostname), the Server Port
and the Update Method should be defined. The Update Method
drop down list provides a possibility to choose among FTP, HTTP
or HTTPS methods. For some of these selections, authentication
Username and Password can be entered.

epygi

Automatic Firmware Update o]

Please Note: In order to use Epygi’s public ftp server leave the
Server Name, Server Port, Update Method, User Name and h

Password text fields to their default values (ftp.epygi.com, 21, ftp
and anonymous respectively, use blank for password).

9

e Updste

4 MNaintenance ftp.epygi.com

Check for updates options allow you to select the frequency of s a
checking for a new update. spssenened [fp

Check and notify - choose this selection if you only wish to derlme: - anenymons
be notified about the new available firmware on the i e
server. With this selection, on the indicated weekday Checkfor pdtes [ Checkand roty_v [EveyDey ] x[30_
and time, on daily or weekly basis, the QX IP PBX will ChedkiUpdite Now
check for a new firmware available on the server. The
way of notification is configured from the Events page.
Check and update - choose this selection to check and
automatically install the new firmware on the QX IP PBX -
as it becomes available on the server. With this selection, I
on the indicated weekday and time, on daily or weekly
basis, the QX IP PBX will check for a new firmware Fig.Il- 290: Automatic Firmware Update page
available on the server, will automatically download and
install it on the QX IP PBX.

Save

The Check/Update Now button is used to manually initiate Check and notify or Check and update actions. The action to be executed depends on the
options selected above.

Reboot

The Yes, Reboot Device button is used to reboot the QX IP
PBX. Please note that the session with the QX IP PBX will be
closed, i.e.,, the QX IP PBX GUI should be newly opened and a
new login will be required afterwards.

epygi

Reboot o

Reboot Device

‘You are about to reboot the device. You willnot be automalically redirected o the GUI start page. Ater
‘2 successful rebool you need o login again.

Ave you sure you wantto rebaot he device?

Yes, Reboot Device

£ Maintenance

Fig.Il- 291: Reboot device page
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Registration Form

The Register Your Device in Technical Support Center page
appears when administrating an unregistered QX IP PBX, and it
has been created for customer support purposes. The page
requires customer registration at the Epygi Technical Support @ Dastboard
Center. It provides several links offering the following e 0 ol e o B e e o e e e Ml
registration options: = e

Register Your Device In Technical Support Center =

Con't cerind me again

Register now leads to the Epygi Technical Support System
Registration page and requires customer’s information to submit
the QX IP PBX registration form.

Remind me later hides the registration notification in the QX IP
PBX through System Configuration Wizard or Internet
Configuration Wizard until the next administrating activities.

Fig.Il- 292: Device Registration page

Don’t remind me again hides the registration notification forever.
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Appendix: PBX Services for QX IP PBX’s Administrator

The following PBX Services are accessible at the dial tone, characterized by beginning with the key °:

Administrator Login

0006

Allows to modify Auto Attendant greeting and menu messages, as well as to manage universal extension messages.

Enabling/disabling the Call Routing rules
Allows managing the routing entries in the Call Routing table, i.e. to enable/disable certain dialing rules by dialing key combinations pre-
configured on each routing entry. By dialing 600, you will be required to dial enabler/disabler key to enable or disable the routing

rule(s) correspondingly. Since multiple routing rules may have the same enabler/disabler key combinations (the same key may be used as
enabler for one routing rule, and as disabler for another one), dialing the certain key will affect all pre-configured routing rules.

000

If the routing record has an authorization enabled on the enabler/disabler key, administrator’s password will be required to be inserted after
the key. Once the administrator’s password is dialed, system plays a confirmation about the accepted configuration and the state of the
certain routing rule(s) is getting modified.

If administrator’s password has been inserted incorrectly for 3 times, no status changes will be applied to any of the routing record(s), even
to those which have no authorization enabled.

Administrator Login menu has the following sub-menus and the management keys:

(2]

© @O Administrator’s Login

(3]

Auto Attendant | | Auto Attendant Universal Extension Messages
Greeting Menu Message 0
Dial Dial o Incomin Outgoin 6 @ i
AA Number Greeting ng utgong Your Name | | gyt of Office Me/Follow
. AA Number Blocking Blocking
(in case of . Message Message Me Welcome
. (in case of Message Message
multiple AAs . Message
on the QX IP multiple AAs on
I the QX IP PBX) (1)
) @ o o @ @ Listento
o . Listen to Listen to . .
o Listen to Current Current Listen to Listen to Current
Listen to ; Current . - Current Current Find
Listen to AA . Incoming Outgoing :
Current Menu Message Greeting Blockin Blockin Name Out of Office Me/Follow
AA Greeting Message 8 8 recorded Message Me Welcome
Message Message
9 Message
E Record a New 9
Record a New 9 9 9 9
AA Greeting AA Menu Record a Record a 9 Record a
Message Record a . . Record a Universal
. Universal Universal Record a . .
Universal Incomin Outeoin Universal Universal Find
9 Greeting ng soing Out of Office Me/Follow
Blocking Blocking Name
9 Message Message Me Welcome
Restore Default Message Message
Restore Default Message
. AA Menu
AA Greeting
Message 6 @
6 Restore 6 6 6 GRS
Restore Restore System Restore System
System Restore
System Default System Default
Default . System .
Default . Outgoing Default Find
. Incoming . Default g
Greeting . Blocking Out of Office Me/Follow
Blocking Name
Message Message Message Me Welcome
Message
Message
Stop R« di Stop R di :
op Recording op Recording e e e e e Stop
or Playback or Playback Stop . :
Stop b Stop Recording Stop Stop Recording or
b Recording or b b
Recording or or Playback Recording or | | Recording or Playback
Playback . .
Playback Incomin Outgoing Playback Playback Find
Greeting ng Blocking Name Out of Office Me/Follow
Blocking
Message Message Message Message Me Welcome
Message
Message
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Appendix: Conference Services for Moderators and Participants

This chapter describes the feature codes for the Conference Services that enable the moderator and participants to manage call conferences from the
phone.

Conference Services accessible during the conference: Keys

00

Invite Participant

To invite a participant dial *1 + Participant’s SIP address (or *1 + Routing Number). Service is available for Moderators only.

Get the number of participants in the conference

000

Plays information about the total number of participants in the conference at the certain moment.

Get the state of recording

1212

Plays the state of conference recording (started, stopped or paused).

Lock the conference

Locks the conference. When conference is locked, nobody can dial in any more. ° 60
Service is available for Moderators only.

Unlock the conference

Unlocks the conference. Now participants are allowed to dial in to the conference. ° 69
Service is available for Moderators only.

Dial out to all users with dial out settings enabled

Initiates the dial-out to all participants currently inactive in the conference but configured to be dialed out (also those added manually from ° 90
the handset by moderator). Service is available for Moderators only.

Dial out to all participants to the conference

Initiates the dial-out to all participants currently inactive in the conference. ° 99
Service is available for Moderators only.

Next Phone with Video Capability ° e Q

Shows the next phone with video capability. Also switches from automatic mode to manual one.

Previous Phone with Video Capability ° e o

Shows the previous phone with video capability. Also switches from automatic mode to manual one.

Automatic Video Switching Mode ° e 9

With this key combination, the loudest speaking participant is displayed on all video-capable phones. If that participant has no video
capability, a black screen will be displayed.

Start or Resume Conference Recording

000

Service is available for Moderators only.

Pause Conference Recording

000

Service is available for Moderators only.

Stop Conference Recording

000

Service is available for Moderators only.

Request to Speak

With this key combination, a listener requests to speak and a notification hand-up icon is displayed in the Conference Progress table. The
moderator can then switch the particular listener either to speaker or lecture mode. With a speaker permission granted, listener can speak to ° @0
the conference along with other participants. With a lecturer permission granted, listener can speak to the conference having all other

participants muted in the conference. This service is available for listener participants only.

Cancel the Request to Speak

With this key combination, listener cancels his request to speak and a notification hand-up icon disappears from the Conference Progress ° @9
table. This service is available for listener participants only.
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Mute/Unmute 9

With this key combination, any participants in the conference may mute and unmute themselves during the conference.

Please Note: You may accelerate dial out by a pound (#) sign at the end of your dialed number.

Call Codes available in the Auto Attendant:

For external IP calls addressed to the Auto Attendant following key combination is available to access and manipulate within Auto Attendant services:

|Incoming Call to Auto Attendant | Key Combination

Conferences Menu - used to access conferences. Conference ID should be dialed here. | already in
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Appendix: System Default Values

Administrator Settings

Parameter

System Default Value

Admin Settings

Login name - admin
Password - 19

Host Name

epygigx

Domain Name

epygi-config.loc

172.30.0.1

Regional Settings and Preferences

LANTP Address Subnet Mask ~255.255.255.0
DHCP Server ‘ Disabled ‘
Locale - US

TimeZone - Central Time (US&Canada),

Emergency and PSTN access codes

Emergency Code - 911
PSTN Access Code - 9

WAN Interface Protocol

Ethernet

WAN Interface Bandwidth

Upstream - 100000
Downstream - 100000
Min Data Rate - 0

WAN IP Configuration

Assign automatically via DHCP

MAC Address

Assigned by device
MTU -1500 Bytes

DNS Settings

Dynamically by provider

Date and Time Settings

Simple Network Time Protocol Server and Client - enabled
SNTP Server - ntpl.epygi.com
Polling interval - 6

Email(SMTP) Settings

System Mail Settings - disabled

TLS - disabled

Enable SMTP Authentication - disabled
User Name - empty

User Password - empty

Short Text Messaging (SMS) Settings

Enable SMS Service - disabled

System Security

Security Level - Medium

Licensed Features

3pcc support - No key found

ACD support - No key found

Barge In - No key found

Redundancy (available only for QX2000) - No key found
DCC Pro Support - No key found

DCC Basic Support - No key found
iQall Toggling Support - No key found
IP Phone support - No key found
Autodialer Support - No key found
Conference Server - No key found
Video Conferencing - No key found
Call Recording - No key found

Redundancy Settings

Disabled

Language Pack

Default - English
Current Language Pack - none

Extensions Management
(for QX50/QX200)

Extension Length - 3, once applied extensions 00, 101-150 appear for QX50,
00, 101-302 appear for QX200

Extensions Management
(for QX2000)

Extension Length - 4, once applied extensions 00, 1001-1200 appear for QX2000

Extension Settings - General
(for QX50/QX200)

Display name - none
Password - empty
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Parameter System Default Value

101 and 102 extensions are attached to the FXSlines 1 and 2 correspondingly
103-118 extensions attached to the IP lines 1-16 (for QX50)

103-126 extensions attached to the IP lines 1-24 (for QX200)

Kickback - disabled

Call Relay - disabled

Login Allowed-disabled

3pcc/Click2Dial Login Allowed-disabled

Audio Line-out-disabled

Show on Public Directory - disabled

Percentage of Total Memory for extensions 101-102 - 5%,

Percentage of Total Memory for extensions 103-118 - 0.4% (for QX50)
Percentage of Total Memory for extensions 103-126 - 0.4% (for QX200)

Display name - none
Password - empty
1001-1200 extensions attached to the IP lines 1-200
Kickback - disabled
Extension Settings - General Call Relay - disabled
(for QX2000) Login Allowed-disabled
3pcc/Click2Dial Login Allowed-disabled
Audio Line-out-disabled
Show on Public Directory - disabled
Percentage of Total Memory - 0.04%

Registration username - same as extension number
. . Registration password - empty
Extension Settings - SIP

SIP server - empty

SIP Server port - 5060

SIP Server Registration - disabled

Authentication User Name - undefined

Send Keep-alive Messages to Proxy - disabled

RTP Priority Level - medium

Do Not use SIP Old Hold Method - disabled

Outbound Proxy, Secondary SIP Server and Outbound Proxy for Secondary SIP Server -

Extension Settings - SIP Advanced

undefined
Extension Settings - Remote Remote Extension - disabled
Extension Settings - Call Queue Call Queue - disabled

Internal Voice Mail for all extensions
Extension Settings - Voice Mailbox Configuration wizard - activated
Shared Mailbox - undefined

For all extensions except 101 and 102:
Codecs - G711u (preferred), G711a, G729a - enabled

G726/16,G726/24, G726/32, G726/40, iLBC, G.722,G.722.1, TDVC, H.263,
H.263+ and H.264 - disabled

Out of Band DTMF Transport - enabled
T.38 FAX - enabled
Pass Through FAX - enabled
Extension Settings - Codecs Pass Through Modem - disabled
(for QX50/QX200) Force Self Codecs Preference for Inbound Calls - disabled
SRTP Policy - Make unsecure calls, accept anything

For extensions 101 and 102:

Codecs - G711u (preferred), G711a, G729a, G726/32,G726/16,G726/24,
G726/40- enabled

iLBC, G.722, G.722.1, H.263,H.263+ and H.264 - disabled
Out of Band DTMF Transport - enabled
T.38 FAX - enabled
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Parameter System Default Value

Pass Through FAX - enabled

Pass Through Modem - disabled

Force Self Codecs Preference for Inbound Calls - disabled
SRTP Policy - Make unsecure calls, accept anything

Codecs - G711u (preferred), G711a, G729a - enabled

G726/16,G726/24, G726/32, G726/40, iLBC, G.722,G.722.1, TDVC, H.263, H.263+ and
H.264 - disabled

Extension Settings - Codecs Out of Band DTMF Transport - enabled
(for QX2000) T.38 FAX - enabled
Pass Through FAX - enabled
Pass Through Modem - disabled
Force Self Codecs Preference for Inbound Calls - disabled
SRTP Policy - Make unsecure calls, accept anything

Display name - Attendant
FAX forwarding - disabled
Show on Public Directory - enabled

Attendant 00 Settings - General
(for QX50/QX200)

Percentage of System Memory - 5%

Display name - Attendant

Attendant 00 Settings - General ] ]
FAX forwarding - disabled

(for QX2000) Show on Public Directory - enabled
Percentage of System Memory - 0.08%
Scenario - default
Send AA digits to Routing Table - disabled
Redirection on Timeout - disabled
Attendant 00 Settings - Attendant ZeroOut - disabled
Scenario Welcome Message - enabled
Ringing Announcement - disabled
Welcome Message, Recurring Attendant Prompt and Attendant Ringing Announcement
- default
Registration username - 00
Registration password - empty
Attendant 00 Settings - SIP SIP server - empty
SIP Server port - 5060
SIP Server Registration - disabled
Attendant 00 Settings - SIP Advanced Same as for extensions

Codecs - G711u (preferred), G711a, G726/16, G726 /24, G726 /32, G726 /40, G7293,
iLBC - enabled

H.263, H263+ and H.264 - disabled

Out of Band DTMF Transport - enabled
Attendant 00 Settings - Codecs T.38 FAX - enabled

Pass Through FAX - enabled

Pass Through Modem - disabled
Force Self Codecs Preference for Inbound Calls - disabled
SRTP Policy - Accept anything

Conference Management and Email Feature is disabled by default
Default Settings

For QX50/QX200: Percentage of System Memory - 1%

Universal Extension Recordings For QX2000: Percentage of System Memory - 0.08%

Extension Directory No entries
Receptionist Management No entries
ACD Management Undefined
Authorized Phones Database No entries
IP Lines Settings IP Lines Configuration:

Enable PnP for IP lines - enabled
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Parameter System Default Value

Enable firmware version control - enabled
Configure IP phones from - WAN (for QX50/QX200)
Phones Default Template - systemdefault
IP Phone Templates - no custom templates
IP Phone Logo - disabled, no custom logos uploaded
FXS Gateway Management - undefined
For QX50:
IP Lines 1-16 - enabled
IP Lines 17-48 - disabled

1-16 IP Lines attached to 103-118 extensions. All IP lines are in inactive
mode

For QX200:
IP Lines 1-24 - enabled
IP Lines 25-200 - disabled
1-24 IP Lines attached to 103-126 extensions. All IP lines are in inactive
mode
For QX2000:
IP Lines 1-200 - enabled
1-200 IP Lines attached to 1001-1200 extensions. All IP lines are in
inactive mode
Disabled IP lines - displayed

FXS Lines Loopback Settings - Loopback is disabled for all FXS lines, Loopback
timeout is 30

Onboard Lines Configuration:
CallerID - Standard 2 FSK for all lines
Ringer type: Type A for all lines
FXS (On-board) settings ger ype: 1yp . o . .
Busy Tone and Power Disconnect indications: disabled for all lines
Off-hook caller ID - disabled for all lines
Hot Desking Capability - disabled for all lines
For QX50:
2 FXO lines - all lines enabled, incoming and outgoing calls allowed and
routed to 00 Attendant on all lines

For QX200:
4 FXO lines - all lines enabled, incoming and outgoing calls allowed and
routed to 00 Attendant on all lines

FXO Settings

For QX2000:
Hardware does not support FX0. Only shared FXO lines are available
E1/T1 Trunk Settings Hardware does not support E1/T1. Only shared E1/T1 trunks are available
ISDN Trunk Settings Hardware does not support ISDN. Only shared ISDN trunks are available

Use PSTN lines of the other device - disabled

Ext 1 PSTN Gat
xterna ateways Authorization Parameters - undefined

VolIP Carrier - Manual

VolP Carrier Description - Empty

Call Routing table - 3 entries defined for a call to the default Auto Attendant 00, for calls

Call Routing Table to PBX and SIP

Call Routing Route all incoming SIP calls to Call Routing - disabled
Local AAA Table Local AAA Table - Authentication by Caller ID-enabled
Global Speed Dial Directory Undefined

Enable Tunnels to Slave Devices - disabled
Tunnels to Slave Devices - no entries
Enable Tunnels to Master Devices - disabled
Tunnels to Master Devices - no entries

SIP Tunnel Settings

Class of Service Disabled
Basic View:
. All extensions are disabled
Call Recording Advanced View:

Call Type - Auto
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Parameter

NAT Traversal Settings

RTP Settings

SIP Settings

Voice Mail Common Settings

RTP Streaming Channels

Gain Control Settings
(for QX50/QX200)

Gain Control Settings
(for QX2000)

3PCC Settings

RADIUS Client Settings
Dial Timeout
Call Quality Notification

Firewall
(for QX50/QX200)

QX50/QX200,/QX2000; (SW Version 6.0.x)
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System Default Value

Address-empty
Recording Type - Always start automatically
Max Recording Duration - 1 hour
Recording To - same as extension number
Description - empty
NAT Traversal for SIP - Automatic
SIP and RTP Parameters - Use STUN
SIP TCP Port - 5060
STUN Parameters:
Primary STUN Server - stun.epygi.com
Primary STUN Port - 3478
Secondary STUN Server - undefined
Secondary STUN Port - undefined
Polling Interval: 1 hour
Keep-alive interval: 120 seconds
NAT IP checking interval: 300 seconds
No entries in NAT Exclusion table

Properties for all Codecs exceptiLBC, G.722, G.722.1, TDVC :

Packetization -20ms

Silence Suppression - yes
iLBC properties:

Packetization - 30ms

Silence Suppression - yes
G.722,G.722.1, TDVC properties-undefined
G.726 Standard - ITU-T specification
RTP/RTCP portrange - 6000-6255
RTCP Support - disabled

UDP and TCP Port - 5060

TLS Port-empty

Realm - epygi

Session Timer - disabled

DNS Server for SIP - default

SIP timers - RFC 3261

Host Aliases for SIP - undefined

Voice Mail Recording - G729a

Email Subject for voice - Voice mail received from $[VM_DISPNAME] $[VM_USERNAME]

FAX to E-mail format - TIFF
Undefined

FXS lines:
Transmit Gain: - 6
Receive Gain: 0
FXO lines:
Transmit Gain: 0
Receive Gain: 6
Voice Mail:
Recording Gain: 0
Playback Gain: 0
Audio Lines:
Transmit Gain(Line out): Off
Receive Gain(Line in): Off
Voice Mail:
Recording Gain: 0
Playback Gain: 0

Secure Connection - disabled
Request Timeout - 10
Feature Key - not added
WAN Port - not opened.
RADIUS client - disabled
4 seconds

Disabled

Enable Firewall - disabled
Enable IDS - enabled
Enable NAT - enabled
Ping Stealth - enabled

180



@ cpygr-

Parameter
Firewall
(for QX2000)

Filtering Rules

SIP IDS Settings

IP Routing Configuration

DHCP Advanced Settings

DNS Server Settings

Dynamic DNS
SNMP Settings
VLAN Settings

[PSec, PPTP and L2TP

(available only for QX50/QX200)

Event Settings

Call History

Conference History

System Logs Settings

Remote Logs Settings

User Rights Management

Automatic Backup

Automatic Firmware Update
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System Default Value

Fool Portscanner - disabled

Enable Firewall - disabled
Ping Stealth - enabled

Outgoing Traffic - MS File Sharing (Blocked for all)
SIP Access (Allowed for all)

Enable SIP IDS - enabled
Add the IP address into the Blocked IP list in Firewall - enabled
Discard SIP messages from IP address - enabled

No Routes

DHCP Options:
Gateways - 172.30.0.1
Subnet mask - 255.255.0.0
Domain name servers - 172.30.0.1
NBT name servers - 0.0.0.0
NTP servers - 172.30.0.1
Domain name - epygi-config.loc
Overload tftp server name - 172.30.01
DHCP Server Statements:
Authoritative - enabled
Ping Check - enabled
Ping timeout - 1 sec

Time to live (TTL) - 86400 seconds,
Mail Exchange (MX) - undefined
No aliases defined

Disabled
SNMP - disabled
Undefined

No connections.
RSA Key Management - 1024 bit key defined
PPTP Server Configuration

Subnet - 172.31.1.0/24

Authentication - MSCHAPv2, MPEE 128 bit
L2TP Server Configuration

Subnet - 172.31.2.0/24

"Display notification” for all events except Login and Firmware Update events. Those
events have a “Do nothing” action assigned. Additionally, Fan Control critical and major
failures have a Flash LED action assigned

Enable Call Reporting- enabled, 100 entries for all type of calls

Percentage of Total Memory used for Archive - 0%

Enable Call Detail Records Archive Collection - disabled

Call Detail Records Archive Structure - Archive by records count

Call Records Count - 50

Time Interval - 10min

Send archive files to external server - Send and delete from archive

File Format -Tab Delimited Text (log)

Enable Call Reporting- enabled, 100 entries for all type of calls.

User Logging - enabled

Developer Logging - enabled

Log Lines to Show - 25

Comment - undefined

Disabled

Users - admin (enabled), localadmin (disabled)

Roles - Extension (all accessible pages for extension except for Extension Voice Mail
Profiles), Local Administrators (all accessible pages for localadmin)

GUI Access Password - Old Password(empty), New Password (empty), Confirm New
Password(empty)

Phone Access Password- Old Password(empty), New Password (empty), Confirm New
Password(empty)

Disabled

Enabled
Server Configuration - Assign manually
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Parameter System Default Value

Server Name - ftp.epygi.com

Server Port - 21

Update Method - ftp

Username - anonymous

Password - empty

Check and notify - Every day at 0:00

Extension Settings

Parameter System Default Value

Maximal mail message duration - 5 min
Ask password before granting local access to mail box - disabled
Ask password before granting remote access to mail box - enabled
Send welcome message - disabled
Play Voice Mail help - enabled
Automatically play messages - enabled
Send mails count information message - disabled
Send date/time information message - enabled
Send beep at the end of message - enabled
Silent VM recording - disabled
Send new voice messages via e-mail - disabled
Voice Mail-Send notification with attachment
Voice Mail Settings Remove Voice Mail On Send-disabled
Fax- Send notification with attachment
Remove Fax On Send-disabled
Send new voice message notifications via SMS - disabled
Send new voice message notifications via phone call - disabled
Voice Mail Indication:
Lamp indication - enabled for IP lines only
Tone indication - enabled for FXS lines only
Ringing indication - disabled
Zero Out - enabled, Redirect Call Type - PBX, Redirect Address - 00
FAX Redirection - disabled
Automatic Fax Receiving Mode - disabled

Out of Office - disabled
Forward/rewind duration - 3 seconds
Greeting message - default

Voice Mail Profiles Undefined
Group List No entries
Speed Calling No entries

Display Name - undefined

User Password Protection - disabled both for incoming and outgoing calls
User’s Name for Extensions Directory - default

Custom Voice Messages - default

Account Settings

No answer timeout - 20 sec
Call Waiting Service - enabled
Autoredial Interval - 10 sec
Autoredial Period - 15 min

Basic Services - General

Send Hold Music to remote IP party - enabled
Basic Services - Hold Music Hold Music - Own Music
Music file - default

Disabled, Timeout - 30 min

Basic Services - Do Not Disturb Send Message to Caller - enabled

Basic Services - Hotline

(available only for QX50/QX200) Disabled
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Parameter

System Default Value

Caller ID Services

No entries in the table

For Any Callers - all services are disabled
Call Blocking message files - default
Intercom - Allow Activation on Request
Activation Signal -Ring Only if Requested
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Appendix: Moderator's Menus

This Appendix explains all menus that can be accessed and configured by conference moderators. (Applicable if the Conference Server feature is activated
on the system.)

Conference Moderator’s Main Page

The Moderator’s Main Page can be accessed by clicking on the conference ID link on the Conferences Management page or by logging as a moderator on
the QX IP PBX login page.

After logging in as a moderator, the page Conference Progress is displayed. Here you may see the active conferences and the participants. From this page
you may also access the settings of the conference to operate and perform actions that are available only to the moderator of each conference.

e Conference Progress

Conference Progress

® Recorded Conferences & Conference =

. Retur Conference Progress
® Conference Settings

— General Conference ID: 888

Description: Daily Conference

- Recording SIP Address: 838
Duration: 0 sec.

— Customization
Conference

Waiting.. Unlocked Recording Disabled
Status:

— Participants
— Schedule

Terminate Lock |  Unlock Start/Resume Pause | Stop

— Send Notification Mail Participants: Active / All -0/ 2

Add | Delete | Dial Qut || SetSpeaker | SetListener | Lecture Mode

SIP Address / Tel. Participant Video Participant Participant Nested
Name g Pal felpa Fal Request to Speak
Number Type Allowed Indication Status Conference
John Smith  11383@sip.epygiloc Spesker Ves Yes Jaining. Yes
Alice 5086744 Speaker Ves Yes Mot Active No

Dawson

Refresh in 15 seconds!

Fig.Il- 293: Conference Progress page
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Conference Progress

The Conference Progress page displays information about
the conference, including the list of participants, and allows
moderator to manage the conference.

Conference Progress

% Conference e

Conference Progress

The following read-only data is displayed on this page:
Conference ID: 888

Description:  Daily Conference

Conference ID - the unique ID on the conference.

Info Text - displays the text uploaded in the Info File from P e 88
Customization page. In the picture illustration on the right Durtion:  0sec
side, the Info Text says “WELCOME to EPYGI's Cotecs
) Status:
CONFERENCE!!!".
Tarminste ek | | riea Sumesume | | pose | | sop
Description - any descriptive information about the
conference (optional). Partcipants: Active/ A1-0/2
SIP Address - the SIP addrE‘SS Of the Conference. Add | Delete Dial Out  SetSpeaker Setlistener | Lecture Mode
N SIP Address / Tel. Participant Video Participant Participant Nested R Speak

Duration - the time the current conference is active. . Number Type Allowes Indiction status Conterence "o e

John Smith | 11369@sip.epygi.loc Speaker Yes Yes Joining.. Ves
Conference Status - the conference status (active, not active Alce s Speater e ve Not Actwe o

Dawson

or waiting). If the conference is active, the information
whether the conference is locked or not, and the recording
status (recording started, recording paused and recording
stopped) is also displayed herein.

JReteshin 15 seconds:

Fig.Il- 294: Conference Progress page

The following buttons are available on this page to manage the active conference:

Activate - available for an inactive conference only and used to activate the conference.

Terminate - available for an active conference only and used to terminate the active conference

Lock - available for an active conference only and used to lock the conference. When a conference is locked, no users can connect to it.

Unlock - available for an active conference only and used to unlock the conference.

Start/Resume - available for an active conference only and used to start the recording of the conference or to resume the recording if it was paused.
Pause - available for an active conference only and used to pause the recording of the conference.

Stop - available for an active conference only and used to stop the recording of the conference.

Please Note: Pausing and Resuming the conference recording can be used to edit the recorded conference audio file. When pause/resume operations are
used, conference is recorded in a single file, leaving out the conversation during which conference recording was paused. When using stop/start
operations, new files are created each time conference recording is started. All recorded conferences are listed in the Recorded Conferences page only
after conference recording termination. In case of pause/resume, the recorded file is not terminated. In case of stop/start recording starts in new file.

The table of participants on this page lists all preconfigured participants (independent of the conference status), as well as new participants joined the
conference (if still connected to the conference) and those participants added from the handset or GUI (unless the conference is terminated).

For the active conference, the table also displays participants added manually from GUI or from the handset and those participants that called in to the
conference.

The Conference Progress table contains the following information for each participant.
Name - this information is specific to manually added participants only (see below).
SIP Address - indicates the SIP address of the participant.

Participant Type - indicates whether the participant is a speaker or a listener only.

Participant Indication - indicates whether or not a beep indication during the call conference is configured for this participant to be played when he
joins or leaves the conference.

Participant Status - this column is only present for active conferences and indicates the state of the participant (active for participants currently in the
conference, not active for participants not in the conference, and joining for participants currently joining but not yet connected to the conference).

Nested Conference - indicates if the participant acts as a nested conference or not.

Request to Speak - this column is only present for active conferences and indicates whether a listener participant has requested to speak (by dialing *9
from the handset, see Feature Codes). When a listener participant requests to speak, a hand-up icon appears in this column. Clicking on the hand icon in
this column will grant the speaker permission to the corresponding participant. Participant with the speaker permissions are able to speak to the
conference.

The following functional buttons are present on Conference Progress page to manipulate with the participants in the conference:

Add functional button opens the Add Participant page where a new participant can be manually added to the conference. The Conference Progress -
Add Participant page consists of the following components:
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Participant Name requires optional information (first name,
last name, nickname, etc.) about the participant.

SIP Address/Tel. number requires the contact phone number Canfere Recorde Conference Seings
(SIP address or Routing Number) of the participant. This i@ Conference [ Genersl| | Recording | | Customization Sthedule Send Notfication Ml
number automatically will be dialed by the system when the -
. . 2y ) Y Y Conference Progress - Add Participant @
participant is configured to be a Dial Out (see below) or when

a corresponding Conference Code is used (see Conference Conference ID: 888

Codes).

Participant Name: |Adam Scott
The participant’s SIP address should be a combination of P s ek o, [BT8528p epygoc
username@hostaddress:port (where hostaddress can be an IP — ot v
address, for example, 192.168.90.10, or a host name, e.g, Mmmwi v
sip.epygi.com). The port number is optional for the SIP ; Mmm;
address. If no port is specified, 5060 will be used. The range of  bon
valid ports is between 1024 and 65536. @ Paticpant dition
Please Note: A direct call will be placed toward a participant’s @ Nested Confeence
SIP address if the corresponding conference is registered on a 4 Al Duplcted eficpeion

different SIP server than the participant is registered on, or if

Save
the participant is not registered on any SIP server.

The value will be implied as a Routing Number and will be
parsed through the Call Routing table if it does not match the
SIP URI syntax.

Participant Type list is used to select the type (speaker or

. . . FigII- 295: Conference Progress - Add Participant page
listener) of participant in the conference.

Confirmation Type list is used to set the password protection for the participant joining the active conference. Star (*) selection allows the participant to
accept the conference invitation by pressing the * button. Only participants connected to the conference with the moderator password will be provided
with permissions to manipulate the conference.

A group of checkboxes on this page allow configuration of participant specific settings:
® When the Dial Out checkbox is selected, the participant will be automatically dialed out when the conference is activated.
e Participant Indication enables the beep indication during the conference when this participant joins or leaves the conference.
® Nested Conference must be selected if the participant is a Conference itself and enables the correct behavior of conference termination.

e Allow Duplicated Participation checkbox allows multiple participants with the selected Caller ID (calling address) to join the corresponding
conference. This is applicable when different participants are using the same shared number to place a call.

Dial Out functional button is used call one or more inactive participant(s) inviting them to join the conference.
Delete removes the selected participants from the conference.

Set Speaker functional button is used to grant selected participants a speaker's permissions. A participant with speaker permissions is able to speak to
the conference.

Set Listener functional button is used to grant selected participants a listener's permissions. A participant with listener permissions is not able to speak to
the conference and is only a listener.

Lecture Mode functional button is used to grant selected participants a lecturer's permissions. Both listener and speaker participants can get lecturer
permissions. Enabling lecture mode for a participant will allow him to speak to the conference and will mute all other participants of the conference.

Please Note: Only one participant can act in a lecture mode at the same time.

Recorded Conferences

Conference recording service allows you to record conferences and save them on the system internal or external storage space (depending on the
configuration). To use conference recording service, it should be enabled from the Call Recording Settings page.

The maximum duration of the recorded conference can be optionally limited from the Recording Settings page.

Conference recording can be manipulated either from the Conference Progress page or from the handset (see Feature Codes). If the Recording Indication
is also enabled from the Recording Settings page, voice announcements will be played in the conference to inform participants that the conference
recording is started, stopped, paused or resumed.

Recorded conferences are stored and are listed in the Recorded Conferences page accessible by the moderator from QX IP PBX Web Management.

The Recorded Conferences page displays a table where recorded conferences are listed. The recorded conferences can be played and deleted from this
page.
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The Recording free space field displays the free space
allocated for the corresponding conference.

: . : 2 Conference
The New recordmg.s field dlspl.ays the number of new Recorded Conferences m
recorded conferences in the recording box. All new recordings

. Conf ID: 700
are marked in bold. onference

Recording free space: 2day 20 hour min 22 sec

The All recordings field displays the number of all recorded
conferences in the recording box, including new and played
recordings.

Check Recordinas New recordings: 10 Al recordings: 10

Delete
Date &Time & Duration Play

The Check Recordings functional link refreshes the recording 05 Aug 20 72310 hou30min0sec

box with any latest recordings (if any). FuweeTr— s

The Recorded Conferences table displays all the recorded somin 13 s
conferences with the following parameters: e 10min 0 sec

309u1-2014 18:24:54 16 min 2 sec
259012014 17:33:18 37 min 52 sec
259012014 17:3015 2min 58 sec

169012014 17:27:03 1 hour 18 min 46 sec

EJEIE JEJE JE 3 3 3F

Fig.Il- 296: Recorded Conference page

Date & Time shows the initiation date and time of the recorded conference.

Duration shows the duration of the recorded conference (in minutes/seconds).
Play - by clicking on the speaker sign beside every record in the table, the recorded conference will be played (using the available media player supported
by your Operatinig System).

The column headings of the Recorded Conferences table are organized as links. By clicking on the column heading, the table will be sorted by the
selected column. Upon sorting (ascending or descending), arrows will appear next to the column heading. Each row in the table of Recorded Conferences
can be selected by the checkbox for deletion.

To Play a Conference

1. Click on the speaker sign of the corresponding recorded conference.
2. Depending on you browser settings, the .wav file will be played directly or an application will ask you to save the .wav file locally to the PC. If you
need to save the file, please specify the path then run the media file from the specified location.

To Delete a Recorded Conference

1. Select the checkbox of the corresponding record(s) in the Recorded Conferences table that will be deleted.

2. Select the Delete button.

3. Confirm the deletion clicking Yes. The selected conference then will be deleted. To abort the deletion and keep the conference on the QX IP PBX,
select No.

Conference Settings

General Settings

The General Settings page is used to configure the basic
conference settings.

Conference Settings

& conerence  ([EEMED Recoding | Customaation paricants | Schedule  Send Naticaton
The page contains the following components: General Settings

. . . Conference ID: 888
Conference ID indicates the unique ID of the conference.

Description indicates any descriptive information about the
conference.

Moderator Password text field requires a password for the @ Py Hold Music Ul Mot s Comnected
moderator access to the conference. The password inserted o pemit

here should be used by the moderator to join the conference.
Moderator is able to use conference codes during the active
call conference as well as to access conference specific GUI
pages and coordinate the conference (view/change conference
properties,  activate/deactivate  it,  start/stop/resume

Cala

Calculate the voice ene n e
Switch to new Video Source if energy difference s more than 6 @

@ LeaveActive

@) Closethe Conference if Moderator did notjoinin [2 | minutes

@) Closethe conference if only one partcipant is connected

recording, view conference history). Confirm text field @ Doy otfctonefreCorernceclose 1| minies
requires the confirmation of the Moderator Password. Error Telspessnee Setings

appears if the password inserted in the Confirm text field does sove

not match the one inserted in the Moderator Password text

field.

Fig.Il- 297: Conference Settings - General Settings Page
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Participant Password can be entered to require a password for participant access to the conference. It has to be entered twice for confirmation. The
password entered here should be used by the participant to join the conference. The participant can participate in the conference only according to the
rights (speaker or listener) granted by the moderator.

Max. Duration sets the conference to be limited to a maximum duration (in minutes). Leave the field empty for unlimited conference duration.

With the Play Hold Music Until Moderator is Connected checkbox selected, participants connected to the conference will listen to the hold music unless
moderator will join the conference.

Automatic Speaker Detection checkbox enables the automatic detection of the loudest participant in the conference (the current speaker) and switching
the video on all of the video conferencing phones in automatic mode to the video from that participant. Initially, when the user joins a conference with

Automatic Speaker Detection checkbox enabled, his video phone works in automatic mode. Dialing 060 or 960 feature codes will switch the
phone to manual mode, displaying the video of the next or previous participant correspondingly. When the phone is in manual mode, it will not switch

automatically to display the loudest participant, but it will show the video of the same participant until next time when 060 or 960 is being

pressed. Entering the 069 feature code will switch the phone back to automatic mode.
For making the video source switching decision in automatic mode, the video conferencing uses the values of the following parameters:

e Calculate the voice energy for the last [] sec.
e Calculate the voice energy every [ ] sec.
e Switch to new Video Source if energy difference is more than [ ] dB.

For example, if the values of the parameters are 3, 1 and 6 (default values) correspondingly, the Conference Server will calculate every one second the
average voice energy of each participant during the last three seconds. Then the largest calculated value will be compared to the average voice energy of
the participant providing currently the video for all phones in automatic mode. If the difference between energies is more than 6dB then the Conference
Server will switch the video to a new source having the largest voice energy.

Leave Active checkbox will keep conference active, even if all participants have left it.

Close the Conference if Moderator did not join in - the idea of including this parameter is as follows:

If the conference is activated by one of the existing ways and the moderator does not join the conference within the first X minutes then the conference
will be closed by the system. No message will be played to the joined users in this case. The conference will be closed in one of the following cases:

O The conference is activated by a schedule, and the moderator did not join within the first X minutes after activation. The only method of
distinguishing the moderator from the other participants is the moderator's password. If the user entered the moderator's password during the
joining process then he/she is a moderator. There are no other means of distinguishing the moderator from the regular participant.

O The conference is activated by a participant when dialing in, and the Activate On Dial In checkbox is enabled for that conference. During the
joining process, the participant either did not enter any password or entered a regular participant’s password. In this case, the same as above, if
the moderator did not join the conference within the first X minutes entering moderator's password, the conference will be closed.

O The conference is activated by a moderator from GUL In this case, even though the moderator activated the conference and did not join within
the first X minutes, the conference will be closed. In all the above mentioned cases, the conference will be closed regardless of the number of
regular participants already joined.

Close the conference if only one participant is connected - if enabled, then the conference will be closed as soon as there is only one participant
connected to the conference, after the moderator left the conference. If the moderator did not join yet (during the first X minutes as described above), the
conference will stay active even if there is only one participant connected yet. If the moderator is the only participant connected to conference then it will
stay active.

Play notification before Conference close. When the Max Duration (M) of the conference is reached, the system will close the conference and M
minutes before closing the conference the system will play the warning message to all participants.

Recording Settings

The settings on this page are addressed to the conference recording configuration, enabling conference recording, defining the recording memory
allocation (internal or external storage), etc.

The Recording Settings page offers the following components:
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The Enable Recording checkbox enables an option to be used
for active conferences to perform the online recordings. With
this checkbox selected, a group of radio buttons is activated to
select the storage for the recorded conference audio files.

Conference Settings

i§ cooronce  [Gane Cotommton putidpants Schdle Send ecaton i

® Use Internal Storage switches the location used to store Recording Settings L)
the recorded conference audio files to the system internal
memory. Max Recording Time requires the maximum Conference ID: 888
duration (in minutes) of one recording to be done. If the @ tsbleecoring
conference recording has been paused and resumed again,
the Max Recording Time value will indicate the actual S e hecoring T i 15
recorded time. Leave this field empty not to limit the et Sorme
duration of the conference recording. fecordng S Addes
® Use External Storage switches the location used to store @ Recordng ndicaton
the recorded conference audio files to an external @ stat Recording Automaticaly

destination, which can be any device or application that has
audio recording capabilities. The SIP Address of the remote
destination where the recorded conference will be stored is
required to be defined for this selection. Optionally, the SIP
address of a user can be inserted here. In this case, the
conference will be recorded to the private mailbox of the
user or will be directly played to him if he answers the
incoming call.

Fig.Il- 298: Recording Settings page

Recording Indication selection enables voice announcements played in the conference to inform participants that the conference recording is started,
stopped, paused or resumed.

When the Start Recording Automatically checkbox is selected, the conference recording will start automatically as soon as the corresponding conference
is activated.

Customization

The Customization page is used to manage the voice prompts played during an active conference. The page offers the following options:

When the Play First in Conference message checkbox is selected, the system will play a “You are the first participant in the conference” notification
message informing you that no more participants are yet connected.

Welcome Message parameters group allows updating the active conference welcome message (played once a user is connected to the conference),
downloading it to the PC or removing the custom welcome message. The group offers the following components:

Upload new welcome message indicates the file name used to
upload a new welcome message. The uploaded file needs to be in
PCMU wave format, otherwise the system will prevent uploading
it and the “Invalid audio file, or format is not supported” warning - : gl e
message will appear. The system also prevents uploading if there SRl e R[S gl
is not enough memory available for the corresponding Customization
conference and the “You do not have enough space” warning
message will appear.

& conference

Conference ID: 888
@ PayFistin Conferenze messace
Choose File opens the file chooser window to browse for a new WeleomeMessage

. Upload new Welcome Message
welcome message file. ’ ’

Choose File | attwelcome.viav
The Download Welcome Message and Remove Welcome Hold Music il
Message links appear only if a file has been uploaded previously. Ulowd new Hod Musc e

Choose File | No fle chosen

The Download Welcome Message link is used to download the o e
message file to the PC and opens the file-chooser window where Uowinofie
the saving location may be specified.

Choose File | No fle chosen

The Remove Welcome Message link is used to restore the Sove
default welcome message.

Hold Music File parameters group allows updating the hold
music (played when you are alone in the conference),
downloading it to the PC or removing the custom welcome
message. The group offers the following components:

Fig.Il- 299: Conference Settings - Customization page

Upload new hold music file indicates the file name used to upload a new hold music file. The uploaded file needs to be in PCMU wave format, otherwise
the system will prevent uploading it and the “Invalid audio file, or format is not supported” warning message will appear. The system also prevents
uploading if there is not enough memory available for the corresponding conference and the “You do not have enough space” warning message will
appear.

Choose File opens the file chooser window to browse for a new hold music file.

The Download Hold Music File and Remove Hold Music File links appear only if a file has been uploaded previously. The Download Hold Music File
link is used to download the hold music file to the PC and opens the file-chooser window where the saving location may be specified. The Remove Hold
Music File link is used to restore the default hold music.
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Info File parameters group allows you to upload a text file with some conference related announcement, advertisement or any other information to be
displayed on the Conference Progress page. The group offers the following components:

Upload Info file indicates the information file name. The system will display the file content exactly in the way it is formatted in the file. It is
recommended to use a *.txt formatted plain text file. The uploaded file should not exceed the size of 2000 bytes. The system also prevents uploading if
there is not enough memory available for the corresponding conference and the “You do not have enough space” warning message will appear.

Browse opens the file chooser window to browse for an information file.

The Remove Info File link appears only when a file has been previously uploaded and is used to remove the uploaded information file.

Participants

This page allows to configure participants of the conference as well as to adjust settings of the participants dialed out during the conference or
independently connected to the conference.

The New Participants Configuration moves to the page where
the settings of participants independently dialed in to the
conference can be configured. Once the new participant connects & conforence

Conference Settings

General  Recording  Customization ([ENGUMMSE Schedule  Send Notification Mail

the conference, he will automatically appear in the Conference Participants (1o |
Progress table on this page and remain there unless
disconnected from the conference. Conference ID: 888

Mew Participants Cenfigurstion

The Handset Added Participants Configuration moves to the onioet Al Paiommts Confnation
page where the settings of participants dialed out from the Registered Participants:
handset by the moderator during the active conference can be pad] et | peete
configured. Once a handset added participant connects the

Name | SIP Address / Tel. Participant  Video | Dial Trigger Participant Confirmation ~ Nested Duplication -

conference, he will automatically be added to the Conference Momber | Tyee | Allowed] Ot Iodicstion | Type | Conference

. . John | 11369@sip.epygiloc | Speaker Yes Yes | Yes Yes Star(’) Yes Yes JohnSmith@gmail.com
Progress table on this page and remain there unless the smith
conference is terminated. Alice | 5086744 Spesker  Ves No Yes Ve star(’) No Ves alice.dawson@epygi.com

Dawson

The table on this page lists all preconfigured participants, allows
to add new participants and to modify the settings of the exiting
ones.

Fig.H- 300: Conference Settings - Participants page

Please Note: By default, no participant is able to make video calls. Administrator should set one of the following checkboxes to enable the video capability
of the participant:

e Allow Video checkbox from the Participants - Add Entry GUI page (see Fig.I1I-298).

e  New Participant Can Make Video Call checkbox from the New Participants Configuration GUI page (see Fig.II- 303).

e Allow Video checkbox from the Handset Added Participants Configuration GUI page (see Fig.1I- 304).

Add opens an Add Entry page where new participants can be epygi dEmm e 2.
added to the conference. The following parameters are needed -
to configure participant settings:

Conference Settings

3% conference General  Recording  Customization  ([ENMUSRaty) Sthedule  Send Notification Mail

Participant Name requires optional information (first name, Participants - Add Entry e

last name, nickname, etc.) about the participant.
Conference ID: 888

SIP Address/Tel. number requires the contact phone number Paricpant Neme: o st
(SIP address or Routing Number) of the participant. This S Address/ Te. Number: 1309@sip.cpygilos
number automatically will be dialed by the system when the Ml Adress o smitn@gmalcom
participant is configured to be a Dial Out (see below) or when a Pericpent Type e
corresponding Conference Code is used (see Conference Codes). ConfimationTypes  [srC) v

W Allow Video
The participant’s SIP address should be a combination of @ Didl 0wt
username@hostaddress:port (where hostaddress can be an IP @ Actate onbatin

@ Participant Indication

address, for example, 192.168.90.10, or a host name, e.g,
sip.epygi.com). The port number is optional for the SIP address.
If no port is specified, 5060 will be used. The range of valid
ports is between 1024 and 65536.

@ Nested Conference

@ Allow Duplicated Participation

Save

Please Note: A direct call will be placed toward a participant’s
SIP address if the corresponding conference is registered on a
different SIP server than the participant is registered on, or if
the participant is not registered on any SIP server.

Fig.Il- 301: Conference Settings - Participants - Add Entry page
The value will be implied as a Routing Number and will be parsed through the Call Routing table if it does not match the SIP URI syntax.

Email Address requires the email address of the participant. Conference related notifications (configured from the Schedule page or using the Send
Notification Mail option) will be sent automatically to this address. This field is not available on this page when it is reached from the Conference Progress
page.

Participant Type list is used to select the type (speaker or listener) of the participant in the conference.
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Confirmation Type list is used to set the password protection for the participant joining the active conference. Star (*) selection allows the participant to
accept the conference invitation by pressing the * button. Only participants connected to the conference with the moderator password will be provided

with the permissions to manipulate the conference.

Please Note: Confirmation Type should be selected to “none” when the Participant Type is listener.

A group of checkboxes on this page allow configuration of participant specific settings:

(] Allow Video checkbox will allow participant to join the video conference. This checkbox is not available on this page when it is reached from the

Conference Progress page.

(] When the Dial Out checkbox is selected, the participant will be automatically dialed out when the conference is activated.

(] Activate On Dial In automatically activates the conference when this participant joins the conference call. This checkbox is not available on this page

when it is reached from the Conference Progress page.

(] Participant Indication enables the beep indication during the conference when this participant joins or leaves the conference.

(] Nested Conference should be selected if the participant is a Conference itself and enables the correct behavior of conference termination.

(] Allow Duplicated Participation checkbox allows multiple participants with the selected Caller ID (calling address) to join the corresponding
conference. This is applicable when different participants are using the same shared number to place a call.

The Edit functional button provides a possibility of editing
multiple participants at the same time. A Select to modify fields
checkbox alongside the fields to be modified needs to be selected
to submit changes, otherwise the fields will not be updated.

New Participants Configuration

4 Conference

Conference Settings
General | Recorsing  Customization  ([ENUSINE | Schedule | Send Notification Mail
Help

Participants - Edit Entry

Conference ID: 888

Participant Name:

SIP Address / Tel. Number: 11369@sip.epygiloc, 5986744

Speaker
Confirmation Type: Serc)

@ @ Alowlideo

Dis Out

Activate On DiaIn

Part

Nested Conference

CICICING

Allow Duplicated Participation

Fig.Il- 302: Conference Settings - Participants - Multi-Edit Entry page

This page is used to configure settings of participants independently dialed in to the conference. Once the new participant connects the conference, he will
automatically appear in the Conference Progress table and remain there unless disconnected from the conference.

Max New Participant Count text field requires the maximum
number of new users allowed to connect to the conference. Leave
this field empty to allow unlimited number of new users
connecting the conference. In one conference the maximum
number of participants allowed to connect to the conference
cannot exceed 95.

New Participant Type drop down list is used to select the state
(speaker or listener only) of the new participants connected to
the conference.

Selecting the New Participant Can Make Video Call checkbox
will allow participant to join the video conference.

New Participant Confirmation Type drop down list is used to
select whether the conference is password protected for the new
users or not.

Selecting the New Participant Can Activate Conference
checkbox will allow new users to activate the conference.

When Conference Inactive Until Moderator Login option is
enabled, participants will not be able to join the conference until
the moderator has logged in. New Participant Confirmation
Type field should also be set to Password to enable this option.

QX50/QX200,/QX2000; (SW Version 6.0.x)

3% Conference

General | | Recording | | Customization (AN | Schedule  Send Nofification Mail

New Participants Configuration

Conference ID: 888

@ New Paricpant Allowed To Join
Max New Paricpant Court s
NewParicpant Type: Spesker

New Participant Cor pe: [Password ¥

@ New

@) New Participant Can Activate The Conference

@ Conference Inactive Until Moderator Login *

@ New Participant Indication

Save

1~ With this option enabled, participants vill not be able to join the conference until the moderator has logged in. "New Participant Confirmation Type” field should also be setto
Password" to enable this option.

Fig.Il- 303: Conference Settings - New Participants Configuration page
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Selecting the New Participant Indication checkbox will enable a beep indication during the active conference when a new user joins or leaves the

conference.

Handset Added Participants Configuration

This page is used to configure the settings of participants dialed out from the handset by the moderator during the active conference. Once the handset
added participant connects the conference, he will automatically appear in the Conference Progress table and remain there unless the conference is
terminated. This will allow the handset dialed participant to hang up and dial in to the corresponding conference again while it is active.

The page consists of the following components:

Participant Type drop down list is used to select the state (speaker or
listener only) of the handset added participants connected to the
conference.

Confirmation Type drop down list is used to select whether the
conference is password protected for the handset added users or not.
When Star (*) selection is chosen, the handset added user should
accept the conference invitation by pressing the * button.

Selecting the Allow Video checkbox will allow participant to join the
video conference.

Selecting the Participant Indication checkbox will enable a beep
indication during the active conference when a handset added user
joins or leaves the conference.

The Allow Duplicated Participation checkbox selection allows several
instances of callers with the same handset added number (caller
address) to join the corresponding conference at the same time. This
option may be used to allow users from the same network (with the
same caller address), like PSTN network, to reach the conference.

Schedule

The Schedule page is used to configure and manage the conference
scheduling rules, so that a conference can be automatically activated on
the date and time. The Scheduling service may also be configured to
send invitation emails to the participants asking them to join the
conference or informing about a new conference.

The Conference Schedule page offers a table that lists all scheduling
rules configured for the corresponding conference. When a scheduled
conference is activated, all participants with dial-out option enabled
will be dialed.

& Conference

Genenl | Resordng | Gutomaton sireaie
Handset Added Participants Configuration

Senc Hotficetion Val

Help

Conference ID: 888
Perticipan: Type:  [Speaker ¥

Corfimation Tyoer ST

@ AlowVices
@ Fatcpantindication

Allow Duplica:ed Patticpation

& Conterence

Fig.Il- 304: Conference Settings - Handset Added Participants Configuration page

el (Recoin) (Clsamation) (Fatdpans sendotication Mol

Schedule

Conference ID: 888
Add | Edt | Delere

Rule Type Date Time

Weekdy Monday,Wednesday 1645

Allow Pattcipants to Join [1 ¥ mins before Conference Activation

SendMail [5 mins before Conference Activation

Send Mailon Behalfof

Save

Fig.Il- 305:Conference Settings - Schedule page

Clicking the Add button takes you to the Add Entry page where new scheduling rule can be configured. This page offers the following components:

A group of radio buttons that are used for selecting the frequency of the
scheduled conference:

® Once - the calendar date (month, day, year) should be specified
for this option.

® Daily

® Weekly - weekdays when scheduling out to be activates should
be selected for this option. Use Select All and Select None to
select or deselect all weekdays.

® Monthly - the calendar day should be selected for this option.
® Annually - the calendar day and the month should be selected
for this option.

In the Time text fields, the time of the scheduled conference activation
should be defined. The time selected in these fields will be considered
according to the Date and Time Settings.

The Allow Participants to join conference before Conference
Activation checkbox selection allows participants to dial in to the
conference before conference activation.
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& Conference

epygi

Genensl Recording | Customzation artcants (EEENY  end Notcaton s

Schedule - Add Entry

Conference ID: 888

Date [August _ v) [6 v] (2014 v

Monthly

Aoy

Time (16 ] ¢ [45 ¥

Fig.Il- 306: Conference Settings - Schedule - Add Entry page
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During this period, participants will be able to communicate with each other. However, this does not mean that the conference is activated; the
participants will be dialed out (if any) and the recording will start (if configured) only after the configured scheduled time comes.

The Send Mail before Conference Activation checkbox enables email notification delivery to the participants before the conference activation. The text
field requires the timeout (in minutes) before the conference activation when the email notifications to the conference participants with Email Address
configured from the Add Participant page should be delivered. This option is only valid if the Email Address is configured for the participant.

The Send Mail on behalf of text field requires an email address or a conditional name related to the conference to be transmitted in the From field of the
email notifications.

Send Notification Mail

This link is used to send an email to the participants notifying them about the start of a conference and inviting them to join. The text of the notification
email is being configured by the administrator.
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Appendix: Software License Agreement

EPYGI TECHNOLOGIES, LTD.
Software License Agreement

THIS IS A CONTRACT.
CAREFULLY READ ALL THE TERMS AND CONDITIONS CONTAINED IN THIS AGREEMENT. USE OF
THE QUADRO HARDWARE AND OPERATIONAL SOFTWARE PROGRAM INDICATES YOUR
ACCEPTANCE OF THESE TERMS AND CONDITIONS. IF YOU DO NOT AGREE TO THESE TERMS AND
CONDITIONS, YOU MAY NOT USE THE HARDWARE OR SOFTWARE.

1. License. Epygi Technologies, LTD. (the "Licensor"), hereby grants to you a non-exclusive right to use the Quadro or QX Operational Software
program, the documentation for the software and such revisions for the software and documentation as the Licensor may make available to you from
time to time (collectively, the "Licensed Materials"). You may use the Licensed Materials only in connection with your operation of your Quadro or
QX. You may not use, copy, modify or transfer the Licensed Materials, in whole or in part, except as expressly provided for by this Agreement.

2. Ownership. By paying the purchase price for the Licensed Materials, you are entitled to use the Licensed Materials according to the terms of this
Agreement. The Licensor, however, retains sole and exclusive title to, and ownership of, the Licensed Materials, regardless of the form or media in or
on which the original Licensed Materials and other copies may exist. You acknowledge that the Licensed Materials are not your property and
understand that any and all use and/or the transfer of the Licensed Materials is subject to the terms of this Agreement.

3. Term. Thislicense is effective until terminated. This license will terminate if you fail to comply with any terms or conditions of this Agreement or
you transfer possession of the Licensed Materials to a third party in violation of this Agreement. You agree that upon such termination, you will
return the Licensed Materials to the Licensor, at its request.

4. No Unauthorized Copying or Modification. The Licensed Materials are copyrighted and contain proprietary information and trade secrets of the
Licensor. Unauthorized copying, modification or reproduction of the Licensed Materials is expressly forbidden. Further, you may not reverse
engineer, decompile, disassemble or electronically transfer the Licensed Materials, or translate the Licensed Materials into another language under
penalty of law.

5. Transfer. You may sell your license rights in the Licensed Materials to another party that also acquires your Quadro or QX product. If you sell your
license rights in the Licensed Materials, you must at the same time transfer the documentation to the acquirer. Also, you cannot sell your license
rights in the Licensed Materials to another party unless that party also agrees to the terms and conditions of this Agreement. Except as expressly
permitted by this section, you may not transfer the Licensed Materials to a third party.

6. Protection And Security. Except as permitted under Section 5 of this Agreement, you agree not to deliver or otherwise make available the Licensed
Materials or any part thereof to any person other than the Licensor or its employees, without the prior written consent of the Licensor. You agree to
use your best efforts and take all reasonable steps to safeguard the Licensed Materials to ensure that no unauthorized person shall have access
thereto and that no unauthorized copy, publication, disclosure or distribution thereof, in whole or in part, in any form, shall be made.

7. Limited Warranty. The only warranty the Licensor makes to you in connection with this license is that the media on which the Licensed Materials
are recorded will be free from defects in materials and workmanship under normal use for a period of one (1) year from the date of purchase (the
"Warranty Period"). If you determine within the Warranty Period that the media on which the Licensed Materials are recorded are defective, the
Licensor will replace the media without charge, as long as the original media are returned to the Licensor, with satisfactory proof of purchase and
date of purchase, within the Warranty Period. This warranty is limited to you as the licensee and is not transferable. The foregoing warranty does not
extend to any Licensed Materials that have been damaged as a result of accident, misuse or abuse.

EXCEPT FOR THE LIMITED WARRANTY DESCRIBED ABOVE, THE LICENSED MATERIALS ARE PROVIDED ON AN "AS IS" BASIS. EXCEPT AS
DESCRIBED ABOVE, THE LICENSOR MAKES NO REPRESENTATIONS OR WARRANTIES THAT THE LICENSED MATERIALS ARE, OR WILL BE, FREE
FROM ERRORS, DEFECTS, OMISSIONS, INACCURACIES, FAILURES, DELAYS OR INTERRUPTIONS INCLUDING, WITHOUT LIMITATION, TO ANY
IMPLIED WARRANTIES OF MERCHANTABILITY, FITNESS FOR A PARTICULAR PURPOSE, LACK OF VIRUSES AND ACCURACY OR COMPLETENESS OF
RESPONSES, CORRESPONDENCE TO DESCRIPTION OR NON-INFRINGEMENT. THE ENTIRE RISK ARISING OUT OF THE USE OR PERFORMANCE OF
THE LICENSED MATERIALS REMAINS WITH YOU.

8. LIMITATION OF LIABILITY AND REMEDIES. IN NO EVENT SHALL THE LICENSOR OR ANY OTHER PARTY WHO HAS BEEN INVOLVED IN THE
CREATION, PRODUCTION OR DELIVERY OF THE LICENSED MATERIALS BE LIABLE FOR ANY CONSEQUENTIAL, INCIDENTAL, DIRECT, INDIRECT,
SPECIAL, PUNITIVE OR OTHER DAMAGES, INCLUDING, WITHOUT LIMITATION, LOSS OF DATA, LOSS OF BUSINESS PROFITS, BUSINESS
INTERRUPTION, LOSS OF BUSINESS INFORMATION, OR OTHER PECUNIARY LOSS, ARISING OUT OF THE USE OF OR INABILITY TO USE THE
LICENSED MATERIALS, EVEN IF THE LICENSOR OR SUCH OTHER PARTY HAS BEEN ADVISED OF THE POSSIBILITY OF SUCH DAMAGES. YOU AGREE
THAT YOUR EXCLUSIVE REMEDIES, AND THE LICENSOR'S OR SUCH OTHER PARTY'S ENTIRE LIABILITY WITH RESPECT TO THE LICENSED
MATERIALS, SHALL BE AS SET FORTH HEREIN, AND IN NO EVENT SHALL THE LICENSOR'S OR SUCH OTHER PARTY'S LIABILITY FOR ANY
DAMAGES OR LOSS TO YOU EXCEED THE LICENSE FEE PAID FOR THE LICENSE MATERIALS.

The foregoing limitation, exclusion and disclaimers apply to the maximum extent permitted by applicable law.

9. Compliance With Laws. You may not use the Licensed Materials for any illegal purpose or in any manner that violates applicable domestic or
foreign law. You are responsible for compliance with all domestic and foreign laws governing Voice over Internet Protocol (VoIP) calls.
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10. U.S. Government Restricted Rights. The Licensed Materials are provided with RESTRICTED RIGHTS. Use, duplication or disclosure by the
Government is subject to restrictions as set forth in subparagraphs (c)(1) and (2) of the Commercial Computer Software—Restricted Rights clause at
48 C.F.R. section 52.227-19, or subparagraph (c)(1)(ii) of the Rights in Technical Data and Computer Software clause at DFARS 252.227.7013, as
applicable.

11. Entire Agreement. It is understood that this Agreement, along with the Quadro or QX installation and administration manuals, constitute the
complete and exclusive agreement between you and the Licensor and supersede any proposal or prior agreement or license, oral or written, and any
other communications related to the subject matter hereof. If one or more of the provisions of this Agreement is found to be illegal or unenforceable,
this Agreement shall not be rendered inoperative but the remaining provisions shall continue in full force and effect.

12. No Waiver. Failure by either you or the Licensor to enforce any of the provisions of this Agreement or any rights with respect hereto shall in no way
be considered to be a waiver of such provisions or rights, or to in any way affect the validity of this Agreement. If one or more of the provisions
contained in this Agreement are found to be invalid or unenforceable in any respect, the validity and enforceability of the remaining provisions shall
not be affected.

13. Governing Law. This Agreement shall be governed by and construed in accordance with the laws of the state of Texas, without regard to choice of
law provisions that would cause the application of the law of another jurisdiction.

14. Attorneys' Fees. In the event of any litigation or other dispute arising as a result of or by reason of this Agreement, the prevailing party in any such
litigation or other dispute shall be entitled to, in addition to any other damages assessed, its reasonable attorneys’ fees, and all other costs and
expenses incurred in connection with settling or resolving such dispute.

If you have any questions about this Agreement, please write to Epygi at 1400 Preston Road, Suite 300, Plano, Texas 75093 or call Epygi at (972)
692-1166.

15. Free Software. Certain software utilized in the Epygi products is free software in its original form or in its modified form. Both types of free software
are available to you free of charge for redistribution or modification under certain conditions. Permission is granted to copy, distribute and
or/modify any free software you wish to download, whether in its original or modified forms, under the GNU General Public License or Free
Documentation License, Version 1.1 or any later version published by the Free Software Foundation. BECAUSE THE FREE SOFTWARE IS LICENSED
FREE OF CHARGE, THERE IS ABSOLUTELY NO WARRANTY. Please make sure you download the GNU license from www.gnu.org . For a list of free
software go to http://www.epygi.com/about/free-software-list.
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