Technical Note

Author:  Remo van Polfliet Date: March 23, 2020

CONNECTING A REMOTE EXTENSION IN 3CX

1. Introduction

1.1 General

This guide will cover the configuration of a 3CX PBX in respect to server and client configurations in order to
setup staff members to work from home.

It will cover different methods to connect to 3CX remotely regardless if 3CX is hosted in the cloud or on
premise.

It has been written for 3CX version 16, however some components may be relevant for versions 15.5 and
version 15.0

The following scenarios will be covered,;

- Remote extensions using 3CX Webclient

- Remote extensions using 3CX Softclient

- Remote extensions using 3CX SBC

- Remote extensions using 3CX mobile client

- Remote extensions using STUN provisioning

- Remote extensions using manual provisioning

- Using Jabra cordless Headsets with 3CX Webclient
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2. General preparation

2.1 Prerequisites
To have these solutions implemented properly the following points should be followed;

- Proper port preservation/port forwarding setup forall the required ports (SIP (Default Port 5060), RTP
(Default 9000-10999), Tunnel (Default 5090) and HTTPS (Default 5001)) on the firewall on the 3CX-
Server side.

- If using STUN or manual provisioning a configurable firewall must be on the remote end.

- Ifthe 3CXis on premise and remote workers also must access the LAN in the Office, ensure that there is
enough bandwidth on the WAN connection of the office side.

- Setup 3CX on an OS you are familiar with.

- Ensure that QoS is enabled on all necessary network components

- SIP ALG is disabled on any possible border device (Router/Firewall) on the server side!

2.2 Data consumption — 3CX Server side

Having remote extensions, creates an additional layer of traffic that you would not experience if extensions
where in the same office. For example calls between local extensions will now take extra bandwidth as they
will be traversing over the internet.

Please find the data usage on 3CX with different codecs:

- https://www.3cx.com/blog/docs/bandwidth-utilised-for-voip/

- https://www.3cx.com/blog/docs/bandwidth-dsl-atm-isp/

Additional traffic will also be generated by using SIP-Notify messages on port 5001 for BLF keys.
=>» The more extensions that use BLF, the more SIP-Notify traffic is generated
= The more BLF keys every single extension uses, the more SIP-Notify traffic is generated
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3. Configuration

3.1 3CX Webclient

3.1.1 Prerequisites
- Port forwarding on the firewall is implemented and configured properly on the 3CX server side.
- Chrome is default browser on clients.
- Corded or cordless headset configured as main audio device on the remote computer.

3.1.2 Server side

By default, every extension has Webclient enabled. To ensure it is enabled go on the Navigation pane to
Extensions — mark the Ext. — General tab — scroll down to ‘Web Authentication’ — Tick ‘Enable Web
Client’

(©), 4

sh  Dashboard

Extensions
& Phones

Exlensiens
o =

@ SIPTrunks
¥ Inbound Rules

4 oOutbound Rules

Click on the extension

| [ ] 500 Home | Work Wmaalloy.comau 0 TR

Choose the ‘General’ tab

F |cema|l Forwarding Rules Phone

Scroll down to ‘Web Authentication’ and ensure ‘Enable Web Client’ is ticked.

Web Authentication

You can view the presence of your colleagues, divert & transfer calls with a n|

htlps:y'ﬁ_:SODl,‘weh(lient 0

W Enable Web Client / Browser Extension

Also make sure that every extension that should receive the Webclient login has an e-mail address inside
the ‘User Information’ under the ‘General’ tab inside the extension.

Once this is all checked and confirmed, simply choose either all extensions from the top of the list or only
the ones that need the credentials and choose ‘Send Welcome Email’.

5|Page



Highlight the extension

500

Ext  First Last Email Passwon d

E' 500  Home Work O slloy.com.2u

Choose ‘Send Welcome Email’

Extensions

[+ [

500

Ext  First Last Email Password

The users credentials will be sent now to the e-mail address entered inside the extension.
The welcome e-mail contains the following information:

- Config-file for the 3CX Softclient

- QR code for the 3CX mobile client

- Number of the extension

- Personal VM PIN

- Number of the VM System

- 3CX Webclient login link and credentials

- Link for the Chrome ‘click2call’ plugin

- Links to download the Softclient and Mobile client

Optional: Password change

In the ‘Password’ field a random password is entered by default. This can be found in the welcome e-
mail.

However, a new password can be entered there.
Web Authentication

.

You can view the presence of your colleagues, divert & transfer calls with a mou|

https:/ A ——001/webclient B

B Enable Web Client / Browser Extension

Password - Username ifextension number

If you enter a new password, make sure the password is strong enough!

Once done, scroll to the extension or search for it by entering the extension number, highlight the

extension
Extensions
+ Add E 3 Import k3 Export @ password
| 500
Ext First Last Email Password
I [ ] 500 A Home Work ealloy.comau | T
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and press ‘Send Welcome Email’. A welcome mail with the ne login credentials will be sent to the user.

Extensions

[+ [

500

Ext  First Last Email Password

D. o weme vk amelooma

3.1.3 Client side

The e-mail has been successfully received by the user.

Open the email and scroll to ‘Using the 3CX Webclient' .

Click on the 2™ link ‘when out of office’ that contains the FQDN.

Using the 3CX webclient
With 3CX webclient you don't need to install any software. To access it
1 A 5001/webclient if in the office or

hitps:/i 5001/webclient when out of the office

2. Login using 500
3. With password SorQRBEHKU

Enter the extension number and the password from the welcome e-mail.

CX

Welcome to the 3CXWeb Client

s
B«
"

»

B

(0]
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In the 3CX Management console we can see the extension now as being registered.

Extensions
+ add ® Delete X import | & Export
‘ 500]
Ext First Last
@ 500 Home Work

Detailed description on how to use the Webclient can be found in the Alloy 3CX Webclient user guide.
To view the 3CX Webclient user guide please click here.
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3.2 3CX Softclient

3.2.1 Prerequisites
- Port forwarding is setup on the firewall properly on the 3CX server side.
- Corded or cordless headset configured as main audio device on the computer.

3.2.2 Server side
By default, every extension has the Softclient pre-configured by already.

All that needs to be setup is the email address inside the ‘User Information’ under the ‘General’ tab
inside the extension.

Voicemail  ForwardingRules  Phone Provisiening BLF  Options Rights  Click2Talk/Click2Meet
User Information
Extension
Scan thy

b 500 3CX AN
) provisig

First Name
| ] ome (=]
H £
i Last Name H
H work
i E
| - Ol

e alloy.com.au

Mobile Number

Then head over to the ‘Phone Provisioning’ tab and ensure under ‘Network’ all boxes are ticked: ‘Enable
PUSH for smartphones’, ‘Re-provision phone on Startup’ and ‘Use 3CX Tunnel for remote connections
(3CX App only)

General Voicemail Forwarding Rules BLF Options Rights ClickaTalk/ClickzMest

Phone Provisioning

=+ add
Your phones

3CXApp

Network interface for registration and provisioning

SIP Transport

uobpP

RTP Mode
Normal
DTMF Mode

RFC2833

B Enable PUSH for smartphones

M| Re-provision phone on Startup

M Use 3CX Tunnel for remote connections (3CX App only)
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Once this is all checked and confirmed, simply choose either all extensions from the top of the list or only
the ones that need the credentials

Extensions
B /o xoaee | i Looon | Grasuod Grenese | @ sendwelomesms

500

Ext  First Last Email Password

and choose ‘Send Welcome Email’.

Extensions

M/a Xoders | Eumport | Lowon | rssvod | Gsgenents

Ext  First Last Email Password

@ 50 Home work = alloy.com.au

The users credentials will be sent now to the e-mail address entered inside the extension.

The welcome e-mail contains the following information:
- Config-file for the 3CX Softclient
- QR code for the 3CX mobile client
- Number of the extension
- Personal VM PIN
- Number of the VM System
- 3CX Webclient login link and credentials
- Link for the Chrome ‘click2call’ plugin
- Links to download the Softclient and Mobile client

3.2.3 Client side
The e-mail has been successfully received by the user.
Open the email and scroll to ‘Installing the 3CX Client/Softphone’ and click on the correct link, f.e.
Windows and safe the file on the computer.
Installing the 3CX Client / Softphone

‘With the 3CX client you can make and receive calls, view the presence of your colleagues,
divert & transfer calls with a mouse click and setup call conferences.

To install it click on the relative link:

Windows

1

2. Ma

3. Android
4. 108

Once the link is clicked the file download starts.
Choose ‘Save File'

Opening 3CXPhoneforWindows15.msi *

You have chosen to open:
i5 3CXPhoneforWindows15.msi

which is: Windows Installer Package (16.9 MB)
from: http://downleads.3cucom

Would you like to save this file?
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Choose the download directory and hit ‘Save’

@ Enter name of flefo zeve to. X
€ + ThisPC » Downlosds v earch Downloads »
Ongnise > NewTaem )
Offce20ls A ame e o
-y ) oekan - "
yesak 18 blender-281-vindonsbi - Kopie !

— 19 bleoder- 281 windonsts M Vi . ;

1) AVD-Nativeapp-4.2.14-Release - Kopie A S 6,012 KB

30 Octs 9 AVD-NotiveApp-4.3.14-Relesse 3 KB
8 Desizop 19 MouseWithoutBordersSetup - Kopie M B
) Document: 1 MouselithoutBordesSetup .
& Downlosds Supportinfo_PWcuDaE4HablinerGyUQz
D Music taemp.matiab_ R20156_wingé
& Pictures vithost6d
Pt instal specsb sPM Fieh
howto reset password M File
i Local Dk (C)
Vindows PBX - Kopie M Files
& bt ¥ B s o Konie ADPM File folder v

File name: | 3CXPhoneforvindows15

Seve sz type: Windows Instaer Package v

e i E i

Mictoset Teams Chit s
Micrsscft Tesmz-Chssdateien

Neues Orne

e 2016
e

yeatnk

= mapc
3 30 Obiects

B Desinop
7 Decumers
i

b Masc
& Fires
8 o

2 LocalDisk(€)

@

Double click on the installation file or right click on it and choose ‘Install’ and then click ‘Run’.
Open File - Security Warning X

Do you want to run this file?

Name: ..remo.ALLOY\Downloads\3CXPhoneforWindows15.msi
Publisher, 3CX LTD
Type: Windows Installer Package

From: Ch\Users\remo.ALLOY\Downloads\3CXPhoneforWindo...

Cancd

Always ask before opening this file

While files from the Internet can be useful, this file type can potentially
harm your computer. Only run software from publishers you trust.
What's the risk?

Choose ‘Next

#5 3CX Client For Windows Setup X

Welcome to the 3CX Client For
Windows Setup Wizard

The Setup Wizard will install 3CX Client For Windows on your
computer. Click Next" to continue or "Cancel” to exit the
Setup Wizard.

<Back Next > Cancel
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Accept ‘Terms and Conditions’ and click ‘Next’.

5 3CX Client For Windows Setup b4
End-User License Agreement 3Cx
Please read the following license agreement carefully
NC EMERGENCY COMMUNICATIONS -

LICENSEE (A5 DEFINED BELOW) ACENCWLEDGES THAT THE
SOFTWARE (AS DEFINED BELCOW) IS NOT DESIGNED CR
INTENDED FOR USE TO CONTACT, OR COMMUNICATE WITH,

ANY PCLICE AGENCY, FIRE DEPARTMENT, AMEBULANCE
SERVICE, HOSPITAL OR ANY OTHER EMERGENCY SERVICE OF
LMY KIND. THE SOFIWARE DOES NOT SUPPORT CALLS TO
™911,” POISCHN CCONTRCL CENTERS CR TC ANY COTHER w

|@I accept the terms in the License Agreement I

(O)1 do not accept the terms in the License Agreement

< Back I Cancel

3CX Client For Windows Setup

Keep the installation path and choose ‘Next’.

5 3CX Client For Windows Setup - X
Select Installation Folder 3CX
This is the folder where 3Cx Client For Windows will be installed.

To install in this folder, dick ™Next™. To install to a different folder, enter it below or dick
“Browse™,

Eolder:
IC:\PrngramDaB\.}CxPhnne for Windows\, Browse...

3CX Client For Windows Setup

< Back Cancel

Then choose ‘Install’.

|ﬁ3:.i ent For Windo )

Ready to Install SCX
The Setup Wizard is ready to begin the 3CX Client For Windows installation

Click "Instal™ to begin the installation. If you want to review or change any of your
installation settings, dick "Back™. Click "Cancel” to exit the wizard.

1 3CX Client For Windows Setup

Accept the ‘User Account Control’ from Windows with Yes.
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Leave ‘Launch 3CX Client for Windows’ ticked and click ‘Finish’.

Completing the 3CX Client For
Windows Setup Wizard

Click the "Finish" button to exit the Setup Wizard.

Cancel

Now go back to the welcome e-mail and double click on the ‘3CX config file’.
Welcome to 3CX Phone System
3CX Phone System - Alloy Test <noreply@3cx.nets
2

To

(&) Click here to download pictures. To help protegt your privacy, QuUtlook prevented automatic downlaad of some pictures in this message.

[y get started with 3o DEFAULT.pdf | | gy 3oxProv X58XY1DANDS003cxconfig || BEERR qrpng
o T 2KB 701 bytes

3. With password 9orQRBEHKU
Using the Chrome Plugin you can call numbers directly from any webpage or CRM.
Installing the 3CX Client / Softphone

With the 3CX client you can make and recsive calls, view the presence of your colleagues,
divert & transfer calls with a mouse click and setup call conferences

To install it click on the relative link:

1. Windows
Choose ‘Open’.

Opening Mail Attachment *

o You should only open attachments from a trustworthy source.

Attachment: 3oProv_¥58xY1DANDS00.3oconfig from
Welcome to 3CX Phone System - Message (HTML)

‘Would you like to open the file or save it to your computer?

Always ask before opening this type of file
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The file is opened with the 3CX Softclient.
The Softclient gets provisioned and is registered automatically.

f. 3 G ON- NI e

In the 3CX Management console we can see the extension now as being registered

Extensions

=+ add X import 2 Export

‘ 500

Ext First Last

I [ ] 500 Home Work

Detailed description on how to use the Softclient can be found in the following userguides:
- Windows
- Mac
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3.3 3CX SBC

3.3.1 Prerequisites

Port forwarding is setup on the firewall properly on the 3CX server side.

Single/unused Windows10 computer or supported raspberry Pi with supported hardware
Specifications. Link here : Hardware specifications

- IP Deskphone on remote site

3.3.2 Server Side
Log into the 3CX Management Console, ‘SIP Trunks’ and choose ‘Add SBC'.

CX

& FPhones

2 Extensions

SIP Trunks
1 Groups
+ Add SIP Trunk +addsec | daddBridee [
@ | SIP Trunks 4

& ExportProvider | #¥Push Config | £ Update

¥+ InboundRules

Enter a ‘Name’ for the SBC

Add SBC

For more info on how to add and configure an SBC click here.

Name

Password

0K Cancel

Choose ‘OK’ to save the SBC

TestHome @

General Statistics Settings

Connection Information

Name

TestHome

Password

On the Trunk overview we can see now the SBC as ‘Down’.

| L] TestHome SBC 0 - ¥ - ||

Go back into the configuration and keep the window open, as certain information will be needed.
Now we log into the remote machine:
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3.3.3 Client Side

3.3.3.1 Installing and connecting the SBC

Open this link to come to the download page of 3CX to download the 3CX SBC unto the remote
machine.

Download 3CX V16

Server

+ Download 3CX v16 for Windows
s Download the ISO — Debian for 3CX (includes SBC)
|L»_Download the 3CX SBC__|

Deploy in the Cloud

* Take the PBX Express

Choose ‘Save File'

Opening 3CXSBC16.msi *

You have chosen to open:
i5! 3CXSBC16.msi
which is: Windows Installer Package (5.5 MB)

from: https://downloads-global 3cx.com

Would you like to save this file?

Open the file location

runug e

Home Share View Application Tools

o ; > ThisPC » Local Disk (C:) » Users » 3CX-Training » Downloads

Jownloads ~ MName Date modified Type Size
Jocuments ~ Today (1)
Yictures

|ﬁl 3CXSBC16 | 3/21/2020 3:48 PM Windows Installer ... 5,682 KB

iox (NWBoxSvr)

Avicic

~ Earlier this year (1)

Double click on the installation file or right click on it and choose ‘Install’, read the lined-out ‘Pre-
requisites’ and then click ‘Next’.

% 3CX Session Border Controller Setup X

Welcome to the 3CX Session %
Border Controller Setup
Wizard

The Setup Wizard will install 3CX Session Border Controller on

your computer, Click Mext™ to continue or "Cancel” to exit
the Setup Wizard,

Pre-requisites

B = =

1. Port 5060 {TCP and UDF) on this computer must be free
2. Requires 3CX PBX Version 16 Update 2 and higher
3. Update 3CX PBX before you install SBC

< Back | Next > Il Cancel
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Accept the ‘Terms and Conditions’ and choose ‘Next'.

‘E 3CX Session Border Contraller X
End-User License Agreement SCX
Please read the following license agreement carefully B2
LICENSE AGREEMENT 0 g
3CX Phone System Software
2
e
1
3CX Software, Ltd. (“3CX") is willing to license the 3CX Phone v 4
(® 1 accept the terms in the License Agreement |
(1 do not accept the terms in the License Agreement
3CX Session Border Controller Setup
< Back | | Cancel
. ‘
Keep the install path and choose ‘Next’.
ﬂ 3CX Session Boerder Contreller Setup — *
Select Installation Folder 3CX
This is the folder where 3CX Session Border Controller will be installed. B

To install in this folder, dick Mext”. To install to a different folder, enter it below or dick
"Browse"

Folder: i
IC:'!ProgramDamGCXSBC\ Browse. ..

3CX Session Border Controller Setup

< Back | Cancel

Now enter the values from the 3CX Management console into these fields.

‘E 3CX Session Border Controller Setup X
SBC Client Configuration 3C.X
Configure this SBC by filing in the details below.
30X PBX WEB URL

SBC Client for Windows requires the full WEB URL of your PBX induding the leading
“https://” protocol and port number at the end.

Examples: https://mycompany. 3cx.com or https: /fmycompany. 3cx. com: 5001

| b

SBC AUTHENTICATION KEY ID

Access the 3CX Management Consale = SIP Trunks > Add SBC. An Authentication
KEY ID will be generated. Copy this key in the space below.

3CX Session Border Controller Setup
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Copy the ‘Web URL’ incl. Port and ‘Authentication KEY ID’ with the help of the copy icons on the
right.

Network Info

Web Url

hetps: 001 r

Authentication KEY ID

6PVr0eNPDSNY [ &)

Public IP Local IP

Public IP Local IP

Once done confirm with ‘Next’.

ﬁ 3CK Session Border Controller Setup et
SBC Client Configuration 3C.X
Configure this SBC by filing in the details below.

30X PBX WEB URL
SBC Client for Windows reguires the full WEB URL of your PBX including the leading
"https: /{” protocol and port number at the end.
Examples: https:/fmycompany. 3cx.com or https: fimycompany. 3cx.com: 5001
1 Pl

|Ihttps:,|’_001 | i

SBC AUTHENTICATION KEY ID

Access the 3CX Management Console = SIP Trunks = Add SBC. An Authentication
KEY ID will be generated. Copy this key in the space below.

5P vr 0eMPDENY|

3CX Session Border Controller Setup

< Back Cancel

Now choose ‘Install’ and accept the ‘User Account Control’ from Windows with Yes.

ﬂ 3CX Session Border Controller Setup ®
Ready to Install SCX
The Setup Wizard is ready to begin 3CX SBC Installation

Click "Install” to begin the installation. If you want to review or change any of your
installation settings, dick "Back”. Click "Cancel™ to exit the wizard.

3CX Session Border Controller Setup

<Back | &instal | | Concel

Then click on ‘Finish’.
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ﬂ 3CX Session Border Controller Setup X

Completing the 3CX Session
Border Controller Setup
Wizard

Click the "Finish™ button to exit the Setup Wizard.

= EBCk Cance'

Done!

Now we can check the status of the SBC from the SIP Trunk list and can see the Trunk is already up.

[ ] TestHome 124.148.172.96 SBC 0 Version: 4 2 min 03/21/2020
16.0.390 4:05:25 PM

3.3.3.2 Adding the remote Phone
- The following steps are done once the IP-Phone is plugged into the remote network.

We go back into the SBC connection and note down the local IP of the SBC, in our case
192.168.75.112

Network Info
Web Url

hitps:/ A5 001 L&}
Authentication KEY 1D

6PVr0eNPDENY [ ')
Public IP Local IP

L ] 192.168.75.112

We choose the extension we want to configure.

Extensions

+add [ * Delete Ximport  Xexport  Password 3 Regenerste | 5g

I 501 |

Ext First Last Email Password

® 501 Home work |

Inside the extension we choose the ‘Phone Provisioning’ tab.




General Voicemail Forwarding Rules Phone Provisioning BLF Options

Under ‘IP Phone’ we change the ‘Provisioning Method’ to ‘3CX SBC’ and enter the LAN IP of the SBC,
in our case 192.168.75.112 and save.

Provisioning Method

3CX SBC (remote)

Provisioning Link: https://! 01/provisioning/mwyhgj00lbu38u

Mac Address

001555-

Select Interface

3CX Session Border Céntroller

‘ 192.168.75.112]

Now the IP Phone must be factory reset:
How-to

- Yealink

- Snom

- Grandstream

Once Factory defaulted the phone appears inside the phones node with as a bold entry.

RV A Editext  RaddExt  RAssignEdt | ¥ Reject  FFirmware  SReboot | AReprovision @ PhoneUl | @ Password | Config
User Phone
EXT Vendor Model Fw. Version  Name 1] Password pwd PIN P MAC
i New yealink SIP- 2.73.0.50 New New New New New  192.168.75.81:5059 via SBC o001
T28P 192.168.75.112:5060
3 New yealink SIP- 7.72.0.50 New New New New New  192.168.75.80:5059 via SBC " oo1s
T22P 192.168.75.112:5060
i New yealink SIP- 35.81.0.110 New New New New New  192.168.75.83:5059 via SBC o001
T48G 192.168.75.112:5060
New yealink SIP- 66.82.0.30 New New New New New  192.168.75.82:5059 via SBC " oo1s
T465 192.168.75.112:5060
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https://www.3cx.com/sip-phones/factory-reset-snom/
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Highlight the required phone and choose ‘Assign Ext’.

Phones

+ Add Phone LE

L add Bxt X Reject | 4 Firmware

w

Fw. User
L] EXT  Vendor Model Version Name 1]
| New yealink SIP-T46S 66.82.0.30 New New

Assign the phone to its original extension, in this case ‘501’.

Assign phone to extension

Choose Extension

212 Ta4W

213 Snom D765

215 snom PA1

216 gxp2170

300 M
500 Home Work
T‘Hﬁ

Then click ‘OK’.

Assign phone to extension

Choose Extension

501 Home Work

OK

The ‘Phone Provisioning’ tab opens automatically and lets you choose the settings, change if there is
need to (f.e. Timezone, etc.).

501 Home Work

General Voicemail Forwarding Rules Phaone Provisioning BLF Options

Phone Provisioning

=+ add
Your phones
Yealink T46S

Forinfe on hew te provision this phone click here.
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Then choose the ‘Options’ tab, scroll down to ‘Troubleshooting’ and ensure ‘PBX Delivers Audio’ is
unticked and save.

Troubleshooting

Potentially overcome compatibility issues with old/incompatible phones with these options

| PBX Delivers Audio |

The phone receives the provisioning information and depending on the model either reboots or
directly takes over the new settings.
After a few moments the phone is up and running. (

501 VYealink SIPT46S NotSupported  HomeWork **t* e 7079 192.168.75.82:5060 via SBC b 001565F59C89
£6.82.0.30 102.168.75.112:5060
@ 501 Home Work B

The Deskphone can now be used as it would be inside the office network. Also in terms of maintenance.
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3.4 3CX Mobile client

3.4.1 Prerequisites
- Port forwarding is setup on the firewall properly on the 3CX server side.
- Mobile device running iOS 13 and higher or Android 7 and higher
- App Store or Google Play Store account

3.4.2 Server Side
All that must be done is setup the e-mail address inside the ‘User Information’ under the General tab
inside the extension.

Once this is all checked and confirmed, simply choose either all extensions from the top of the list or only
the ones that need the credentials

Extensions
B /oo %oeee | i Looon | Grasuod Gt @ sendwecometms

500

Ext  First Last Email Passwort d

and choose ‘Send Welcome Email’.

Extensions

The users credentials will be sent now to the e-mail address entered inside the extension.

The welcome e-mail contains the following information:
- Config-file for the 3CX Softclient
- QR code for the 3CX mobile client
- Number of the extension
- Personal VM PIN
- Number of the VM System
- 3CX Webclient login link and credentials
- Link for the Chrome ‘click2call’ plugin
- Links to download the Softclient and Mobile client

3.4.3 Client side
The e-mail has been successfully received by the user.

Now open the App Store on the mobile deice and search for 3CX Android or 3CX iOS app. Click on it and
press the ‘Install’ button.
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Once the app is installed open the app by clicking on the icon. The 3CX app opens.
Choose the ‘Menu’ top left.

B B @ING XKD Ml md7z 2054

Open the email and click on the QR code.

€ Back to message
mage dimensions: 180 % 130

[BL5 get_storted with_3cx DEFAULT.pdf || ¢, 3cxProv_XS9XYIDANOSD0.3cxconfig
ﬁ 863 KB 2KB

Inside the app choose ‘Scan QR code’.

B 55 @XN@ KT H,d ga7n 2054

Settings

Silent

Scan QR Code

Help

About
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Hold the scanner fully over the QR Code displayed in the mail.
m QB 6 @FINQ@ X O M .M aa7% 20:56

The provisioning information is retrieved and the client is configured.

- &g @ANO XK O Mol =47% 20:56

Home Work
500

Conference
Settings
Silent

Scan QR Code

Help

About

Done!

Detailed description on how to use the Mobile client can be found in the following userguides:
- I0S
- Android
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3.5 Remote connection using STUN

3.5.1 Prerequisites
- Port forwarding is setup on the firewall properly on the 3CX server side.
- SIP ALG is disabled on any firewall/router device on the remote side!
- If using port 5060 as a port for a remote device, ensure to lock 5060 down to the public IP of the
3CX server on the remote firewall, else 5060 will be attacked by hacking tools like ‘Sipvicious’.
- Port forwarding is setup on the firewall properly on the remote extension side.

- The below conditions must be met for each remote phone on at the same location
e Every remote phone uses a static IP address
e Every remote phone uses a different SIP port. F.e. 5060, 5065, 5070, ...
e Every remote phone uses a different RTP port range. f.e. 11000-11005, 11006-11010, ...
e SIP and RTP port are mapped equally = Source port = outside port and they are
forwarded to the static IP address of the matching device.

Using STUN provisioning we show the solution using Yealink RPS. To fully keep control over the
remote device we advise to follow our steps as lined out:

3.5.2 Preparing the RPS server

3.5.2.1 What is RPS

RPS (Remote Provisioning Server) from Yealink, GAPS from Grandstream or Snom Active are free
provisioning services designed to dropship devices to the customer and have them auto configured
upon first boot. All that is required is a free account to the respective service.

Free registration for Alloy resellers can be done:

- Yealink RPS

- Snom Active

- Grandstream GAPS - send request to: support@alloy.com.au

3.5.2.2 How does it work

Upon every first boot (after factory default has been performed) the IP Phone contacts the RPS
service to see if there is any provisioning information available. If there is no information available,
the device skips this step and stays unprovisioned until it will be provisioned via another way.

If there is any data available the device downloads the available information, which is the link to the
provisioning server, and downloads the provisioning information from the server.

The link between the device and the provisioning server is the devices’ MAC-address that is entered
on the RPS with the attached server link.

3.5.2.3 3CX RPS vs own RPS

If an extension on 3CX is created and the ‘Provisioning Method’ is set to ‘STUN’ the MAC address of
the device is registered along with the provisioning link for 2 weeks on 3CX’ RPS account. After this
the information will be removed automatically.

Now what happens if the device must be factory defaulted at some stage after these 2 weeks? The
extension must be refreshed through the 3CX management console, to have the provisioning MAC
and link sent again to the RPS server.

If the own RPS account is used, the MAC address and the assigned provisioning link will not be
removed automatically and will stay untouched until changes are made. This means, after a factory
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default of the device, the device will be able to retrieve auto provisioning information from the RPS
server upon first boot and be up and running automatically in the shortest time.

We therefore strongly advise the following when using RPS provisioning:

3.5.2.4 Register device on RPS

Before we create an RPS extension, we register the device, the MAC address of the device, on our
RPS account.

We go to https://dm.yealink.com/reseller/login and enter username and password.

Yea'ink Management Cloud Service | Chanriel

Welcome to login

Yealink management Cloud Service | RPS

Device Management

| Home
@ Device Management
0 selected Migrate Delete Reset connection
Server Management
MAC Server Name IP

We just enter the MAC for this moment and click ‘Save’'.

Yealink Management Cloud Service | RPS

Add Device
Home
‘@ Device Management "MAC 001 555—
Server Management Server Name
Log Management
Unique Server URL
m Settings
Username
Password
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https://dm.yealink.com/reseller/login

Now the device is bound to our RPS account and can’t be used anymore from any other RPS account.
We go to the Management Console of the 3CX and create a new extension.
‘Extensions’ — ‘Add’

CX

sh  Dashboard

Extensions
& Phones
2 Extensions

m:  Groups

# Edit ® Delete X Import k3 Export
@ SIPTrunks

AL inhnond Dolas Search ...

We enter the ‘User Information’ under the ‘General’ tab and go to the ‘Phone Provisioning’ tab and
choose 'Add’.

General Voicemail Forwarding Rules Phone Provisioning

Phone Provisioning

Your phones

We choose the phone model and enter the MAC address of this device and confirm.

Add Phone

Choose from available models

Yealink T48

Mac Address

|| oo156- |

We choose the Provisioning Method ‘Direct SIP’

IP Phone

Provisioning Method

Direct SIP (STUN - remote)

I €y Note: For a device to work in Direct SIP (STUN - remote) mode, the setting in "Disallow u
unchecked. Uncheck this option before saving for this device to work.

/A )01/ provisioning/mwyh9j00lbu3gu
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And enter under ‘Local SIP Port of Phone’ and ‘Local RTP Port Start/End’ the values we have defined
on the remote firewall for the device with the matching MAC address.

Local SIP Port of Phone

5065

Local RTP Audio Ports Star

14000

Local RTP Audio Ports End

14019

Further below we enter additional Information like Display language, Time zone, ....
Once done we go to the ‘Options’ tab and untick ‘Disallow use of ....".

{  General Voicemail Forwarding Rules Phone Provisioning BLF Rights

Restrictions

Disable Extension
Disable External Calls

Enable PIN Protect For | 0 seconds

B Disallow use of extension outside the LAN (Remote extensions using Direct SIP or STUN will be blocked)

We go back to the ‘Phone Provisioning’ tab and copy the provisioning link and press ‘OK’ at the top
to save the extension.

IP Phone

Provisioning Method

Direct SIP (STUN - remote}

With this link copied we go now back to the RPS management platform and choose ‘Server

Management’ on the left side.

Device Overview

# Home

Device Management

rer Management 1 2
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There we choose ‘Add Server'.

Add Server

Basic Settings

Server Name
“Server URL
User Name

Password

We enter a Server Name and the provisioning URL that we have copied from the 3CX.
Additionally, we can enter a Username and password for higher security. The user will be asked to
enter these values once the phone is connected to the server. When finished we ‘Save’.

Basic Settings

1 *Server URL ‘ https://-5001/provisioning;’mwyr

User Name !

Password !

Go back to ‘Device Management’ and click the ‘Edit’ symbol on the right side of the matching MAC
address.
MAC Server Name 1P Binding Date Last Report Ti... IP Status Operation

001564 - - 2020/03/21 2255...  — Unbound

Under ‘Server Name’ choose the Server that contains the link to the install you want to add this
phone to. Then press ‘Save’.

Edit
"MAC -—

Unique Server URL

The user can now plug in the factory defaulted device or factory default it in the remote network. The
device will get the provisioning link, get provisioned and reboot.



3.6 Remote connection using manual provisioning

3.6.1 Prerequisites
- Port forwarding is setup on the firewall properly on the 3CX server side.
- SIP ALG may or may not be enabled on the remote site. This depends on the situation.
- If using port 5060 as a port for a remote device, ensure to lock 5060 down to the public IP of the
3CX server on the remote firewall, else 5060 will be attacked by hacking tools like ‘Sipvicious’.
- Port forwarding is setup on the firewall properly on the 3CX remote side.

- The below conditions must be met for each remote phone on at the same location
e Every remote phone uses a static IP address
e Every remote phone uses a different SIP port. F.e. 5060, 5065, 5070, ...
e Every remote phone uses a different RTP port range. f.e. 11000-11005, 11006-11010, ...
e SIP and RTP port are mapped equally = Source port = outside port and they are
forwarded to the static IP address of the matching device

3.6.2 Server side
Log into the ‘Management Console’ of the 3CX, choose ‘Extensions’ on the left and choose ‘Add’.

i
#f  Groups
4 =+ add
@ SIPTrunks

Enter all the necessary ‘User Information’ (Extension number, First and Last name, ....) in the ‘General’
tab.

General Voicemail Forwarding Rules Phone H
User Information

Extension

503

First Name

Manual

Last Name

Wnrkl
Email Address
Once done we go to the ‘Options’ tab and untick ‘Disallow use of ....". Choose ‘OK’ at the top.
{  General Voicemail Ferwarding Rules Phone Provisioning BLF Rights
Restrictions

Disable Extension

Disable External Calls

Enable PIN Protect For = D seconds

B Disallow use of extension outside the LAN {Remote extensions using Direct SIP or STUN will be blocked)
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Go back into the extension, ‘General’ tab and scroll down to ‘Authentication’ and either keep the tab like
this or copy the values under ‘ID’ and ‘Password’ into a notepad.

Authentication

Authentication details used by phones & client. Re

D
L

Password

3.6.3 Client side
No log unto the client network and enter the phones’ local IP into the browser

Prime Business Phone SIP-T57W

Login

Login to the phone and choose 'Register under ‘Account’ or the tab where the account settings are to be
entered. Enter the values from the 3CX.

o A\ w
@ status
o
A Account
Display Name o
Reqgister
Register Name 1IZBXEpngx o
Basic
Username o
Codec
Advanced
siP server1 @
& Network
@ D
Transport upP v o
B Features
Server Expires 3600 o
£3 Settings
Connmine Matrs Coimbn - -

Confirm the changes and then setup the phone settings like keys, time zones, language, etc.
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4. Using the 3CX Web-Client with Jabra headset

4.1 General

This section lines out which hardware and software should be used to successfully implement Jabra headsets
with the 3CX Web-Client.

Mandatory software:
- Google Chrome browser
- 3CXEnterprise v.16

Advised Software:
- Jabra Direct

We have tested this integration with 3CX professional v.16 and enterprise v.16. it seems to work with both
versions.

Tested hardware:

Jabra Pro 925: 925-15-508-208 Not OK

Jabra Pro 930: 930-29-509-103 OK

Jabra Pro 9450: 9450-25-507-103 OK

Jabra Engage 65: 9553-553-117 OK

Jabra Evolve 65: 6593-823-499 OK

Jabra Evolve 30: 5399-829-309 OK

This lines out that the Jabra Engage and Evolve series fully work with the 3CX Web-Client. As well as the Pro
930 and the Pro 94xx Series.

However, elder series like the Pro 920/925 won’t work with that anymore.

4.1 Preparation:
To successfully integrate the Jabra headset into the 3CX Web-client please follow the steps below:

Download and install the Jabra Direct software from here.
If necessary, perform a Firmware update through the Jabra Direct.

Open Chrome and search for ‘Jabra Browser Integration Extension’ in Google, download and install it.
#& chrome web store

Home > Extensions > Jabra Browser Integration Extension

O Jabra Browser Integration Extension
Offered by: GN Audio A/S

% % % # 11 | Social & Communication | £ 16,924 users

Overvie w Reviews Support Related
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Let the extension access all sites:

= Extensions Q, Search extensions

Permissions

+ Communicate with cooperating native applications

Site access

Allow this extension to read and change all your data on websites you visit [©]
O Onclick

O  on specific sites

@ Onalisites

Allow in incognito

ory. To disable

nin

Allow access to file URLs

Extension options 2]
View in Chrome Web Store V]
Source

Chrome Wel

Remove extension »

A headset now appears beside the address-bar in Chrome.

ﬁez‘

Log into the web-client and Click on the user icon top left

Once you click on the user icon a list comes down.
Choose ‘Settings’.

Remo Polflie
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Now we come to 2 possible options. We have realized that there are 2 different settings possible. Based on
what the browser shows different options is not known to us now.

4.2 Option 1:

4.2.1 Step 1:

Inside ‘Settings’ stay on the ‘General’ node, ‘General Options’ and scroll down.

[ General Options ]

Personalize anmiams
4.2.2 Step 2:
At the bottom you will find a section called ‘Other Options’, under ‘Use headset integration’ choose
‘Jabra’.
[Other Options ]
Replace + with 00
[Use headset integration ]
Headset ready
4.2.3 Step 3:
This will bring up a new message underneath that advises the install of the ‘Jabra browser Integration
Host'.

Use headset integration

Jabra

ost a]ﬂ reload this page

[ You need to install the Jabra B
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4.2.4 Step 4
Right click on the link above and choose ‘Open link in new Tab’, choose the ‘Chromehost 2.0’ file and

install the file.
C & github.com/gnaudiofjabra-browse egration#nativ

Native Chromehost downloads

Operating systems Chrome host native download Description

[ Windows (Windows 7 or newer) abraChromeHost2.0.ms Chromehost 2.0

Windows (Windows 7 or newer) Security fix to allow beta testing

macOS (El Capitan or newer) Chromehost 2.0

macOS (El Capitan or newer) Old Mac release

Cl builds

latest macOS Cl build on master

Save the file on the local machine and execute it.
v Today (3)

1';?.3 JabraChromeHost2.0.0
[J JabraDirectSetup ]

Windows Installer ... 1,272

Application 60,143 KB

Accept the ‘Accept the Terms and Conditions’ and the choose ‘Install’.

fg Jabra Chrome Host Setup = X
Please read the Jabra Chrome Host License
Agreement
End User License Agreement 2l

IMPORTANT NOTICE: PLEASE READ CAREFULLY
BEFORE INSTALLING THE SOFTWARE: This
license agreement (License) is a legal agreement
between you (Licensee or you) and GN Audio A/S,
Lautrupbjerg 7, 2750 Ballerup (Licensor or we) for
this software product (Software), which includes
computer software and printed materials
(Documentation).

BY CLICKING ON THE "ACCEPT" BUTTON BELOW
YOU AGREE TO THE TERMS OF THIS LICENSE v

DI accept the terms in the License Agreement ]

= — ==

Once the installation is done, choose ‘Finish’

ﬂ Jabra Chrome Host Setup

Completed the Jabra Chrome Host Setup
Wizard

Click the Finish button to exit the Setup Wizard.

Now reload the 3CX web-client page and allow the Jabra plugin the requested access.
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4.3 Option 2:
While the first option must be enabled through the ‘General’ Node, the 2. Option can be enabled through
‘Settings’ — ‘Personalize’ — ‘Audio/Video’

Enter Name or Number... Q &=

Install 3CX Extension for General Status View Audio/Video
Chrome

Group Presence Gt
8 People
Call Forwarding Active calls USB2.0 VGA UVC WebCam (13d3:5a01)
B Contacts
Greetings Queues Speaker
Chat
n . e Default - Speakers (2- Jabra Link 370) (0b0e:245d)
Integration Audio/Video
& Call History Rifis
Scan QR Code inger
™ Voicemail Default - Speakers (2- Jabra Link 370) (0b0e:245d)
BLF Settings
B Schedule Conference Microphone

B WebMeeting Default - Microphone (2- Jabra Link 370) (0boe:245d)

all  Switchboard

ya Use headset integration

Hel
@ P Jabra

S - .
P> Google Play You need to install the Jabra Browser Integration Host and reload this page

After this follow the Steps 2 — 4 from option 1.

If you have any additional questions or would like further support please contact Alloy on 03 862 9040 or via
email at support@alloy.com.au
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