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CHAPTER
1

GETTING STARTED

Welcome to snom ONE, your state-of-the-art IP telephone system. Administrating a VoIP system can be a
daunting task for administrators unfamiliar with VoIP. This guide is designed to help you plan and configure
snom ONE Voice over IP (VoIP) deployments ranging in complexity from a small office using the Internet
for SIP trunks to a large, multi-national conglomerate of snom ONE systems.

snom ONE is the answer to all your IP telephone system needs.

About snom ONE

snom ONE is a SIP-based IP telephone system which is implemented in a back-to-back user agent (or
B2BUA), so all traffic between two endpoints traverses the system (Figure 1-1). This gives the system
complete control of the call state and allows it to participate in all call requests. It also allows it to perform a
number of functions that are impossible using the SIP proxy model. A few such functions are forking calls to
the cell phone, returning them to the system, if needed, and connecting phones remotely to the system. The
B2BUA also facilitates advanced media features such as call recording, barge, listen in, and whisper.

Ao o |pmesmee | s Offinano

Originating Answering
SIP Endpoint SIP Endpoint

Figure 1-1. B2BUA Architecture

The system is easily portable to most operating systems and requires only a small amount of memory. Due
to the need for speed, snom technology does not use a traditional database to store its information. Doing
database lookups can be slow in a very busy system. It is much faster to have a data structure in memory
with the necessary information to authenticate a phone.

The snom ONE is a software-based solution and executes several measures to preserve call quality:
m A high-scheduling priority is used with applications that are real-time critical.
m  The snom ONE measures CPU usage and rejects calls if the load becomes too high.
m  When too many calls are coming in during a short period (call bursts), the system also rejects calls.

While these measures are important, the performance of the software depends largely on the hardware being
used.
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Memory/Hardware Requirements

Memory is usually not a problem today, but influencing factors include the number of voice mails, the
amount of logging information that is stored on the system, and the number of CDRs. If you want to keep
2 weeks’” worth of information and you have heavy traflic, you will need enough memory to store that in-
formation. At minimum, any system needs at least 40 MB of memory. For 20 extensions, 50 MB is recom-
mended, and for 150 extensions, 150 MB.

10 Extensions 20 Extensions 150 Extensions
Memory* 40 MB 50 MB 150 MB
Hard Disk** 100 MB 100 MB 150 MB

* Memory requirements will increase according to voicemails, CDR duration, etc.
** Hardware requirements are significantly impacted by recordings, as they consume lots of disk space.

CPU requirements can often be a challenge. The ideal scenario will be to have a dual-core CPU, wherein the
entire system is bound to one of the cores (processor affinity mask), and the operating system and other non-
real-time applications use the other core. In this scenario, the operating system will use one core whenever
possible.

(Virtualization is also an option.)

When determining hardware requirements, you need to factor in the number of parallel calls, the number of
registrations that will be kept alive on the system, and transcoding issues (i.e., will the CPU need to translate
the codecs?). If the CPU only has to pass the packets through, the CPU performance is practically limited by
the I/O-subsystem.

Hard disk space is also dependent on whether you will be recording calls and the length of time those
recordings will be kept on the system. At minimum, 100 MB will be needed, but call volume and other
variables will determine whether 100 MB is really sufficient.

Although the hard disk requirement for the installation is minimal (less than 20 MB), it is essential that you
keep an eye on the system once it has been in production for a while. Additional languages, recorded calls,

and log files can fill the disk quickly.

USB Device

The snom ONE software has been loaded onto the 1 GB USB drive that was shipped with this book. This

section contains information about the USB drive.

Warnings

The USB drive is for indoor use or storage with a temperature range between +0°C and +70°C. Not for
outdoor use! Do not use or store product in rooms with high humidity (for example, in bathrooms, laundry
rooms, damp basements). Do not immerse product in water and do not spill or pour liquids of any kind
onto or into any part of it. Do not use product in surroundings at risk for explosions and do not use the
handset in such surroundings (paint shops, for example). Your device may contain small parts. Keep them
out of the reach of small children.

Standards Conformance

This device is CE and FCC-certified and meets European and U.S. health, safety, and environmental stan-
dards. Unauthorized opening, changing, or modifying the device will cause the warranty to lapse and may
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also result in the lapse of the CE and FCC certifications. In case of malfunction, contact authorized service
personnel, your reseller, or snom technology.

Disposal

This device is subject to European Directive 2002/96/EC and may not be disposed of with general house-
hold garbage. The separate collection and proper disposal of electrical and electronic devices serves to protect
human health and the environment, as well as to provide a vehicle for using and reusing resources prudently
and rationally. If you do not know where you may dispose of the device at the end of its lifespan, contact
your municipality, your local waste management provider, or your seller. Disposal of electrical and electronic
products in countries outside the European Union should be done in line with local regulations. Please con-
tact local authorities for further information.

Installing the Software

The snom ONE software has been loaded onto the USB drive that was shipped with your order. Follow the
instructions below to complete the installation.

Windows Installations
1. Put the USB drive in your computer. The software will be listed with your standard disk drives.
2. Double-click the snomone folder.

3. Double-click the windows folder.

(N =01 x|
PN e B
Ompance + Indcdeniirary ¥ 2 Shaiewmit ¥ [m Nesws folder = | I'T}
=] b - | pete medte Tiem
s AT RPN Fie foider
W r\ WA AP P Faider |
=il I ¥

4. Double-click setup.exe.
5. Click Next at the welcome wizard.

{5 snomONE o ] (B34
Welcome to the snomONE Setup Wizard A

The installer will guide you through the steps required to install shomOME on wour computer,

WARMIMG: Thiz computer proaram is protected by copyright law and international treaties.
Unauthorized duplication or distribution of this program, or any partion of it, may result in severe civil
or criminal penalties, and will be prozecuted to the masimum extent possible under the law.

Cancel | < Back | Mext > I

6. Choose an installation location or accept the default, then click Next.
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s ED e

Select Installabon Folder > 9

| The eniole vl ol snomlIHE. be B holloseng Inkder
| Tovinutall in his folder, chck "Hesd™ To rsial i 8 diflereni boldes. entes ¢ below o chck. Dimwie™

Eokder
[P am FieseremionomONEY | Drcmats.
]
| Dk Eoat
Irgtill iraslINE 1or pounisl, 4 Bt Brigdnd who uaai e Somfslr
@ Fermre
| Junk e
| E—
Cancel |  Blasc, Pl 3

If you are installing the software on a 64-bit system, the default directory path will be as follows:

i'._% snomONE

x|
Select Installation Folder g}
o

The inztaller will install snomOME ta the following folder.

Ta inztall in this folder, click “Mext. Toinstall to a different folder. enter it below or click “Browse.

Folder:
C:\Program Files (#86]\snom‘snomOMEY Browse... |
Disk Cost... |

Click Next to start the installation.

{5 seomvanL =|0] x|
Confirm Installation LA Y
—

Tha instales is ieady o irakall sromDBE on your computer,
[Clich "Messt” o short the iratallation

[:m| {I]ukl uunl

The installation will take a minute to install.

alai

Installing snomONE e
=)
sherHE = beeg rsiaded
s el

8. Click Close when the installation is complete.
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=10l x|
Installation Complete =l

snomOME has been successfully installed.

Click "Close" bo exit.

Cancel < Back

| Cloze I

MAC OS Installations

This section explains how to install snom ONE for Mac OS (tested on Darwin). Currently, we support only

Intel-based hardware.

1.

AR o

Navigate to http://wiki.snomone.com, and click Downloads at the left.

[ ey |

snom

Getting Started

= Artivating Your License
= Getting to Know

System Settings
= Overview
= General
= Language Settings
= Administrator Login
= Appearance
» Performance
= SIP Settings

Licensing

= Setting Licensing Policy

Ports
= (rverview
= HTTP Ports
= SIP Ports
» RTP Ports
» SHMP
= TFTP

Logging
= Owerview

= frenaral | nesine

Downloads

snom ONE,_

In erder to use to the Windows-based version, you may download the executable below.

# [Windows - 32bit - Installer - Hew Installations Only &]
» [Windows - 84bit - Installer - Mew Installations Only ]

snom ONE,_

In arder to use to the Linux-based version, you may download the executable below.

» [Linux - Cent05 - 32bit ]
® [Linux - Cent0s - 64bit ]

# [Linux - Debian =]

snom ONE,_

s€ to the Intel Mac-based version, you may download the executable below.

# [Mac - Instaler - Hew Installations Only &)

Click Mac - Installer - New Installations Only.

Download the installation package.

Unzip the zip file by double-clicking it.

Execute the installer contained in the zip file.
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6. At the Welcome screen, click Continue.

afn % Inuuall anom ONE PEX

Welcome to the snom ONE PEX Installer

4 Introduction

o Read Me You will be guided through the steps necessary to
install this software,

B License

{ GoBack ) I,'___Cﬂldnulill
4

7. At the Important Information page, click Continue.

moan o Install snom ONE PAX
Important Information
This installer will install the snom ONE PEX on you Mac
@ Intraduction system, One important paint is that this PEX will run only on
& Resd Ma the Intel based Mac systems,

® Liceniz PBX wses many delault ports duting the startup, They are -

HTTP -]

HTTRS, 443

LDAR ;389

S : EOB0J 5061
TR 1]

SHMP 161

if ary of these ports are already in use on your system, please
maki gune T-ﬂlﬂ‘l-'lnﬁt tham an the phe <l fils after the
ingtallation and stan the tervice,

For further instructions, please read the admin quide.

{pim. 30 Sam. { GoBack ) [ Continue )

£

8. Take a moment to look through the license agreement, then click Continue.

[ — 1R
Software License Agreement
! =]
1 Introgucrion = w.m — X =
s M EHli-URERN LICEULE ACEFESENT FOS SNOM BOFTHARE D

| THRORTANT-RERD CAREFULLE: This End-lUser Lirsnes
Agresssub | "EULL") is

& lagal conbract Batwass you [althar (&) &n
individus] user sr (B} 8
" busiheas orgahissbiss asd LRe esd designabed @n
seopTdence with Fart

E halow] snd sees teshesiogy Tas., s Balowsrs

sblon doisg

PuNiness &8 snom tectzology IR, |[TAWGHT| for che
EHON EmolEvais Uhal

socompahies tRin EULR, fssloding any sadscistad
medin, prined

miborials &nd slectieale docussatistion |the
TBoftwace” | The Scftwers

slon inrluden say spd y widdean ¥ w anil
eupplesants thit Smom

may in the fotare provide to you oT make svallsbls to
you, Lo Lhe

sxtEnt wuch ioems sre =t sccompanisd by = sspsrsce
linanes sgrassent

Cmme ) Csan ) (Coema ) (e 3

=g
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9. To continue the installation, click Agree.

w Imalall sivern ONE FIX

| Te continua installing the soltware you must agree 1o the terms

of the software Heense agreamant. l
& imt  —
gﬂ Click Agree o continue of click Disagree o cancel the installation U
and quit the Installer.

Comma) (™)

pation doing
N8 AF shos Lechealogy Ine. | “ENON® | for Lhe

B Anlivais Lhak

srrsmpaniss this FULA, ineluding ssy sssssisved

madin, pEinkod

materials mnd slstifoeic decssunlation |[Lss

"Befimaia" . The Buliwsis

wlan incisden any updatas, sdd=nn componascs and
Eufpplasazts LAaL FHOR

may bn ke Tulule piavids e yus s Sake svailabie e
yoa, tn iks |
srtent wnch (tewms ares oot accompanied by & eparace 4
Livahss sgrosssat "

{Prime. ) Save ) { coback ) [ cominue ) |

wingy TAF, Slamars

CRR

10. To install snom ONE to the default directory, click Install. To install it to a new location, click
Change Install Location and select a location.

e Tala

e Inatall snge ONE FRX
Standard Install on “Macintosh HD"

| This will take 23 MB of space on your computer,

Click Install ve perferm a standard installatkon of
this sofiware on the disk “Macintogh HD®

([ Change inesall Location. )

Ceanaa) Clnai)

&

11. At the password screen, enter your password and click OK.

ﬁ Type your password to allow Installer to make

changes.

Name: |Luca

Password: I| I

- Details

® (Cam:el ) H
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12. Click Close when the installation is complete.

e IOl wnam ORE PHEX

The installation was completed successfully,

Yo hawe sucoessfully inuralled the tnom ONE FRX
o iIntradoetisn

Please login to the PBX web interface using http./ Nocalhost.

2 Read Me
o License
W 0w are uiing a different HTTP part, then use
© Dustination Selkct Y pivs: s iscaihost: <ports
i Instaltathon “E;H o N
s it/ Mlocalhost
5 Installation ¥

#miw - {
]

Gy Rack [ Close ]

To log into snom ONE, enter http://localhost into a web browser. If you are using a different
HTTP port, then enter localhost:<port> (e.g., localhost:80).

Linux Installations

Debian

1. Go to www.wiki.snomone.com, and click Downloads at the left.

Sn()m Downloads

Getting Started
= About

r;mm;\ snom ONE,__ .

» Doouments

# |nstallation

» Logging In

= Activating Your License

* Getting to Know * [Windows - 32bit - Installer - Hew Installations Only 2]
= [Windows - 64bit - Installer - Hew Installations Only ]

In order to use to the Windows-based version, you may download the executable below.

System Settings

# Orverview

# General

M nom ONE,

= Administrator Login s (

* Appearance

= Performance

= 1P Settings

In order to use to the Linux-based version, you may download the executable below.

Licensing e [Linuws - Cent0s - 32bit ]

= Setting Licensing Policy ® [Linwx - CentO5 - 64bit &]

# [Linws - Debian &] |

2. Right-click Linux - Debian and copy the link location.
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* [Linux - Debian &
Qpen Link in Mew Window
COpen Link in Mew Tab

Bookmark This Link

| Save Link As...
sn ( Send Link. ..

yy Link Location

Download the file onto your Linux box using the following command:
wget <linklocation><previously saved>

For example:

wget http://downloads.snom.net/snomONE/debian/
snomone-debian4-2011-4.2.0.3958.deb

To install the software, execute the following command with root privileges:
dpkg -i snomone-debian4-2011-4.2.0.3958.deb

The installed files are located in /usr/local/snomONE as shown below:

buttons
allingcards
certificates
colin
conferences
dial plan
dial plan entry
domain alina
domalng
extensions
hoots

Pty

vrnades
Login

PO O N A g R RN O e e

recordings
registrations

webpages
wipars

If you need to uninstall snom ONE, execute the following command:

apt-get remove snomone
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Cent OS

1.

2.

Go to www.wiki.snomone.com, and click Downloads at the left.

I T
snom Downloads

snom ONE,_,_

® [ Wi - (R - mALAe - Bew Patallaters Oeiy
R T e

snom ON Em,

Right-click Linux - CentOS and copy the link location.

Open Link in Mew Window
Open Link in Mew Tab

Bookmark This Link
Save Link As...
Send Link...

Copy Link Location

Download the file onto your Linux box using the following command:
wget <linklocation><previously saved>

For example::

wget http://downloads.snom.net/snomONE/centos32/
snomone-Cent0S5-2011-4.2.0.3958.bin

17,813,668 B2

Z018-11-83 19:34:34 (811 Kb/s) "snomane-Cenl055-2011-4.2.9. 3958, bin® saved [17013688/17013688]

rootEsnomiNE ; / Tmps

To make the file executable once the download is complete, enter the following command:

chmod +x snomone-Cent0S5-2011-4.2.0.3958.bin
To execute it, enter the following command:

./snomone-Cent0S5-2011-4.2.0.3958.bin install

The installed files are located in /usr/local/snomONE as shown below:
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aliendanty

eertiticates

If you need to uninstall the software, execute the following command:

./snomone-Cent0S5-2011-4.2.0.3958.bin uninstall

Logging In
Once the software has been installed, the snom ONE will run as a service. To access it, bring up a browser

from the machine on which the software has been installed and enter http://localhost.

Note: If there is a firewall running on the system, be sure that it allows access to HT'TP as well as the other
ports of the system (see page 39).

The login screen shown below will be displayed:

PBX Login

Account;  |admin

Password: I..........

Login Type: EAutormnatic i-]

Language:

User Login

Domain Administrator
Systemn Administrator
Consale Login

r Rermember login information,

Figure 1-2. Login Levels

Login Levels

snom ONE includes three main login levels—administrator, domain administrator, and user— that provide
access to different web interfaces. The login levels are shown in Figure 1-2, and the web interfaces for each

login type are shown in Figure 1-3:
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System
Administrator

R— - — — — ﬁ Home @ Help % Logout

& Settings 7} Accounts # Trunks (7 Dial-Plans |, Status Admin

Domain Administration Preconfigured Domain (pbx.company.com)

Domain
Administrator
ﬁ Home 'ﬁ Help Eo Logout

& Settings 7 Accounts .+ Trunks (7 Dial-Plans |, Status

Domain Administration Preconfigured Domain {pbx.company.com

User snom ONE

B S

Thin smi intarfers gloess vey smars bs your sslsmsien smrsueh s the sariesl islsphans sreism. The
FANIAEE VhEl yau dRange here SIVei the BaRavior 8 yaur BMSUAT 8n Ihe SvFlem.,
===

- R Tha Battings 1k is wBed W IUIMMIES Pl SRIANSN SOIRUNL iy S0 SRBRES Pastwsrds, Bod riur
Figure 1-3. snom ONE Web Interfaces

The Automatic login type will default to the highest login level of the person logging in. Administrators
and domain administrators who want to log in as a user must enter their extension number and choose User
Login from the dropdown. Instructions for each login type are detailed below.

Login Types

m  For users:
— Account: Extension number (e.g., 509)
— DPassword: Extension password
— Login Type: Automatic
m  For system administrators: If you are logging in as an administrator, use the following account
information to log in:
— Account: admin
— Password: The password field is blank by default.
— Login Type: Automatic.

Note: When either a system or a domain administrator logs in as a user, User Login must be
selected from the dropdown.

m  For domain administrators: If you are logging in as a domain administrator, use the following ac-
count information to log in:

— Account: Extension number (e.g., 555)
— DPassword: Extension password

— Login Type: Automatic
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m  To access the WAC:
— Account: Extension number (e.g., 509)
— Password: Extension password

— Login Type: Console Login

Activating Your License

Your snom ONE license will need to be activated before you can register extensions to the system. The acti-
vation code is located on the back cover of this book near the Product key barcode. To activate your license,
complete the following steps:

1. Click Admin.

snom ONE

5° Settings 7 Accounts ¢ Trunks 7 Dial-Plans | Status Admin

Nomain Adminictration Preconfinurad Domain (ohy_comnanv_com)

2. Click the Settings tab, then click License as shown below:

3. Enter your activation code into the Code box (the activation code is located on the back cover of this
book near the Product key barcode).

Product key:
LR T

Upgrading the Software

Software upgrades can be downloaded from wiki.snomone.com. To avoid interrupting calls, perform system
upgrades during off hours. If you need to upgrade the system when the system is active, you can send a page
announcing the upgrade, or in cases where only a few people are involved, barge into the call and inform the
participants of the upgrade. The Maximum Number of Calls setting can also be used see restrict call activ-
ity (see page 36). Configure this setting to 0 so that no new calls can be established on the system. To

check the status of the system, navigate to Admin > Status > Graphs. A busy system will show active calls
on the system graphs.
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16

AN el o

Another way to determine how many active calls are on the system is to check the call list (from the domain
settings, click Status > Calls).

Currently Active Calls: &

Start From To State Trunk Action
2010/05705 14:48:52 Kalnma Karol (50)  Joeck Jocobs (51} conmzcled x
Z010/05/05 14:49:28  Jack Jacobs {51} 72 conmectad X

Manual Software Upgrades

Manual upgrades can be done by replacing the poxctrl.exe file. Before the upgrade, you might want to
make a backup of the working directory in the event you want to revert to the former software version.

1. Determine the version number of the current software by going to Admin > Status.

¥ Settings L Domains O Email o Status

L

System Status Overview: §

Plmanen i the inforrmation ahermm on tha wal page wheit you requed help from the supped team

WVarmon: 4. 2.0. 7919 (Wind2 )

Created Cn: /ﬁs:ua 2010 130t
Lezense Sxmeus:

2. Navigate to the working directory and rename the pbxctrl.exe file so that it corresponds with the
old version number (e.g., pbxctrl-2.0.3.1713). Keep the file in the directory so that you can
later determine which software version is associated with which file. This step can be done while the
system is running.

3.  Go to wiki.snom.com and download the new executable (click the Existing Installations Only

link).

Sn()m Downloads

Getting Started

snom ONE,, ..

» Raqirame
LAlld LIl

= Logging In

= Getting to Know

In order to use to the Windows-based version, you may download the executable below.

System Settings ® [Windows - Installer - New Installations Only i&]

» General * [Windows - Update - Existing Installations Only@\

4.  Put the file into the snomONE working directory.
5. Rename the new file pbxctrl.exe.

6. Restart the system.



Chapter 1: Getting Started 15

Mac OS Upgrades

To upgrade snom ONE on a MAC, navigate to wiki.snomone.com, select Downloads, and follow the Mac
OS installation instructions on page 7 of this manual. If for any reason you see errors, follow the steps
below:

1. Back up the working directory. This is where all the configuration files reside. The default working
directory is /usr/Applications/snom.

2. Manually delete /Library/snomone/*

3. Install the new version.

In some cases, the software may have installed successfully, but still the old version is running. In such cases,
stop the PBX, remove the link, then recreate it. Instructions are detailed below:

1. Stop the PBX using the following command:
sudo /Library/StartupIltems/PBX/PBX stop

2. Remove the old link to pbxctrl-darwin9.0 by entering the following command:
rm pbxctrl-darwin9.0-<old file>

3. Recreate the link using the following command:
1ln -s <new file> pbxctrl-darwin9.0

4.  Restart the PBX using the following command:

sudo /Library/StartupIltems/PBX/PBX start

Linux Upgrades

All configuration will be kept; however, we recommend you do a full backup of your
/usr/local/snomONE directory before doing the update.

Debian
1. Download the correct installer for your platform.

2. Execute the following command with root privileges:

dpkg -i snomone-debian4-2011-4.2.0.3958.deb

Cent OS

1. Download the correct installer for your platform.

2. Execute the following commands with root privileges:

chmod +x snomone-Cent0S5-2011-4.2.0.3958.bin
./snomone-Cent0S5-2011-4.2.0.3958.bin update
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Restarting the System

Various system configurations require a system restart. You can do this by either restarting the computer or
restarting the system. When restarting the system, use one of the following methods.

Restarting From Windows (Service Control Manager)
1. Right-click My Computer.
2. Click Manage.

Open
@ Manage

@Sﬁn

Map network drive...
Disconnect network drive...

v Show on Desktop
Rename

Properties

3. Click Service Applications, then click Services.

(A Computer Management {Local) | Mame | Type
= [} System Tools [ Services
(@ Task Scheduler &5 WMI Contral Extension Snap-in

{2] Event Viewer
2| Shared Folders
(%) Performance
2% Device Manager
= &= Storage
=7 Disk Management
=l T Services and Applications
Loy Services
&5 WMI Control

4] | >

4. From the right-hand pane, click snomONE PBX.

Select an item to view its description. Mame = | Description | Status | Startup Type [ Loc «|
5 SessionLauncher Sonic Automatic Loc
5 Shell Hardware Det... Providesn... Started Automatic Loc
o Smart Card Manages a... Manugal Loc
S Smart Card Remov...  Allows the ... Manuzl Loc
55 SNMP Trap Receives tr... Manugal Loc—
= SnomOME PBX snomOME ... Started Automatic Loc
/ SoftThinks Agent S... SoftThinks ... Started Automatic Loc
1i Snftware Protection  Fnahles th... Al |1'nrnaﬁ'- m... N: i

5. Click Restart.
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_'_5; (;ompuher Management {Local) q [ ————
=} System Tools
@ Task Scheduler snomONE PBX Mame = | ‘l
i2] Event Viewer - Smart Card
@] Shared Folders Stop the service . Smart Card Remov...
(%)) Performance /' Restart the service SNMP Trap
g &= ﬁ;r:e:ce Henager £ sromONE PBX
= ngl\‘l . Description: /. SoftThinks AgentS...
= i Disk Managemen snomONE PBX Software Protection
[ g Services and Applications ' o
% Services + SPP Notification Ser... =
_‘a'zﬁ WMI Cantral : I HHDPIDmrnVPrV _)l_l
Extended 4 Standard /

Restarting From a Command Line

The system can be stopped and restarted from the command line:
m net stop snomone

m net start snomone

Restarting From Mac OS

The simplest way to restart snom ONE from a Mac is to restart the Mac, but this may not be desirable in
many cases. In such cases, you can start and stop snom ONE from the command line:

m /Library/Startupltems/snom/snomone stop

m /Library/Startupltems/snom/snomone start

Restarting From a Linux Environment
m /etc/init.d/snomONE restart

m /etc/init.d/snomONE stop

Manually Starting the Service

To manually start the system with logging:
1. Open a command prompt.

2. Go to the snom ONE working directory.

W= FDé

On Windows, enter . \pbxctrl.exe --dir . --no-daemon --log 9
4. On Linux, enter ./snomONE-ctrl --dir . --no-daemon --log 9

5. DPress Enter.
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When the System Fails to Restart

If you get an error message when restarting the service, you may need to modify the 1og filename param-
eter in the pbx . xm1 file. The value of the 1og filename parameter requires a dollar sign ($) and should be
modified if it does not contain a dollar sign; otherwise, your system’s performance will become unstable. The
following sample shows a problematic value in the 1og filename field.

ﬂ XML Motepad - C:\Program Files (x86)\snom\snomONE\ phxcocml® - |I:I|5|

File  Edit WView Insert Window Help
‘A E 9 o % B3 X | @ 3 @ @ | [CiProgram Files (x86)snomisnomONEpbxxml ]|
Trae View I}(SL Dutputl

8 xml version="1.0" encoding="utf-g" -
EE} pbhx-config

Y 7

logfile.txt
. 300

[+ e log_keep 3

‘u log sip register false
4| | ﬂ false ;l

To change the value, open the pbx . xm1 file using an XML editor. Click in the text and replace it with
log-$.txt.

ﬂ XML Notepad - C:\Program Files (x86)\snom \snomONE\ pbocooml™ - |EI|£|

File  Edit WView Insert Window Help
QS E 9 o % B X | @ d @ @ | [CiProgram Files (x86)snomisnomONElpbxxml ]|
Tree View I}{SL Dutputl

ﬂ xml version="1.0" encoding="utf-g" -
E&} phr-config

‘-' log level 7

i dog . log-5.txL

‘i '_Dg__ength 300

+ & log keep 3

‘i log sip register false
4| | ﬂ false ;l

Technical Support

Technical support for snom ONE is available through the wiki, the online help system, and the forum. If
you cannot find an answer to your question through these sources, you can also open a ticket with snom

ONE support. Each support option is detailed below.

Wiki

The view the knowledge data for snom ONE, go to wiki.snomone.com.

Online Help
To access online help, click the Help link at the top of each page.
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snom ONE

ﬁ Home 'ﬁ' Halp % Logout

% settings (& Domains [] Email | { Status

Current Domains: @&

This list shows the domains that are currently available on this system. Please note that setting up domains on this system does not

mean that you have automatically set up the necessary DNS records.

By clicking on the domain link link, you will move into domain mode. Please be careful when clicking the delete icon because all
domain data will be lost.

Forums

To join the forum, go to forum.snom.com.

Submit a Ticket

To submit a ticket or view existing tickets, go to support.snom.com, and log in or register a new account:

Register

Register a new account to submit new ar view existing

tickets.

/-P" Register new account

Documentation

The following typographic and usage conventions occur in this book:

Typeface Description Example
Bold Names of tabs, settings, | Navigate to Admin > Settings > Logging.
and buttons
monospace | Fjle and directory names, m  The default recording name is $r/$d/$t-$i-su-
examples of program $n.wav
code, command strings, m  DPlace the file into the recordings directory.
and user input. m A typical dial plan would include the string
([0-9]*)@.* as pattern and sip:\1@\
r;user=phone as the replacement.
monospace | Names of parameters m  Modify the cdr field separator parameter.
italic

Feedback and comments can be sent to feedback@snom.com.
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CHAPTER
2

SYSTEM SETTINGS

The snom ONE telephone system encompasses three different accesss levels—administrator, domain admin-
istrator, and user—each providing a different web interface (depicted earlier on page 12). The system ad-
ministrator has control of the entire system, while the domain administrator has control of only the domain.
This setup enables the administrator to assign responsibilities related to user accounts and other non-system-
related settings to another individual without compromising system configurations. This chapter discusses
only administrator-level settings. Configurations that can be made by the domain administrator are dis-
cussed in Chapter 3.

Admin Domain User
Settings Settings Settings
Domain Admin

Domain User
Settings Settings

User

User
Settings

Figure 2-1. snom ONE Web Interfaces (Admin, Domain Admin, and User)

To access the administrator settings:

1. Login as admin. The following screen will be displayed.

snom ONE

2" Settings 7 Accounts ¢ Trunks = Dial-Plans | Status Admin

Domain Administration Preconfigured Domain (pbx.company.com}
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2. Click Admin. The new screen includes the four tabs shown below. These tabs can be seen only by
administrators. These setting are briefly outlined in Table 2-1 and are discussed in detail throughout
this chapter.

¥ Settings 5 Domains Lrmail o Stalus

Sat your PBX upl
Sattings datermang the overall behyvess of tha PIE. vou nesd to ronfioues veur loenss informamsn baiore you
:;[;' €3N SET B0 use the PEX. Déma codes are avadable on tha snom ONE web page
e~

Domaing 20 nacestany to Qroup VOur USers. & doman i quite smilss o your emad domain, £ may hee alias
e B you has 8 cerln mamber of Ui in our demar. Domans £n Be sddreassd v DG, Vol sy
aswgn somesstraties nghts t0 users that have doman admenistration nghts
Froam the: Emesll section you can spely your SMTP server settings and and tell the PEX whech messages you

" winukd Bl 10 fedeive 55 Sy Eem Somerestr Ao, Yol o alsn customrs the emds that dné Sent 1o end uiers by
DRTATENG the sl Templater

Table 2-1. Menu Tree of Administrator Tabs

Tab/Link Name ‘ Description
Settings
General This page allows you to configure basic global settings (IVR, tone, and web languag-
es), including performance, password, and SIP settings.
License This is where you activate your license code.
Ports The ports that are used for the system are specified here.
Logging The settings on this page are designed to help you debug issues.

Configuration | From this page, you can restore the system’s configuration, including recordings and
customized files in the t£tp server directory. You can also request configuration
information from a service provider, reload configuration files if you want to change
them without restarting the system, or schedule a system reboot.

Certificate From this page, you can install a certificate and private key to ensure secure commu-
nication. The certificate will be checked by clients that need to trust you. The private
key will be used for encrypting messages.

MoH The settings on this page allow you to specify which music on hold sources will be
available on the system.
PnP From this page, you can provide parameters to change the generation of plug and
play files.
Access You can control which IP addresses may access the snom ONE service here.
User Page This page lets you control which settings will be displayed on the user’s web inter-
Control face.
Domains From the Domains tab, the administrator can view and edit the domain.
Email
General This page allows you to configure the mail client settings that will be used by the

system when sending out emails.

Messages The settings on this page allow you to specify which events warrant an email notifi-
cation and who should receive that notification. Examples include call rejection due
to CPU load and call disconnection because of one-way audio.

Texts This page allows you to change the text of system-generated email.

Status
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Tab/Link Name Description
General This page shows you the status of your system (e.g., the release of software you are
running, the type of software, the expiration date, etc.).
Logfile This page displays SIP messages, which can be used for troubleshooting.
Call Log A list of calls that have been made through the system is displayed.
Calls A list of active calls is displayed.

Directory Structure

Directory Tree

While most of the system settings can be configured from the web interface, the administrator will need to
access the file system at times. This section provides a brief overview of the files that are part of the system
and explains why you may need to access them.

All files related to the system are located in C: \Program Files\snom\snomONE, which is the system’s de-
fault working directory. The main program that runs the software is pbxctrl.exe, and the global configu-
ration file is pbx . xm1 (Figure 2-2). The folders inside the snomONE directory contain files that hold infor-
mation about accounts, trunks, audio prompts, features, and many other aspects of the system. The majority
of folders are composed during installation. However, a few folders (e.g., cdre, cdri, cdrt) are composed
only after the phone communicates with the system (i.e., once a call is made or a star code is used).

G": :)v | . = Computer = 05 (C:) - Program Files (x86) = snom = snomONE ~

Organize *  Indudeinlibrary =  Sharewith + Burn  Mew folder

|

|

|

|

|

|

|

o J accesslist | acds | adrboaok !

-3 | attendants , audio_en ) audio_maoh |

|

4 J button_lists ) buttons | calingcards |

|

i | certificates | colines | conferences !

= , dial_plan ) dial_plan_entry | domain_alias |

|

- | domains | extensions , hoots :

. , hunts ,ivrnodes  login :

= |
e

messages . mohs np_parms !

‘ g Global configuration ‘ | PP_P |

Jrecordings  file | registrations . s schedules I

sryflags trunks Main prograrm user_alias |

B Y f 1 |

|

| Users | webpages | wipers |

|

ELI |22 phose., 3crnl (= pbxctr] exe !

Figure 2-2. snom ONE Directory Structure

Global Configuration File

For settings that cannot be changed through the web interface, the global configuration file can be used (Fig-
ure 2-2). This file is a standard XML file, encoded in UTF-8. Unlike the majority of files that can be modi-
fied through the web interface, the global configuration file contains many hidden settings which cannot be
changed this way. Changes to this file must be made through either the XML file or by handcrafting a URL
that contains the change. With either method, the three important components are the address of the snom
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ONE system, the name of the setting, and the value. In the URL example shown below, the address is pbx,
the setting is setting, and the value is being changed to 123.

Important. Always make a backup before modifying the file!
http://pbx/reg status.htm?save=save&setting=123

Once the URL is set, press Enter. This is equivalent to pressing the Save button when in admin mode.

A typical use case for modifying the global configuration file would be to change the format of CDRs (ap-
plicable only for CDRs that are exported via simple TCP). To change the CDR format of a system running

on a localhost, you would use something similar to

http://localhost/reg status.htm?save=save&cdr format=Sw$5d$25m$20520F$20T$20
R$20r$15c$20£$15v

where cdr format is the parameter.

Caution: The above link will change your CDR format if you execute it while the system is running on the
localhost!

Note: If you want a specific delimiter between the fields, use a comma (e.g., $w, $5d, $25m, $20, $20F
,$20T, $20R, $20r, $15¢, $20£, $15v). Be careful when choosing a delimiter. If the names or URIs
contain those characters, there will be a conflict.

Folder Overview
Table 2-2 lists the folders that are located in snom/snomONE:

Table 2-2. Folder Details

Folder Name Contents
accesslist IP addresses that have been blocked from accessing the system
acds Account information about each agent group
adrbook Contacts that have been added to the domain address book
attendants Account information about each auto attendant
audio_en Audio prompts for auto attendant, IVR, etc., and ring tones
audio_moh Music on hold and universal tones like ringback
button_lists Button profiles that are on the domain
buttons Individual buttons that are part of the button profiles
callingcards Account information about each calling card
cdr CSV CDRey, if any exist
cdre* CDRs that contain information about the extension
cdri* CDRs that indicate the role played by the IVR
cdrt* CDRs that contain information about the trunk
colines Central office lines on the trunk
conferences Account information about conference accounts
dial_plan Dial plans that are on the domain
dial_plan_entry  Individual pattern and replacement values for each dial plan
domain_alias Information about the domain when it is associated with an alias
domains Information about the current state of the domain
email_templates Custom email templates
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Folder Name

Contents

extensions Information about each extension (name, number, MAC, etc.)
generated** Files that are generated from templates that exist within the system binary
hoots Multicast paging information

html Customized HTML files

hunts Account information about hunt group accounts

ivrnodes Information about each IVR node account

messages Voicemail messages

mohs Available music on hold sources

pnp_parms Configuration files that are involved in plug and play

recordings Recorded calls and greetings

registrations

Static registrations

schedules User-created conferences

srvflags Account information about service flag accounts

titp Firmware and/or provisioning files for the phones

trunks Information about each trunk on the system

user_alias Information about each account associated with an alias

users Information about each account (extension, auto attendant, etc.)
wipers Conference recordings

*The cdre, cdri, and cdrt folders are generated after the phone contacts the system.

** The generated folder is created when the phone contacts the system for its configuration files during plug and play.

Folder Detalils

Each folder in the snomONE directory contains a list of XML files similar to the following:

_loix
Qg\_)v| . = snom - snomOME ~ accesslist * [ I Search accesslist F2
Organize *  Indudeinlibrary =  Sharewith =  Burn  New folder = = O I@

‘j Mame “ | Date modified Type
= 37.0ml 9/17/2010 11:38 AM XML Document
) 33.3ml 9/17/2010 11:33 AM XML Document
) 39.3ml 9/17/2010 11:39 AM XML Document
| index. bt 9f17/2010 11:39 AM  Text Document

od 4| I ﬂ

Each XML document reflects various XML constructs and concepts:
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<?xml version="1.0" encoding="utf-8" ?>

- <[OWZ>

<adr>192.168.0.40</adr>

<mask>32</mask>

<type>false</type>
<frow>

m

Each folder in the snomONE directory is detailed below.

accesslist—The accesslist folder contains IP addresses that have been blocked from ac-
cessing the snom ONE service. IP addresses can be blocked/unblocked by the administrator in
Admin > Settings > Access List.

acds—The acds folder contains an XML file for each agent group. Each file includes the pos-
sible parameters for the account and any values assigned to those parameters.

adrbook—The adrbook folder contains contacts that have been added to the domain address
book. Each contact has a corresponding XML file.

attendants—The attendants folder contains an XML file for each auto attendant. Each file
includes the possible parameters for the account and any values assigned to those parameters.

audio_ *—The audio_* directory contains audio prompts that are used by the auto attendant
and IVR node. These prompts affect the language settings that are available from the web interface
(see page 31). The files within the directory contain many types of prompts. Following is a sum-
mation of the main prefixes.

Prefix Description
aa- Auto attendant
bi- Built-in numbers
co- Conference
code- Feature-code related
ex- Extension-related
mb- Mailbox
pb- ACD-related
wk-— Time-related

Note I: 'The directory suffix corresponds with the language of the prompts themselves (i.e., English
prompts are contained in audio_en). See page 212 for instructions on installing audio prompts
for additional languages.

Note 2: The ringback.wav and busy.wav files are also included in this directory. These files
influence the ringback and busy tones that a caller hears during voicemail prompts and IVR inter-
action (see page 31 for more on tone language).

audio moh—The audio moh folder contains DTMF tones and music on hold sources.

button lists—Thebutton lists folder contains the button profiles that are available on
the domain.

buttons—The buttons folder contains the types of buttons (e.g., private, speed dial, DND)
that have been set in the button profiles.
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m callingcards—The callingcard folder contains an XML file for each calling card account.
Each file includes the possible parameters for the account and any values assigned to those param-
eters.

m cdr—The cdr folder contains the CSV CDRes, if there are any.

m cdre—The cdre folder contains CDRs that hold extension-related information. A CDR is gen-
erated for each call.

<?xml version="1.0" encoding="utf-8" 7>
- <rows>

<cmc>50051</cmc>

<d=1</d>

<e>1272544320.811</e>

<f>"Jack Black" <sip:51@pbx.company.com></f>

<i>3c2d812faa37-rw96l>jlzakt#7101dbleda</i>

<m>true</m>

<0>0</o>

<r>="Katrina Kent" <sip:50@pbx.company.com=></r>

<s>1272544316.585</s>

<t>"Katrina Kent" <sip:50@pbx.company.com></t>

<uxl</u=

<vq>VQSessionReport: CallTerm LocalMetrics: CallID:605563f3@pbx
FromID:"Katrina Kent"
<sip:50@pbx.company.com>;tag=gyvvqnim27 ToID:"Jack Black"
<sip:51@pbx.company.com>;tag=42953 LocalAddr:IP=0.0.0.0
PORT=53434 SSRC=0xc4a02346 RemoteAddr:IP=0.0.0.0 PORT=0
SSRC=0x x-UserAgent:pbxnsip-PBX/4.0.1.3475 x-

; SIPmetrics:SVA=RG SRD=62 x-SIPterm:SDC=0K SDR=0R</vqg>

</row>

m cdri—The cdri folder contains CDRs that hold IVR-related information. A CDR is generated

for each call.

<?xml version="1.0" encoding="utf-8" 7=
- <row=

zd=1=/d=
=di=5803 </di=
<f><8ip:+19781231234@192.168.1.122;user=phone> </f=
<l =en</l=
=5>1269625831.644 /5=
<t ><sip:514@192.168.1.122;user=phone> </t
sUu=F2=u=
<y =attendant</y >

=row=

m cdrt—The cdrt folder contains CDRs that hold trunk-related information. A CDR is generated
for each call.



30

Deploying the snom ONE [P Telephone System

<7xml version="1.0" encoding="utf-8" 7>
- <row>

Zc=>1269625825.866</Cc>

<dzl</d>

<2>1269625831.502 </

<f=<5ip:+19781231234@192.168.1.122;user=phone> </f>

<i=8</i=

<o=I</o=

<p>udp:192.168.1.91:5060</p>

<r=+19781231234</r>

<5>1269625825.695</s>

<t=<5ip:514@192.168.1.122;user=phone></t=

<vq>VQSessionReport: CallTerm LocalMetrics: Timestamps:START=2010-03-26T17:50:26Z
STOP=2010-03-26T17:50:31Z CallID:b5606103@pbx
FromID:<sip:9781231234©®192.168.1.122;user=phone>;tag=2001826161
TolD:<sip:514@192.168.1.122;user=phone>;tag=71f3b8135c SessionDesc:PT=0 PD=pcmu
SR=8000 FD=20 FO=160 FPP=1 PPS=50 PLC=3 LocalAddr:IP=192.168.1.122 PORT=53226
SSRC=0x10ea8d1d RemoteAddr:IP=192.168.1.91 PORT=49370 SSRC=0x3e069a7d x-
UserAgent:pbxnsip-PBX/4.0.1.3445 x-SIPterm:SDC=0K SDR=AN PacketLoss:NLR=0.0
JDR=0.0 BurstGapLoss:BLD=0.0 BD=0 GLD=0.0 GD=0 GMIN=16 Delay:RTD=0 ESD=0
QualityEst:MOSLQ=4.1 MOSCQ=4.0</vq:>

=frow =

colines—The colines folder contains information about co-lines that are created on the sys-
tem.

conferences—The conferences folder contains an XML file for each conference account.
Each file includes the possible parameters for the account and any values assigned to those param-
eters.

dial plan—Thedial plan folder contains an XML file for each dial plan on the system.

dial plan entry—Thedial plan entry folder contains the pattern and replacement
values for each entry in the dial plan.

domain alias—The domain alias folder contains the alias name of each domain. Each alias

has an XML file.

domains—The domains folder contains details about the domain, such as star codes, password,
and PIN requirements.

email templates—Theemail templates folder contains customized email templates.

extensions—The extensions folder contains an XML file for each extension. Each file in-
cludes the possible parameters for the extension and any values assigned to those parameters.

hoots—The hoots folder contains an XML file for each paging account. Each file includes the
possible parameters for the paging account and any values assigned to those parameters.

html—The html folder is used for customizing configuration files, such as ringtones.xml and
pnp.xml. You can download these files from

wiki.snomone.com and then place them into the html folder. Once the snom ONE is restarted,
the new configurations will take effect.

hunts—The hunts folder contains an XML file for each hunt group. Each file includes the pos-
sible parameters for the account and any values assigned to those parameters.

ivrnodes—The ivrnodes folder contains the details of all IVR node accounts. Each file in-
cludes the possible parameters for the account and any values assigned to those parameters.

messages—The messages folder contains voicemail messages.

mohs—The mohs folder contains a WAV file for the sources of music on hold that are available on
the system.
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pnp_parms— lhe pnp_parms folder contains all configuration files that are involved in plug and
play.
recordings—The recordings folder contains a WAV file for all greetings and recordings,

whether created for personal or system use (e.g., auto attendants, agent groups, and hunt groups).

See Chapter 17 for more information on recordings.
registrations—The registrations folder is needed for the index file.
schedules—The schedules folder contains conferences that were created by users.

srvilags—The srvilags folder contains an XML file for each service flag account. Each file
includes the possible parameters for the account and any values assigned to those parameters.

tftp—The tftp folder can be used for customizing plug and play. For example, placing the
snom_ 320 custom.xml file into the tf£tp folder will provide new settings for the phone.

trunks—The trunks folder contains an XML files for each trunk. Each file includes the pos-
sible parameters for the trunk and any values assigned to those parameters.

user alias—Theuser alias folder contains an XML file for every alias name that is associ-
ated with an account (a DID number is considered an alias).

users—The users folder contains an XML file for every account on the system (DIDs are not
considered a separate account).

wipers—The wipers folder contains conference recordings.

Configuring System Settings

This section describes the general administrator settings that are located in Admin > Settings on the web

interface. (You must be logged in as administrator.)

General

System Name: This field allows the administrator to set a name for the system. The name is used
in several places to identify the system. For example, when the system sends out emails with system
performance information, the system name will be placed into the subject line of the e-mail.

Systemn Name: |Default Configuration |

Default IVR Language:
Default Tone Language:
Default Web Language: English =

Timezone: | Eastern Time Zone ;l

The next four settings pertain to language and time zone. The settings made here by the administrator can
be overridden by the domain administrator.

Default IVR Language: This setting represents the language that is used for voicemail and IVR
prompts. Only U.S.-English prompts are included in the installer, but additional languages can be
installed. See “Audio Prompts” in Chapter 17 for more information on audio prompts and lan-
guages that can be downloaded.

Default Tone Language: This setting allows you to control the ringback and busy tones that a
caller hears during voicemail prompts and IVR interaction. The files that influence this setting are
ringback.wav and busy.wav. These files are located in the audio * directory. The * repre-
sents a country code (see Table 17-5 for a list of country codes).
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@l‘ij)v | .~ Program Files (x86) + snom ~ snomOME ~ - @I Search snomOME
Organize *  Indudeinlibrary +  Sharewith = Burn  Mew folder 4= -
' Favu:uritj Mame * | Date modified | Type ﬂ
Bl Desk . accesslist 9/8/2010 6:55 PM File folder
% Dowr | acds 9/4/2010 7:43 AM File folder
34 Drop . adrbook 9/4/2010 T:43AM  File folder
o Rece | attendants 9/4/2010 7:43AM  File folder
Ml Deskio J audio_fr 9/4/2010 7:43 AM File folder
-l Libra J butb:n_lists'\ /42010 7:43 AM File folder
3 Do | buttons 9/4/2010 7:43 AM File folder _ILI
A wzl | >

Default Web Language: This setting controls the language used on the web interface. The file that
influences this setting is 1ang. * . xm1, where * represents a country (see Table 17-5 for a list of
country codes).

Time Zone: The Time Zone setting is used to set the local time zone. It influences the time that
appears on a user’s mailbox messages, the telephone display, and voicemail. The system is capable
of dealing with several time zones at once, making it possible for every user to select his or her own
time zone.

Administrator Login

The system administrator’s login must be protected at all times, so it is imperative that a high-security pass-
word be used (see the Password Strength setting on page 33). The password is stored in a hashed format
and cannot be read from the global configuration file.

Username: |a|:|n'|in |
Password: ||-|||-|||- |
Password (repeat): |------u--- |

Username: This field sets the administrator’s user name. By default, the user name is admin, but it
can be changed to anything (we recommend changing it).

Password: This field sets the password for the user name from the previous setting. By default,
there is no password, but be sure to set one. The administrator’s password can be reset in the event
it gets lost (see instructions below).

Resetting the Admin Password if Lost

To reset a lost password, you will need to remove the existing password from the global configuration file
(from the pw_pass parameter) then enter a new one through the web interface. This can be done in Note-
pad. Instructions are provided below:

From a text editor, open the root file (pbx . xm1). The file path is shown below:
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[ ES— o
e, -
|°\\_}J 7| . = snom = snomONE - - ml Search snomONE [.‘]‘
Organize * Indudeinlbrary *  Sharewith +  Burn  New folder == - E] @

ﬂ Name “ | Date modified | Type ;I
F
| Users 9/3/2010 3:57 PM File folder
. | webpages 9/3/2010 3:57 PM File folder
& Select a file
| wipers 9/3/2010 3:57 PM File folder to preview.

I=
- o

=] phoc.xml 9/3/2010 3:57 PM XML Document
T [==] pbxctrl.e;e‘\- 93/2010 12:05FM Application 4|E|
= |1 | »

2. Search for the <pw_pass> element tag.

nvite=<ip_http_port=80<«/ip_http_port=<ip_https_port>443</ip_https_port><ip_sip_udp_
160</1p_sip_udp_port=<ip_sip_tcp_port=5060</ip_sip_tcp_port><ip_sip_tls_port=5061</4
ds_port=<ip_snmp_port>16l</ip_snmp_port><ip_snmp_community>public</ip_snmp_communit
Ftp_port=69</ip_tftp_port=<ip_replacement_list/><ip_routing_list/><c2d_root/><max_u
tex=10</max_udp_invite=<tftp_writexfalse</tftp_write=<tftp_log=true</tftp_log=<pnp_u
“true</pnp_use_mac=<port_begin=49152</port_begin=<port_end=64512</port_end=<port_bin
wi_bindb/><ip_manual_ipl/><ip_manual_ip2/>=<http_cert_file/><http_tls_web/><http_rat
o o P =Pt o T LY =] - Lo [ R B o U I St <pw._pass>T534983b255eb2820bf3bald 38ddctby</pw_pass>|
Isted=127.0.0.1 [::1]

3. Delete the password. (If no text appears between the element tags, then the password field is empty.)

ex<tftp_writexfalse«/tttp_writex<tttp_log=true</tttp_log=<pnp_u
ort_begin=49152«</port_begin><port_end=64512</port_end><port_bin

_ipl/=<ip_manual_ip2/><http_cert_file/=<http_tls_web/><http_rat

in{fpw_uger>m(pw trusted»127.0.0.1 [::1] _
4. Save the file.

Restart the system.

6. Set a new password through the web interface (Admin > Settings > General).

Appearance
Web Session Timeout (s): |144UU |
Password Strenagth: |Medium security | [

i Medium security

Default CDR listing size: H Acceit all iasswurds
Keep CDR Duration (smhd): |?l3I LEL R

High security
SOAP Trusted IP: llocalhost 75.150.83.2
CDR URL: | |
Record Location: |$r/$0/$a/$d/$t-$i-$n.wav |
Compress Recordings: @ on @ off
Hide aliased rows under domains page @ yes () no

m  Web Session Timeout (s): This field determines how long a web session will stay active before it
times out. The duration is set in seconds, and the default value is 3600 (1 hour). Increase or de-
crease this setting depending on whether you want the system to log you off after a certain period
of time. Once timed out, the main login screen will be displayed.

m  Password Strength: This field is used to specify the types of passwords that are acceptable. The
default is “Accept All Passwords,” but it is advisable to require medium or high-security passwords.
Passwords should not be dictionary words. A combination of letters, digits, and symbols is advised.

— Accept all Passwords: All passwords will be accepted.
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— Medium Security: The score must be 120 or higher (see Table 2-3).
— High Security: The score must be 200 or higher (see Table 2-3).

Table 2-3. Password Scoring Method

Character Type Points
Digits 10
Upper/lowercase letters 26
Symbol 28

Default CDR listing size: A Call Detail Record (CDR) is a record produced by the system that
contains the details of calls that have terminated on the system. CDRs include the date and time
the call started, the number that made the call, the number that received the call, and the call dura-
tion. Use this field to limit the number of CDRs that will be displayed in the web interface (CDRs
can be memory consuming). The default is 30 CDRs. For more information on CDRs, see Chapter
21.

Keep CDR Duration: This setting defines the length of time CDRs are kept on the file system.
CDRs can consume a large amount of disk space, so be careful when setting this field. If too many
CDRs are on a busy system, the system will not start. The default is 7 days. The duration can be
expressed in various time units:

— Seconds: Enter an s after the number (e.g., 60s for 60 seconds)
— Minutes: Enter an m after the number (e.g., 60m for 60 minutes)
— Hours: Enter an h after the number (e.g., 24h for 24 hours)

— Days: Enter a d after the number (e.g., 7d for 7 days)

SOAP Trusted IP: SOAP (Simple Object Access Protocol) is an XML message-based protocol
specification used for allowing computers to talk to each other over a network such as the Internet,
typically as part of a Web service. SOAP can be used to pass almost any type of data between two
applications. Because it is based on XML, SOAP is language- and platform-independent. The two
applications could be written in different languages and could run on different operating systems.
SOAP is often used to make Remote Procedure Calls (RPCs). When used to encode RPCs, SOAP
is used as the request/response protocol. See Chapter 13 for a sample SOAP message.

The SOAP Trusted IP field controls a SOAP request coming from random addresses and is avail-
able only if the license key contains a SOAP flag. Use this field to specify the IP address or the host
names that are permitted to make SOAP request to the system (i.e., management system). If you
want to allow multiple systems to send SOAP requests, use a space to separate the entries.

CDR URL: The CDR URL field controls where the CDRs are written. The system can write
CDRs to a SOAP destination and to a CSV file (the default separator for the values is a comma;
however, it can be changed by modifying the cdr field separator parameter). To populate the
CDR URL field, use the syntax shown in Table 2-4. CDRs can be viewed only after they have been

collected and organized through an external call accounting application.

Table 2-4. Syntax Used in CDR URLs

Format CDR URL Syntax Description of Syntax

ASCII cdr:192.168.1.2:10000 m  192.168.1.2 is the IP address

m 10000 is the TCP port of the
CDR server
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Format CDR URL Syntax Description of Syntax

CSV file:disk Disk can be any name, as it is not
used by the program anyway.

Email mailto:name@company.com

m  Record Location: This field determines where system-initiated recordings will be stored on the
system. By default, $r/$o/$a/$d-$t-si-sn.wav is the string used in this field. For more in-
formation about recording calls and how to create a string for the Record Location field, see page
209.

m  Compress Recording: The system will compress recordings when this setting is enabled. Other-
wise, recordings will be saved as 16 bits/sample.

m Hide aliased rows under domains page: This setting allows you to control whether the alias ac-
count of your domain will be displayed on the Domains page. When this setting is set to No, the
list of domains will include the alias in addition to the primary domain, which may be confusing
since it appears that more domains are on the system than there actually are. When this setting is
set to Yes, only the primary domain(s) will be displayed.
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Before (set to No):
Alias Domain Users Registered Edit Delete
localhost phx.company.com 62 3 @ x
phoc.company.com phy.company.com 62 3 @ x
After (set to Yes):
Alias Dounais Users Registered Edit Delete
pbx.company.com pbx.company.com B2 3 E x
Performance

From this section, you can set performance-related settings.

Process Affinity Mask: ™

Maximum Duration of Call Recording:

Max. number of concurrent registrations per extension:
Minimum Registration Time (5):

Maximum Registration Time (s):

UDP MAT Refresh (s):

TCP/TLS NAT Refresh (5):

Maximum call duration:

Maximum ring duration (s):

Performance: ©
Maximum Number of Calls:

2 Hours |E|

Max. size of a configuration backup file: M

o
m
ln
<

HI

fi

<
3

[-]

Maximum Number of Calls: This setting defines the number of simultaneously calls allowed by
the system. Because every call requires a certain portion of the available CPU, allowing too many
calls will affect the quality of all ongoing calls. By limiting the number of calls on the CPU, you
can reject calls that would otherwise potentially degrade overall performance. On modern PCs, 100
or more calls can run on one computer; however, on an embedded system, you will probably have
much less CPU power and thereby increase the probability of running out of CPU power if you
allow that many calls. If this field is left blank, the key in the system will limit the calls, or the CPU
limitation, when reached, will limit the calls.

Processor Affinity Mask: This field allows the administrator to assign a particular CPU to the
pbxctrl system process. When using a multiple-core CPU, the operating system has to assign pro-
cesses to processors. By default, the operating system tries to balance out the load so that the overall
system performance is as fast as possible. However, the disadvantage with this approach is that the
whole process gets stuck for some time while moving the processes from one CPU to another. If
during that time the CPU should play out media, it will come across as stuttering and be perceived
as jitter coming from the system. In order to avoid this problem, bind the pbxctrl to one fixed
CPU. Depending on the operating system, you can do this manually or you can ask the system
processes to do this during startup. Changes to this field require a system restart.
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m  Maximum Duration of Call Recording: This setting allows you to establish an upper limit on call
recordings. This is important since large recordings can cause problems with system performance.
(Recordings left in voicemail boxes consume disk space and can have limitations placed on file size.)

m  Max. size of a configuration backup file: This setting allows you to establish the maximum size,
in bytes, of the backup file. The default is 1 MB. If your system has a lot of data to be backed up,
increase this value. The backup feature through the web interface is used mostly in the appliances
(in embedded systems where the file access is primitive). On other systems, it is advisable to use the

OS file manager to do the backup.

m  Max. number of concurrent registrations per extension: This setting controls how many user
agents (i.e., phones) can be registered against an extension. This feature is useful if you want to
restrict the number of phones that can be registered to an extension. If this field is left blank, the
extension will have no limit.

m  Minimum Registration Time (s): In a SIP environment, the registrar determines how long a user
agent may be registered. Short registration times have a negative impact on the performance; how-
ever, it is critical that user agents stabilize quickly once they've lost their connection to the system.
This setting defines the lower limit for the registration time. The default is 30 seconds.

m  Maximum Registration Time (s): This setting is used to define the upper limit for the registration
time. The default value is 360 seconds. See also Appendix B, “SIP Overview.”

m  UDP NAT Refresh (s): If the registering user agent is behind NAT, the system uses this setting
to control the registration. The system registers agents that use the UDP transport layer only for a
short time so that the user agents will re-register quickly and keep the NAT bindings alive. Typi-
cally, the settings for UDP should be from 15 to 45 seconds since most NAT routers close ports
after 60 seconds of inactivity. The default for this setting is 30 seconds.

m  TCP/TLS NAT Refresh (s): This is similar to the UDP NAT refresh setting. Since TCP/TLS
connections do not need to refresh the bindings as often, a value of a few minutes is okay in most
situations. The default is set to 180 seconds (3 minutes).

m  Maximum call duration: This setting establishes an upper limit for the call duration. By default,
the setting is 2 hours (7200 seconds), but you can increase this setting if you lean toward longer
phone calls. This setting is crucial for keeping your call list clean; for example, if one mailbox talks
to another mailbox or if a call does not drop properly, the system can automatically clean this up.

m  Maximum ring duration (s): This setting determines the length of time the system will wait be-
fore it disconnects a call.

SIP Settings

This section defines SIP-related settings.

Use Short SIP Headers: Short @ Long
Listen to sip.mcast.net:™ Yes @ MNo
Allow domain admin to change trunks: @ Yes ) No
Allow domain admin to change dial plans: @ Yes No
Allow domain admin to create or change accounts: @ Yes No
Allow domain admin to create or change ANI: @ Yes & No
Loopback detection: @ On Off
Inband DTMF detection: @ On Off

Remote SIP management: On g Off
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Use Short SIP Headers: Some SIP headers have a short form (e.g., the From header gets short-
ened to F, the To header becomes T, and Via becomes V). Short headers have the advantage of
saving space in the messages, reducing overall probability of running into problems with maximum
message size in UDP. Although it is quite simple to support this, some devices do not support
short headers. For this reason, the system offers both short and long. In order to maximize interop-
erability, keep the default value (long). If you are running into UDP packet fragmentation prob-
lems (message size above 1492 bytes), switch to the short header form.

Listen to sip.mcast.net: SIP also has its own multicast group according to RFC 3261. A SIP
device usually knows where to send requests, but during bootup and configuration, a user agent
might want to locate the system with a multicast request. If this setting is turned on and you are
using user agents with the multicast detection feature, you can just plug the devices into the net-
work and they will get their configuration information automatically from the system if the system
PnP settings have been configured (see Chapter 19). Changing the Listen to sip.mcast.net setting

requires a system restart.

Allow domain admin to change trunks: In hosted environments, the service provider might want
to set up the trunks and hide this feature from domain administrators. If this feature is set to No,
domain administrators will not be able to edit or see the trunks.

Allow domain admin to change dial plans: If this feature is set to No, domain administrators
cannot change the dial plans or even view them from the web interface.

Allow domain admin to create or change accounts: If this feature is set to No, domain adminis-
trators cannot create, change, or view accounts.

Allow domain admin to create or change ANI: If this feature is set to No, domain administra-
tors cannot create or change the ANI (automatic number identification). The ANI is used when the
system sends an outbound call on a trunk (see domain settings for more details).

Loopback detection: This setting applies only to multi-domain environments (for single-domain
environments, leave this setting on). When the system starts a call, that same call may come back

to the system and create a loop. This may happen if the call is for another caller on the system in

a multi-tenant environment. This is a dangerous situation because it might repeatedly initiate the
same call, ending up in many calls that take a lot of resources. Therefore, the system must detect
such a loop. In environments where an external SIP proxy routes the call from one snom ONE do-
main to another, a simple loopback detection that is based on the call-ID is too pessimistic. There-
fore, in such environments, you might want to allow these calls and turn the loopback detection off

(see the Try Loopback setting on page 104).

Inband DTMF detection: When a user presses a key on the telephone, the system must be able
to understand the action. In telephony systems, this mechanism is typically called DTME. In VoIP,
DTMEF is usually sent “out of band” (RFC 2833) because it allows the system to easily detect the
tones in a fail-safe manner. However, not all devices support this method, and when this is the case,
the system must decode and analyze the media stream and perform this detection. Because this is
erroneous and costs additional CPU performance, it is strongly recommended that you not use this
feature and instead replace devices which do not support the out-of-band method with devices that
do. In-band and out-of-band can be compared to a T1 line that uses in-band signalling and a PRI
line that uses out-of-band signalling.

Remote SIP management: This setting allows the provider to send commands to the system (for
example, for rereading the configuration). It is useful in environments where the service provider
controls the system from a centralized location. By default, this setting is off, but if you are using
such an environment, this setting needs to be activated.
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Ports

The Ports page allows you to control which networking resources the system will utilize when commu-
nicating with the outside IP world. When specifying ports, list the ports that you may bind to, either
specifying a port number or explicitly specifying the IP address and the port, separated by a colon (e.g.,
192.168.1.2:8080). If you are binding to IPv6 addresses, you must put a square bracket around the

IP address (e.g., [2001:db8::4]:5060). If you are only specifying the port number, the system will
bind to all IPv4 and IPv6 addresses on the system. If you want to bind only to IPv4 sockets, use the form
0.0.0.0:5060. If you want to bind only to IPv6 sockets, you can use [::]:5060. In general, you may
bind to more than one socket; just separate the addresses by spaces. If you do not want to use the service,
leave the field empty. If you change a port binding, you will need to restart the snom ONE service. We sup-
port the default SIP port.

~° Settings § Domains [ ] Email & Status

Ports

HTTP:* @
HTTP Port: ER |
HTTPS Port: 443 |
Mavimim nnmhbear of HTTE ronnectinns ner sarnnd: [5 I

* Changes to HT'TP and SIP settings require a system restart.

HTTP Ports

The HTTP and HTTPS ports are used to communicate between the built-in web server and the web brows-
er (snom ONE does not rely on IIS or Apache for its web interface). The HTTP port is used for insecure,
but lightweight, communication. The HTTPS port is used for secure, but a bit more expensive, communi-
cation.

If you cannot reach the system on any port, change the ip http portand ip https port parameters
in the global configuration file (the defaults are shown below). If you are running another service on your
host or if you want to gain some additional security, you may change these ports to any other available port.
The system will fail to start if it cannot bind to the port.

m  HTTP Port: The default HTTP port is 80.
m  HTTPS port: The default HTTPS port is 443.

SIP Ports

In this section, you can provide specific port information for the SIP protocol. SIP can run on UDP, TCP,
or TLS. TCP and UDP send the SIP packets unencrypted and therefore are considered insecure. TLS is
used for secure SIP communication since it encrypts the SIP signalling packets much like HT'TPS encrypts
HTTP trafhic. The default SIP port per REC 3261 is 5060 for SIP and 5061 for SIPS. The snom ONE soft-

ware is listening for and transmitting SIP requests and responses on these ports.
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SIP UDP Ports: |5UE.D
SIP TCP Ports: |5UE.D
SIP TLS Ports: 5061

|
|
|
Maximum number of SIP connections per second: |2 |
|
|
|

Maximum number of SIP connections: |1[m
SIP IP Replacement List: |192.168.1.1,-f2[]3.4.5.12
IP Routing List: |192.168.1.D;‘255.255.255.DI192.16E

* Changes to HT'TP and SIP settings require a system restart.

SIP UDP Ports: If you are using SIP over UDP, you need to set this field. The default port for
UDP is 5060. Multiple ports are permitted (e.g., 5060 5064).

SIP TCP Ports: If you are using SIP over TCP, you need to set this field. The default port for TCP
is 5060.

SIP TLS Ports: If you are using SIP over TLS (Transport Layer Security - Security over TCP), you
need to set this field. The default port for TLS is 5061.

Maximum number of SIP connections per second: This setting specifies the number of SIP
conversations the system will respond to in 1 second. This setting is useful for deterring against SIP
attacks.

Maximum number of SIP connections: This setting limits the total number of SIP connections
the system will support. This setting must be configured in busy environments where resource limi-
tation is an issue.

SIP IP Replacement List: This setting applies to a system that is used in a DMZ zone with NAT
(e.g., to connect remote phones to a system that is not on a public IP address). In this case, when
the system builds the remote SIP packets, it will use the public IP address of the router. The setting
should include a list of local IP addresses and their replacements (e.g., 192.168.1.0/255.255
.255.0/192.168.1.1 0.0.0.0/0.0.0.0/75.150.87.9). Whenever the system finds a
local address in the list, it replaces the local address with the remote address, so the SIP messages
from the system will look as if they were sent from the replaced IP address. The format of the list is
LocalAddress/RemoteAddress [LAdr/RAdr]. Both the LAdr and the RAdr must be an IPv4 or IPv6
address (e.g., 192.168.1.2/203.4.5.12). DNS addresses are not resolved here.

75.150.87.9
Internet

Firewall/

outer | PMZ | 75.150.87.9:5060, 1000-10999

192.168.1.1

[ |

192.168.0.7
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m IP Routing List: The IP Routing List setting is used to override the operating system IP routing
table and is linked to the routing table (this setting will be consulted by the system before consult-
ing/using the operating system). Whenever the system wants to know the IP address that is being
used when sending a SIP packet, it steps through the list and looks for a match (using the netmask
Mask) to a destination address (DAdr). If a match is found, the system uses the provided IP address
(LAdr). The mask must be in the form of an IP address, e.g., 255.255.255.0.

RTP Ports

The Real Time Protocol (RTP) ports are used for sending and receiving media. Be sure to specify a reason-
able port range so that you have enough ports for all open calls. A port range of 100 ports is not unusual.

Most user agents send RTP media data from the same port on which they expect to receive data. This is
useful when a user agent sends media from behind NAT. The system can use this mechanism to establish a
two-way media path, even if the user agent is not able to determine its public IP address for media and is

behind NAT.

m  Port Range Start: This setting represents the starting RTP port that the system will use for media
sessions. If the system is behind a firewall, these ports should be open.

m  Port Range End: This setting represents the end RTP port that the system will use for the media
sessions. RTP uses UDP for transport, whereas SIP can use UDDE, TCP, and/or TLS.

Port Range Start: 49152 |

Port Range End: |64512 |
Follow RTP: @ on [ off

Codec Preference: G.711U

G.711A
G.722
G.726
GSM 6.10
G.7294 = =

Up | Down | Remove | Add |

- &

Lock codec during conversation: @ on () off

Packet length (in ms): ﬂ

Always send packet size ") Yes @ no

Multicast IP-Addresses: [192.168.1.251 |
Bind to specific IP address (IPv4): |204_1?5_122_1 |

Bind to specific IP address (IPv6): | |

m  Follow RTP: Some user agents use different ports for sending and receiving. Although they will
not be able to operate behind NAT, they are within the scope of the IETF standards. With this
setting, these devices can be made compatible. By default, this flag is set to On. If you have trouble
with devices that use different ports for sending and receiving, try turning this flag off. Some
troublesome devices also have a flag that can be used to turn the usage of different ports off.

This behavior can be controlled on a trunk level, as well. If only a specific trunk has this problem,
use this setting only on the trunk level.

m  Codec Preference: The Codec Preference setting allows you to select the codecs that will be sup-
ported on the system. The codecs that are allowed on the system are shown at the left. If you do
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not want to use a particular codec, click the codec, then click Remove. This will move the codec

to the right-side selection box, removing it from use. The system comes with recommended high-
quality codecs like G.711 p-law (0), G.711 A-law (8), G.722 (9), G.726 (2), or GSM 6.10 Full-
Rate (3). Codecs can be changed without restarting the service. G.729 is a royalty-based codec and
requires a fee, and it is not enabled by default.

Lock codec during conversation: In certain cases, the system can switch to a common codec
(advertised by both end devices) to avoid the transcoding during the call setup. Even though this
is legal from the protocol’s point of view, many devices still cannot change codecs midstream. To
avoid this problem, you must enable this feature.

Once this is set, the system will not switch the codec during the call setup. This may introduce
transcoding, which is a CPU-intensive job. Default is off.

Packet length (in ms): This is the ptime parameter in the session description protocol (SDP).
The default is 20 ms.

Multicast IP Addresses: Set this to an IP address if you want the system to send and receive multi-
cast IP addresses on this network interface. If this is set to 20 ms, then the system will send out
packets every 20 ms, which equals 50 packets per second. If both sides of the call are set to different
ptimes, then the system will have to transcode them, which will degrade performance.

Bind to specific IP address (IPv4): The system listens to SIP requests that are sent by the user
agent from this IP address only. This is useful if you have a dual NIC machine and want to listen to
SIP requests only on one interface. If this is left blank, then the system will listen to SIP requests
on all the interfaces it sees in the machine.

Bind to specific IP address (IPv6): The system listens to SIP requests that are sent by the user
agent from this IP address only.

SNMP

Simple Network Monitoring Protocol (SNMP) is used to poll the system for information. Table 2-5 lists the
information that can be made available to an SNMP management tool.

SMMFP Port: 192.168.1.251
SNMP Trusted Addresses:
SNMP Community:

SNMP Port: The SNMP port setting defines the port on which the system will listen for SNMP
requests. By default, the port is 161.

SNMP trusted addresses: This field lists the IP addresses that may send SNMP requests. If this
setting is empty, the system will not accept any SNMP requests. Whenever a request is rejected, the
system writes a log message. This field requires the IP address of the SNMP server.

SNMP Community: An SNMP community is the group to which devices and management sta-
tions running SNMP belong. If you would like to change the community, you can do so from the
web interface. It does not require a restart of the service. SNMP default communities are private
(write) and public (read). The system, by default, is set to public.
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Table 2-5.  Available SMNP Sensors
OID Description Absolute Unit
1.3.6.1.4.1.25060.1.1 Call legs Yes  Calls
1.3.6.1.4.1.25060.1.2 Registrations Yes Registrations
1.3.6.1.4.1.25060.1.3 Messages Yes Minutes
1.3.6.1.4.1.25060.1.4 Call attempts No Calls
1.3.6.1.4.1.25060.1.5 Successful calls No Calls
1.3.6.1.4.1.25060.1.6 Media CPU load Yes  Value 0..100
1.3.6.1.4.1.25060.1.7 Successful emails No Emails
1.3.6.1.4.1.25060.1.8 Unsuccessful emails No  Emails
1.3.6.1.4.1.25060.1.9 Email alert flag Yes  Value0..1
1.3.6.1.4.1.25060.1.10  SIP received packets No  Packets
1.3.6.1.4.1.25060.1.11  SIP sent packets No  Packets
1.3.6.1.4.1.25060.1.12  Allocated memory Yes  Bytes
1.3.6.1.4.1.25060.1.13  Calls Yes  Calls
1.3.6.1.4.1.25060.1.14.x Trunk calls Yes Calls
1.3.6.1.4.1.25060.1.15.x  Trunk status Yes  SIP response code
1.3.6.1.4.1.25060.1.16  Uptime Yes  Seconds
1.3.6.1.4.1.25060.1.17  Disconnects (no media) Yes Calls
1.3.6.1.4.1.25060.1.18 | Disconnects (media Yes Calls
timeout)

TFTP

The TFTP ports are used for provisioning purposes. Many SIP devices use TFTP for automatic configu-

ration.

TFTP Port: The TFTP (Trivial File Transfer Protocol) port is on port 69 by default. If your
machine has multiple network interface controllers (NICs), you may specify the IP address port to
bind only to that port.

Allow TFTP Write: Some devices write log files using TFTP, and this can be enabled with this fea-
ture; however, this feature makes it possible for users to write files that affect other devices, and this
may introduce system instability and security concerns. Per the example above, you can also bind to
a private IP address, which will make it more secure.

TFTP Port:* 192.168.1.251:69 |
Allow TFTP Write: @ on ) off
NTP Port:* 123 |

NTP Port: The system can act as an NTP (Network Time Protocol) server for the network. If you
want to run the NTP server on the system, use this field to provide a port number on which it can
run. By default, the NTP Port field is blank so that the system doesn’t respond to NTP requests.
The default port is 123, so if you populate it and restart the service, the system will respond to
NTP. The phone gets its time from the NTD, so if the phone cannot reach the Internet, then a lo-
cal NTP server is necessary. A popular, publicly available NTP server is pool.ntp.org.
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Logging

Logging is a powerful mechanism for tracking system activity. Once you have installed the system, the log-
ging feature allows you to see how it works and how the system interprets the input to the system.

»' Settings (§ Domains [ | Email {, Status

Loggin

General Logging: 7]

Log Level (0-9): | 7 |Z|
Log Length: ﬂ
Log Filename: |Iog—$.t:d:

General Logging

m  Log Level (0-9): This field determines which log messages are included in the log. The range is
between 0 and 9. Level 0 will show you only critical messages, while level 9 will show you all the
available log messages of the system. Log level 9 should be used only for troubleshooting, as it cre-
ates additional load for the system and may generate extremely large log files.

m  Log Length: This is the length of the internal log message buffer. This buffer is used to show the

log messages in the web interface.

m Log Filename: To request that the system write log messages to a filename, specify that filename
here. If you put a dollar sign into the log filename, the system will replace the dollar sign with the
current day and automatically generate a new file everyday. This will ensure that the log files do not
become too large over time. This is highly recommended; otherwise, do not log to a file at all. Also,
be sure to delete old log files from time to time so that your file system does not get overloaded
with too much logging information.

One of the first log messages that you will see is the working directory. If the Log Filename set-
ting does not contain a path, the system will write the log file to that directory. You can specify the
directory during the installation process.

Example: 'The setting 1og-$ . txt will create a log file under the system working directory with
the name log-yyyy-mm-dd. txt, where yyyy is the year, mm is the month, and dd is the date.
If you have multiple drives, it is good practice to write the logs there (e.g., D: \1ogs).

Warning: Please note that using a log file without a dollar sign as part of the name is a ticking time
bomb. While the system may initially run fine, system instability is likely to occur as disk space
becomes consumed.

Warning: Be sure to lower the log level once the system is running, especially when you write the
log messages to a file. Sooner or later, you will get a hard disk full error, which is a severe situation
because the system will not be able to save runtime data.
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Specific Events

You can enable or disable logging on a subsystem level (available subsystems are shown below):

Log general events: These events are of general interest, for example, information about the work-
ing directory.

Log SIP events: Events in this module relate to the SIP traffic of the system.

Log media events: The system reports events about media processing, for example, a one-way
audio RTP timeout.

Log IVR events: This module logs events related to processing user input (e.g., all DTMF events,
including the auto attendant and the mailbox).

Log email events: If you want to troubleshoot the email server interaction, turn this module on so

that you'll see SMTP events.
Enable all | Disable all |

Log general events: = Yes @ No
Log SIP events: @ Yes & No
Log media events: 7 Yes @ No
Log IVR events: = Yes g No
Log email events: - Yes @ No
Log http events: 7 Yes g No
Log registration events: “ Yes @ No
Log SNMP events: = Yes @ No
Log trunk events: 7 Yes g No
Log SOAP events: = Yes @ No
Log TFTP and PnP events: @ Yes () No
Log TLS events: . Yes o Mo
Analyze audio levels (CPU intensel): = Yes g No

Log http events: This flag controls whether events in the internal HT'TP server should be logged.
Log registration events: When a device registers or deregisters, it appears in this module.

Log SNMP events: SNMP events occur when an external SNMP agent requests information from
the system (see also page 42).

Log trunk events: Log events are related to the trunks (e.g., when a trunk registers for the first
time or when an inbound trunk calls).

Log SOAP events: This subsystem deals with SOAP input and output.

Log TFTP and PnP events: This module includes events related to the built-in TFTP server. It
also includes information related to plug and play.

Log TLS events: This module logs TLS-related messages in the log file.

Analyze audio levels (CPU intense!): This feature measures the audio levels on a call leg. The
volume is measured in decibels (dB) relative to the maximum volume (0 dB is maximum loudness).
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SIP Logging

Logging is important when tracking down problems. The settings on this page are designed to help you
troubleshoot.

SIP Logging: @

Log REGISTER: Yes @ No

Log SUBSCRIBE/NOTIFY: Yes @ No

Log OPTIONS: Yes @ No

Log Other Messages (e.g. INVITE): @ Yes Mo

Log Watch List (IP): | |
Log Watch List: [7 -]

When the system receives or sends a SIP packet, it determines whether the packet will be logged and which
log level the event will have.

Log REGISTER: REGISTER packets deal with the registration of extensions or trunks, which
can generate a lot of traffic. If you are not interested in the registration traffic, disable this setting
(see Appendix B for more information on SIP messages).

Log SUBSCRIBE/NOTIFY: SUBSCRIBE/NOTIFY deals with message waiting indications
(MWTIs), the LED state, and other used subscriptions.

Log OPTIONS: OPTIONS can be used to keep the SIP connection alive. They are designed so
that a user agent can see which options or methods the other user agent supplies. OPTIONS allow
you to view the full SIP messages with all the SIP header information (when using log level 7).

Log Other Messages (e.g., INVITE): All other packets usually belong to an ongoing call (e.g.,
INVITE, CANCEL, ACK, BYE).

When you enable the logging for one of the previous categories, the SIP packets will be logged on log level 7.
If your log level is below 7, the packets won't show up in your log.

Log Watch List (IP): The watch list filters the SIP packets by IP address. This feature is useful
when you have a specific device that you want to watch in the system’s log. Enter the IP addresses

into this field.

Log Watch List: This setting defines the log level for the previous setting—Log Watch List (IP).
The log level for the watch list is independent of the log level of the packets that are not on the list
(and which are on level 7). This makes is possible to lower the log level and show the SIP packets of
a specific device also on a lower log level.

Example: 1f you want to log SIP messages from 192.168.1.113 only, configure the following set-
tings:

— Log Watch List(IP): Set the IP address (e.g., 192.168.1.113).

— Log watch list: 7

— Log Level: 8

— Specific Events: Enable Log SIP events. This filters out all the events, since they are set at 8

and log watch is set at 7.

Turn off everything under SIP Logging.
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Retrieving SIP logging

The SIP log is the most common logging that is requested. Use the following steps to turn on SIP logging:
1. Navigate to Admin > Settings > Logging.

Set Log Level to 7.

Set Log Length to 300.

Ll

Under “Specific Events,” enable the following settings:
m  Loggeneral events

m  LogSIP events

m  Logtrunk events
Under “SIP Logging,” enable Log Other Messages (e.g., INVITE).
Click Save.
Navigate to Admin > Status > Logfile, and click Clear. This will clear the page.
Make the call.
Navigate to Admin > Status > Logfile, and click Reload.

A S O

@ .

27 Settings @ Domains [] Email | Status

Logfile: @

Clear or Reload the log.

[7] 2010/09/06 21:07:28: SIP Rx udp:192.168.0.35:1024:

INVITE sip:50@&lecalhest;user=phone SIF/2.0

Via: SIP/2.0/UDP 192.168.0.25:1024:branch=29hG4bK-|1sias9grisk:rport
Frem: "Jack Jacobs [S51)" <sip:S1@lecalhest=;tag=jk84nrmSn1l

To: <sip:50@localhost:user=phone>

Call-ID: 2c29d9a24a7 9-2f3982pj0s0m

CSeq: 1 INVITE

Max-Forwards: 70

Contact: <sip:51@192,168.0.35:1024;line=y8vcekld>:reg-id=1
¥-Serialnumber: 000413265FD3

P-Key-Flags: resolution="21x13", keys="4"

User-Agent: snom270/8.2.29

Accept: application/sdp

Allow: INVITE, ACK, CANCEL, BYE, REFER, OPTIONS, NOTIFY, SUBSCRIBE, PRACK, MESSAGE, INFO, UPDATE
Allow-Ewents: talk, hold, refer, call-infa

Supoorted: timer. 100rel. reclaces. from-chance

Configuration

This section shows you how to save and restore the system configuration, as well as load the configuration
XML files. This will generate a complete backup of your system, including all temporary files, recordings,
TFTP server files, etc. You can even schedule this task nightly so that you automatically have a fresh backup
for disaster recovery.

Important: The backup from the web interface is designed for smaller systems. If the working directory of
the system is larger than 5 MB, it is best to use TAR or ZIP and move the backup to another storage place.
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Save/Restore a Backup

This backup will make a TAR backup of the whole configuration, including audio recordings. Because the
file might get potentially large, you should perform this action in times when there is not too much going on
in the system. This will prevent you from interfering with the service and will ensure that you get an integer
snapshot of the system state.

1. Use the “click here” link, as shown in the following image.

~ Settings . Domalns | | Ceall o Stabus

Save /Restore Configuration: &

Yo mmay savg and later restors sibwele corthgurabion, wdudeng recordregs and customzed e oy Bhg Ui
the current confguraton, %
after restonng the conhgue: Gherm will restart. Al active calls will b disconnected alter restorin

canfiguration may temporanly slow down the call processng, ol does not urther affect B operatson of the
Fida, Browe.
m Factory Resat

2. When prompted, save the file on the local computer.

Important: The size of the file is limited by the “Max. size of a configuration backup file” setting (see the
performance settings on page 36). If the TAR file exceeds the configured size, the backup will fail and you
will be returned with an empty file. Therefore, be sure to check whether the file size is okay after storing the
backup. If there is a problem, consider making the file system backup manually.

To restore the backup

To restore a configuration, the file must be loaded through the web interface. As with saving the configura-
tion, this may be time-intensive, so be sure to do this when no calls are on the system. The system restoral
will first erase your existing configuration, so be careful with this step.

1. Click Browse to find the file to be restored (the full path of the file is required). This file is the one

you backed up in the previous section.

2. Click Save to load the selected file. This will load the selected file and the system will have the new
configuration.

Warning: The Factory Reset button on this page will load a default configuration file from the file system.
All data will be erased.

Note: The global parameter (max tcp length) can accommodate the large TAR files. You will need to set
this before running the backup/restore. Currently, this value is in bytes, so you will need to provide a value

similar to 384000000 (for 384 MB).

Request Configuration

The system may receive its configuration information from a service provider. Please be careful when us-
ing this feature because it may overwrite your existing configuration without further warning. If you leave
the URL empty, the system will use the default URL. Please note that your license key will be sent over the
Internet (encrypted).

If you have a web service that generates configurations dynamically, you can request the pull-down of a con-
figuration from the web server. The system will initiate the web request on its own. This feature is useful in
large-scale installations (many systems running as CPE devices) that involve a central configuration manage-
ment database.
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Reload Configuration Files

Configuration files ringtones. xml and pnp.xml can be customized for your system. These files can be
downloaded from wiki.snomone.com and uploaded through the Browse option shown below. You can also
place the files into the htm1l folder and restart the system (downloads are available at wiki.snomone.com).

See also “Customized Ringtones” on page 214.

Reload Configuration Files: @

If vou would like to change core configuration files like the plug-and-play description files without restarting tr
reload the content of the pages. This can be done by loading the files in the form below.

ringtones.xml:
prnp.xml:

The files are detailed below:

m ringtones.xml: This file is used to describe the available Alert-Info or Call-Info header
that should be sent in the different Alert-Info headers. Since some phone vendors handle these
headers differently, this file addresses that.

m pnp.xml: This file is used to describe the files that are available for plug and play. This file also
defines various parameters for different phone models and vendors (see Table 19-3).

Schedule a Reboot

To schedule software updates, you can request that the system reboot the server. (This applies to non-Win-
dows servers only.) Note that during a reboot, all services will be shut down. You can schedule a restart on
the next occasion, or you can instruct the system to wait until midnight. In any case, the system will restart
only if there is no call active.

Schedule Reboot

In order to schedule software updates, you can ask the system to reboot the server. Please notice that t
other services. You can schedule a restart on next occasion or you can instruct the system to wait until m
will restart only if there is no call active.

Event: [No Reboot ]vl

Mo Reboot
Wait until midnight
Reboot on next occasion

Certificate

The system supports HT'TPS, TLS, and SRTP. These protocols require a digital certificate and a private key
for secure communication (the private key will be used for encrypting messages). Certificates are used to
indicate to your communication partner that you are who you claim you are. This is done using a third party
who certifies your identity and issues you a certificate that comes with a domain name. The certificate will

be checked by clients that need to trust you. Usually, certificates are used for web services; however, the same
certificates can also be used for SIP services. The system can support multiple certificates, so you can have a
certificate for each domain.
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Purpose

By using a certificate, you defend your installation against DNS redirection attacks. An attacker might get
control over a DNS server (which you do not operate) and redirect all requests to their server. Although the
attacker might be able to present the same certificate that you have, he does not have the private key that you
used when you requested the certificate from the trusted third party. Therefore, the attacker will be unable to
establish secure communication. This way, the user agent can check if the host that he contacted is really the
desired host and deny the connection if the public and the private keys do not match.

Getting a Valid Certificate

Certificates are used in the system in two places. First, they are used to secure the traffic between the web
browser and the web interface of the system. Second, they are used to secure the SIP traffic between the
phone and the system’s signaling path.

The system by default generates a certificate, referred to as a self-signed certificate. While this provides a rea-
sonable encryption of the traffic, it does not ensure that the client is really talking to the server. For example,
it could also talk to a person in the middle that is just relaying the traffic. This essentially means that the traf-
fic is not private any more, and since most Internet browsers are very strict regarding checking of certificates,
the user must explicitly accept the untrusted certificate. Also, some IP phones do only accept SIP traffic on
connections that have valid certificates. While the user of a web browser can just click and accept the certifi-
cate, a user of a phone usually does not have such a choice and the connection just fails.

Buying a Certificate

When you buy a certificate, it must be known that you are really the one who is operating a server. Although
the mechanisms for this process differ, all services require that you pay for the service and that your web
browser is already set up to trust the certificate authority. This mechanism is suitable if you are operating

a public service where it is not an option to load root certificates on many clients. You usually also need to
specify which IP addresses are using this certificate for the service.

Making Your Own Certificate

If you have control over the clients, you may also generate your own certificates. For example, you can join
the community at http://cacert.org and generate them there. You will need to load the root certificate into
the clients that should talk to the snom ONE system.

There are various other sites available which provide a similar service. You may also download the openSSL
toolkit and compile your own certificate generator and set up your own trusted network. If you have already
done this to secure your other office infrastructures (e.g., email or VPN), you can probably reuse the certifi-
cates for that.

Certificate Size and Format

Please use only 512 and 1024 bit certificates. The system currently has trouble handling certificates with
other sizes. The security and the performance on these certificates is still reasonable.

The format of the certificate must be base64-encoded. You must include the private key and the certificate in
the upload. Please note that uploading the private key this way might be intercepted by an intruder. You can
minimize this risk by using the localhost address from the local machine.
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In order to provide the key, just enter the ASCII string that you received from the trusted party, copy it into
the text field, and press Save. The system will then present this certificate to HTTP and SIP connections that
require secure communications.
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Access List

If your system is under a denial of service attack, the system will automatically block the IP address that is
attacking the system. You can also add IP addresses to the Access page and place a Block on them so that
they will be unable to access the system. Just enter the IP address, the net mask, and the access type, and
click Create. Enter only as much information as needed by the net mask; for example, if the net mask is
“255.255.0.0,” enter 192.168.0.0. To delete an entry, click the Delete button.

Changing the entry does not require a restart of the system. The changes take effect immediately.
% Settings (3 Domains [] Email | Status

et s ot oo oGt Ctcts s o] e [prero ot

IP Access Control: @

Number of tolerated attempts: Time for counting attempts: Blacklisting duration:

192.168.0.32/32 allow I
192.168.0.33/32 allow ¥
192.168.0.34/32 Allow ¥
192.168.0.35/32 Block 9K
192.168.0.36/32 Block 3¢
192.168.0.39/32 Block
1Pv4: Add entry: IP Address | | Netmask [ 255.255.255.255 [+ Type [Allow [+]
IPvG: Add entry: IP Address I:I Netmask | /128 | = | Type ﬂ

You may specify IP addresses with their netmask and their policy. If there is no match, packets will be ac-
cepted. There are several reasons why a system administrator might want to define who has access to the
system:

m  Protection against denial of service attacks: If you are operating the system on publicly available
addresses, there is always the risk that someone will try to interrupt the service. Although the sys-
tem has several protections against such attacks, it might be easier to rule out such attacks from the

beginning.
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m Limiting the service to authorized addresses: You might also want to limit the service to specific IP
addresses only. For example, while you might allow users to register their IP phones in the office,
you might allow only selected users with their associated IP addresses to register their phones from
home.

The motivation for the list is to provide the firewall type of functionality within the system application and
reduce the chance of unauthorized access to the system.

The access control is not only limited to SIP, but it also applies to all other protocols on the system, includ-
ing HTTP, TFTP, and SNMP. When the system acts as a client (for example, when performing DNS re-
quests), the rules do not apply. Using 0.0.0.0 in the IP field specifies that everything will be accepted. In
addition, if you are getting a lot of requests from a particular source, the system will automatically add them
to the access control list and block them.

How the Access List Functions

When a packet reaches the system, the system checks the list of enabled and disabled addresses for a match.
If the request is ignored, the system discards the packet without answering. When the system checks the list
for matches, a match occurs if a “source address” matches a “check address” with the mask. More specific ad-
dresses are checked first, making it possible to define exceptions to the general rule. Also, the system checks
IPv4 and IPv6 addresses separately. If there is a match, the system checks for the type. If the type is Allow,
then the system accepts the packet. If the type is Block, then the system blocks that request. If there is no
match in the list, then the request is accepted. If the list is empty, the access control is disabled. This is the
default behavior after the installation of the product.

For UDP-based requests, this is relatively easy—the request is just not answered. But because the UDP port
is open, there is no ICMP request sent to the origin, which means if someone wants to attack the system, it
might be possible for the attacker to figure out that there is an open port. But since the system just discards
these messages, the damage is limited.

For TCP ports, the situation is more complicated. In Linux, there is no way for an application to determine
where a TCP connection is coming from until the connection is accepted. This is why the system first ac-
cepts the connection and then examines whether the connection was allowed or not. If the connection was
not allowed, then it is turned down immediately. In Windows, there is a special system call that first checks
where the connection is coming from. If the source is not enabled, then the system does not accept the con-
nection. However, because the operating system has already answered the TCP connection request with an
acknowledge, in Windows it will be obvious that an application is running on the ports.

The behavior is similar to a firewall. However, especially for TCP, a firewall will keep the traffic completely
out. Someone testing the system will not get a response for a TCP request if the source IP address is not
listed.

Example

Table 2-6 shows a scenario in which all users in the LAN are given access, but access from the public Internet
is not allowed, except for two employees working from home and a trunk that comes from a service provider
with a small range of IP addresses.

Table 2-6. Access List Scenario
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Address Net Mask Type Description of Result

First 127.0.0.1 255.255.255.255 Allow This will ensure that

entry you can always access
the HT'TP interface
from the local com-
puter.

Next 192.168.0.0 '255.255.0.0 Allow | This will ensure that

entry everyone in the LAN
can access the system.

Next 0.0.0.0 0.0.0.0 Block  This entry will disable

entry all packets by default

(enter this last; oth-
erwise, you will be
unable to access the

system).
Next | 213.1.2.3 255.255.255.255 Allow | This will give the re-
entry mote worker access to

the system. Repeat the
same entry for other IP

addresses.
Next 12.23.34.45 255.255.255.248 Allow This entry is intended
entry for the IP addresses of
the ITSP.

Controlling User Page Appearance

The UserPage-Control link allows the administrator to block certain settings from users. These settings are
shown in Figure 2-3 and correspond to the highlighted settings shown in Figures 2-4 through 2-7.

sk Settings (5 Damains ) Email & Suatus

e AR s L

General Conlrol w b
SIP password field & res 7 ND
Web pasywsrd held @ Fex ) Na
Cailu, Bresnnce, BAC maich fislde i ez ) No
Limesr oy salect the address book @ Y ) Mo

Hedirectbon Control by
Incaming enonymeus calis fald @ Yeu 7 Mo
Tl forsard o answer Dmsout hiskd @ Yot ) No

Mailbex Control Sl
Mudbox Enabled haid el Mo
Tirrem unhsl rondbse picks up fiskd @ Yex 0 No
Mucmum Henbar of Hessages field & Yea I No
Mpdbox Escaps Agtaunt Held - Vas L0

Email Contral Shinw
Send & mailbox message by amisd fueld @ Tei 7 No
Aftmr ewedeg 8 mmeage fwkd i@ 'fes ) No

[ save |

Figure 2-3. Blockable User Settings
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General Control

The General Control settings allow you to prevent the user from viewing the password fields and certain
monitoring settings.

m  SIP password: By preventing the user from seeing the SIP Password setting, the administrator
can ensure that users will be unable to change their SIP passwords. This can save the administrator
time spent in dealing with registration problems that result from changed SIP passwords.

m  Web password: By preventing the user from seeing the Web password setting, the administrator
can ensure that users will be unable to change their web passwords. This will prevent the user from
forgetting a changed password and the administrator from having to issue a new one.

m  Calls, presence, PAC watch field: This setting impacts the following user settings:

— Watch the calls of the following extensions: This setting allows users to monitor the status
of other extensions. Some users will need this setting (a boss who is monitoring certain
employees, a secretary who needs to monitor the boss’s extension, etc.). Other users, such as
those working in a call center, will not need to monitor other people’s extensions.

— Watch the presence of the following extensions: This setting allows you to see a person’s
presence status (e.g., away, busy, DND) from the WAC and from some phones.

— Watch the following accounts on PAC: This setting allows users to monitor extensions on
the WAC. Not all users will need access at this level.

m  User can select the address book: This setting is applicable to the address book of the snom
phone. It allows the user to upload the address book from the system to the snom phone directory.

N7 Settings [ Lists & Status

General settings for account 508: ©&

First name (e.g. John):

Last name (e.g. Smith):

Position(e.g., CEQ):

Company Name:

hack

|Lync:h

|Ac:-:c-|.|r|t manager

|Hea|:| Office

SIP Password:
SIP Password (repeat):

Web Password:

web Password (repeat):

PIN (e.g. 1234):
PIN (repeat):

Timezone: |Default Time Zone

IVR Language: |Er|g|i5h EI
Web Language: | English (=]
Upload picture:
Wakeup time (e.g. 7:15): |

Watch the presence of the following extensions (* for all): |518 555

Watch the calls of the following extensions (* for all): |* |

Watch the following accounts on PAC or WAC: |* 666

Figure 2-4. Blockable User Settings (Settings > General)
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Redirection Control

The Redirection Control settings allow you to prevent the user from viewing the redirection settings:

Incoming anonymous calls: This setting allows users to control the treatment of anonymous
callers (reject them, pretend to be busy, ask for name, etc.). In some situations, administrators may
prefer to determine how anonymous callers are handled.

Call forward on no answer timeout: This setting allows users to specify the number of seconds
that should lapse before the call is directed to voicemail. In situations where voicemail is not used,
such as call centers, this setting is not necessary.

&7 Settings [ Lists o Status

Redirection settings for account 508: @

Do not disturb: 0 0n @ Off

| Incoming anonymous calls: | No special treatment EI |

Hot Desking at: |

Call forward all calls to: |

Call forward on no answer to:

Call forward no answer timeout: Default value :I |

Call forward when not registered: | |

!
|
Call forward calls when busy to: | |
|

Figure 2-5. Blockable User Settings (Settings > Redirection)

Mailbox Control

The Mailbox Control settings allow you to prevent the user from viewing the following voicemail-related

settings:

Mailbox enabled field: This setting allows users to enable their voicemail. In situations where
voicemail is not used, such as call centers, this setting is not needed.

Time until mailbox picks up: This setting allows users to set their own mailbox pickup time and
let their phone ring for longer periods of time before it goes to voicemail.

Maximum number of messages: This setting allows users to set the number of message that will
be saved in their mailboxes. If space is an issue, administrators may want to place their own limit
on this setting and prevent the user from changing it.

Mailbox escape account: This setting gives users the option to change the direction of a call once
the caller presses 0 to speak with the operator (calls are redirected to the escape account). In many
cases, users will not have the option of directing their calls to another extension and will not need
this setting.
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2P Settings [ Lists || Status

sl Radvesior] rebox femei s sutons vivsetessoe

Mailbox settings for account 508: @

Mailbox Enabled: H

Time until mailbox picks up:

Maximum Number of Messages: H

Annocuncement Mode: | MName Announcement -
Allow Access for Extensions: |5£]9

Send message waiting indication: @ yes () no

Call cell phone when new message arrives: @ vyes (7 no

Mailbox Escape Account (overrides domain setting): |509

Figure 2-6. Blockable User Settings (Settings > Mailbox)

Email Control

The Email Control settings allow you to prevent the user from viewing the following email-related settings:

m  Send a mailbox message by email: This setting allows users to send voicemail messages to their
email accounts. In situations where voicemail is not used, such as in call centers, this setting is not

needed.

m  After sending an email: This setting allows users to specify how messages that have already been
read should appear (marked as new/read or deleted).

¢ Settings T Liss | Status

Email settings for account 50: L1

Emad Address (2.9., aboBcompany.cami: !ramelﬂlmm.cm
Send & malbox imessage by email |‘..14"I"ld message a5 attachment ta email j
afver mending a message: !Keep MEsSadE Il NEw mn!-nn:j

Figure 2-7. Blockable User Settings (Settings > Email)
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ADMINISTERING THE DOMAIN

The snom ONE uses the notion of a domain since all IP systems are based on domains. A domain is essen-
tially a logical group of users on the same network or computer that is linked to the Internet (the name must
be a resolvable entity on the Internet via DNS so that it can get its IP address). Email is a type of IP system
that employs domains; for example, users belong to domains like yahoo.com, google.com, and aol.com.

User Host

Jjack google.com
jpiccolo yahoo.com

rnti aol.com

The snom ONE telephone system is similar in that it relies on domains. The snom ONE supports multiple
domains and can be used to facilitate multi-tenant use.!

Host
pbx.companya.com

pbx.companyb.com

pbx.companyc.com

Users within the same domain on the snom ONE can call each other without going through a trunk. They
can also access the same address book and share features, such as call monitoring and call park/pickup.

Naming the Domain

By default, the system installation creates pbx . company . com and associates 1localhost as alias to it.

‘ Default Domain Alias

‘ pbx.company.com localhost

The localhost domain will match all requests that cannot be matched to a domain name within the do-
main list. This makes it possible to run the system on changing IP addresses without changing the name of
the domain.

You may use several names for a domain; this is known as domain aliases. However, one of the names will be
the primary (canonical) name for the domain. The system will use that name whenever it has to generate a
name for the domain.

Domain names may also be IPv4 addresses when you cannot change the DNS. However, if you are assign-
ing IP addresses by DHCP, be careful with this method. Make sure that the host is always running on that
IP address. You may mix [Pv4 names with DNS addresses, and you may also later rename the domain names
and reassign the primary domain name.

1. snom ONEy . supports multi-tenant use for up to five companies. Multi-tenant use is not available for snom
ONE and snom ONEfce.

yellow
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Changing the Name of the Domain

To change the name of the default domain so that it reflects your company domain:

1. Navigate to Domains and click the Edit icon.

| Settmgs L Domains Emsd | 5 Ststus

Current Domains; &

Thid il shiva U daemair

doan nok raan thet pou §
By chcking en the dem
all domin date wil ba loat

U are surranily avadabde un this spilem. PMasss nole el sebling up demeing on this syslem
witernnteaily pot up the necestsry DHS recerds
il wou il mrove inbo demain mada, Manss Be carafiul whas thdcag thae Selate £on Batause

Alias Dorkain Usirs Mg e kit Lazlarta
il LaTeTE R A Bl dpiieppny yoe L 1] H .—"""-" IF 3 x

2. Replace pbx.company . com with your own domain name.
Domain Information:

Primary Name: /—_' |pbx.mycumpany.cum
Alias Names:

|Ia-|:a|hcr5t

Maximum Number of Extensicns:

|
Maximum Number of Calls: |
|

Maximum Number of Accounts: | |
Max. number of concurrent registrations per extension: |

Save

Enter an alias if desired.

4. Click Save.

5. Click List to view the domain. The new domain will be displayed.
Current Domains: @

This list shows the domains that are currently available on this system. FPlease note that setting up domains on this system
does not mean that you have automatically set up the necessary DNS records.

By clicking on the demain link link, you will move into domain mode. Please be careful when clicking the delete icon because
all domain data will be lost.

Alias Domain Users Registered Edit Delete
pbx.m',':ompan','.:om’—-”* pbx.mycompany.com (=15 3 E

Note: Setting up a domain on the system does not imply that the necessary DNS records have automatically
been set up. If you can, set up your DNS so that users from other domains can find the group by standard
DNS name resolution (e.g., pbx.company.com = 75.1.2.4, the IP address of the system).

Assigning a Domain Administrator

Just as the system is managed, so must the domain be. This can be the role of the administrator or a user
who is assigned by the administrator (the administrator will always have access to both system and domain
settings). Whether the administrator assigns someone or not is usually based on the size of the company and
how much responsibility the administrator wants to delegate. The responsibilities of the domain administra-
tor involve extension accounts, trunks, and dial plans, but the administrator can also limit many of these
settings.

The permission to manage the domain should be given only to those who are allowed to change passwords,
create or delete accounts, change dial plans and rates, and so forth. Permission is given from the Permission
tab in the user’s extension account:
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Tl some " ump B Logoe

‘_)%’ Settings 7 Accounts .+ Trunks (7 Dial-Plans | Status Admin

Search Accounts - enter at least 2 characters: | |

Edit Extension 43

On this page you can define what permissions the extension has, The permission to manage the demain should be given
anly to persans who are allowed to change passwords, create or delete accounts, change dizl plans and rates, and so forth,
The permissions to jump inte calls and listen to conversations may be legally restricted in certain countries: please use
extra caution here, This feature can be completely disabled by the license key for the system, The permission to override
DMD is useful for assistant extensions that are responsible for screening calls, Please define the permissions as a list of
extensions, separated by space. You may use wildcards, for example "*" to match all extensions of the domain.

Administration Permissions: &

Diomain &dministrator: H {wion (™ off

To log in to the domain, users will need to log in as Domain Administrator (with their extension credentials)
as shown below:

Please enter your login information. In environments with
multiple domains, you have to use an account name like
"username@domain”. In environments with only one
domain, you can use the form "user". For more information
about the login procedure, please see the online
documentatian,

PBX Login

Account:
S —

Login Type: EAutumatic ir
Language: Autumati.c
User Login

Dlomain Administrator
System Administrator
Console Login

o

I_ Aamember g

Once logged in, domain administrators will be able to access to the domain settings shown below. These
settings are detailed in Table 3-1.

ﬂ Home I@ H=lp Q iy

Lg Settings [ Accounts ¢ Trunks 5 Dial-Plans | Status

Domain Administration Preconfigured Domain (pbx.company.com

Clemain Settings are necessary to customize the behavior of the PEX in this demain, Here yeu can
[ define how features are mapped to star codes,
7

Table 3-1. Menu Tree of Domain Tabs

Web Interface

Tab Description
Settings
Domain This page allows you to configure the necessary settings for the domain. From this
Settings

page, you can decide which dial plan, language, and music on hold source the domain
will use. You can also enable features such as camp-on, trust caller-ID, and voicemail
timeout.

Star Codes | This page lists the star codes that are used to control the system. From this page, you
may define your own set of star codes.

Address This page lists the names and contact information of those who are part of the domain.
Book From this page, you can add individual entries to the address book, or you can upload
a CSV file to add a large number of names.
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Web Interface
Tab Description
Buttons This page provides a list of all the button profiles that are available on the domain.
From this page, you can create additional button profiles.

Accounts This tab provides a listing of the accounts that have been created on the domain. This
includes extensions, hunt groups, agent groups, service flags, paging accounts, and any
other account that exists on the domain. Accounts can be created, edited, and deleted
from this page.

Trunks This tab provides a listing of all the trunks that have been created on the domain. New
trunks can be created at this page, and existing trunks can be edited and deleted.

Dial Plans This tab provides a listing of all the dial plans that have been created on the domain.
New dial plans can be created at this page, and existing dial plans can be edited and
deleted.

Status

General This page shows you a snapshot of your system: release of software, type of software,
expiration date, etc.

Logfile This page displays the SIP messages, which can be used for troubleshooting.

Call Log This page displays a list of calls that have been made through the system.

Calls A list of active calls are displayed on this page.

Default Domain

The system comes with a preconfigured domain that includes ten 2-digit extensions and numerous domain

accounts (Figure 3-1). To view the accounts, click Accounts > List.

—
|

1@EOEE

Extensions
]
(]
[
E
]
]
[
=
]

Domain E

accounts
[

a

Account Type (Name) Status
40 Extension (Forty Fero)

41 Extension (Forty One)

42 Extension (Forty Two) 1 Regs

43 Extensicn (Forty Three 1/0 Msg E!
- Extension (Forty Four

45 Extension (Forty Five)

45 Extension (Forty Six)

47 Extension (Forty Seven) 1 Regs

43 Extension (Forty Eight)

49 Extension (Forty Mine) 1 Regs (1)
38 Service Flag (9100 W0 Holdayvs Set

62 Service Flag (9-to-5 with USA Holidays 2009 Set

63 Service Flag (9-to-5 with Canadian Holidays 2009 Seat

64 Service Flag (9-te-5 with German Helidays 2009) Set

65 Service Flag (Manual Service Hours) Clear

70 Auto Attendant (Auto Attendant)

Z1 Confersnce (Confersnce Booml

Figure 3-1. Default Accounts
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Note: A yellow triangle symbol indicates that the account is missing either the SIP password or the web

password.
204 Extension (cyber Data) {_ﬁ E x
444 Paging (pk test) & p 4
445 Paging E x
448 Agent Group & p 4
45678 Extension (test) A & b4

Configuring the Domain

From the Settings tab, you can configure many of the domain’s settings:

Name of the Domain: This field allows you to give the domain a descriptive name. The name can
contain special characters and spaces and may include upper and lowercase characters. This setting
is used when the system sends an email with the call data records for the domain. This name is
independent from the domain name (which is set by the system administrator).

Default Dial Plan: This dial plan will be used by the domain, but users can override this with
their own dial plan based on need. Most of the accounts in a domain will use the default dial plan.
If you do not set a default dial plan, you will likely have problems placing outbound calls. There-
fore, it is strongly recommended to choose a default dial plan.

Default IVR Language: This setting can be configured by the administrator and is not needed on
the domain level in single-domain environments.

Tone Language: This setting can be configured by the administrator and is not needed on the
domain level in single-domain environments.

Default Web Language: This setting can be configured by the administrator and is not needed
on the domain level in single-domain environments.

Music on Hold Source: You can select the source of music that will be used when a call is put on
hold. The party who is on hold hears the music that is chosen here. See also Chapter 20, “Music
on Hold.”

Timezone: The system can handle multiple time zones simultaneously, making it possible for
users to select a time zone that corresponds with their geographic location. This setting influences
the time on mailbox messages and the telephone display. Before the system can apply the time
zone to the user’s extension, it needs a time zone configuration file (timezones.xml), which is

encoded in XML and looks like the following:

<?¥ml wersion="1.0" encoding="utf-57"7?>

<timezones dict="timezones.xml":>

<zohe nawme="LEDT":>
<descriptionrilaska Time Zone</descriptions
<gmt_offset>-32400</gmt_offsets
<dst offset>3600</dst offsets
<dst_start_day of weekrl</dst_start_day of week>
<dst start monthr4</dst start month>

The name of the time zones is reflected in the 1ang xx.xml file, where xx is replaced by the
respective language (see Table 17-5 for a list of country code identifiers).

Country Code: The country code plays a major role in interpreting telephone numbers. Three
modes are available for this setting,.
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Table 3-2.  System’s Interpretation of Telephone Numbers

Modes Description Input

As s If this setting is left empty, the system does not change telephone numbers. | Leave empty.
In this case, you must make sure that users, PSTN gateways, and service
providers use the same method of representing a number (for example, 10
or 11 digits in the United States). Choose this mode when the other modes
are causing problems.

NANPA  Ifyou entera 1 into the Country Code field, the system will interpret tele- 1
phone numbers according to the NANPA scheme (North American Num-
bering Plan Administration), which means that international numbers will
start with 011 and numbers that have 10 digits will be written in the (xxx)
xxx-xxxx scheme (JavaScript takes care of this in the web interface). This
scheme also applies to countries other than the United States, like Canada.
Apart from the readability of numbers, this scheme has the added benefit

of automatically converting differently represented numbers (11-digit or
10-digit) into a global format. The area code must be 3 digits and is used for
numbers that have only 7 digits.

ROW If you put another country code in this field (for example, 33 for France), ~ Any country
the system will interpret numbers according to a “rest of world” scheme, code (e.g.,
which means that international numbers start with 00 and national num- 33)

bers start with 0. The area code is used to determine if the short number
format can be used (local call).

The Country Code setting corresponds to the Rewrite global numbers setting (page 93):

Reuitite |For NANPA (11 digits) ;l

Global | Check domain country code
For NANF& (10 digits)

For NANPA (11 digits)

For ROW (00 format)

For ROW (0 or 00 format)
|Use + symbaol at beginning

MuUmbers

m  Area Code: This is the telephone area code for the domain. This is generally NPA in the NPA-
NXX-XXXX number (e.g., 978, 212, etc.).

m  Default ANI: You can configure each domain with a default ANI (Automatic Number Identifica-
tion). ANI is a service that tells the recipient of a telephone call which telephone number made the
call. In most cases, the ANI is used in the From field in the SIP packets or the caller ID.

Country code (e.g. "1" or "32"): Il
Area code (e.g. "978" or "45"): IQTS
Default ANI: [877462777

m  Trust Caller-ID: This setting is used to specify whether the caller-ID should be used to authenti-

cate, rather than asking users to enter their PIN numbers.

m  Emergency Numbers: You can specify special destination numbers when an extension dials an
emergency number. The number(s) that trigger the mechanism must be listed in this setting. If you
have more than one emergency number, use a space between the numbers (e.g., 911 199). By
default, this setting is blank (i.e., it is not set to 911).
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m  Use last 7 digits when cellphone matching: If this is checked, the system will use the last 7 digits
to match cell phone numbers. This is useful in places where only 7 digits are used in the caller-ID.

m  Send welcome email when an extension is created: If this setting is checked, new users will auto-
matically receive a welcome email.

m  Delete all aliases when deleting the primary account: Aliases will be deleted when primary ac-
counts are deleted.

From/To Headers

m  From header when switching the domain: This setting allows you to set a new From header.
It is used when the system switches the domain context for calling an extension. You may enter
several dollar-escaped characters into this field using the values shown in Table 3-3. For example,
the string $d: $n will produce an output like Company A: John Smith if the source domain
name was set to Company A and the original content of the header was John Smith. If this set-
ting is empty, the system will not change the header.

Table 3-3. Parameters Used for Setting the From and To Header

Value Output Example

d The domain name of the calling Company A
(source) domain

e The domain name of the called (desti- called.domain.com
nation) domain

n The original content of the header John Smith

X Parameter 1 of the called extension

Y Parameter 2 of the called extension

z Parameter 3 of the called extension

%, v, and z are fields that can be used for additional information.

m  To header when switching the domain: This setting allows you to set a new To header. It is
used when the system switches the domain context for calling an extension. You may enter several
dollar-escaped characters into this field using the values shown in Table 3-3.

m  Change names in To/From-headers: Usually it is okay if the system changes the names in the
To/From headers in the SIP packets. For example, this makes sense when the address book match-
es the caller-ID and the system should present the address book entry. However, if the system is
used as a SIP device in an operator environment, you may want to make sure that the system does
not change headers. In this case, you can turn this flag on.

From header when switching the domain: |$|:|: &n

To header when switching the domain: |

Change names in To/From-headers: = ves O Mo

CDR Settings

m  CDR URL: This setting allows you to configure where and how the CDRs are written for a spe-
cific domain. This setting will override the configurations that are made at the system level for the
domain. The system supports several types of CDR generation formats, apart from writing them
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into the <pbx install dir>/cdr directory in XML format (see the CDR URL setting on
page 34).

Use last 7 digits when cellphone matching: ves @ No
Hide aliased account under accounts page: D yas @ np
CDR URL: cdr:75.1.2.3:12000
Billing Settings
m  CMC authentication for outbound calls: This setting works in [Use address book 22
tandem with the “C” checkbox in the dialplan (page 99). When the Use address book
“C” is checked, this domain setting will be used; otherwise, it will be legir;i't';ate CMC with #
ignored. This setting dictates at what point, after a CMC code has been |5 digits
entered into the phone, the system will begin looking for a match. 6 digits
. ) . 7 digits
When Use address book is selected, the system will automatically take | g digits
the CMC from the address book record. 9 digits
10 digits
m Billing Tones: This field allows you to configure whether the domain  {fic tones ~]
users will hear a beep during the call when using the pre-pay feature of W
the system (pre-pay is discussed in Chapter 15). Beep only for last charge unit
"

Credit for outbound calls: This setting allows you the place a limit on outbound calling for
the entire domain. Once the extensions as a group have reached the maximum, outbound calls

can no longer be placed. This setting can also be configured at the extension level (see Credit for
outbound calls in page 115).

Voicemail/Mailbox Settings

m  Time until user’s mailbox picks up: This setting defines the number of seconds the system will
wait before redirecting a call to a user’s mailbox when there’s been no pickup. You may override
this setting in the settings for a specific extension. If you plan to use cell phones with the system,
choose a long voicemail timeout (e.g., 30 seconds), as the call setup time for a cell phone call can be
lengthy and the user might need to search for the cell phone. If you do not plan to use cell phones,
you can choose a shorter timeout (e.g., 15 or 20 seconds).

These next two settings allow you to specify memory capacity for voicemail messages. When configuring

these s

ettings, consider the size of your system and the information shown in Table 3-4.

Voicemail Size: This setting determines the number of messages that can be stored

20 =
in a user’s voicemail box. Although this setting can be overridden by the user (see
the Maximum number of messages setting on page 275), a reasonable default g
should be set at the domain level (20 is a good default number). If this setting is 10
left blank, the number of messages that can be stored in a user’s mailbox will be L=
unlimited. 25

100
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m  Maximum Voicemail Duration: This setting specifies the length of a mailbox
message. Typically, a mailbox message should be no longer than 2 minutes. If this

setting is left blank, the length of any one message can be unlimited.

Table 3-4. Voicemail and Disk Space Requirements

Settings Disk Space Required*
Number of Users Voicemail Size | Voicemail Duration Each User All Users
10 25 2 minutes 5 MB 50 MB
10 100 2 minutes 20 MB 200 MB

100 25 2 minutes 5 MB 5 GB

100 100 2 minutes 20 MB 20 GB

*1 minute of voicemail or call recording requires approximately 100 kb of disk space. Based on this
measurement, you can record 165 hours of voicemail per gigabyte.

m  Voicemail PIN Digits: This setting specifies the number of digits that will be
required for the voicemail PIN. Although any number larger than one digitisac- |,
ceptable, we recommend you require four or five digits. See also the PIN setting in |3
the extension account (page 112). =

;
8

Require Entering Mailbox PIN: When this setting is enabled, users will be required to enter their
PIN before retrieving voicemail messages. While retrieving messages should be simple, many office
layouts may make it too easy for an unauthorized person to listen to another’s voicemail messages
without authorization. This setting can be used to prevent that across the domain.

Calling own extension number goes to mailbox: By default, the system will send a user to the
voice mailbox if he dials his own extension. However, in some situations it is useful to have the
system call the registered extension.

Mailbox Escape Account: If the Mailbox Escape Account setting is set, a user who reaches the
mailbox can press 0 to get to the account that you specify here (the user must press 0 before the
beep). The number must be an internal number.

Mailbox Direct Dial Prefix: This setting allows users to call directly into their mailboxes or trans-
fer a caller directly to a user’s voicemail without having to wait for the voicemail timeout. Typically,
this prefix is an 8, so by dialing 8511, the caller goes directly to the voicemail greeting.

Calling own extenszion number goes to mailbox: % ves O No
Mailbox Escape Account (when caller presses 0): |???
Mailbox Direct Dial Prefix: |8

External Voicemail System: This setting is used if you want to use an external voicemail system
(e.g., Microsoft Exchange 2007/2010). The setting requires a telephone number that can be dialed.
You can include replacement fields which are used in the caller-ID representation for outbound
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calls. The dial plan for the called extension will decide which trunk will be used to send the call.
See Appendix C for more information on Exchange.

Mailbox Explanation Prompt: If a user records a personalized message, the system can deliver an-
other message after the prompt that explains that the caller may now leave a message. If this setting
is enabled, the voicemail system will explain the caller’s options after the playback of the personal
recording. For the standard greetings, the system always explains the options.

Offer Camp On: This setting allows you to offer Camp On to callers, rather than limiting them
to leaving voicemail. Callers will have the option to press 1 for a callback. Turn this off if you are
using external voicemail systems such as Microsoft Exchange.

External Voicemail System: |?$u |
Mailbox explanation prompt: {* Always (" Not on personal recording
Offer Camp On: " Yes (¥ No

Call Forward On Mo Answer Timeout: 10 =

Park reminder: PAfter 1 minute v |

Flay envelope information before playing the mailbox message: "~ Yes & No

Call forward on no answer timeout: This setting establishes the number of seconds that the sys-
tem will wait before performing an timeout action. It is advisable that this setting be less than the
voicemail timeout; otherwise, the call will not be forwarded but will go to voicemail instead.

Park Reminder: When this setting is enabled, the system will call back an extension that has
parked a call, as a reminder that a call is still parked. Specify the amount of time that should pass
before the reminder is made.

Play envelope information before playing the mailbox message: When this setting is enabled,
envelop information will be offered to the user while retrieving voicemail messages. To retrieve the
information, the user can press #5. (If this setting is not turned on and the user presses 0 to hear
more options, the envelop information will be offered at that point.)

Accounts Page Display

Accounts page size: This setting determines how many accounts appear on one page. The options
range from 25-1000 accounts (all accounts can also be viewed).

Hide aliased accounts under accounts page: This setting allows you to hide all alias accounts.
(Aliases are DID numbers and are used for direct dialing.) When this setting is set to Yes, aliased
accounts will not be displayed:

Before (set to No):

[ Account Type (Name) Status
||:| 4021234567 <42> | Extension (Judith Greenberg)
[ a1 Extension (Jack Connors)
||:| 4131234567 <41> | Extension (Jack Connors)
] ) Extension (Judith Greenberg)
After (set to Yes):
[0 Account Type (Name) Status
B 41 Extension (Jack Connors)
42 Extension (Judith Greenbera)

Display hyperlink for the disabled accounts in the accounts page: When this setting is set to
Yes, disabled accounts will be hyperlinked to the actual account:
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Before (set to No):

OooooOo

After (set to Yes):

Show:

T e o

Account
a1
42
43
44
45

Type (Name)
Extension (Jack Connors)
Extension (Judith Greenbera)

Extension (Christina Cromwell)

[l

[=]

Account
41
42
43
44
45

Type (Name)

Extension (Jack Connors)

Extension (Judith Greenbera)

ExtonoiopCuwath
E RS yHHErH

Ko rer)
FeFarRer

Extension (Christina Cromwell)

Accounts can be disabled and enabled using the Disable and Enable buttons at the bottom of the
Accounts page. Additional actions are shown in the dropdown.

= User has admirestratree permessicns for this doman

ek Bipre to dowrdasd the Bt af users,

Biare Actsns:

Reboot the seected acoounts
Uinagsign the cellphone from selected accounts
Unassign the B-mail from sebected acoounts

Clear all registrations of Selected accounts

Bemove MAC address assoaation from selected accounts

m  Display MAC address for the accounts in the accounts page: When this setting is activated,
the MAC address for each account (if one is available) will be displayed. When the permanent or

temporary assignment mode is used for obtaining MAC addresses, a question mark or asterisk will

appear in the MAC address field.

41
42
43
44
45

oOoooooo

Account

Type (Name)

Extension (Jack Connors)
Extension (Judith Greenberg)
Extension (Liza Spurelli)

Extension (Cynthia Kramer)

Extension (Christina Cromwell)

Status

MAC Address
01:23:45:67-:89:ab
01:23:45:67-89:ac
01:23:45:67-89:ad

01:23:45:67:89:ae

m  Display Email address for the account in the accounts page: When this setting is activated, the

email address for each account (if one is available) will be displayed:

41
42
43
44
45

oooooOo

Account

Type (Name)
Extension (Jack Connors)
Extension (Judith Greenberg)

Extension (Liza Spurelli)

Extension (Cynthia Kramer)

Extension (Christina Cromwell

Status

Email
connors@company.com
judith@company.com
liza@company.com
cynthia@company.com

christina@company.com

m  Display cell phone for the account in the accounts page: When this setting is activated, cell

phone numbers that have been configured to an account will be displayed:

4
4
4
4
4

OoooooO

Account

1
2
3
4
5

Type (Name)

Extension (Jack Connors)
Extension (Judith Greenberg)
Extension (Liza Spurelli)
Extension (Cynthia Kramer)

Extension (Christina Cromwell

Status

Cell Phone
9871234567

978345123x
6031234567
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All three fields can be displayed at the same time:

Account Type (Mame) Status ;‘ti%ruu bhltlrnu Email

41 Extensnon (ack Comnors] ’ QRT1234567 connors@oomgaany . omm
13 ancion Dydith Grea ) . judith@company.com
43 ansion (Liza Sourellil . liza@comeany.oom

14 Extension (Cvnthia Kramer) - Q7835143  cynthia@company.com
45 Extension (Christina Cromwell 5031234567 christinafhcompany.com

Recording Defaults

This section allows you to define domain-level call recording settings. Recorded calls will be saved in the re-
cordings directory (see also Chapter 17).

Recording default for this domain: &

Record incoming calls from hunt group: @ Yes & No
Record incoming calls from agent group: @ Yes @ No
Record incoming calls from extension: @ Yes @ No
Record outgoing calls to internal numbers: @ Yes & No
Record outgoing calls to external numbers: @ Yes @ No
Record outgoing calls to emergency numbers: @ Yes @ No

m  Record incoming calls from hunt group: This setting controls the recording on an extension for
the calls coming from the hunt group for the entire domain.

m  Record incoming calls from agent group: This setting controls the recording on an extension for
the calls coming from the agent group for the entire domain.

m  Record incoming calls from extension: This setting controls the recording on an extension for
the calls coming from another extension for the entire domain.

m  Record outgoing calls to internal numbers: This setting controls the recording on an extension
for the calls going to another extension for the entire domain.

m  Record outgoing calls to external numbers: This setting controls the recording on an extension
for the calls going to external numbers for the entire domain.

m  Record outgoing calls to emergency numbers: This setting controls the recording on an extension
for the calls going to an emergency number.

Email Settings

The system can be configured to send out emails on important system events, but it needs an SMTP server
to do this. From this page, you can configure the SMTP server settings (these settings can also be made by
the administrator by going to Admin > Email).

Email Settings:

From {e.g., Joe Average <ja@domain.com=]): |voicemai|@5norn.cu:um |
Account (e.g., userl); |V0ic:emai|@5narn.c:am |
Password (e.g., secret) |unuuu |
Password (repeat): |unuuu |
SMTP server (e.d., smtp.domain.com): |5mtp.gmai|.u:nrn |

Encryption: | Automatic ;I
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Midnight Events

At midnight, the system can perform several maintenance tasks, including the generation and sending of

CDR reports.

Midnight Events: @

Send daily CDR report to: [rachel@snom.com; jack@snom.com | (v
Reset DND flags: i* Yes (T No
Reset Hot Desking: i+ Yes (" No
Reset Block CID: * Yes (O No

Send emails to cdr email address for domain level blacklisted calls:  # Yes { No

Logeut agents from all ACDs " Yes (¥ No

m  Send daily CDR report to: The system sends daily CDR reports (sample shown in Figure 3-2) to
the email addresses listed in this field. Use semicolons between multiple email addresses, since email
addresses may contain spaces (e.g., Fred Feuerstein <ff@domain.com>; Carl Cle-
ments <cc@domain.com>). To test this feature, click the Try button once you've entered an
email address rather than waiting until midnight. Keep in mind that this is just a link, and you may
have to save your list before clicking the link. The report shows a running list of the previous day’s

calls:

From: volcemailg@snom, com [malltavialcemall fanom com]
Sent: Thursday, October 29, 2009 12:00 AM

To: rachelfisnom . com

Subject: Head Office: Calis on 2009/ 1028

The following calls wera made in the domain on 2009/ 10/28

Total mumber of calls: 154, Total duration: 9:22:26.

Time From To Duration
2009010028 05:15:12  9AT12345687 02031234567 LT L
2004 102E DRS2:2T (G041 234557 {97R)746-2777 03
2009010028 09 16:49 16621 234567 19781234567 011
200910028 0 16:25  1(6621862-5888 Stanbey (506) A5

Figure 3-2. Sample CDR Report

m  Reset DND Flags: DND is a major problem if users forget that they put their extensions on
DND and then open a trouble ticket next morning because they've stopped receiving calls. When
the Reset DND Flags has been enabled, the system resets all DND flags of the domain during
midnight.

m  Reset Hot Desking: Forgetting to deactivate a Hot Desking situation has similar consequences
to forgetting to turn off DND. Because of this, the system allows you to reset the hot desking at
midnight.

m  Reset Block CID: This is another setting you may need to reset at midnight.

m  Send emails to CDR email address for domain level blacklisted calls: When someone calls into
the auto attendant, hunt group, or agent group and is put onto the blacklist, the system will notify
the person who receives the CDR report.

m  Log out agents from all ACDs: All agents will be logged out of all agent groups.
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Provisioning Parameters

When the system automatically generates files for the configuration of extensions, it needs a few settings
from the domain.

Provisioning Parameters: &

Default PnP Dialplan Scheme: | Morth America (3-digit extensions [2-7]xx) Iﬂ
Authentication User: Iadmin

Authentication Password: !uuuuu

Authenbicabion Password (repeat): I“’"“""’

Authentication PIN: io-----

Authentication PIN (repeat): |uu»

Default PnP Dialplan Scheme: This setting allows you to set auto-dial and configure timeout-
based dialing. These settings are used by the phone and not the system (see Chapter 5 for the dial
plan that is used by the system). The PnP Dialplan Scheme setting allows you to tell the system
how many numbers your extensions contain (either 2, 3, or 4 digits). This will initiate automatic
dialing once the required number of digits have been entered. If your extensions are all 3 digits
long and include only digits 2 through 7, you should choose 3-digit extensions [2-7]

xx. Then if a user dials 201, the system will identify that an extension has been dialed and will not
wait for more digits. If NA is set and Country Code 1 is used, then anytime someone dials 1, the
system will know to dial that country. For this reason, extensions should not begin with a 1.

— User must press enter: When this scheme is selected, the user of the extension must always
press the confirm button on the phone. This is similar to a cell phone, where the user is re-
quired to press the green send button on the device. This scheme can prevent a lot of prob-
lems, as it is difficult to predict how many digits the phone must collect before it has enough
digits for a complete number.

— When the user is located in the North America area (www.nanpa.com), the length of the
number is predictable for national calls and calls of other extensions in the domain. However,
calls to international destinations or star codes are difficult to predict, so users must press the
confirm button to start the call.

— For other countries, the “Europe” scheme might be appropriate. As with the rest of the world
outside of NANPA, the length of a telephone number is practically unpredictable and users
must press the confirm button to start the call. The “Europe” scheme will dial automatically
only if the destination is another extension.

Note: If you want to create a customized dial plan, you can do this from either the snom phone or
through the binary files of the system. In the case of the latter, you will need to request the ap-
propriate file from snom and place it into the snom/snomONE/html directory (you may need to
create the html directory). After you have modified the file, save it and reboot both the phone and
the system.

Example: In the event you wanted to exclude numbers higher than 5 from the default of [2-7]
xx so that users wouldn’t be required to enter a 1 when dialing local numbers beginning with 604
or 778, you would need to replace [2-7] with [2-5] in the file named snom 3xx dialplan
usa3.xml (assuming you are using a snom phone).
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<?xml version="1.0" encoding="utf-8" ?>
- <dialplan=
<template matc
<template matc
<template matc
<template match=
</dialplan=

' timeout="0" user="phone" />

e,
CH2ID

imeout="0" user="phone" />
timeout="0" user="phone" />
timeout="0" user="phone" />

m  Authentication User/Password: This setting makes it easier to carry out domain level settings of
phones. Using this setting, the administrator can create identical usernames and passwords for all
devices in a domain. This password will bypass users’ passwords. However, an extension@domain is
still required. The default username is admin, and the default password is password.

m  Authentication PIN: This setting allows you to override the user’s PIN, which is used on the
phone itself. Administrative access to the phone allows you to reset the phone.

Domain Address Book

The domain address book allows users on the same domain to easily call each other and to see who is calling.
Users can search for contacts from either the web interface or from their IP phones. From the address book,
contacts can be whitelisted or blacklisted and CMC codes can be added to a contact’s information.

Creating a Domain Address Book

Adding Contacts Manually

Enter the contact’s information into the Create New Entry form shown below:

:3" Settings (3, Accounts .+ Trunks () Dial-Plans [ Status Admin

A ey

Domain Address Book: @

Create New Entry:

First Name: [valerie |
Last Name: |Peters |
Number: [s0 |
Speed Dial: | |
CMC: | |
Contact Type: ﬂ

m  Number: The telephone number of the contact. This is not a SIP URI.

m  Speed Dial: You may use a two-digit star code to speed-dial this contact. Note that these star codes
cannot overlap with any of the standard star codes.

m  CMC: The CMC identifies the customer in the CDR report and is used to expedite billing in
offices that bill their clients for phone calls, such as law offices and other businesses that track time
spent with clients. As long as the CMC has been added to the address book and the caller is calling
from the phone number that is associated with that CMC, the CMC will automatically appear in
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the CDR report. The CMC can also be entered directly into the display of the phone (by pressing

the CMC soft key) if the person is calling from a number other than the number that is in the ad-
dress book.

m  Contact Type: The Contact Type dropdown allows you to blacklist or whitelist a contact.

Once contacts have been added to the domain address book, their information will be displayed to the per-
son they are trying to reach.

‘Valerie Peters
50
51
51

Adding Contacts Using CSV Files

Domain address books can also be compiled through CSV files (see Appendix A). When importing a CSV
file, you have to option of clearing existing contacts out of the system before importing new ones.

Load CSV File:

Name: addressbook.csv

Clear Addrbook: .‘. off

Adding Contacts Automatically

Contacts who call into an agent group can automatically be added to the address book (see Add to the ad-
dress book on page 154).

Adding Contacts by Modifying DID Information

When the system has been configured to automatically add agent group callers to the address book, the
caller’s DID will be added to the list of address book entries. Using this information, the system can route
repeat callers to the same agent. However, agents will be unable to identify the caller unless the contact’s
information is added to the address book.

1. Click the contact’s DID.

2. Enter the contact’s information in the Edit Address Book Entry form.

= Seftings 7} Accounts o+ Trunks 5 Dlal-Pflans 5 Status Admin

Domain Address Book: &

Search Pattern: | | Result Length: | 10 - m
Numbaer First Mam Last Mame cMC Speed Dial
1000012345
+1003010000

+1200000063
+1201214107
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Searching for Contacts

Web Interface

Users can search for contacts by entering the contact’s first or last name into the search box:

55 settings O Accounts | 0 Trunks 5 Dial-Plans | Status Admin
Domain Address Book; &
smmvmr@, |resu Longen: (10 [] [EEEE
I Number First Mamae Last Name: CMC Speed Dial
4] Fxzhard Dayie
a2 willam Chnss
43 HAfTy Mathews
44 Kathwyn Bt
Fl 45 Rebart Connars
45 hm Robers
a7 Linda Warzare
48 ieith Muiigd
49 Zrephan Miillen
] A0 Wl Pelmn

Phone Display

If the administrator has enabled the User can select the address book setting (Admin > Settings > User
Page-Control), users can also search through the domain address book from their IP phones:

5% Settings (% Domains [ Email | § Status

User Page Field Control: &

This page lets the administrator to control what fields are displayed on the user pages

Enable all | Disable all |

General Control Show
SIP password field @ Yes () No
Web password field @ Yes ) No

Calls, Presence, PAC watch fields @ Yes = No

| User can select the address book i@ Yes @ No
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CHAPTER
4

TRUNKS

Trunks are used to route calls in and out of the system. When the system receives a call from an extension,
it checks to see if another account is being called. It does this by looking at the To field of the SIP packet.
If it’s not another account, then the system consults the dial plan to determine which trunk the call should
be routed to (extension-to-extension calls do not require trunks). When the system receives an outside call,
it looks at the IP address it came from to see if the IP address is included the trunks table, and then routes it
accordingly.

In the past, trunks were physical lines, and the number of calls that could be placed was limited by the num-
ber of lines. Figure 4-1 shows an example of a traditional trunk. In the example shown below, a telephone

switch is connected to a corporate private branch exchange (PBX) through one physical T1 line. A separate
line (or channel) is needed for each of the 23 calls that are on the PBX.

Telephone PBX
Company

i BEEEEEMR ' 2 3 4 5 6 7 8 9 10 11 127
II|I| |||l|||13 14 15 16 17 18 19 20 21 22 23 24-

R

T1 Trunk (24 channels)

Figure 4-1. Traditional Trunking—Physical Lines (limited by lines)

SIP trunks are virtual lines, so the number of calls that can be made is limited only by bandwidth, rather
than actual channels. SIP trunks allow a system to provide access for many individual telephones instead of
requiring individual lines for each phone.

Trunks can be dedicated to incoming, outgoing, or two-way traffic. Incoming trunks carry calls into the sys-
tem from an external network (i.e., PSTN, cellular, ITSP). Outgoing trunks carry calls away from the system
to external networks. Two-way trunks can be used for both sending and receiving calls. Figure 4-2 shows a
SIP gateway trunk connecting to the PSTN and a SIP registrations trunk connecting to the ITSP.



76 Deploying the snom ONE [P Telephone System

£
Q TSP
@ (data router)

E External
Cell Phone SIP SIP
Access Gateway Registration

Trunk Trunk
Internal

Figure 4-2. Using SIP Trunks for Communicating with External Networks

There are three types of trunks with the snom ONE telephone system: SIP registrations, SIP gateway, and
SIP proxy. All act as an entry and exit point to an external network. The type of network you are connecting
to will determine which type of trunk you will need.

Trunk Types

SIP Registrations

When connecting to an ITSP (Internet telephone service provider), you may be required to use a SIP regis-
tration trunk due to the fact that the ITSP does not need to know your public IP address. They will learn it
through the registrations process (see Appendix B for information on SIP registration).

The SIP registrations trunk is a popular type of SIP trunk and is easy to set up once the I'TSP account has
been established. It requires the system to register to the provider, just like an IP phone registers with the sys-
tem. Like an extension that has been registered with the system, SIP registration trunks require a user name
or account (usually the DID), a password, and the IP address or domain name of the SIP or proxy server.

The advantage of the SIP registrations trunk is that the IP address is dynamically bound to the SIP registra-
tion, which allows the registration to be used from any IP address. Although service providers often assume
that a trunk registration involves an IP phone or an ATA rather than a trunk, many phones can sit behind
the snom ONE telephone system and share the resources of the trunk (Figure 4-3). However, most service
providers limit the number of calls that can be made over a SIP trunk and use a charging method that simu-
lates the charges accumulated by a physical legacy TDM trunk (i.e., the number of call paths).

Although SIP trunks are virtual trunks and can theoretically have an infinite number of calls, SIP trunks are
limited by the amount of bandwidth that is available to handle the calls.
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Figure 4-3. SIP Trunks

A SIP registration trunk can also be used to connect two or more snom ONE systems together, as in a
branch/head office configuration (see “Connecting Branch Offices Together” on page 94).

SIP Gateway

The gateway trunk is typically used to talk to a PSTN or cellular gateway, which could authenticate the call
leg on the IP address in the system. However, some ITSPs that do not have a session boarder controller and
require a public IP address use gateway trunks. A gateway is defined as a device that converts media from one
network or protocol to another. This type of trunk is used for a media gateway.

SIP gateways are used to transport public switched telephone network (PSTN) terminated signaling across
an Internet protocol (IP) network. The gateway sits between the PSTN and the IP network (Figure 4-4).
Unlike the SIP registrations trunk, the gateway model does not register—It just sends the traffic to the desti-
nation. In this model, the system uses the caller-ID of the system to indicate the extension that initiated the
outgoing call (if that extension did not block the caller-ID). This model is typically used with PSTN gateway
hardware located on customer premises, but it can also be used to link two snom ONE systems together as
long as they are routable to each other, i.e., both are on public IP addresses or on the same private network.

@

SIP Gateway Trunk

Figure 4-4. Example of SIP Gateway Trunk

Outbound Proxy

The outbound proxy trunk can be used to communicate with any other type of SIP proxy or IP telephone
system or to join two IP telephone system deployments together. The outbound proxy trunk is a direct con-
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nection to the network and is similar to the gateway model. The difference is in the way anonymous calls are
made and in how the proxy represents its own domain. As the name suggests, the proxy model assumes that
you are talking to a SIP proxy or session border controller, while the gateway model assumes you are talking
to a SIP user agent. However, the two models are quite similar. As a general rule, use the gateway trunk first,
and if you have an issue, try changing the trunk type.

<@

(a.n

SIP Gateway Trunk

<

naRye——|
=)

Figure 4-5. Example of Outbound Proxy Trunk

Inbounds Calls

How the System Identifies a Trunk

When a new call comes into the system, the system must determine whether the call is an internal extension
or an outside call that is configured to a trunk. To do this, it first looks at the From field to see if it matches
an extension. If it’s not an extension, then from a registration trunk, it looks for a 1ine parameter in the SIP
INVITE (see Appendix B for information on the SIP INVITE). The 1ine parameter is set by the system
when the trunk is registered (Figure 4-6). Although it is not a predefined SIP parameter, the 1ine parameter
is used by many SIP implementations to identify where the call is routed to.

REGISTER sip:company.com SIP/2.0

“ia: SIP/2.0/UDP 192,168.1.102:1024:branch==%hG4bK-54g97 d07 wvd&ym:rpart
From: "snom OMNE" <sip:7 00@company.com>;tag=5|9bz%udjl

To: "snom ONE" <sip:700@cempany.com>
Call-ID: 3c26706c53 1 b-Svres9jjdbb 1
CSeq: 279380 REGISTER

Max-Forwards: 70

Contact: <sip:700@192,168.1.102: 102§ line= |.|41\'\.rF81.\2} =g~ id=1;q=1.0;+sip.instance="<urn:uuid:deb7eibb-c2ie-46c2
maobility="fixed";duplex="full";descriptiocn=""mma ar="principal";events="dialog";

methods="INVITE, .»"-"\CK CAMCEL,BYE,REFER, CIPTICINE NOTIFY,SUBSCRIBE,PRACK,MESSAGE, INFO"

Figure 4-6. Line Parameter in REGISTER Request of SIP Trace

SIP/2.0 200 Ok

“ia: SIF/2.0/UDP 192,168,1.102:1024;branch=z9hG4bK-64g7 d07 wd&ym:rport=1024;received=82.25.93.17 9
From: "snom QOMNE" <sip:7 00@&company.com=;tag=512bzSudjl

To: "snom OME" <sip:7 00@company.com>;tag=5fdcSf2240

Call-1D: 2c26706c53 1b-5vr6s9jjdbb1

CS5eq: 279380 REGISTER
Contact: <sip:700@192,1568.1.102:1028;line=udvwwfBwz>Jexpires =32
Caontent-Length: O

Figure 4-7. Line Parameter in 200 Ok of SIP Trace

INVITE s5ip:01234567 890@company.com:user=phone SIE 2.0

vi SIR/Z.0/UDP 192,168.1.11:1024;branch=z9hG4bk-tdrdjojanlks:rport
f: "snom UK" =sip:7 00@coempany.com>;tag=k80fng9can

t: <5ip:012345367 890@company.com;user=phone=

i 3c2ce? 82bbbd-dZlwcgymnysi

CSeq: 1 INVITE

Max-Forwards: 70
m: <sip:700@192.168.1,11: lDEEg-id:l
¥-Serialnumber: 0004 13400E7 C

Figure 4-8. Line Parameter in INVITE of SIP Trace
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For gateways and proxies, this method is not possible, so if the 1ine parameter isn’t there to give clues on
how to route the call, the system must continue searching the trunk. This is done by a recursive DNS-resolu-

tion of the outbound proxy of the trunk. As the system searches, it uses the priority shown in Figure 4-9.

Note: The domain name localhost matches any domain name presented in the Request-URI. (The
Request-URI is a Uniform Resource Identifier that lists the user or service to which the request is being
addressed.) Also, if the From header identifies an extension on the system, the trunk identification will be
cancelled and the system will assume that the call is from that extension, regardless of whether the extension
is registered on the perceived IP address or not, and the system will try to authenticate the extension. The
system determines which IP addresses and ports a trunk may send requests to.

INVITE sip:01234567830@campany.comzuser=phane SIF/2.0

w: SIR/Z.0/UDP 192.168.1.11:1024:branch=z3hG4bkK-tdrdjojanlk4:rpart
f: "snam UK" =sip:700@coempany.com>:tag=k80fng3cac

t: <sip:01224567 830@company.com;user=phona>

i: 3c2ce? 82bbbd-d2lwegymnyGi

CSeq: 1 INVITE

Max-Forwards: 70

m: <sip:700@192,168.1.11:1024;line=eeb? fe02>;reg-id=1
¥-Serialnumber: 000413400E7C

P-Key-Flags: resolution="321x13", keys="4"

User-&gent: snem320/8.2.35

Accept: application/sdp

Allow: INVITE, ACK, CANCEL, BYE, REFER, OPTIONS, NOTIFY, SUBSCRIBE, PRACK, MESSAGE, INFO, UPDATE
Allow-Ewvents: talk, hold, refer, call-info

Supported: timer, 100rel, replaces, from-change

Session-Expires: 3600;refresher=uas

Min-SE: 90

A match is based on
the following priority:

Proxy address of trunk Trunk Settings
DID number in domain of trunk

Account: Isip.itsp.::om

Proxy address of trunk
7771234567

Account name of trunk Domain:
Domain name of trunk Username: |75.1 50.87.9:5060

Password: Ioooooooooo

Proxy address of trunk
Password (repeat): I“uuuu

Username of trunk

Proxy Address: I

Proxy address of trunk \
Port of proxy address of trunk Port

Domain name of trunk

Send call to extension: |?77

Proxy address of trunk

Domain name of trunk

Proxy address of trunk Extension Settings

Port of proxy address of trunk

Account Number(s): |5CII. 9781234567
Proxy address of trunk \

Domain name of trunk DID

Figure 4-9. Identifying Gateway and Proxy Trunks
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How the System Routes a Call to the Proper Extension

Basic Routing

Once the trunk has been identified and the inbound call is trusted, the system must determine where in the
system to send the call. Two possibilities are available for this:

1. The system first looks at the trunk’s Send call to extension setting. If the setting includes an exten-
sion, the call will be sent to that account. If the extension does not exist, the call will fail.

Send call to extension: I???

If the setting includes regular expressions, the system will route the call accordingly (see “When
Regular Expressions are Involved” on page 81). When using regular expressions in the Send call
g p pageol g reg p
to extension field, it is important to provide a default extension in the event the replacement pattern
oes not produce an existing extension (in the example shown below, is the fallback extension).
d t prod ting ext th ple sh below, 777 is the fallback ext

Send call to extension: ([0-9{3}5M\11777

2. If nothing was set in the trunk’s Send call to extension setting, the system must go to the individual
extensions to determine whether the called number is associated with any account. If the number
dialed was 8124351234, the system will see that extension 508 is associated with the incoming
number and will route the call accordingly. If no extension is associated with the incoming number,

the call will fail.

Account Number(s): ISDB 8124351234

The number shown to the right of the extension is known as a DID. This method of attaching a
DID to an extension is a viable routing method only when the number of DIDs is small (e.g., four
to ten DIDs). When a large number of DIDs are involved, using regular expressions in the trunk’s

Send call to extension field is a better approach (page 81).

Corresponding Log File and SIP Trace

This section provides a few SIP traces that correspond to the settings shown in the previous section (“Basic
Routing”). When a call has been routed to an extension through the Send call to extension setting, the
system writes a log (Figure 4-10) with the message Trunk <name> sends call to ... into the log

file (log level 5).

[5] 2010/09/20 04:00:02; |D|:|rr|ain trunk Internet Inbound@company.com sends call to 700 in domain cnmpan',r.:-:nn'll
[&] 2010/09/20 04:00:02: Set the To domain based on To user 700@company.com
[9] 2010/09/20 04:00:02: Resolve 204529: url sip:3114@82.6.110.230:3072;line=51zyx1lgk

Figure 4-10. Log File Reflecting "Call to extension" Setting

If the trunk’s Send call to extension field is empty and the system finds an extension that is associated
with the number called, the called number will be reflected in the user portion of the Request-URI is
8124351234 (Figure 4-11):
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[ INWVITE sip:011335031 15@company.com SIE/ 2.0

Record-Route: <s5ip:255.255.255.255;r=0n;tag=47 367 AFC-2137 =

Wia: SIR/Z.0/UDP 255,255.255,2535:branch=23hG4bK&2c.4abb5c4.0

Wia: SIR/Z.0/UDP 255,255,255,.255:3060:branch=23hG4bK1EFEC? LFEC
Remote-Party-ID: <012232456783@255,255,255.255; party=calling;screen=yes;privacy=off
From: "0122345678%9" <sip:01223456789@255.255.255. 255 7;tag=47 367 AFC-2137
To: <sip:4411332502115@n.e164.org.uk=

Crate: Maon, 20 Sep 2010 08:02:11 gmt

Call-ID: 24FS5FE2-C3C411DF-BS54F206-159454F0@255,255,255.255

Supported: timer,resource-priority,replaces

Min-5E: 1800

User-Agent: ITSP

Allow: INVITE, BYE, CANCEL, ACK

CSeq: 101 INVITE

Max-Forwards: 14

Timestamp: 12849653731

Contact: <sip:012234567859@255,255.255.255:53060%

Figure 4-11. SIP INVITE Reflecting DID Routing

When Regular Expressions are Involved

Regular expressions can be used for numerous call routing purposes, but they are especially helpful when you
have a large number of DIDs. When you have a few DIDs, you can simply enter the DID number into the
Account Number(s) setting in the extension that the DID is assigned to. Assigning a large number of DIDs
to individual extension accounts, however, is cumbersome and could be expedited using regular expressions

(direction inward dialing is discussed on page 83).

A regular expression is a special character string that describes a search pattern that the trunk will use when
looking for a match for an incoming number. The expression consists of the following key elements:

m  Pattern: The pattern portion of the string defines the numbers that the system will use when
searching for a match and how many. In the example shown in Figure 4-12 (expression 1), the
system will consider all numbers (0 through 9) when identifying a match and will include only the
first seven digits. In expression 2, the system will still consider all numbers but will include only the
last three digits.

m  Replacement: The replacement field tells the system which expression to use when dialing. In our
example, expression 2 has been defined (as is indicated by \2), so if 9781234567 had been the
incoming number, 567 would be dialed.

m  The Request-URI (To header flag): This flag tells the system where to look. By default, the system
will look at the Request-URI (“u”). However, if you want the system to look at the To header, use
a t as shown in Figure 4-14 (some Internet service providers provide the destination information in
the To header). SIP recommends the Request-URI.

m  Delimiters (field separators): Each part must be separated by a delimiter (a unique character which
is not used elsewhere in the setting string). In the example shown in Figure 4-12, an exclamation
mark has been used.

Note: Expressions are written without any spaces: ! [0-9] {7} ([0-9] {3}$) !\1!

PATTERN REPLACEMENT
° Expression 1 Expression 2 -
’é Numbers Number of Numbers Number of Expression
= accepted digits accepted digits used
o

TR ! I &
|| ([0-91{7}) | | ([0-9]{8}$) |!| \2

Figure 4-12. Regular Expressions String—Multiple Expressions

(=8 Delimiter
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Important: The example shown in Figure 4-12 simply shows that numerous expressions can be used in one
string; however, a single expression in many cases would be sufficient. For example, to specify that only the
last three digits of a number should be used for dialing, you could use ! ([0-9] {3}$) !\1 as shown in

Figure 4-13:

PATTERN REPLACEMENT

] @ ]
= = =
E £ E
I} © ©
o o o

|| ([0-9]{3}$) |1 \1 |

Figure 4-13. Regular Expressions String—a Single Expression

This expression allows the trunk to find the correct extension when lots of DIDs are used on the system. As
a safety net, you can also direct the trunk to send the call to a default extension in the event the replacement
pattern does not produce an existing extension. The string shown in Figure 4-14 includes a default extension
number (777), so if the trunk is unable to find an extension using the replacement field, extension 777 will

be called.

PATTERN REPLACEMENT

o o o ] @
= = = = =
E E E E E
) ) ) ) )
a o o (1 o

1| ([0-91{3}$) 1| \1 |1 |t]1|777]

Figure 4-14. Regular Expressions String—Default Extension

Regular Expression Syntax
The syntax used in expressions is explained in Table 4-1.

Table 4-1.  Syntax Used in Expressions

7 Function

| Delimiter (separates each part)

Lists the digits that are accepted

Defines the number of digits

Stores the numbers that match

N |~ —
N | | et

\2 Indicates which expression to call
* Wild card (any length and character)
$ Tells the system to read from end of string

Samples of regular expressions are shown in Table 4-2.
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Table 4-2. Examples of Regular Expressions

Example 1 PI0=-91{7}([0=-91*)!\1!t!100

This example is common in Europe. It is used to strip the main number of the system so
that the remaining numbers can be used to identify the extension. If the extension is not
found, the call will be sent to the auto attendant. This example assumes that the number
starts with 7 digits (e.g., 0228123) and that the auto attendant is located on extension 100.

Example 2 P([0-9]{4}$) '\1!t!100

This example always uses the last 4 digits of the number, regardless of how long the num-
ber is. This example assumes that the number of digits is always the same.

Example 3 100

This example is common in U.S. offices, where it is typical to send all calls to an auto at-
tendant. This example assumes that the auto attendant is located on account 100.

Example 4 '1([0-9]*)!\1!u!100

This example can be used to strip the first digit from a DID number (default destination
would be 100).

Regular Expressions and Direct Inward Dialing (DID)

Direct Inward Dialing (DID) allows users on your system to have their own (or even multiple) local num-
bers assigned to them. With DIDs, anyone outside the company can call the user’s unique phone number
and reach the user on the same phone as those who dial the user’s extension number internally. Before you
can use DID numbers, you will need to purchase them from a DID service provider, then link the DID
numbers to the extension accounts. The easiest way of doing this is by entering the DID number into the
Account Number(s) setting of the extension that will be using the DID.

Account Number(s): ISDE 8124351234

While this method is easy to use, it is too cumbersome to employ for a large number of DIDs. You will need
to use an alternate method, depending upon the numbering scheme of the DID numbers themselves. When
the ending digits of the DIDs form a definite pattern that can lend itself to correlate with extension num-
bers, you simply need to enter a single string into the trunk’s Send call to extension field. The only require-
ment here is that the ending digits must begin with a 4 or higher (extension numbers should stay within the
range from 4xx through 7xx to keep from overlapping with Direct Destinations numbers).

If the last 3 or 4 digits of a block of DIDs begin with a 1, 2, or 3 (e.g., 100, 101, etc.), the ending digits can-

not be used as the extension numbers. You will need to use the workaround shown in Option 2.

Option 1: Clear pattern with a start number of 4 or higher

If you have a batch of DID numbers with a usable pattern on the ending digits, you can easily use regular
expressions in the Send call to extension setting. The system will replace the 10-digit DID with the ex-
tension number. Table 4-3 displays a list of DIDs that can be easily converted to 3- and 4-digit extensions
using regular expressions.

Table 4-3. Direct Inward Dialing Numbers with Usable Patterns

DIDs and 3-Digit Extensions DIDs and 4-Digit Extensions
978 521-1400 978 521-4100
978 521-1401 978 521-4101
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DIDs and 3-Digit Extensions DIDs and 4-Digit Extensions
978 521-1402 978 521-4102
978 521-1403 978 521-4103
978 521-1404 978 521-4104
978 521-1405 978 521-4105

Follow the steps below:
1. Create the regular expression.
2. Place the string into the trunk’s Send call to extension setting.

Using the example shown below, the system will use either the last 3 or 4 digits of the 10-digit num-
ber, depending upon which string is used. (If the system cannot find a matching DID, the call will
be sent to extension 777.)

J-digit extensions

Send call to extension: |([D-g]{3}$j!1!??? |

4-digit extensions
Send call to extension: |[[D-9]{4}$]!1!??? |

Option 2: Defined pattern with a start number lower than 4

When DID ending patterns are in the 100, 200, or 300 range, you should not create extensions based on
these numbers (extensions should begin with 4 or higher). As a workaround, you will need to create aliases
for the extensions, and to save time, this should be done when you create the extensions. Once this is com-
plete, a regular expression must be entered into the Send call to extension field so that the system will
replace the 10-digit DID with the alias number:

1. Decide which alias numbers to use.

DID Alias
978 521-1100 100
978 521-1101 101
978 521-1102 102
978 521-1103 103
978 521-1104 104
978 521-1105 105
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2. Enter the aliases into the corresponding extension accounts:

Account Number(s): ISDS 100
Account Number(s): ISUQ 101
Account Number(s): ISlU 102
Account Number(s): |511 103
Account Number(s): |512 104
Account Number(s): |513 105

3. Enter a regular expression into the Send call to extension setting, telling the system to replace the
10-digit DID with the alias number that is associated with the extension account.

J-digit extensions

Send call to extension: |([D-g]{3}$]!1!???

Outbound Calls

Caller-ID

The caller-ID is shown in the called party’s telephone display and is also used by the carrier for billing pur-
poses. This is typically the From field of the SIP packet. When the system sends a call to a trunk, it presents
the source of the call, usually the caller-ID of the calling extension. However, in cases of redirected calls, it
can get more complicated. Here, the original caller-ID should be in the display of the called party, while for
billing purposes, a local identity on the system must be used.

Also, in many cases, it is necessary to translate a local number (e.g., sip:123@1localhost) into a global
telephone number (e.g., sip:9781234567@1itsp.com; user=phone). The user=phone parameter
indicates that the domain name should be ignored when presenting this number. This number is also known
as the ANI (automatic number identification).

Generating the ANI

Before the system can generate an outbound call on a trunk, it must have an ANI. An ANI is an admin-
istrative number provided by the system to identify the caller to the receiver and is not necessarily the
originating number. To get the ANI, the system first checks the SIP URI in the To/From header and the
identity headers (P-Preferred-Identity, P-Asserted-Identity or Remote-Party-ID) for the
user=phone flag. When this flag is set, those numbers will be used as the ANIL.

INWVITE sip:01234567 830@company.com;user=phone SIF/2.0

v: SIE2.0/UDE 192,168.1.11:1024:branch==9hG4bk-tdrdjojanlkd;rport
f: "snem UK" <sip:7 00@company.com>;tag=k80fngScac
t: =sip:01234567 83 0@ company.com;user=phones

i 3c2ce? 82bbbd-d2lwcgymnysi

CSeq: 1 INVITE

Max-Forwards: 70

m: <sip:700@192,168,1.11:1024;line=eeb? fe02>;reg-id=1
¥-Serialnumber: 0004 13400E7 C

P-Key-Flags: resolution="21x13", keys="4"

User-&gent: snem820/8.2.25
Accept: application/sdp

Figure 4-15. ANl and user=phone Flag
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However, if the SIP URI does not contain the user=phone flag, the system looks for the ANI from the fol-
lowing places (in the order listed here):

1.

Extension account (ANI setting): If the local account has an ANI number, the system uses this
number. Every extension or any other account that has a dial plan also has an ANI number field. By
entering this information, it is clear how this account will be presented to the outside world.

Account number(s): |5I:I |
Dial plan: | Standard Dialplan ~|
ANI: |2125551234 |

Domain (Default ANI setting):

Default ANI: 12121234567 |
Trust caller-10: . 1es (v No

Trunk (Prefix setting): If the trunk’s ANT has not been set, the system will check to see whether a
prefix has been set in the trunk. When this is the case, the system will add the fixed number to the
front of all calls leaving the trunk. In many cases when you have an ITSE, you may want a prefix
number to be appended to the front of all calls. The prefix could be an account number, a least-cost
routing number, or a number to indicate an outside line on another system (e.g., 9 as shown below).

Trunk requires out of band-DTMF tones: = yes {« no
Frefix: |9
Global: = yes { no

Trunk (Trunk ANI setting).

Prefix: | |
Global: — ves {3 nn
Trunk ANI: [17771234567 |

As a last resort, the system uses the DID number of the trunk, when there is one. This is a typical
scenario in the NANPA area, where a trunk has a primary number associated with it. When someone
calls the number, the caller will typically reach an auto attendant that processes the DID number.

Representing the Source

The system differentiates between the following two numbers when presenting a number on the trunk.

Display number: This number is the number that the user should see on the display of the phone.
In the case of a redirected call, this number would be the original caller-ID that the system sees on
the incoming call.

Network number: This number is the number that the provider wants to see for billing purposes.

Over the last few years, providers have developed different methods of representing these two numbers:

RFC 3325 describes a way to represent these two numbers. In most cases, it makes sense to use the
P-Asserted-Identity header. In this case, the From header in the INVITE represents the
display number, while the P-Asserted-Identity header has the network number. A similar
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representation can be done with the P-Preferred-Identity header. The system changes only
the name of the header from P-Asserted-Identity to P-Preferred-Identity. The rest
remains the same, as in the first method.

No Indication: This method just discards the display number and uses only the network number
in the From header. This method is a fallback when the provider cannot handle any other method.
The disadvantage here is clearly that any redirection information gets lost.

Remote-Party-ID: This method is described in a draft that expired years ago; however, there is still
a lot of equipment outside that is supporting this method. In this case, the From header in the

INVITE represents the network number, while the P-Asserted-Identity header is the display
number.

RFC 3325, but don’t hide: This method should not be used. It has been used in environments
where the fields have gotten mixed up, and it is creating even more confusion.

To strip the first digit from a DID number, you can use the pattern !1 ([0-91*) I\1!u!100
(default destination would be 100).

Creating Trunks

To view trunks, click on the trunks tab. This page shows you the trunks that are available and the status of

each trunk.

1.
2.

From the domain where the trunk will be used, click the Trunks tab.

Enter a name for the trunk. You can name the trunk anything you prefer (e.g., company name,
department, etc.). The name must consist of alphanumeric characters and may contain spaces.

= Settings 3 Accounis o Trunks - Dial-Plans o Status Admin
Current Trunks: ©
s st shawe the ourrsntly svadsbls trunks in this damam.
Piease b careful cicling the delsts hutton, because the trunk dats il be kast and deal plan references meght break
MNarme Status Exit Dl Action
ATk (B & » REGISTER
SIR-TRLINE {f 700 0K [Refrash intsrval 1800 seoands) r > REGISTER
nNew Trunk:
Mame:  [SIFSTRUNK
Tyhe SIP Ragquitratnl =
Creste ZIP Cataway
Duthound Prowy

From the dropdown list, choose a trunk type. (For a description on each trunk type, see “Trunk

Types” on page 76.)

4. Click Create.
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Configuring Trunks

General Settings

Trunks have a large number of settings. For an explanation of each setting, match the numbers in the image
with the numbers below the image.

SIP Re istrationé -

SIP Registration

2 Tvpe: |SIF‘ Reqistration ;I SIP Gateway: :
- : TR ] SIP Proxy |Inbcund and outbound vl
3 birection: I EINDON ;I el [nbound and outbound

4 Trunk Destination: |Generic SIP Server = | Only inbound
Only outbound

Tl Generic SIP Server
destination | €5410
Microsoft Exchange
Microsoft OCS
MNBE

1 Marne: IITSF‘ Connection Type

1. Name: Once a trunk has been created, the name and type of the trunk can be changed at any time.
2. Type: See “Trunk Types” on page 76.
3. Direction: Traflic can be limited to either inbound traffic or outbound traffic.

m Inbound and outbound: Typical setting.

m Inbound only: Limiting traffic to inbound traffic prevents users from using the trunk for unau-
thorized calls.

m  Outbound only: Enable this setting if you are using a trunk for outbound trafhc only. It makes
it easier for the system, as the trunk will not try to match inbound traffic to this trunk.

4.  Trunk Destination: This setting is useful when connecting to an Exchange server. Depending upon
the setting, the SIP headers will be altered. If NBE is selected, additional options are made available
(2, 4, 8, or 12 ports).

NBE [

2 Ports

4 Ports
8 Ports
12 Ports

Dizplay Mame: |Cu:umpan',rA
8 Account: Il???2830314
Domain: I sip.itsp.com
8 uUsername: [17772830314
@ Password: Iu"unu
10 Password (repeat): I-u-u-u-
11 Proxy Address: |T5.1ED.25.EDD

12 CO Lines: IITSPl ITSP2 ITSP3
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10.
11.

12.

Display Name: The display name is used for display purposes in the trunk listings page. This setting
is the friendly name of the SIP From field and can be changed at any time.

Account: The account is typically the main DID on the trunk.

Domain: The domain is typically the upstream registration server or SIP server. It can be an IP ad-
dress or a domain name.

Example: sip.itsp.com
If the service provider is using DNS SRV records, it could be itsp.com.

Username: The username and password are used for authentication purposes (not all registrars re-
p g
quire a different username for authentication).

Password: The password needs to match the password from the trunk provider.
Password (repeat): Confirmation of the password.

Proxy Address: This setting defines where requests made of this trunk will be sent. When this field
is set, requests will be sent to the specified address. Otherwise, the dial plan replacement field will be
used to route the request.

Example: sip.messagenet.it:5061

The outbound proxy field follows the definitions of RFC 3263 (“Locating SIP Servers”). You may
use the fully qualified domain name (FQDN) for a SIP server. If you add a colon with the port num-
ber after the FQDN DN, a resolution will be used; otherwise, the system will try DNS NAPTR
and DNS SRV first. You can force the SIP connection to use TCP by supplying an outbound proxy.

Example: sip:hostname:5060; transport=tcp

Important. The outbound proxy is an important setting. If an outbound proxy is not used, then the
system will assume that SIP requests on this trunk can come from any location. This will make it dif-
ficult for the system to match incoming SIP requests. Unless you want to receive requests from any
location in the Internet, you should specify an outbound proxy.

CO (central office) Lines: CO-lines can serve multiple purposes on the system. They can be used
in a way similar to the CO-lines of traditional TDM-based PBX systems. Although snom ONE runs
calls through SIP trunks over computer networks instead of connecting to public telephone lines (at
least directly), CO-lines are still useful for determining which calls are active between the system and
the outside world. It is a way to channelize a trunk.

Each trunk may have several CO-lines. Because users can subscribe to the state of CO-lines, each
CO-line name must be unique within a domain. For example, four CO-lines might be set up on
trunk 1 with the names col co2 co3 co4, while trunk 2 might contain co5 co6 co7 co8
(the list must be delimited by spaces). The system will reject names for a CO-line that are already

in use by accounts or other CO-lines in the same domain. The CO-lines that you establish can be
monitored from the domain’s Account list. If a CO-line is in use, it will display the extension and the
outside phone number to which it is connected.

Limiting inbound and outbound traffic: CO-lines can be used to limit the number of calls that can

be assigned to a trunk. When the CO-line setting is used, the system will reserve one line for each
call. When all lines are in use, the system will reject further calls that attempt to use the CO-line. For
example, if you have a SIP trunk that can handle only three simultaneous calls, you should assign
three CO-lines (e.g., col co2 co3). If a fourth simultaneous call attempt is made, the system will
play a fast busy signal. If you have more than one trunk, you can set up a failover behavior so that
the system will try to use a different trunk for the call once the first trunk has all CO-lines in use.
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Reserving lines exclusively for inbound or outbound traffic may be appropriate at times. If you put a
: 1 after the line name, the system will use that line only for inbound traffic (e.g., 1inel:1). If you
put a : o after the line name, the system will use that line only for outbound traffic. If there is no at-
tribute set after the colon, the line will be available for both inbound and outbound traffic.

Monitoring CO-lines: CO-lines are required for many basic functions. In most small offices, transfers
are done by pressing the Hold key and lighting the lamps on the other phones. In order to do this,
the phone must be able to display which call is on which CO-line.

Phone

Buttons CO lines
Button 7 > — CO1
Button 8 ; ; co2
Button 9 < > cOo3
Button 10 = - Cco4

Figure 4-16. CO-Lines Linked to Phone Buttons

From a system point of view, the status of a CO-line is similar to the status of an extension: It may be idle,
connected, ringing, on hold, or it might be holding a parked call. Therefore, the mechanism that shows the
status of a CO-line is similar to the mechanism that shows the status of an extension. This implies that the
name of the CO-line must not clash with the name of an extension or any other account on the system.
(In order to see the CO-line status, the user agent needs to subscribe to the status of the CO-line. See the
description of the phones on how to do this.)

13. Permissions to monitor this account: Enter the extensions that are permitted to monitor this ac-
count.

14. Override codec preference: Use this setting to specify particular codec preferences for the trunk. By
default, the system uses the codec preference of the system, which has the advantage of allowing the
system to negotiate codecs in such a way that transcoding can be avoided. (When default mode is
being used, no codecs will be displayed on the left side of the codec selection box.)

If it is necessary to enforce specific codecs on a trunk, choose a codec from the list of available codecs
and click the Add button, then repeat as needed. Be sure to position the codec with the highest pref-
erence first. To delete a codec, click the Remove button. To move a codec up or down in the prefer-
ence list, use the Up and Down buttons.

15. Lock codec during conversation: This prevents the end point from engaging a conversation on one
codec and then requesting a codec change later. For example, if a carrier wants the G.729 codec to be
used, it can prevent someone from using G.711, for instance.
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13
14

15
16
17
18
19
20
21

22
23

24

25

16.

17.

18.

19.

20.

Permiz=zions to monitor this account: ISDS 509

Owerride Codec Preference: G.711U GSM 6.10
G.726 G.711A
G.722 G.72094

El annl Remove |Add|

Lock codec during conversation: L
Proposed Duration (s): &0 -
Keepalive Time IED

Send email on status change:  yes T no
Strict RTP Routing Tves % no
Avaid RFC4122 {UUID Dves oo
Generate unigue extension identifier:  yes 0o
Accept Redirect; ' yes o
Interpret SIP URI always as telephone number & ez O g
Reguires busy tone detection: T ez % o
Trunk reguires out of band-DTMF tones:  yes ' ng

Proposed Duration (s): Use this setting to specify the registration duration. Although the registrar
typically defines the duration of the registration (according to the IETF standards), some providers
follow the proposed duration of the trunk. The values range from 20 to 3600 seconds. One hour
(3600 seconds) is a reasonable value.

Because some providers will accept the proposed duration without taking care to refresh the NAT
binding, it is necessary to force the system to renew the registration in a shorter period of time
(through the Keepalive Time setting below) and ignore the service provider’s registration.

Keepalive Time: Keepalive time is the time required to keep the registration live before it re-
registers. This setting helps with trunks which connect to ITSPs that do have a good session border
controller. This setting may cause a lot of traffic to your service provider, so be sure not to enter an
unnecessarily short time. Typically, this setting can be left blank.

Send email on status change: Once a trunk has been registered, it is critical that status changes
are brought to the attention of the appropriate individual. For example, if the service provider goes
off line and the trunk looses the registration, the system will send an email notification to the email
account that is specified.

Strict RTP Routing: This setting is needed because the IETF allows “RTP traffic send ports” to be
different from “RTP receiving ports,” creating an extremely NAT-unfriendly situation. While most
implementations today use the same port number for sending and receiving RTP, some gateways still
insist on strict IETF compatibility. In such a case, this setting should be enabled. We recommend
you keep this flag disabled (“No”) unless asymmetrical ports are required.

Avoid RFC 4122 (UUID): Not all registrars ignore RFC 4122 (UUID) when it does not support
it, so it is necessary to explicitly suppress the UUID in register requests. SIP implementations that
are not able to deal with UUID report a “Bad Request” to indicate that they were not able to process
the request. The UUID is used to indicate that a registration replaces another registration, which is
useful for avoiding double registration after a system restart.
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21.

22.

23.

24.

25.

Generate unique extension number: This setting is used for emergency calls, so that the 911 call
center can directly call the extension without having to go through the auto attendant. When this
setting is set on the trunk, the system will use the EPID of the extension to represent where the call
is coming from (if it does not exist yet, the system will allocate a new EPID).

Accept Redirect: Use this setting if your trunk should respect redirect codes. By default, this in-
troduces significant security risks because the system cannot determine if these redirects introduce
additional costs (redirection to expensive numbers). Therefore, enable this setting only if you are sure
that your service provider or SIP gateway does not abuse this feature. This flag is especially important
when you use the system with Microsoft Exchange or other Microsoft products, such as the speech
server. Enable this setting also when you have a trunk that comes from another system; this will
make it possible to call from one system to another.

Interpret SIP URI always as telephone number: When a call comes into the system, the system
needs to know how to interpret the number. In SIB, the URI contains a domain name; however, in
most cases, the domain name should be ignored when interpreting the URI coming from this trunk
(because the user portion is just a telephone number). Usually, this is indicated by the parameter
“user=phone,” but there are some service providers that do not set this flag. By turning on the “Inter-
pret SIP URI always as telephone number,” you make the system believe that this flag was set on the
trunk call.

Requires busy tone detection: When an analog PSTN gateway (e.g., FXO) is being used, hangup
detection can be an issue. In FXO, the hangup signal might be just a tone that needs to be detected.
Unfortunately, there is no international standard for the disconnect tone. Incoming international
calls might give you a disconnect tone that the system has to recognize. Of course, if the PSTN gate-
way is capable of detecting this, the task should be left to the PSTN gateway. However, as a fallback,
you may also configure the system to perform the hangup detection. The disadvantage of doing this
is that it costs additional CPU resources and it might randomly disconnect calls, for example, if the
other party is playing back a tone that sounds like a busy tone. The best way to avoid these kinds of
problems is to use a digital line, e.g., a SIP trunk.

Trunk requires out-of-band DTMF tones: When this setting is enabled, the trunk will use
RFC 2833.

Outbound Settings

28
27

28
29
30

31
32

33

26.

27.

Prefix: Ig

Global: vz F ng

Trunk ANI: |603?452??? 21274612354

Remote Party/Privacy Indication: IND Indication ;I
Rewrite global numbers: |F|:|r MANPA (11 digits) ;I
Failover Behawvior: IND failowver ;I
I= Secure: (o ==  no

ICID (RFC 3455): Iabc—9?84?4—2???

Prefix: This setting is used as a representation of the system when making outbound calls. The
system will add the prefix to the front of all calls leaving the trunk. (See also “Generating the ANI”
on page 85.)

Global: This setting is used only in multi-domain environments. When it is enabled, calls that come
in on this trunk are permitted to jump into other domains if there is a match on a global alias name.
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28.

29.

30.

31.

(If the direction is not only inbound, then other domains may use this trunk in their dial plans for
outbound calls.) When this setting is disabled, the system does not search for tel:-alias names.

Trunk ANI: You can configure each trunk with an ANI (Automatic Number Identification). ANI
is a service that tells the recipient of a telephone call the telephone number of the person making the
call. In most cases, the ANI is used in the From field in the SIP packets or the caller ID.

Remote Party/Privacy Indication: This setting tells the system how to present the caller-ID on the
trunk (see “Caller-ID” on page 85).

i Remote-Party-1D |

RFC3325 (P-Asserted-Identity)
RFC3325 (P-Preferred-Identity)
Mo Indication

RFC3325, but don't hide

Rewrite global numbers: When you are using a trunk, you might have to represent the telephone
number in a specific format. For example, in the NANPA area, you might want to use 10 or 11 dig-
its to represent a national number.

EFor NANPA (11 digits) i |

Check domain country code
For NANBA (10 digits

For ROW (00 format)

For ROW (0 or 00 format)
LUse + symbaol at beaginning
E.164 (without leading +)

If you are using several trunks, you can represent the same number in different styles depending on
the trunk. The Rewrite global numbers setting corresponds to the Country Code setting (see page
61):

Country code (e.g. "1" or "32"): Il

Failover Behavior: When the trunk receives an error code, it might send the call back to the dial
plan and continue the matching process. The system continues the dial plan with the next higher
priority, ignoring entries with lower or same priority. This is useful when the trunk is just a “trial” to
place the call, for example, when several PSTN gateways are available for terminating the call and
one gateway does not accept any more calls. Another example is when you first try to route the call
via a peer-to-peer call using ENUM or other location methods and only if such resolution does not
result in a connection fallback to a PSTN call. The setting allows four behaviors:

— No failover: This is the default behavior. In this case, the caller will receive the error code as a
result of the attempted call.

— On 5xx and 408 error codes: This will trigger failover only when a 5xx or 408 class error
code is received. PSTN gateways typically return 5xx class error codes when all channels are
in use; however, this mode will allow you to switch to the next PSTN gateway when a line is
busy and will not trigger the failover.

— On all error codes: In this case, all error codes will trigger the failover process. Note that
call redirect will also be treated as an error code, as the redirection destination can easily be
abused to route calls through expensive routes.

— Always, except for busy response: Even if the remote party is busy, the system will try alter-
nate routes.

If you are using failover, you have the option to specify a request timeout value for the trunk. By
default, this is 32 seconds (the SIP default request timeout). However, in many cases, it makes
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32.

33.

sense to specify a shorter value. After the request timeout, the system will internally generate a “408
Request Timeout” response code and process it according to the failover rules.

Is Secure: This setting is used to indicate that outbound calls on the trunk can be treated as secure

calls. For example, when the trunk goes to a local PSTN gateway, you might decide to treat this call
as a secure call. Incoming calls with the SIPS scheme will ask the snom ONE system to ensure that

the call be kept secure end-to-end.

ICID (RFC 3455): This setting is used in the IMS environment and is sent in the P-Charging-
Vector header of the SIP packets on the trunk. It is essentially a token that identifies the trunk. If
your provider uses this header, it should be placed into this field.

Inbound Settings

34.

35.

36.

37.

34 Explicitly list addresses for inbound traffic: |

35 Send call to extension: |???
36 Assume that call comes from user: |9?8123456?
37 Ringback: - Message 180 g Media
Explicitly list addresses for inbound traffic: This setting allows you to explicitly state trusted

inbound proxy addresses and enables you to identify the origin of the request. It is ideal for VPN en-
vironments or when routing calls between offices, as it allows you to create a single trunk and specify

the IP addresses of the other locations. The addresses can be either IP addresses (with an optional
port number behind) or a DNS A or AAAA address.

Send call to extension: This setting is discussed in “Inbound Calls” on
page /8.

Assume that call comes from user: This setting is used for trunks that accept redirects. The settings
must be an extension in the domain of the trunk. This setting is necessary in order to determine
what dial plan to use, and it is also necessary to charge a user on the system for the call. For regular
trunks, you should leave this field empty.

Ringback: This feature was introduced to deal with network operators who were not able to deal
with early media. Although using the 180 Message simplifies the signaling in forking calls scenarios,
it creates additional delay when the called party picks the handset up and the first samples on the
conversion may not be transported. We strongly recommend leaving the flag set to the Media state
(which is default) and asking the operator to fix the problems with early media.

Connecting Branch Offices Together

This section describes how to connect two snom ONE systems together so that calls between the two loca-
tions will be routed through VoIP rather than through the local PSTN. Two different scenarios are present-

ed:

m  Two snom ONE telephone systems with public routable IP addresses (this model is also suitable for

two systems on a private network with no NAT issues)

m  Two snom ONE telephone systems: A head office site and a remote site
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Using a Gateway Trunk

SIP gateway trunks are the best method for connecting two snom ONE telephone systems, as long as both
systems either have public routable IP addresses or are on a private network with no issues with NAT. Likely
candidates for this configuration are the classroom environment and organizations with a large private net-
work (as long as the system has an interface directly on a public IP address). Figure 4-17 shows two remote
sites connected by two gateways. Callers from either system can dial the other system using four-digit dial-

ing.

5xx 6XX
Extensions Extensions
Site 1 Site 2
209.251.11.111 Public IPs 151.195.11.111

Figure 4-17. Connecting Branch Offices Using a Gateway Trunk

Create a trunk for each branch office, using the instructions that are shown below.

Branch Office 1
1. From the Type dropdown, select SIP Gateway.

2. Enter the IP address into the Domain field:

Name: |5nc:rnONE

Direction: [ 1nbound and outbound = |

Trunk Destination: | Generic SIP Server LI

State:

Display Name: | |
Account: [17772022934 |
Domain: [209.251.11.111 |
Username: [17772022934 |
Password: |ononoon |
Password (repeat): [sesssessss |
Proxy Address: |a||:|haS.it5|J.c0rn |

Branch Office 2
1. From the Type dropdown, select SIP Gateway.

2. Enter the IP address into the Domain and Outbound Proxy fields:
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Name: IPuIsewan

Type: Im
Direction: |Inbuum:| and outbound x|
Trunk Destination: |Generic: SIP Server v |
Account: I

Domain: [151.196.11.111
Username: I

Password: I-o.oooooo.

Password (repeat): I"""""

Proxy Address: |151.196.11.111

CO Lines: I

Using a SIP Registrations Trunk (SIP Tie Line)

The SIP registration trunk can be used to connect two branch offices when one of the offices has a private

IP address. For example, a corporate head office has a pubic IP address, and a remote branch office has only
one public IP address and requires that the system be on a private address but still wants to have connectivity
back to corporate (Figure 4-18).

5xx 6xX
Extensions Extensions

Site 1
192.168.1.x

mmmmmmmummumu Private IP

Public IP

Figure 4-18. Connecting Branch Offices Using a SIP Tie Line

1. Create an extension that will be used by the trunk to route the calls:

Account Number(s): |525

Dial Plan: |Domain Default E
ANI: |(978)123-4567

ANI for emergency calls |(978)123—4567

Send daily CDR report to: chr.company.com
Show following ACD queues: |7?7

First name (e.qg. John): ISIP

Last name (e.g. Smith): ITIE

SIP Password: quuuu

SIP Password (repeat): Iu.uuu.

2. Create a SIP registrations trunk for the branch office, entering the extension that will be used to
route the calls (e.g., 525).
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Name: [s1P Tie

Type: |SIF’ Registratinn;l
Direction: |In|:u3un|:1 and outbound = |
Trunk Destination: |Generic SIP Sewer;l
Display Name: |525

Account: |525

Domain: [151.196.11.111
Username: |525

Password: quuuu

Password (repeat): quuuu

Proxy Address: |151.1EE.11.111

Once the offices have been connected, the headquarters will need to dial the extension that the trunk is
routed to. Once the call hits the branch office, it will be sent to the auto attendant so that the headquar-

ters can dial the remote extensions. The trunk has to register to the extension just as a phone would, so the
system at the branch office will need to register the trunk to the system at the headquarters, the same way an
ITSP would need to be registered. Then anyone in the world can dial the DID, much like they would dial
that extension.
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CHAPTER
5

DIAL PLANS

When an extension dials a number that is not available on the local snom ONE telephone system, the sys-
tem must search for a trunk on which to route the call. To do this, it consults the dial plan. The job of the
dial plan is to use pattern and replacement strings to route calls out different trunks. Since extensions map
to dial plans, dial plans should be set up before extensions; however, if only one dial plan will be used and it
will be the default dial plan, then this is not as important.

Trunk
Dial Plan
Trunk
Multiple dial plans can exist on the same domain, but an extension can be mapped to only one dial plan.
Administrators can assign the same dial plan to multiple extensions or create multiple dial plans and assign

them to different users. A “restrictive” dial plan might be used to handle only local calls for phones in com-
mon areas, and an “international” dial plan might be used for international calling by executives.

Name Edit Delete
International x

E¢
Restrictive @ X
Ef

Standard Dialplan x

Parts of a Dial Plan

Key Components

A dial plan consists of the following key components:

m  Preference: The preference number is used to establish the preference order that will be used by
the system when searching for a trunk on which to route a call. The system processes the available
trunks beginning with the lowest preference value. (Identical preference values can be used for dif-
ferent trunks within the same dial plan; however, the system will randomly choose a trunk when
more than one trunk meets the given criteria, so you should preference them.)

m  Trunk: The trunk setting allows you to designate trunks that will be used by the dial plan. Trunks
that are available for the domain are listed in the dropdown menu, and additional trunks can be
added. Once trunks have been designated for a particular dial plan, the trunk that meets the pat-
tern and replacement criteria for a particular call will be used to process the call.

m CandP: The C and P checkboxes determine how a call is handled once the user dials out onto
the trunk. If the C checkbox is selected, the user will be prompted to enter a CMC code, but will
not be required to. If the P checkbox is selected, the user will be required to enter a PIN number.
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This can be used to prevent unauthorized callers from making international calls. The C and P set-
ting works in tandem with the CMC authentication for outbound calls domain setting (see page
64). The CMC code can also be set from the domain address book or the personal address book.

m  Pattern: The pattern field is used to interpret digit sequences that will be used to decide on rout-
ing. In most cases, simplified expressions consisting of literals, prefixes, and fixed patterns will suf-

fice.

— Literals: If you want to match a specific number, just enter the exact number (e.g., 911).
The literal will be the first match in the expression.

— Drefixes: Prefixes allow you to route numbers that begin with identical prefixes through the
same trunk. For example, by specifying the common prefix 9011 in the pattern field, all in-
ternational numbers will be routed through the same trunk. To indicate that a prefix is being
using, an asterisk must be entered after the prefix (e.g., 9011%).

— Fixed patterns: If you use an x in a pattern, the system will treat it as a wildcard for 0-9.
For example, 978xxxxxxx will route all calls beginning with the area code 978 through the
same trunk.

m  Replacement: The replacement string is used to convert digit sequences into a dial string for out-
bound calling. It is used in the To header as well as in the Request-URI.

— Simple patterns such as literals, prefixes, and fixed patterns do not require a replacement
string; the system will automatically use sip:\1@\r;user=phone as the replacement.
If you use a prefix in front of a star, the system will insert that prefix before the match. For
example, 1* will puta 1 in front of the match.

Following are some sample patterns and replacement strings.

Example |~ Pattern: 91*
Replacement: 1*

Input: 919781234567@domain.com
Output: 19781234567@domain.com

Example 2 Pattern:  978xxxxxxx
Replacement

Input: 9781234567@domain.com
Output: 9781234567@domain.com

Example 3 Pattern: 911/411
Replacement:

Input: 911
Output: 911@domain.com

Example 4~ Pattern: xxxxxxx
Replacement: 234xxxxxxx

Input: 1234567
Qutput: 2341234567Q@domain.com
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Following is a sample dial plan. The trunks are listed in the order in which the system will look at each
trunk. The notes that follow the dial plan describe the effect of the pattern and replacement fields.

Pref Trunk = C P Pattern _ Replacement Sstee
100 Unassigned #l
[0 [(NotAllowed 1) T ) 1300 A
{60 GSM Gateway 18] 9783741234 19783741234 B
iﬁﬁ TSP1 %] 9783741234 'Ma783741234 C
Fﬂ_- 5Pl B O 1978 1978 D
F‘E__ sangoma W O 1978 1978 E
!F GSM Gateway i+ 1978* 1978 F
JEIT Sangoma e # o011+ o11- G
[os [i7se2 B O O [1ssse 1888* H
[o0  [iTses 2] ) [ |

Notes

A. Not Allowed: This entry prevents anyone from calling 900 numbers.

B. Entries B and C are used to route calls that are forked to cell phone number 9783741234.
Whenever someone dials this number manually or if the system forks the call to the cell phone (or
even if *00511 is dialed), then the system will try to route the call out the GSM gateway, then to
the GSM phone. This method will prevent a hit on minutes.

C. See entry B above.

D. Entries D, E, and F: These entries are used in tandem to ensure that a call goes through even if
you lose your Internet connection. The idea is if a call is sent to ITSP1 and it fails, it will be sent
through the Sangoma trunk and if that fails because your internet is down, then the call will be
sent out the GSM gateway.

Important: Failover behavior must be enabled on the trunk.
Failover Behavior:  EOn all error codes |

E. Seeentry D above.

E  See entry D above.

G. Sangoma: This entry is for international dialing. When this trunk is used, the user will be re-
quired to enter a PIN.

H. ITSP2: This entry is used for dialing 1888 calls.

[.  All remaining calls will use this trunk.
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Wildcard Patterns

Wildcard patterns are a simple way to match a pattern in the system. This simple pattern-matching scheme,
though not as powerful as the extended regular expression (ERE) pattern matching, can be used to solve
most dialing issues. Table 5-1 lists typical usages of wildcard patterns.

Table 5-1. Wildcard Patterns and Usage
Wildcard Definition

*

A star (*) matches any string of any length. Noze: 9* matches anything starting with a 9
bur *9 matches anything ending with a 9.

A ? matches any character and only one.

S A $ matches a single number and only one.
g A % matches any number (multiple digits or empty string).
[ 1" | A range enclosed in brackets matches that range. Noze: 11 [02] matches the pattern 110
and 112.
\ A\ matches the character that follows.

Wildcard patterns can also be used in other places. To grant permission to all accounts, use a star (*). To
limit the accounts, use a pattern such as 4* to allow all extensions that start with a 4. To grant permission to
only one extension, place a single extension in the field.

m  In the Permissions to monitor this account field: This field is included in all account types (ex-
tensions, auto attendants, hunt groups, paging accounts, service flags, etc.).

B

Permissions to monitor this account:

m  In the Accounts that may record a message field: This field is included in agent groups, IVR
nodes, and auto attendant accounts and is used to grant permission to record a greeting.

Accounts that may record a message: Id-*

m In the Source field in Paging accounts: Use this field to specify which extensions can send a page.

Source: |523

m In the Extensions that may change status field: This field is used to change the status of a service

flag.

Extensions that may change status: IS*

Regular Expression Matching

The regular expression matching algorithm is a very flexible algorithm that follows the NAPTR algorithm of
RFC 2915. For an exact description, please refer to this document (www.ietf.org).

The pattern string of the dial plan is surrounded by a ~ and a $ to ensure that the whole string is matched.
The system uses the username and the hostname. The port number, parameters, and the scheme are not
included for the comparison.

If there is a match, the system will generate the resulting destination from the replacement string. The string
may include references to matching groups in the pattern string. These matches are referred by the group
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number (starting with 1). Additionally, the matching string r may be used to insert the registrar name. For
examples of algorithms, see “Sample Dial Plans” on page 105.

Building a Dial Plan

Creating a Dial Plan

Every domain has its own dial plans, and any number of dial plans is allowed on a domain. The number of
entries allowed on a dial plan is also unlimited.

1. To create a dial plan, click the Dial Plans tab.

2.  Enter a name for the dial plan. The name can be any descriptive name. Spaces, numbers, and capital
letters are permitted.

J‘% Settings T? Accounts | »* Trunks 4 Dial-Plans & Status Admin
Current Dial Plans: @

This list shows the currently available dial plans on this system.
Fleaze be careful clicking the delete button, because the dial plan will be deleted permanently.

Name Edit Delete
Standard Dialplan @ x

New Dial Plaifz

Mame:

|Dia|plan1

3. C(Click Create.

The dial plan has been created. Proceed to the next section to configure it. If you want to delete a dial plan,
click Delete (be careful, as all dial plan data will be lost).

Configuring the Dial Plan

Once the dial plan has been created, trunks can be added. (Trunks must be created before they can be added
to a dial plan. For more information on trunks, see Chapter 4.)

1. To add trunks to the dial plan, click Edit, as shown below:

»* settings 3 Accounts . Trunks () Dial-Plans | Status Admin

L R R R R R R R RN
Current Dial Plans: @

This list shows the currently available dial plans on this system.
Fleaze be careful clicking the delete button, because the dial plan will be deleted permanently.

Name Edit Delete
Callcentric x

rt X
Dialplant
Standard Dialplan }@ x
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The following screen is displayed:

Try Loopback
Show Testarea

:5’ Settings | [ Accounts . Trunks () Dial-Plans & Status Admin

Quick Usage: Use simple patterns for matching the input (for example, "9*" or "911"), and just leave the replacement empty. Flease see the
online help for more information on how to use the advanced features of the dial plan.

Click here to switch to a text-bazed editing window for the dial plan.

MName: |Dia|plan1 |
Global: {" yes (¥ no

Pref Trunk C P Pattern Replacement Delete

|1DD |EUnassigned I A | || |

Calleentric
Mot Allowed

Call Extension

Set the Global setting. To make this dial plan accessible to all domains on the system, click yes.

From the Trunk dropdown list, choose a trunk. (Depending on the number of trunks that have been
created for this domain, the dropdown list will vary.) In addition to trunks, other choices are shown
below:

Not Allowed: This option is used to identify a pattern of numbers that should be denied by the
system. When this mode is used, the system will stop processing the dial plan when that pattern
is encountered. This makes it easier to define outgoing calls for which the called party is charged
the cost of the calls by the telephone carrier, instead of the calling party (e.g., 900 numbers or
expensive numbers like Afghanistan, which should never be called).

Call Extension: This option is used to send a call to a registered extension. In this mode, the re-
placement field must contain an extension number. In most cases, you can just enter the exten-
sion (e.g., 123). But you can also use the rules for generating a replacement pattern, including
the \1...\9 replacement strings. This is useful if you have a remote FXO or GSM gateway
(which is behind a remote NAT device) that you want to route calls to. This allows you to take
advantage of snom ONE and SBC.

Try Loopback: This setting is not applicable to single-domain environments. In multi-domain
environments, this mode is used to send a call from one domain to another domain (on the
same system) without using an external SIP proxy. In this mode, the system will first check to
see whether there is a match of the pattern and then calculate the destination using the replace-
ment pattern. If the destination matches a telephone number (starting with “+”) on the local
system, then the PBX will send the call back to the system.

Note: Before you can use the Try Loopback mode, you must disable the Loopback detection set-

ting (see page 38), and you must have at least one UDP socket (not bound to any specific address or
bound to the loopback address 127.0.0.1 or [::1]).

Enter a preference value for the trunk (default is 100).

Enter a pattern that the system will use when interpreting digit sequences.

Enter a replacement string that will be used to convert digit sequences into a dial string for out-

bound calling.
Click Save.

Repeat Steps 2 through 7 for each trunk that needs to be added to the dial plan.
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Sample Dial Plans
Typical Dial Plan

A typical dial plan would include the string ([0-9]*) @. * as pattern and sip:\1@\r;user=phone as
the replacement. The pattern string has one group [0-9]* (which is referred in the replacement string as
\1). That means that if the pattern is matched against the value 2121234567@test . com, it will store
2121234567 in the first group and the result will be sip:2121234567@test.com; user=phone (the
user=phone indicates to the recipient that the number is a telephone number).

A Simplified Dial Plan

In many cases, you may just want to route all numbers to an outside trunk. This can be done easily by using
the pattern *. You don’t need to fill anything into the replacement field (the system will do this automati-
cally).

Pref Trunk C P Pattern Replacement Delete
[100 |[esTN =IO ||

Dial Plan with Prefix in Front of the Number

If you use a pattern like 1* in the replacement field, the system will automatically put a 1 in front of the
match that it found in the pattern field. In the case when you use the pattern 9* and dial the number
92121234567, the system will automatically convert that into a 12121234567.

100 CallCentric ~ [0 [ 9* 1*

A North American Dial Plan

If you use the snom ONE telephone system in the fixed-length dial plan of North America, you may use a
dial plan similar to the one that follows:

200 [LAN_PSTN Gatewsy | [ [ [[@11)411] |
250 [waANITSP = OO [or 011
[0 [Lan_PsTNGatewsy =] & EJ [1:00000000x [1*

m  9[911]411]—The first pattern matches the emergency number and the service number explicitly
and sends it to the local gateway. It is a good idea to have an entry for these important numbers so
that they don't accidentally get routed to the wrong gateway.

m  011*— The second pattern matches all international numbers and sends them to a special trunk,
which is intended to save costs for international calls.

m  1*— The third pattern deals with all domestic calls. The fixed-length pattern was used so that
the system can actually tell when this number is complete. You could add another pattern like
91978xxxxxxx and send those calls to another trunk if you have negotiated a flat rate with your
local PSTN service provider.
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Sending Star Codes on a Trunk

Extended regular expressions can also be used when sending star codes on a trunk.

Pref Trunk C p Pattern Replacement
|2'3”3' |LAH_F"STN Gatewayj [ |1*5T |sip:”ﬁ.1@%d;user=phune

When passing a star (*) to the carrier, a backslash is required before the star (e.g., \ *67); otherwise, the sys-
tem will treat the star and the numbers that follow as a star code. In the sample shown above, a backslash has
been placed before the Block Caller-ID (*67) star code, so when the trunk is used, the system will replace the
\*67 with a *67, causing the caller-ID to be blocked. (The d in the latter part of the string tells the system
to replace it with the domain. If an r had been used, the system would replace it with the registrar.)

Important: When using star code patterns in dial plans, you must remove the code from the standard star
codes and/or any customized codes.

If you'd rather not use star codes in the pattern field but still want to have the dial plan activate a star code,
you can use a workaround. You can create a “stand-in” star code that will be used to correlate with the
desired star code. In the example shown below, users will need to enter 99 before entering the actual phone
number. The system will replace it with the *67 star code. This method allows you to retain the *67 star
code as part of the default list of star codes; however, users will need to be informed ahead of time so they
that will know to enter 99 before entering the phone number.

Pref  Trunk C P Pattern Replacement
[200 [LAN_PSTN Gatewsy ] [ [ [93 | sip ™67 @\d;user=phone

Forced Matching

The following dial plan illustrates the use of the caret. It’s being used to force the system to begin matching
from the start of user input.

Global; T yes g no

Pref Trunk L P Pattern Replacement Delete
Roo ] [Crassianed o] B 21| | |
[Lo1 | [NotAllowed [+] F] 7] [o11 | =
|1.l]2‘ | [Nut.ﬁlluwad E] ¥ O |19?6xx>:xx:<x|1'§lﬂﬂxxxxxxx ”snp:‘ﬂ@\.r | x
[120 | [CompanvA  [&] I ] [1xsoooocx || |
121 | [CompanyA . =] F1 F] [xcoocomxx | | ¥
lz01 | |San Fran 24 || 7] [7] [~24([0-9Ha})@." ||sip\a@yr = ¢
202 |[New York 36 [+] T] ] [~36([1-8l{1}[0-91{2)@.* |[sip:\1@\r | X
lzt0 | [San Fran 24 ; | |~2a([1-81{1}[0-91{zh@.*  |[sip:\i@\ | XK
[z11 | [Austin 39 l«] B [ [»39([1-81{1}[0-91{2})@.* |sip\1@\r =
[212 | |Chicage 78 [»] | [~78([1-8H1M0-91{2@ *  |[sip-\i@\r | ¥
lsoo |[SanFran24 [+] 7] 7] [s11 Il | ¥
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Inter-Domain Dialing

Domains with Non-Overlapping Extensions

If you have domains with non-overlapping extensions, use the following instructions to configure your inter-
domain dialing. (DIDs, by nature, are non-overlapping.)

1. For each domain, create a dial plan entry with Try Loopback in the Trunk field.

2. Enter * for both pattern and replacement.

Pref Trunk C P Pattern Replacem
1100 | | Unassigned E || |
a0 Try Loopback | [ |
1100 |[ca [ @ [1802* ||1802=
1105 || callcentric  [~]| [[] [] [1888= 1888~

Note: Be sure to place the loopback dial plan entry at the top of the dial plan; however, 911, 411,
611, etc., can be the topmost entries.

Domains with Overlapping Extensions

If the extensions between the different domains are overlapping, users will need to dial a prefix before the
actual extension number is dialed. For this configuration, you will need to designate a prefix and provide
proper pattern and replacement strings.

Note: Prefixing simply makes extension numbers non-overlapping; however, prefix-based dialing can be used
for both overlapping and non-overlapping extensions.

1. From the first domain, create a gateway trunk that will be used to dial to the other domain(s).

2. Create a dial plan entry that uses the gateway trunk just created.

3. Choose a prefix. Be sure to choose a prefix that doesn’t conflict with your other extensions (i.e., if
the domain has extensions beginning with 5, you must use a number other than 5).

4. For the Pattern field, enter the prefix you've chosen followed by a string that corresponds with the
number of digits your extensions have. The example shown below is useful for three-digit extensions
and will require users to dial a 6 before dialing the extension number (e.g., if the user dials 6400,
extension 400 will be called).

Pref Trunk C P Pattern Replacement
100 ||Unassigned |~| [ [ | i
|?|:| || Inter-domain El O [ |6{[D—9]{3}} ||5ip:'\.1@\r;user=phone
|1CID || CallCentric =l O O [* I|*

5. For the Replacement field, enter sip:\1@\r;user=phone. (It is not necessary to specify the domain
name here. The PBX will use whatever is configured on the trunk.)

6. Repeat these steps from the other domain(s).
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CHAPTER
6

EXTENSIONS

Extensions are at the foundation of the IP telephone system and are essentially the phones that are registered
to the system for making and receiving calls. Without extensions, the system would be of little use since
there would be no one to call.

This chapter shows you how to create and configure extensions. Extensions have a wide selection of settings,
and many of them can be set by the user. This chapter addresses only the settings that are necessary to get
the extension ready for the user. These settings include the initial settings that are set when the extension is
created, the registration settings, and the permission settings. Registration settings allow the administrator
to define the maximum number of lines and concurrent registrations for the extension, and permission set-
tings are used to grant access to advanced system functionality, such as Call Barge and Listen In. A handful
of administrator settings can also be set from the user account, and they are discussed here. For information
on the extension settings that can be configured by the user, see Chapter 22.

[ Account Type (Name)

[ 40 Extencion (Forty Zaro)
& 41 Extension (Forty One)
e 4z Extension (Forty Twa)
i 43 Extension (Forty Three)
T a4 Extension {(Forty Four)
& 45 Extension (Forty Five]
[l 46 Extension (Forty Six)
B a7 Extension (Forty Seven)
M 48 Extension (Forty Eight]
[F 49 Extension (Forty Ming)

Figure 6-1. Extensions on the snom ONE Telephone System

Preparing the User Account

When preparing extensions for your users, you have a few options. You can use the default extensions that
come with the system, or you can create new ones. This section guides you through both.

Working with the Default Extensions

The snom ONE telephone system comes with ten preconfigured, two-digit extensions. To modify these
extensions, use the following procedure:
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1. Click the Domains tab.

2. Select the domain and click Accounts. The accounts list will be displayed as shown below:

[ Account Type (Name) Status
[ 40 Extension (Forty Fero)

[ 41 Extension (Forty One)

1 az Extension (Forty Two) 1 Regs

Fl a3 Extension (Forty Three) 1/0 Msg (X
1 44 Extension {Forty Four)

E 45 Extension (Forty Five)

El  a4s Extension (Forty Six)

|: 47 Extension (Forty Seven 1 Regs

El 48 Extension (Forty Eight)

El 4o Extension (Forty Nine 1 Regs (1)
] 61 Service Flag (9-to-5 w/fo Holidavs Set

E &2 Service Flag (3-to-5 with USA Holidays 2009 Set

E &3 Service Flag (9-to-5 with Canadian Holidavs 2009 Set

E &4 Service Flag (3-to-5 with German Holidavs 2009 Set

E &5 Service Flag (Manual Service Hours Clear

E 7o Auto Attendant {Auto Attendant)

Reboot the selected accounts
Unassign the cellphone from selected accounts

z z Unassign the E-mail from selected accounts
Click here to download the list of users. Clear all registrations of selected accounts

Remove MAC address association from selected accounts

= User has administrative permissions for this domain

Figure 6-2. Default Accounts

3. Replace the First name and Last name fields with the user’s name.

Administrator Only:

Account number{s):

Dial plan: Diomain Default

AMI:

AMI for emergency calls:

Send daily COR report to:

Show following ACD queues:

Show Web Attendant Consele on user page: {* yes { no

General:
First name [&.g., Jehn): |Jack |
Last name [&.g., Smith}: |C-:|nnu:|r5 |

4. If you want to switch from 2-digit extensions to 3- or 4-digit extensions, you can do that here (e.g.,
change 41 to 4100). Otherwise, go to the next step.

Administrator Only:

Account number(s): [#100 |
Dial plan: i Domain Default ;I

AMI:

Send daily COR report to:

|
AMI for emergency calls: |
|
|

Show following ACD queues:

Show Web Attendant Conscle on user page: {* yes { " no
General:
First name [&.g., Jehn): |Jack |

Last name [&.g., Smith}: |C-:|nnu:|r5 |
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Note: After changing the number of digits of the extensions, the PnP Dialplan Scheme setting will
need to be reset so that the phone will allow the user to enter the necessary digits before it begins
processing the call (this setting is detailed on page 70).

5. Set the general user settings detailed on page 112.
Click Save.

7. Before you register the account, configure the administrator, registration, and permission settings.

The descriptions for these settings begin on page 114.

Importing Multiple Extensions (Bulk)

When a large number of extensions are involved, CSV files will expedite the process (see Appendix A for
instructions on creating CSV files).

1. Reset the system to factory defaults by clicking Admin > Settings > Configuration.
2. Click Factory Reset as shown below:

2 Settings | § Domains [ Email | Status

Save/Restore Configuration: ©

You may sawve and later restore the whole configuration, including recordings and customized files in the tftp server dire

save the current configuration, click here.

After restoring the configuration, the system will restart. All active calls will be disconnected after restoring. Ret
configuration may temporarily slow down the call processing, but does not further affect the operation of the PBX.

File: I

This will clear the system of all default accounts and will allow you to start fresh.
Create the extensions using CSV files as detailed in Appendix A.

4. Once the accounts have been created, the administrator, registration, and permission settings need to

be configured. The descriptions for these settings begin on page 114.

Creating a Few New Extensions

If you want to create new extensions and have only a few to create, you can create them manually. To create
a few extensions, use to procedure below:

1. From the Accounts tab, click Create.

snom ONE

" Sattings ,_j, Accounts . Trunks [ Dial-Plans |y Status Admin
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2. Select Extensions from the dropdown.

s* Bsitings |, Accownts s Trumks ) DlakPMans [ Stabg

e

Create New Accounts: &

ity ar W il o cull o (ke PAX, P ot Ehe scrnunt Dype (Rl gou weuld

Thp: You rury Sreer e, [ you okl A Epace betweer 1he names, Uhe PR will wel o seversl sxoutts fof 7

ol Lp o gcooont with diffensnt sbas neme, For saample. "1 R0 114 fred” il el g ¥
i thaen and the secend with the rames 124 s fred

[I‘_Hlmlm -

Auin Asterdant
#ect May Corference El
Hunt Groug

Numbs&r First Name Last Nl Ageet Growp L Wab Pass. PIN Email

—— Calfing Card

t el ilf:k:k ;'T;al:y Fagey 1 '.F'a‘lu;fi.ﬁl.]r. [sB2456 -:Iel:lc@cu'np

— - Savvees TG -

: [ | | | v Nece |

e = d tmpor cRv el = sin
+ [0 | ] -....L.-I-.-.-.-.-.—.— I

3. Populate the fields using the information shown below:

Number: This field takes an extension number and/or alias, i.e., a DID number. DID numbers
allow users to be reached directly and are useful for phones that do not support 2, 3, or 4-digit
dialing. An unlimited number of DIDs can be directly tied to an extension (DIDs can also be
used without an extension account). When entering DIDs as aliases to an extension number, use
the following syntax:

505/9781234567/9781234567

Note: 1f you use a space instead of a slash (505 9781234567), you will create two separate accounts
that will be unrelated to each other.

Alias accounts can give the impression that your system has more accounts than it actually has and can
clutter it up. If this occurs, you can hide aliased accounts using the Accounts Page Display settings (see

page 60).

To create multiple accounts at the same time, use a space between them:
505 506 507

Note: Extension numbers should range from 2 to 4 digits. The number of digits must correspond to the
PnP Dialplan Scheme setting so that the phone will allow the user to enter the required number of
digits before it begins processing the call (see page 70 for more information on this setting).

First name: The First name and Last name fields will be displayed for all internal and external
calls (international characters are permitted). This is the case when calls are made from that
extension or when the system sends email to its users.

Last name: User’s last name.

SIP Password: This password influences the connection between a user's VoIP phone and the
system and influences a user's ability to access other registered SIP devices. When this password
is set, the system will challenge SIP user agents on requests.

Web password: The user will need this password when logging into the web interface and will
be required to use a password that is based on the Password Strength setting set by the adminis-
trator.

PIN: The PIN is used in several areas of the system (e.g., when a user accesses the voicemail
system from another extension or from an outside line, when calling into the system from the
cell phone, when using the calling card feature, and when hot desking). When you create exten-
sions, you can leave the PIN field empty and opt to have users set up their own PINs. Once a
PIN has been set up, no one other than a user who registers with the extension credentials will
be able to go to the mailbox. For optimum security, we recommend at least five-digit PINs (see

Voicemail PIN Digits on page 65.
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Account Type:! | Extension ;I
Dial Plan: | Domain Default ;I
Plug and Play: |ME|r1uE|| ;I
Number First Name Last Name SIP Pass. Web Pass. PIN Emiail
1 [s02 | |Lisa |[miller |[s02 |50z |[s022 || |

2 | Il | Il | Il | |
4. Click Create.

5. To open the account, click List then click the account or use the search box at the top of the screen

Settings [; Accounts ¢ Trunks () Dial-Plans |, Status Admin

Search Accounts - enter at least 2 characters: |502| |

502 Lisa Miller extensions ‘

10..507 508..72 73.. shift]: 'ﬂ'

Show: [All | Next £3

[T Account Type (Name) Status Cell Phone
[ so1 Auto Attendant

I_ 502 Extension [Lisa Miller]

The following screen will be displayed:

Cﬁ’ Gettings 77, Accounts ¢ Trunks ) Dial-Plans |, Status Admin

Se

Editing Extension 502: @

Administrator Only:

Account number{s}: |5L']2 |
Dial plan: | Cromain Default ;I
AMI: |

AMNI for emergency calls:

Send daily CDR report to: |
Show following ACD queues: |

Show Web Attendant Consocle on user page: (" yes {v no
General:

First name [e.g., John}: |Lisa

Last name [e.g., Smith}: |Miller

Paosition (e.g., CEO): |

Company name: |PrE|:nnﬁgurEd Diamain

SIP password:

SIP password [repeat):

Web password: |nnnnn

Web password [repeat): |uunuu

PIN [e.g., 1234): [ennnes

PIM [repeat): |nun

Timezone: | Default Time Zone ;l
IVR language: | Default System IWVR Language ;I

Web language: | Default System Web Language;l

Upload picture: I Browse.. I

Figure 6-3. General User Settings (as seen by the admin)

Once the account has been created, the administrator, registration, and permission settings will need
to be configured. These settings are outlined in the next section.
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Before Registering the Extension

Administrator-Only Settings

m Dial plan: Dial plans determine which trunks are used for outbound calls. Dial plans that are
available on the domain will show up in this dial plan dropdown (see Chapter 5 for information on
dial plans).

m  ANI: ANI (Automatic Number Identification) is a service that tells the recipient of a telephone
call which telephone number made the call. In most cases, the ANT is used in the From field in
the SIP packets or the caller-ID. Each domain can be configured with a default ANI (page 62)
or you can specify a unique ANT here.

m  ANI for emergency calls: The system will send this ANI when the emergency number has been
dialed.

m  Send daily CDR report to: Enter the extension number(s) that should receive the CDR report
for this extension. Use semicolons between multiple email addresses, since email addresses may
contain spaces (e.g., Fred Feuerstein <ff@domain.com>; Carl Clements <cc@domain.com>). For
detailed information about CDRs, see Chapter 21.

m  Show following ACD queues: This setting is directly related to the Queue Manager setting that
is part of the agent group account (page 155). A queue manager is a user who monitors agent
groups.

m  Show Web Attendant Console on user page: The Web Attendant Console (WAC) allows users
to monitor extensions, join conferences, and do many system-related tasks.

Registration Settings

The registration page is used to control the registrations for the account. You may register one or more de-
vices for one extension. When an extension is called, the system will call all registered extensions in parallel.
The first extension that picks the call up will get the call, and the other extensions will receive a CANCEL
message.

User Agent Setup: @
Trusted IP Addresses: | |
Bind to MAC Address: |0004 13265FX5 00041323024% 0004 134014

Max. number of concurrent registrations per extension: |

Parameter 1: | |
Parameter 2: | |
Parameter 3: | |
EPID: [5597300349 |
Lines: |4 |

|

|

Credit for outbound calls: |99.95

Override Codec Preference: A G.711U -

G.726

G5M 6.10
G.711A
G.722

- G.729A -

Up | Down | Remove | Add I

Emergency Destination Number: | |

Permissions to monitor this account: | |

Log Registration Changes: [No Logging [=]

Save

Figure 6-4. Registration Settings
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Use the following information when configuring the resistration settings shown in Figure 6-4:

Trusted IP Addresses: This setting dictates which IP address or addresses can be registered to this
extension. The system will accept registrations only from the specified IP addresses. For example, if
the extension has been set to 192.168.1.2 and 192.168.1.5 tries to register, it will be denied
with a 403 forbidden message. Use a space as a separator when entering multiple IP addresses. To
indicate subnets, use a slash and the number of significant bits behind it (e.g., 192.168.2.0/24).

Bind to MAC Address: This field is used to bind the registration to a specific user agent. To find
the MAC address for a phone, press the “?” on the telephone keypad. The MAC address will appear
in the telephone display.

Parameters 1 through 3: Parameters 1 through 3 can be used in various places as generic, exten-
sion-related parameters. All parameters can be used to TAG extra fields onto the REPLACEMENT
part of the dial plan, a way of passing information out of the system (in SIP) to another server. This
is normally used for billing, e.g., sip:*@\r;idl=\x;id2=\y;id3=\z.

—  Parameter 1: If set, it will be used in as CLI if set on an outbound call.

— Parameter 2: This field is a tagging field. Whatever is placed in this field will appear in the
SOAP lookup mechanism.

— Parameter 3:

EPID: EndPoint Identifier is a random number created by the system. The EPID is sent on all
911 calls, enabling the PSAP to call the extension back directly if the phone is disconnected or the
person hangs up. The EPID is essentially a DID for that extension and ensures that a returned

call will reach the extension from which the call originated even if there is an auto attendant in the
middle. This works to enable 911’s E911 service.

Lines: The lines parameter is used during provisioning to tell the phone how many line keys it
should allocate (whenever applicable). The line feature is also used to restrict the number of calls
that an extension can make. For example, if 1 is used in this field, then calls cannot be made
simultaneously from both the office phone and the home office phone. During an active call, the
system will neither page the extension nor perform intercom calls to that extension.

Max. number of concurrent registrations per extensions: This setting is used to restricted the
number of phones that can be registered to an extension. This is useful for service providers or
enterprises that want to ensure only one phone is registered per extension.

Credit for outbound calls: This setting allows you to place a limit on outbound calling for the
extension only. You can also place a limit on outbound calling at the domain level (see Credit for

outbound calls on page 64).

Override Codec Preference: This setting allows you to specify the codec preference for the exten-
sion. This setting is useful for a remote phone with limited bandwidth, as you can force a low bit
rate codec like GSM or G.729 to be used on the extension. The format for this setting is similar to
the Port Setup section of the system.

Emergency Destination Number: This setting is used when you are running the extension in a re-
mote location where a different police department should be called. You will need to find the Pub-
lic Safety Answering Point (PSAP) for this number; however, it is not a guarantee that a call will be
routed there, so ensure that this is tested or approved if your carrier does not have 911 service.

Permissions to monitor this account: Enter the extensions that are permitted to monitor this
extension.

Log Registration Changes: This setting allows the domain administrator to specify a log level for
registration log messages specifically for the extension. This setting makes tracking down registra-
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tion problems easier. You can also decide who should receive an email when the registration status
does change—the administrator, the user, or both.

Log Registration Changes: Mo Loggin i

Email to administrator
Email to user
Email to administrater and user
Log Level 9
Log Level 8
Log Level 7
Log Level &
Log Level 5
Log Level 4
Log Level 3
1Log Level 2
{1Log Level 1
Log Level O

Click here to clear the registrations.

Current Registrations

Displayed at the bottom of the Registrations page are the current registrations (if any exist) for the account.
Important information includes the type of registration, the registered contact address (as indicated in the
registration message), and the length of time the contact has been registered. “REGISTER” in the Type
field indicates a standard registration for receiving calls. Other registrations address specific event types, like
message waiting indications.

Type Target Contact Device Expires Reboot
message- sip!508@192.165.1.191:1046 transport=tcp; line=7gfbgx12

summary S0& ftopi192.166.1.191:1046) snom370/7.3.23 6l check-sync
REGISTER 503 ?t'g'ffgz@igg'16189'1Zi%i;%ms"transnmt:tcp""ne=?gfng12 snomM370¢7.3.23 50 check-sync
RESISTER cos iég';!lsgg@légzz.égsi%f::22005522)jtransport=tcpjI|ne=8g38mrue snom360/7.3.23 63 U P
REGISTER 08 f{gﬁ??%?zzégaléf. :22005522)"”5"5'3“:@""”e=2mwgt8br snom360/7.3.23 63 check-syne
message- sip:508@192.165.1.3: 2052 transport=tcp;line=2mwgtebr

summary 308 {topi76,127,220,131:2052) snom3e0/7.3.23 75 check-syne
message- sip:508@192.165.1.3:2052;transport=tcp; line=8g38mrue

surnmary Robyn {tep:76.127.220.131: 2052} snom360/7.3.23 47 check-sync

Click here to clear the registrations.

Clearing registrations: To clear all registrations, use the link at the bottom the page. Be sure to refresh the
registration from the user agent so that you are able to call it.

Emergency Destination Mumber: | |

Permissions to meniter this account: | |

Log Registration Changes: £ Mo Lagging Ll

Click here to clear the registrations.

Add Contact: |

Sending a reboot request: You may also send a reboot request to the phone by clicking the check sync link.
This way, you don't have to use the web interface of the device or even go to the phone to reboot it (for ex-

ample, to read new configuration data).

Type Target Contact Device Expires Reboot
<5ip:50@192.168,0.32:1024;line=ibvalei3>;reg-id=1;q9=1.0;+sip.instance="<urn:uuid:h557 4chc-
e65a3-4b8f-89c4-493d3390fa47 7 =";audio;mobility ="fixed";duplex="full";description="snom320";

REGISTER 50 actar="principal";events="dialog"; snom820/8.2.29 372 check-sync
methods="INWITEACK,CANCELBYEREFER,OPTIONS,NOTIFY, SUBSCRIBE,PRACK, MESSAGE, INFO"
(udp:192.168,0,32:1024)

Click here to clear the registrations.,
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Manual registrations: You can also add a registration manually. Manual registrations are useful for devices
like Microsoft speech server that do not support registrations.

Static registrations: Static registrations can be used to call any other number.

Permission Settings

Permission settings allow administrators to define which features the extension can use. The permissions to
jump into calls and listen to conversations may be legally restricted in certain countries, so use extra caution
here. The permission to override DND is useful for assistant extensions that are responsible for screening

calls.

" Settings [ Accounts Trunks ) Dial-Plans & Status Admin

I
Search Accounts - enter at least 2 characters: | |

Edit Extension 50

Administration Permissions: '@"
Domain Administrator: ¥ an { off

call Permissions: @

Barge into calls of the following extensions: |5I35

Teaching [whisper mode) for the following extensions: |5 i0

Listen in to calls of the following extensions: |

Intercem to the fellowing extensions: |51

Domain accounts that can be put into night mode: |1DD

May clean up the following extensions: |

|
|
|
Call the following extensions even if DND is set: | |
|
|
|
|

Only the following extensions may call this extension: |

Note: When entering extensions in this section, use a space as a separator if specifying multiple extensions.
You may use wildcards, for example, an asterisk (*), to match all extensions of the domain.

Administration Permissions

m  Domain Administrator: The permission to manage the domain should be given only to those
who are allowed to change passwords, create or delete accounts, change dial plans and rates, and so

forth.

Call Permissions

m Barge into calls of the following extensions: Call Barge-in allows a third party to barge into an
in-process call. Typically, this third person is either a secretary contacting the boss or possibly a
co-worker in the next cube who needs help on a call. The permissions to jump into calls and listen
to conversations may be legally restricted in certain countries; please use extra caution here. Once
permission has been set, Call Barge-in can be activated using the *81 star code (see page 298).

m  Teaching (whisper mode) for the following extensions: Call Teach mode allows a third party on
a line with only one of the parties knowing. This is typically useful in a call center when a trainer
wants to offer tips to a new agent without the customer knowing. Once permission has been set,
Call Teach can be activated using the *82 star code (see page 298).
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Listen in on calls of the following extensions: In Listen-In mode, a third party can listen in
without being detected. The two parties speaking to each other are not aware of the listen-in. Users
with permission to use Listen-in can activate it using the *83 star code (see page 299).

Call the following extensions even if DND is set: If this flag is set, the account will be permitted
to call the extension indicated in this field, even if that extension is currently on DND. This applies
only to DND which has been set on the system. The permission to override DND is useful for
extensions being used by assistants who are responsible for screening calls.

Intercom to the following extensions: This feature is used for communicating with one other
person. The two parties must each have their own extension number (Intercom will not work be-
tween two phones that are registered to the same extension). Users with permission to intercom can

activate it using the *90 star code (see page 289).

Domain accounts that can be put into night mode: This feature enables users to forward domain
accounts (e.g., auto attendant, hunt group, etc.) to their own extension. Domain accounts that are
entered into this field can be put into night mode by this user. Star code *80 is used to activate this

feature (see page 297).
May clean up the following extensions: This feature enables an extension to clean up other exten-

sions and is useful in a hotel implementation where voicemail must be cleaned out and greetings
reset. Star code *84 is used to activate this feature (see page 300).

Only the following extensions may call this extension: This feature can be used to limit the us-
ers who can call another user’s extension.
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7/

SERVICE FLAGS

Service flags give companies professional methods for handling callers who call after normal business hours.
These options include (1) night service, which redirects callers to the extension or phone number of the
person covering the business during closed hours, (2) voicemail, which allows the customer to leave a mes-
sage and the company to respond as necessary, and (3) a recording of important information (e.g., hours of
operation, directions, contact information).

Night
Service
Account

|

A single service flag can be used for several accounts simultaneously, such as an auto attendant, an agent
group, and a hunt group. Service flags can be controlled both automatically and manually and can be con-
figured so that an LED on a user’s phone will indicate whether the service flag is active or not. Other service
flag features are listed in Table 7-1

Table 7-1.  Service Flag Features

Feature Functionality Benefit

Automatic or Service flags can be operated either auto- Automatic mode allows businesses

agent group
control

situations (normal operation, extra busy day,
shorthanded staff day), and their activation
can be controlled with manual service flags.

manual matically or manually. When service flags with consistent closing hours to have
are used manually, users must press a button | the service flag activate on its own.
or dial the service flag account number to Manual mode is useful for businesses
activate or deactivate it. with irregular closing times and for
those who want to control it at a
moment’s notice.
Hunt group and  Several hunt groups can be used for different  Quickly shift between plans to

reallocate calls, services, and staff.
Advanced planning allows you to

prepare for the call load.

Controlled access

to flags

Users can switch the service flag on and off.

Service flag control can be limited
to managers at any on-site or remote
location.
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Feature Functionality

Benefit

Auto attendant Auto attendants are used to answer incom-

Use several auto attendants to reduce

multi-account ple accounts (e.g., hunt group, agent group,
and auto attendant). All accounts using the

flag will switch on or off simultaneously.

activation

control ing calls and direct them to other destina- | the risk of losing business. Create
tions. Service flags let you control the one for day, lunch, and night (or
greeting that is used and where the calls are | prepare one in advance for unexpect-
directed. ed closures) and switch as needed.
Turn them off/on from a remote lo-
cation by phone or via the Internet.
Simultaneous The same service flag can be used for multi-  Prepare several complete business

communication scenarios, and
switch to any one of them quickly.

Visual indication ~ When a service flag has been turned on or
off, the system sends a message to selected
phones. When the service flag has been
activated, a designated LED on phones that

are configured to receive this indication will

Viewing the service flag activity can
be limited to managers at any on-site
or remote location.

light.
Cell phone Cell phones can be linked to service flags. If
control an extension has subscribed to a service flag,

then any calls made to that extension will
be sent to the user’s cell phone when that
service flag is on.

After-hours calls can be sent to a
manager’s cell phone automatically.
By using multiple after-hours service
flags, calls can be sent to the appro-
priate manager on different days of
the week.

Setting up a Service Flag Account

This section provides instructions for creating and configuring a service flag account:

1. From the Accounts tab, click Create and select Service Flag from the dropdown:

o Rettings Arfrwnis 4 Tnmbs 05 DalPlans 5 Stalies admin

&

Create New Accounts: &

RCCOURTE Bre Furiery. CNET O SN G B O Ehe PIA, Phaams select B SS0Sunt Dyps UL ¥ou would ke £G crese
Wig: You My enber moca than one rane, B you use 3 space beiwenn the namas, the PEE will st g
slaah hetwenn (b naves, o will S0 0p S aecoart with Siffeest S named. For sdmols, "17 0 hes
Bccants, the fret with the namos 133 ard thea and tha secend with the namas. |24 and fred

Aot Typs
ACCMET METES (g "LEET Teasris

waveral accounts for vou. 1 vou use @
TR will e D P

2. In the Account Name field, enter an extension number and/or alias, i.e., a DID number. When
entering an alias in addition to an extension number, use the following syntax:

505/9781234567

Alias accounts can give the impression that your system has more accounts than it actually has and
can clutter it up. If this happens, you can hide aliased accounts under accounts page at the do-

main level (Domain > Settings).

To create multiple accounts at the same time, use a space between the numbers:

505 506 507
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3.

Click Create. When the page reloads, click List and open the account.

L}E’ Settings | | Accounts % Trunks (= Dial-Plans o Status Admin

Edit Service Flag 600

Identity: (2]
Account Number(s): |600 |

Description: (7]

Mode: ﬂ i Manual i:l

Current State: ﬂ Day/Night

Display Name: |ServiceFIagNight | EBeep tone ;Vl

Confirmation tone: | Beep tone El Beep tone .
Service active/inactive

Extensions that may change status: |511 | Day/night

Permissions to monitor this account: |513 |

Save

Use the following information to complete the service flag configuration:

m  Account Number: This field takes an extension number and/or DID number(s). The number
of DIDs is unlimited.

m  Mode: The service flag can be controlled either manually or automatically. Choose a mode:

— Manual: A manual service flag must be activated/deactivated manually (see “Setting/Clear-

ing a Service Flag” on page 125).

— Day/Night: A day/night service flag is controlled automatically according to a schedule you
create. Following is a sample schedule:

Description: ©

Mode: (Day/ight [

Display Name: |Night |
Confirmation tone: | Day/night [~]

Permissions to monitor this account: | |
Monday: l09:00A-5:00P |
Tuesday: |09:004-5:00P |
Wednesday: |09:004-5:00P |
Thursday: |09:004-5:00P |
Friday: [09:004-5:00P |
Saturday: | |
Sunday: | |
Holidays: [12/24 12/25 |

When creating a schedule for a day/night service flag, refer to Table 7-2.

m  Display Name: This setting allows you to enter a small description of the service flag to distin-
guish it from other service flags:

] 106 Service Fldg (Shift 1)
] 107 Service Fldg (Shift 2]
[ 108 Service Fldg (Shift 3)
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m  Current State: This setting is reserved for the manual mode only. Choose Set to activate the
service flag and Clear to deactivate it.

m  Confirmation Tone: Choose the confirmation sound you would like to hear upon turning the
service flag on or off.

— Beep tone: The system will play a short beep to indicate that the service flag has been set or
cleared.

— Service active/inactive
— Day/night

m Extensions that may change status: Enter the extensions that are permitted to change the ser-
vice flag. An asterisk indicates that all users are permitted to change the status.

m  Permissions to monitor this account: Enter the extensions that are permitted to monitor the
service flag.

Table 7-2. Day/Night Service Flag Requirements

Topic Description

Format You can use either of the following formats; however, both formats require start and
end times (e.g., HH:MM-HH:MM):

m  24-hour format (e.g., 21:00 for 9:00 p.m.)

m  English AM/PM style (e.g., 9:00P for 9:00 p.m.)

Multiple time  To specify more than one time segment, use a space between the two segments:

segments = 9:00-12:00 1:00P-7:00P

Holidays To specify the days on which you do not want the schedule to be activated, such as a
holiday or any other day, use the holiday field:

m To specify one day, use the MM/DD format (e.g., 11/24 for November 24).

m  To specify two days, use the MM/DD format with a space between the days
(e.g., 12/24 12/25 for December 24 and 25).

Noon time To specify time during the noon hour (between 12:00 and 1:00 p.m.), you can use
12:00, 12:00D, or 12:00PM. All are treated as day time 12 o’clock.
Midnight To specify midnight, use either 00:00 or 24:00, depending on the start and end times.

m  To start a time period at midnight, use 00:00 (e.g., 00:00-08:00).
m  To end the time at midnight, use 24:00 (16:00-24:00).

Important: The day/night service flag will be active during the time outside the hours that are set in the
service flag. For example, if the service flag is set to 09:00A-5:00P, the status of the service flag will show Set
for all times after 5:00 p.m. and before 9:00 a.m. If night service is being used, calls will be routed to the
indicated extension.

Linking a Service Flag to an Account

Once you have created a service flag, it must be linked to an account before the system will use it. This can
be done using two methods: night service or message only (which can also be configured to allow the caller
to leave a voicemail).
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Method 1: Night Service

The Night Service setting allows you to provide service to callers during after-hours. Callers will be forward-
ed to the new number based on the service flag schedule.

In our example, when service flag 600 is active, auto attendant 500 (an auto attendant with a day message)
will forward calls to extension 501.

1. Create a day Auto Attendant (see Chapter 8).

2. Create a day greeting for the day auto attendant:

@O0 OO®

3. Open the auto attendant account.

Auto Attendant E x [
501 Auto Attendant F X O
508 Extension (Jenny Ryan) @ x [l
509 Extension (Samantha Curley) E x ]

4. In the Service Flag Account field, specify the name of the service flag that will be used (see below).
5. In the Night Service Number field, specify the account where calls will be directed (see below).

Night Service: &
Service Flag Account: o0 TN |
Might Service Number: |501 _// |

6. Click Save.

When the service flag is active, all calls will be forwarded to extension 501.

Multiple Night Service Numbers

You can use service flags to forward callers to multiple destinations depending on the time of day (i.e., a dif-
ferent destinations for different shifts):

1. Create a day auto attendant.
Create the necessary service flags.

Create the night service accounts (these can be auto attendants or extensions).

Ll

Create a greeting for each account being used as night service:

@OOO®OOMWM™
@OOEO®O@O®
@OOEOEOEM™
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5.

From the day auto attendant account, link the service flags to the other accounts.

Night Service: @&
Service Flag Account: |5[m 601 602 |

Night Service Number: 501 502 503 |

Method 2: Message-Only and Voicemail Options

If you don’t want to provide service to callers during after-hours, use the IVR link from the auto attendant
account. From this link, you can provide callers with a single message (e.g., “The office is closed, etc.”) or
provide them with numerous options: the option of dialing another extension, the option of leaving a voice-

mail, or the option of remaining on the line for general assistance.

1.
2.
3.

Create a day auto attendant.
Create a day greeting by entering *98 and the account number (e.g.,*98599).
Create a night service flag and a schedule for the system to follow.

Important: When listing the time schedule in a night service flag, be sure to specify the hours that
your business is opened, as opposed to closed. Service flags become activated during the hours ouzside
your listed schedule, so if the service flag is set to 09:00A-5:00P, the service flag will become activated
anytime after 5:00 p.m. and before 9:00 a.m.

Open the auto attendant account.
Click IVR, as shown below.

Enter the service flag into the Service flag fields, as shown below.

%" Settings [ Accounts %+ Trunks | Dial-Plans Status Admin
B ® o & | 4]

Search Accounts - enter atleast 2 characters: | m

IVR Setup

Welcome greeting: @

Service flag Record from phone Upload WAV file* Current File
985991 ;

*98599%2
[ ] =oesoee=3
] =ogs0ema Browse.

[ 1 gasoses

Override for defualt: *98599 Browse... recordings/att48.wav tx

AL

Play default greeting: @ on ) off

7. From the auto attendant, record a greeting for the night service flag. (In the example shown below,

the auto attendant account is 599.)

@O0 OOOO®
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The audio files will be listed under Current File:

3&%’ Settings _é Accounts | .+ Trunks [ Dial-Plans o Status Admin
Search Accounts - enter atleast 2 characters: | | m
IVR Setup

Welcome greeting: (2]

Record from phone Upload WAV file* Curre ile

= = - 3
98599%1 Browse... recordings/att1_48.wav Q

*=98599=2 Browse...

*08599%3 Browse...

F08599%4 Browse...

*98599=5 Browse..

Override for defualt: *98599 Browse... recordings/att48.wawv Qx

Play default greeting: @ on ) off

8. To give the caller additional choices, choose from the options below:

Entering the destination: (7]

Say "Please enter the extension number™: @ on g off
Say "For our dial by name directory, press [number]” (only if the dial by name number has been sef): ) on @ off
Say "Or remain on the line for general assistance” (only if the redirect on timeout is active): ) on g off

(For the last two options, see “Dial by Name” on page 136 and “Timeout Handling” on page
135.)

9. C(lick Save.

Note: If you need to change the message multiple times throughout the day (e.g., during lunch and after-
hours), create a service flag for each period.

Setting/Clearing a Service Flag

The Set/Clear status of a service flag can be seen from the Accounts tab:

I Account Type (Name) Status

] 106 Service Flag
& 168 Service Flag
O 519 Service Flag (519)
O 653 Service Flag

Automatic service flags will become activated according to a schedule that you create. Manual service flags,
on the other hand, need to be manually activated using one of the following methods.
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Setting a Manual Service Flag from the Phone

Call the service flag extension each time you want to change its state. The confirmation tone that is played is
based on the Confirmation tone setting:

Confirmation tone: EBeep tone vl

Service active/inactive
Day/night

Setting a Manual Service Flag from the Web Interface

A manual service flag can also be set by using the Current State setting in the service flag account. This set-
ting can be toggled between Set and Clear.

Identity: ©
Account Number({s): |GDD

Description: ©
Mode:

Manual

Current State:

Display Name:

Service Flags and Buttons

Using a Button to Activate a Service Flag

To activate/deactivate a service flag using a button, add a service flag button to the button profile of the
extension that will be using it. (The instructions below assume you are adding the button from Domain >
Settings > Button; however, it can be done from the extension itself.)

1. Open a button profile (or create one).

2. In the Name field, name the button (use a numerical value).

3. From the Type dropdown, choose Service flag.

4.  Enter the service flag account number into the Parameter field.
Name Type Parameter
| ||Nc:|t assigned El | |
|1 ||M0nit0r extension (on PAC) El |565 |
2 Speed dial | |0783731524
|3 ||5ervi::e flag El |1[]5 |

5.  Save the profile.

6. Open the extension that will be in charge of activating/deactivating the service flag.
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7. Click Buttons.

8.

From the Configuration Profile dropdown, assign the profile to the extension.

_\;’-’ Settings | [, Accounts .+ Trunks (= Dial-Plans [ Status Admin

Search Accounts - enter atleast 2 characters:

Button List:

Please specify which button profile you want to assign to the extension. You may either assign a standard te
extension-specific profile. If you are using a standard template you may turn this into a extension specific pro
pressing the save button.

Configuration Profile: | Extension specific profile = |
No specific profile

12 buttons
Name Typ S bt Parameter
| |[ Mot 2 Front Desk B |
- NewButtonProfile
|1 ” b, Extension specific profile - | |501 |

[2 |[ speed dial [+][9783731234 |

From the phone, press the button configured as Service flag. It will toggle between Set and Clear.
The values assigned to the buttons correspond with the locations shown below:

OO0~ WON =
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AUTO ATT

ENDANT

CHAPTER
8

The auto attendant functions like a virtual receptionist, connecting incoming calls to extensions and other

devices that have been configured to the system. The auto attendant often announces a company’s name,

followed by a selection of dialing options. A typical welcome message might be “Thank you for calling
Company ABC, “for Sales, press 1,” “for Accounts, press 2,” and “for the dial-by-name directory, press 4.

Callers press the number that corresponds with their selection and are directed accordingly.

“If you know
your party's
extension, you

may dial it now.”

> 3 &

“Welcome to
.| CompanyABC” I.

“Press 1 “Press 2 “Press 3

for Sales” for Support” for Accounting”

Figure 8-1. Auto Attendant Welcome Message

“For our
dial-by-name
directory,
press 4"

Tasks performed by the auto attendant include searching for names, entering extension numbers, protecting
certain extensions (e.g., phones that are on DND), and redirecting calls to external numbers. The auto atten-
dant also performs other less visible tasks like calling back when an extension becomes available or redirect-
ing calls into the mailbox.

The auto attendant can be configured to play time-dependent messages so that callers can be informed about
a company’s hours, and it can be configured to redirect calls to other extensions after normal business hours.
This is known as night service and is configured through service flags.

Table 8-1. Auto Attendant Features

Feature Functionality Benefit
Dial-by-name The dial-by-name feature helps callers reach The auto attendant can send a
service the correct person when they don’t know the | caller to an extension, a confer-
extension of the party they are trying to reach. | ence room, or a cell phone. This
Callers can enter the first or last name of per- | improves the caller’s experience.
son, and the auto attendant will play back the
names that match the entry. Once the caller
has made a choice, the auto attendant will con-
nect the call.
Non- The auto attendant can be programmed with a | Call flow can be controlled for
reachable exten- | list of extensions that callers will be unable to | executives and others needing this
sions reach. service.
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Feature

Functionality

Benefit

Transfer to cell

phone

By setting an extension’s mailbox escape ac-
count to an auto attendant, callers will be able
to access that extension’s Personal Virtual As-
sistant, which can be configured to provide the
caller with the option of being transferred to
that user’s cell phone.

Callers can be provided with addi-
tional options, such as directions
and latest news.

Selectable greetings

The auto attendant can be configured to play
different greetings at various times of day. This
feature allows you to have a different morn-
ing, lunch, after-hours, weekend, and holiday
greetings.

A company can present a better
image.

Nested auto at-

An auto attendant can be created within an-

Nested auto attendants allow call-

Greetings can also be recorded by a profes-
sional recording studio and uploaded into the
system via the Internet.

tendants other auto attendant. ers to get closer to their desired
destination.
Camp On and Callers with a valid caller-ID can “camp on” The caller is given a choice when
callback a busy extension and receive a callback once an extension they are trying to
the extension becomes available. (The system | reach is busy, and communication
tracks a person’s availability by monitoring key- | is expedited.
pad activity.) Offer Camp On must be enabled
from the domain settings (see page 66).
Cell phone recog- | Callers who call into the auto attendant from | Users can access star codes when
nition a cell phone that has been configured to their | away from their extension phone.
extension are recognized by the system and can
access the Personal Virtual Assistant.
Blacklist Callers on an extension’s blacklist are required | Workers are not disturbed by
control to identify themselves before being transferred | unwanted callers.
by the auto attendant.
Direct or WAV Auto attendant greetings can be recorded Professional greetings give a com-
greetings directly into the system from selected phones. | pany a positive image.

Fax detection

The auto attendant can be configured to listen
for a fax calling tone (the CNG tone). Upon
detecting the tone, the system will transfer the
call to its destination.

You can publish your main tele-
phone number as your fax num-
ber (a separate telephone line is
not necessary).

How an Auto Attendant Works

This section details the events that occur from the time the caller first reaches the auto attendant until the

caller is connected.

Welcome Message

When someone calls into the auto attendant, the auto attendant plays a welcome message. The welcome
message can be a standard message or one that varies according to time of day or week (see “Multiple Mes-
sages— I'ime-Based Configuration” on page 132). The caller can press the star key to skip the welcome mes-
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sage and go directly to the menu where the auto attendant asks for the destination, or the caller can listen to
the available options (see Figure 8-1).

Processing User Input

Once the user has made a selection, the system must process the selection. Depending on whether the user
entered numbers or letters, the process varies.

Numerical Input

In the simplest case, the system collects the digits for an extension and calls that extension, but the system
also checks for direct destinations that might be associated with the input. Direct destinations are pre-con-
figured destination fields that can be used to direct inbound calls to popular destinations like sales, support,
and accounting (direct destinations are discussed on page 137). When an extension overlaps with a direct
destination, the system calls the direct destination unless the auto attendant has been configured with a
timeout. A timeout gives the system enough time to assess the user’s complete input before connecting the
call. For example, if a user enters 155 for an extension, but the system is using a “1” as a direct destination
to Sales, the caller will be connected to Sales unless a timeout is in place. Figure 8-2 shows how user input is
processed (based on an auto attendant similar to that shown in Figure 8-1).

Input Processing Result

@ @ @ Caller is connected to Sales

(if no timeout is in place).

@ @ @ Caller is connected to extension 455.

@ Caller is connected to Support.

Figure 8-2. Processing Numerical and Dial-by-Name Input

Dial-by-Name Input

When a caller uses the dial-by-name directory and has entered enough digits, the auto attendant searches
through a name-searching directory. The digits correspond to the letters that are printed on the keypad but-
ton (2 = ABC, 3 = DEE etc.). Key “0” maps only to the symbol “0,” and key “1” maps to all other charac-
ters. In cases when the result is not unique, the auto attendant recites a list of matching names. When the
user does not press anything, the auto attendant redirects the call to another destination.

Ringing an Extension

Once the auto attendant has processed the user’s input, the auto attendant calls the extension. If the exten-
sion is not available and the user has only one line (see user’s Registrations tab), the caller will be sent di-
rectly to the extension’s voicemail. If more than one line has been designated to the extension, the caller will
hear ringback and the user will hear a beeping noise (call waiting). If the extension does not pick up within
the specified timeout, the caller will be sent to voicemail.

If the extension has specified a cell phone number and the time of day permits the inclusion of the cell
phone, the auto attendant will include the cell phone in its list of ringing devices. This step may be delayed
for a few seconds, allowing a user who is near the desktop phone the chance to pick up the call from that
phone first. The ringback tone from the cell phone is ignored, preventing the caller from knowing where the
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call is picked up. While the extension is ringing, the caller can press the star key to cancel the call and enter
a new number.

When the Extension Does Not Pick Up

If a user has programmed a redirection from an extension and does not pick up the call from that phone, the
auto attendant will handle the call in one of two ways:

m If the call comes from an outside user, the caller will be sent to the extension’s voicemail after the
mailbox timeout has lapsed.

m If the call comes from either another extension or from a cell phone that is configured to an exten-
sion, the user can either camp on the extension or leave a mailbox message.

If the user has configured the extension to receive emails for missed calls, the auto attendant will also send an
email about the missed call.

Blacklisted Callers and Anonymous Calls

Once the auto attendant intercepts a call from a blacklisted contact or from a caller who does not have a
caller-ID, the caller is required to leave a name. The auto attendant then calls the extension and informs the
user of the call. The user can then accept or reject the call. If the call is rejected, it is sent to the mailbox or
the busy-extension rules apply. (The caller will hear music while waiting.)

Multiple Messages—Time-Based Configuration

A single auto attendant can be configured to play up to five different messages at different times of day. This
is done through the use of service flags (see Chapter 7, “Service Flags”), which must be configured to corre-
spond with the message that is linked to it.

Setting up an Auto Attendant

This section provides instructions for creating and configuring an auto attendant account.
1. From the Accounts tab, click Create and select Auto Attendant from the dropdown.

Create New Accounts; &

hat you would like i
ail | setl up rits for you. If you use a

ikl

[Aaite Attendant =|
smes [e.g. “1Z3 feuerstein®):  [750

2. In the Account Name field, enter an extension number and/or alias, i.e., a DID number. When
entering an alias in addition to an extension number, use the following syntax:

505/9781234567

Note: If you use a space instead of a slash (505 9781234567), you will create two separate accounts
that will be unrelated to each other.

Alias accounts can give the impression that your system has more accounts than it actually has and
can clutter it up. If this occurs, you can hide aliased accounts under accounts page at the domain

level (see page 66).
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To create multiple accounts at the same time, use a space between the numbers:
505 506 507
Click Create.

4. Once the page reloads, click List, open the account, and configure it as described in the following
sections.

Auto Attendant Behavior

The identity and behavior of the auto attendant (Figure 8-3) are discussed in this section. Identity settings al-
low you to determine how the auto attendant can be reached by outside callers (e.g., extension number, DID
number, or a combination of both). Behavior settings allow you to specify a wide range of settings, e.g.,
dial-by-name settings, recording settings, and monitoring settings.

Identity: &
Account Number(s): |??? |
Mame (e.g. Attendant 1): |Main Al |

Behavior: @

Extension Input: | When Extension Matches E'

Say Name: iy No @ Yes

Accounts that cannot be called: |533 544 |
Accounts that may record a message: [511 513 |
Dial Plan for outbound calls: | Domain Default E|

ANI: |978-123-4567 |
Send daily CDR report to: |name@pbxnsip.cum |
Set Language: | English [~]

Second Language: | Only one language El

Permissions to monitor this account: [520

Wait before answering the call (secs): ﬂ

Treat star (*) as special key: @ Yes & No

Figure 8-3. Auto Attendant Behavior

ldentity

m  Account Number(s): This field takes extension number(s) and/or DID number(s). The number of
DIDs that can be entered into this field is unlimited.

m  Name: This field allows you to create an alias so that you can quickly identify the auto attendant
among other auto attendants. For example, you might use the names Day Auto Attendant and
Night Auto Attendant to distinguish them from one another.

[ 107 Auto Attendant]{Day Auto Attendant)
[ 109 Auto Attendant|{Night Auto Attendant)
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Behavior

m Extension Input: This setting allows you to determine when the auto attendant will begin the
search for an extension that matches the user’s input. The available options are detailed below:

— When Extension Matches: The auto attendant will wait until the caller’s digit sequence
matches an existing account. Once the auto attendant finds a match, it will call that exten-
sion. This mechanism is useful when accounts of varying name length are used; however, it
might be annoying to callers who enter a nonexisting number since the auto attendant will
never begin the search.

— After 1/2/3/4/5 Digit Input: 'The auto attendant will wait until the correct number of digits
has been entered before it will begin looking for an account that matches. If the account does
not exist, the system will play an announcement indicating that the extension does not exist.

— User Must Hit Pound: The auto attendant will wait until the user hits the # sign before
searching for an extension. This mode is useful in variable-length scenarios.

m  Say Name: When this setting is enabled, the system announces the name that was recorded for
the account being called. If the user did not record a name, the system will play back the extension
number.

m  Accounts that may record a message: Enter the extensions that are allowed to record auto atten-
dant messages.

Warning: Leaving this field blank can be risky, as all users will be permitted to record messages, and
there is nothing preventing the creation of bogus recordings.

m Dial Plan for outbound calls: Choose the dial plan that you would like the system to use when

routing calls to an outside provider. (For more information about dial plans, see Chapter 5, “Dial
Plans.”)

— Domain default: (This is the dial plan that is on the settings page of the domain.)
— Outgoing: (You could make it dial plan restrictive.)

m  ANI: Automatic Number Identification (ANI) is a mechanism that allows phone companies to
determine which account should be charged for a call. The ANI is automatically sent to wherever
the call is made, and although ANI seems similar to caller-ID, the two are quite different. Caller-
ID often reflects the main number of a business, rather than the actual number that made the call.
In addition, the ANI shows the class of service of the phone number, while caller-ID shows only
the name and number.

m  Send daily CDR report to: The call data record (CDR) lists all calls that come into the auto atten-
dant. The report is sent nightly at midnight to the email address listed in this field (e.g., voicemail@
snom.com). Only one email address is allowed in this field.

m  Set Language: The auto attendant supports multiple-language environments. You may explicitly
specify the language that should be used as the primary language. This setting may differ from the
default language in the domain. If you do not select a language, calls that come in from another
auto attendant will use its chosen language if that auto attendant’s language has been set.

m  Second Language: If you are operating the system in a dual-language environment (for example,
Germany and France), you may want to offer callers a second language. To set this up, use direct
destinations, as shown in Figure 8-4. The destination that you send the caller to should have the
announced language. If you do not enter a destination, the system will switch the language but
continue waiting for input. When a hash sign is placed after a direct destination, the system will
wait a few seconds to prevent a conflict with extensions beginning with the same number (in this
case, a “1,” as shown in the example below).
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Direct Destinations: &

User Input: Destination: Gap Time(sec)
|1# ||Announce 2nd language |Z| |555 |
2 |[For sales, ... [+] [s18519 |
|3 || For support, ... |E| |511 |
|D || For all other inquiries, ... |Z| |5?D |
|F# || Mo playback |Z| |201 | ﬂ

Figure 8-4. Auto Attendant's Second Language Feature

Note: Although the system’s language default is limited to two languages, additional languages can
be offered by creating multiple auto attendants in different languages. For example, you could set
up the first auto attendant to offer a menu of language choices (e.g., “for English, press 1,” “for
French, press 2,” or “for German, press 3”). 'The first auto attendant would be the English auto
attendant, the second would be French, and the third would be German. In a scenario such as this,
each auto attendant would be set to its respective language. See “Audio Prompts” in Chapter 17 for
more information on audio prompts and languages that can be downloaded.

Permissions to monitor this account: By default, the snom ONE telephone system allows

any phone within the domain to monitor an auto attendant account. The account is monitored
through the busy lamp field (BLF). To permit only certain extensions to monitor the account, enter
those extensions here.

Wait before answering the call: This setting determines the number of seconds that will lapse be-
tween the time the system picks up the call and the time the welcome message begins playing. Use
this setting if the initial part of the greeting is cut off.

Treat star (*) as special key: This setting allows you to configure the system so that the star (*) key

will receive no special treatment when entered by the user, e.g., it cannot be used to redirect the
user to the operator. If this feature is deactivated, the star will be treated like any other key (0-9)

when the auto attendant is playing a message.

Timeout Handling

The timeout functionality allows you to provide callers with a way to exit the auto attendant if they are call-
ing from phones that have no dual-tone multi-frequency (DTMF) signaling (i.e., Touch-Tone). Without
DTMEF signaling, callers are not able to press the auto attendant options and would otherwise be stuck. The
timeout functionality allows you to specify how long the auto attendant should wait before it redirects the

call or hangs up.

Timeout Handling: &

Redirect Number: 555
Timeout (s): 60 |-
Hangup Timeout: 1204~
MNumber of times to repeat the welcome message: 3 |-
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Redirect Number: This setting allows to you to tell the auto attendant where to direct a call when
a caller does not enter the required information within the set timeout period. Enter an extension
number into this field.

Timeout(s): The auto attendant will redirect a caller to the redirect number after a specified num-
ber of seconds.

Hangup Timeout: The auto attendant will terminate a call after a specified number of seconds if
the user does not enter anything. This feature call help clear a call when the PSTN gateway is not
able to detect that the caller has already hung up.

Number of times to repeat the welcome message: This setting determines the number of times
the welcome message is played.

Night Service

Night service is used to redirect calls to other extensions or phone numbers during certain times of the day/

night or other events that are outside normal business hours. Before night service can be used, a Service Flag

account must be created for each night service number (see Chapter 7, “Service Flags”).

Service Flag Account: Once you have created the service flag account(s), enter the number of the
account(s) as shown below.

Night Service: &
Service Flag Account: |GDD 601 |

Might Service Number: | |

Night Service Number: Once a service flag is in place, the auto attendant can redirect calls direct-
ly to the indicated night service number(s). Internal extensions or external number phone numbers
may be used in this field.

Note: You may specify more than one night service flag (separated by a space). The first service flag
account will correspond to the first night service number, and the second service flag account will
correspond to the second night service number, etc.

Note: You can also use a special character pattern (#L) to activate the service flag when all agents
are logged out, even if the logout period is within normal working hours. All calls will automati-
cally be redirected to the specified night service number(s).

Night Service: &
Service Flag Account: |6DD 601 |

Might Service Number: |EDD 501 #L |

Dial-by-Name

The Dial-by-Name feature allows callers to enter numbers from their telephone keypad. The system will

search for corresponding names:

Dial By Name: ©

Input that triggers name search: |4

Start Search: |After 3 Digit Input El
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m Input that triggers name search: Specify the number of digits that a user may enter.

m  Start search: This setting determines the number of digits that will be required before the system
begins searching for corresponding names. When there are several matches, the system will list the
available matches in a menu. The caller can always cancel the search by pressing the star (*) key.

Direct Destinations

The Direct Destinations feature is somewhat like a built-in version of the IVR system. To direct inbound
calls to specified extensions, you can use the pre-configured destination fields and link them to pre-recorded
announcements and user input options. Using the sample shown below, the auto attendant’s welcome mes-
sage will be as follows: “For Sales, press 1. For Support, press 2. For Accounting, press 3. For all other inqui-
ries, press 0.” (The user input options are linked to extensions 555, 518, 511, and 570.)

When configuring straightforward, uncomplicated auto attendants, direct destinations are a great solution.
However, when configuring auto attendants that require advanced IVR development and functionality, the

IVR node is recommended (see Chapter 13).

Direct Destinations: &

User Input: Destination: Gap Time(sec)
|1 ||F0r sales, ... |E| |555 | I:E
|2 ||F0r support, ... |E| |518 | | E i"l
|3 ||F0r accounting, ... |Z| |511 | | 0
; — 1
|9# ||For all other inquiries, ... |Z| |5?U | | E
|F ||No playback |z| |Faxext | | 3
4
|0 ||For the operator, ... |Z| |5?D | | [
| | [0 playback =] | R
| | [Mo playback [-] | | [ [z
| ||No playback Izl | | :l
| | [Mo playback -] | | [ [

Once the direct destination links have been established, the system will call the destination number when-
ever a caller enters the number that is associated with it. In the sample shown above, when the caller presses
1, the call will be connected to extension 555.

By placing a pound sign after the direct destination (e.g., “1#”), the system will wait 3 seconds before dialing
the direct destination. This is useful if you have extension numbers in the 100 range (101, 102, etc.). The
3-second delay ensures that the caller’s complete input (e.g., 101) will be processed rather than just the first
digit.

m  Input number: This number can be one or multiple digits; however, the system dials direct des-
tinations immediately after a user has provided keypad input, so overlapping between a direct
destination and an extension number can be a problem. For example, extensions starting with
“1” would conflict with a direct destination of “1” because the system would be unable to dial the
extension number. The best way to avoid this situation is to choose extension numbers that do not
overlap with either direct destinations or mailbox and outbound call prefixes. The extension range
4xx through 7xx meets these criteria.

If circumstances render it difficult to change the extension assignments (e.g., business cards with
extension numbers are already in circulation), a timeout mechanism can be used. By placing a
pound sign after the direct destination (e.g., “1#”), the system will wait for 3 seconds before it dials
the direct destination.
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To redirect fax messages to a specific destination, you can use the direct destination “F”. The CNG
tone that announces a fax tone is recognized by the system and is translated into the “F” key.

Destination: This number can be either an internal number (e.g., an extension or conference

room) or an external number.

When more than ten direct dial options are needed, auto attendants can be nested within one an-

other as shown in the next section, “Nesting Auto Attendants.”

Gap time: This setting determines the number of seconds that will lapse between the audio: e.g.,

“For sales, press 17 (3 seconds), “For accounting, press 2” (3 seconds), etc.

Nesting Auto Attendants

Nesting auto attendants within other auto attendant allows for a sophisticated hierarchy of information. Fig-
ure 8-5 depicts three auto attendants nested within the main auto attendant. This model could be developed
even further to include nine additional auto attendants, one for each of the boxes shown to the right (i.e., an
auto attendant could be created for product A that would include prompts that are specific to that product).

To create a nested auto attendant, individual auto attendant accounts must be set up (see “Setting up an
Auto Attendant Account” on page 132). Using the model shown in Figure 8-5, four auto attendant ac-
counts are needed. Extension 554 can be the main auto attendant, and extensions 555, 556, and 557 can be

For Sales, press 1.

For product A, press 1.

0

For product B, press 2.

Auto For Accounting, press 2.

(1)
L

2]

For product C, press 3.

=)

To make a payment, press 1. @

Attendant

For Support, press 3.

(2]
2

To hear your balance, press 2. @

To speak to an agent, press 3. @

To reset password, press 1. @

For help with xxxx, press 2.

Figure 8-5. Nested Auto Attendants

nested within it (Figure 8-6).

(3]
2

2]

To speak to an agent, press 3. m
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For product A, press 1. @

For Sales, press 1. 555 For product B, press 2. @

For product C, press 3. @

To make a payment, press 1. @

554 For Accounting, press 2. 55 To hear your balance, press 2. @

£

To speak to an agent, press 3. @

To reset password, press 1. @

For Support, press 3. For help with xxxx, press 2.
557 2
)

To speak to an agent, press 3. @

Figure 8-6. Nested Auto Attendants and Direct Destinations

To “nest” the three auto attendants within the main auto attendant, they must be listed as direct destinations
of the main auto attendant.

Direct Destinations: &

User Input: Destination: Gap Time(sec)
|1 || For sales, ... El |555 | :
|2 || For support, ... El |55|5 | :
|3 || For accounting, ... El |55? | :

Figure 8-7. Direct Destination Settings from Web Interface

Welcome Greetings

Overview

From the auto attendant’s IVR settings (Figure 8-8), you can configure the account so that you can control
which announcement plays when callers reach the auto attendant. A single auto attendant to play up to five
different messages at different times of day. For each greeting, a service flag will be needed (see Chapter 7,
“Service Flags,” for instructions on creating service flags), and a corresponding greeting will need to be either

uploaded as a WAV file or recorded using the Record Greeting (*98) star code.
To set up the auto attendant’s messaging system, follow these steps:

1. Open the auto attendant account and click IVR:



140 Deploying the snom ONE IP Telephone System

snom ONE

&é’ Settings _@ Accounts  .# Trunks [ Dial-Plans | Status Admin
Search Accounts - enter at least 2 characters: | | m
IVR Setup

On this page, vou can control what announcement the PEX will play back when the caller reaches the auto attendant and when the
caller is prompted to enter the destination.

2. Enter your greeting into the system either by recording the message using the star code (*98) or by
uploading it as a WAV file. See the next section, “Recording the Greeting.”

Recording the Greeting

Before an extension can record a greeting for an auto attendant account, the extension must have permission
to do so. The permission setting can be found in the auto attendant account and is called Accounts that
may record a message.

Accounts that may record a message: |51 50 |

Once an extension has permission, greetings can be recorded using the Record Greetings star code (*98).
They can also be uploaded as a WAV file by anyone with permission to access the account.

To record greetings using *98:

1. From the telephone keypad, enter *98.

2. Enter the auto attendant account number.

3. Enter the greeting number following by the star key (e.g., 1*).
4.  Press the confirm button.
5

The greeting will automatically be assigned to that auto attendant.

@O0 OOOOW®

6. Repeat these steps for each greeting, recording a new greeting each time (e.g., *2, *3, etc.).
The greetings will appear in the Current File field as shown below:
Welcome greeting: (7]

Service flag Record from phone Upload WAV file* Current File

0 Q850071 Browse.. recordings/attl_39.wav ‘x
0 Q850072 Browse... recordingsfatt2_39.wav¢x

*28500%3 B - recordings/att3_39.wav Qx

*Q8500%4 Browse...

UL
i

*Q8500%5 Browse.

Override for defualt: *98500 Browse.. recordings/att3%.wav ‘x

Play default greeting: @ on ) off
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Note: When a single greeting will be used for all calls, you do not need to specify a greeting number when
using the *98 star code. This greeting is considered the default greeting and will not appear in the Current
File field.

@OOEO®OOM™

To record greetings by uploading WAV files:
1. Using a recording device, record the greeting (use an 8 kHz mono, 16 bit file).
2. Go to the auto attendant’s IVR tab and click Browse.
3. Select the recorded file.
4. Click Save. The file will be placed into the snom/snomONE/recordings directory.

Welcome greeting: &

Service flag Record from phone Upload WAV file* Current File
601 *98500 *1 Open.wav | | Browse_

*98500 *2 Closed.wav I

603 *98500 *3 Hoiday.wav |

Override for defualt: *98500 info

Play default greeting: @ on () off

Filing System and Naming Conventions

All greetings are automatically placed into the recordings directory whether they have been recorded
using *98 or uploaded into the system through the web interface. Unlike uploaded greetings, which can be
named according to a user’s preference, greetings that have been created with *98 are named according to the
system’s syntax rules. Its naming system is based on the greeting number that was recorded and the account
type (personal, auto attendant, agent group, etc.) from which it was recorded. However, the actual account
number is never reflected in the file name of the greeting. For example, if a user creates a personal greet-

ing using *98*1, then the file could be named personall0-1.wav, personal23-1.wav, person-
al24-1.wav, etc. (the numbers 10, 23, and 24 are internal user IDs and could actually be any number).

Table 8-2.  Automatic Naming Conventions for *98 Greetings

Account Type Input Internal Naming System File Name
Personal *98*1 personal<internal user ID>-1.wav personallO-1.wav
Personal *98*2 personal<internal user ID>-2.wav personallO-2.wav
Auto *9870*1 attl_<internal user ID>.wav attl_1l.wav
attendant
Auto *9870*2 att2_<internal user ID>.wav attz_1l.wav
attendant
Agent *9873*1 att2_<internal user ID>.wav acdl_l4.wav
group
Agent group *9873*4 att2_<internal user ID>.wav acd4_1l4.wav

Note I: Internal user IDs are generated by the system.
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Note 2: Numbers in blue indicate account numbers.

Greetings can be viewed from either the Windows environment (Figure 8-8) or the command prompt (Fig-
ure 8-9).

[ ecorims-

gg\ )= | + Program Files (x86) ~ snom + snomOME - recordings - - lmj

Organize * Indudeinlibrary =  Sharewith = Playal Burn  Mew folder

| ﬂ 20100306 ji|personal23-3. wav
‘ 20100907 ) personal24-1.wav
pho¢. company. com ji|personal 24-2. wav
index. tit ji|personal 24-3. wav

Ji|personal23-1.wav
ji|personal23-2.wav
hd

Figure 8-8. Viewing Greetings from the Windows Environment

To view greetings from a command prompt, open a command prompt and navigate to the following path:
C:\snomONE\snom\recordings. When navigating, you can use the following steps:

1. cd .. (thiswill step you back a directory; you may need to repeat this command if you are not at
the C prompt yet)

cd Program Files

cd snom

cd snomONE

cd recordings

dir (this will show the list of WAV files)

C:>cd Program Files (x86)>

AT A ol

C:“Program Files (xB6>>cd snom

C:“Program Files (xB6>“snomicd snomOME

C:“Program Files ¢(xB6>“snom“snomONE}cd recordings
C:“Program Files <(xB86>“snom~snomONE~recordings>dir

Uolume in drive G is 08
Uolume Serial Number iz 6EBD-AFDG

Directory of C:~FProgram Files <(x86)“snom~snomONE“recordings

A1:53 <DIR> -

B1:53 <DIR> - -

a9 :a7 <DIR> 201808786

@5 :25 <DIR> 20188907

A6 =A% index.txt

AL :-Ai <DIR> phx.company.com
a1 :-44 personal23-—1 _vav
Ai:=52 personal2i-2 _uvav
@81:53 personal23-3 _uvav
Al -44 erzsonalld—1 .wav

Figure 8-9. Viewing Greetings from the Command Prompt



HUNT GROUPS

A hunt group is a set of extension numbers that are embedded inside a single virtual extension. Incoming
calls are rotated through the pool of extensions until someone answers and the caller is connected. (Cell
phones can also be configured to be included in calls made to a hunt group.)

CHAPTER
o)

Final stage

Figure 9-1.

Hunt Group Stages

The extension numbers that are part of a hunt group can be arranged into groups known as szages. Each stage
is configured to ring for a specified period before the system begins ringing the next stage. A last-resort or
final stage number (often an auto attendant or a cell phone) can also be used when none of the extensions
pick up the call. A common use case for the hunt group is to use the hunt group as the main number for
incoming calls, then put the receptionist, secretaries, and assistants on the different stages.

Table 9-1 lists the hunt group features.

Table 9-1. Hunt Group Features
Feature Functionality Benefit
Custom Each hunt group can be configured with Employees can determine which hunt
ringing different ring tones. group is calling.
BLF indicator The system can be configured so that the Hunt group activity is visible through the

busy lamp field indicator lights up when
the hunt group is in use.

BLF indicator.

Group name

Hunt groups can have a unique name and

Helps management decide who belongs in

call is answered.

caller-ID can be configured to display the name of | each named group.
the group, the caller’s caller-ID, or both Employees know the nature of the call
when a caller enters a hunt group. before answering it.
Three-stage ~ Hunt groups can be configured to ring 1-3 Managers can direct calls to selected
extension different groups of extensions. The system  groups of extensions in a specified order.
ringing will ring each group in succession until the
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Feature

Functionality

Benefit

Final stage to
cell phone

After calling the extensions listed in stages 1
through 3, the system calls the “final stage”
number, which can be an auto attendant,
an extension, or an external number.

Callers are sent to a manager as a final
means of assistance. This feature can also
be used to gauge whether the group of
extensions is too small or whether the
employees are working properly.

Ring stage

duration

Hunt group stages can be configured to
ring for different durations before the sys-
tem rings the next group of extensions.

Call flow control can be established. Inter-
vals that keep customers waiting a mini-
mum amount of time can be used.

Recordable

calls

Calls made to hunt groups can be recorded
and saved on the system.

Recorded calls can be reviewed by manage-
ment to fine-tune employee performance.
Disputes can be easily resolved by emailing
the recorded conversation.

How the Hunt Group Works

Once a caller has reached a hunt group, the system begins searching for an extension that will answer the
call. Hunt groups can be configured with one to three stages of extensions, and each stage can consist of any
number of extensions. When looking for an extension, the system begins with stage 1. Once the ring stage
duration has been met (page 146), the system stops ringing that group of extensions and begins ringing the
next stage. This scenario continues until all extensions in all stages have been called.

As a last-case scenario, the system rings the “final stage” number, which in this case is a cell phone (Figure
9-2). The final stage number is often an auto attendant or a manager’s cell phone number.

Incoming
call

1. Try

511,

512,513

2. Keep ringing
511,
and add 802 and 803—

512, and 513,

W

3. Final stage

Figure 9-2. Hunt Group Call Flow

Note: If an extension belongs to more than one stage, the extension will continue to ring through each stage.
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Setting up a Hunt Group

This section provides instructions for creating and configuring a hunt group account on the snom ONE
telephone system.

1. From the Accounts tab, click Create and select Hunt Group from the dropdown:

fccounts ara numbers that you can call on the PBX, Please salect the acco
Tip: You may entor more than o |
8 slsh between the names, B .
arcolnts, the fAirer with the nameasz 173 and theo and the secand with the names 124 anpd free

Accaient TyVE Hunt Group .

Account Names (a9, “123/8 fausrstain®):  [790

2. In the Account Name field, enter an extension number and/or alias, i.e., a DID number. When
entering an alias in addition to an extension number, use the following syntax:

505/9781234567

Note: If you use a space instead of a slash (505 9781234567), you will create two separate accounts
that will be unrelated to each other.

Alias accounts can give the impression that your system has more accounts than it actually has and
can clutter it up. If this happens, you can hide aliased accounts under accounts page at the do-
main level (Domain > Settings).

To create multiple accounts at the same time, use a space between the numbers:
505 506 507
Click Create.

4. Once the account has been created, click List to open the account and configure it as detailed in the
following sections.

|ldentity

The identity settings allow you to identify the hunt group to hunt group members who are receiving the calls
and to managers who are monitoring the account.

Identity: &

Account Number(s]: |?9[]

Name (e.g. Group 1): IGroup 1

m  Account Number: This field takes extension number(s) and/or DID number(s). The number of
DIDs that can be entered into this field is unlimited. This information can be changed at any time.

m  Name: This field allows you to name the hunt group. The name allows hunt group members to
differentiate between calls coming into the hunt group and calls not associated with it. Choose a
short name if you plan to use the Group name (calling party) option in the From header to en-
sure that it will fit into the display of the phone. This field also distinguishes one hunt group from
another hunt group on the Accounts page.

[l 505 Hunt Group (Group 1)
[ so06 Hunt Group (Group 2)
[ so07 Hunt Group (Group 3)
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Ring Stages

The hunt group supports three stages and a final stage. Each stage can be configured to ring for a different
number of seconds, and the final stage can be either an internal or external phone number.

4 Stage 1 Stage 2 e}t_":')04 520
ext 501 @ b
B9
ext 500 Stage 3 ext 502 Final
ext 530 s Stage

Rl

Figure 9-3. Hunt Group Search Activity

If an extension has configured a cell phone and has enabled the When calling the extension in a hunt
group setting (page 315), the hunt group will also ring that person’s cell phone.

When calling the extension in a hunt group: EDnn't call cell phone Evl
IIncIul:IE cell phone in thlz group

1. List the extensions that should be part of that stage. When entering multiple extensions, use a space
as a separator (only one number is permitted for the final stage).

For each stage:

2. For duration, specify the length of time that the system should ring each stage before ringing the
next. The duration of the stages must be specified in seconds.

3. For unwanted stages, leave the fields empty.

Stages: @
Stage 1 Extensions: |5':”:' Duration Il'.ii
Stage 2 Extensions: |5':'1 504 520 Duration Il'.ii
Stage 3 Extensions: I-'5':'2 520 Duration Il'.ii
Final Stage: |9?8123455?

If all extensions of a stage are unavailable, the system will immediately move to the next stage.

Note: The number of extensions permitted for the first three stages is limited by hardware only. The system
must send INVITE:s to all extensions in each stage, which requires more CPU.

Behavior

Behavior settings allow you to control numerous account behaviors. You can choose a ring melody, a display
header, and music on hold source. You can also enter a safety net phone number that will be used if no one
picks up a call. Other settings are here as well.
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Behavior: @&

Ring Melody: |Custom 1 |E|

From-Header: | Calling-Party |Z|

Dial Plan for outbound calls: |Domain Default E|

ANI: | |
Send daily CDR report to: |508 |
Permissions to monitor this account: [504 |
Music on Hold Source: |Domain Default  [~|

Record incoming calls to hunt group: @ default & on ) off

m  Ring Melody: This setting allows you to set the ring melody so that hunt group members will be
able to distinguish regular calls from hunt group calls.

— Custom 1 through 4: Custom ringtones allow users in a hunt group to distinguish hunt
group calls from other calls. Before customized ringtones can be used, you will need to pro-
vide your own ringtones, modify the ringtones.xml file, then place it into the html di-
rectory. When the phones receives the alert-info header from the system, it will respond
with a different ring tone based on the ringtone that was selected from the web interface. For
instructions on configuring custom ringtones, see “Customized Ringtones” in Chapter 17.

— External Call: The ring tone will be long.
— Internal Call: This ring tone will be short.

m  From Header: This setting allows you to set the display name that hunt group members will see
when someone is calling. Four options are available:

— Calling party: This mode displays the calling party.

— Group name: This mode displays the name of the hunt group that was called:

] 505 Hunt Group (Group 1)
] so6 Hunt Group (Group 2)
[ so07 Hunt Group (Group 3)

—  Group name (calling party): This mode displays both the group name and the calling party.

— Calling party (CMC): The calling party’s client matter code will appear in the display, if one
is available. The CMC identifies the customer and is used to expedite billing in offices that bill

their clients for phone calls.
m Dial plan for outbound calls: Select the dial plan that will be used for this account.

m  ANI: The hunt group uses an ANI (automatic number identification) when sending a caller to an
external number. This setting is necessary when the user input handling destinations take callers to
external numbers rather than extension numbers within the domain.

m  Send daily CDR report to: The call data record (CDR) lists all calls that come into the hunt
group. The report is sent at midnight each night to the email address listed in this field (e.g., voice-
mail@snom.com). Only one email address is allowed in this field.

m  Permissions to monitor this account: Enter the extensions that are permitted to monitor this
hunt group account.
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Music on hold source: From the dropdown list, choose the music that callers will hear while wait-
ing.

Record incoming calls to hunt groups: When this setting is enabled, the system will record all
calls that come into the hunt group. The recordings can later be retrieved and reviewed.

Night Service

Night service allows you to redirect calls to other extensions during off-hours, meetings, etc. Before you can
use night service, you need to create a Service Flag account (see Chapter 7).

Service Flag Account: Once you have created the account, enter the number of the account as
shown below.

Night Service Number: With a service flag in place, the hunt group can redirect the calls directly
to the night service number(s) shown in this field. Internal extensions and external numbers are
acceptable.

Note: You may specify more than one night service flag (separated by a space). The first service flag
account will correspond to the first night service number, and the second service flag account will
correspond to the second night service number, etc.

Night Service: ©

Service Flag Account: |123 124

Night Service Number: ]503 505

Note: You can also use a special character pattern (#L) to activate the service flag when all agents
are logged out, even if the logout period is within normal working hours. All calls will automati-
cally be redirected to the specified night service number(s).
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AGENT GROUPS

An agent group, also known as automatic call distribution, is a system that routes incoming calls to a specific
group of agents. Before connecting to an agent, callers are placed inside a queue, allowing agents to deal with
incoming calls without losing other callers to busy signals or unanswered phones. While waiting, callers hear
music and pre-recorded announcements.

Agent groups are often found in offices that handle high-volume customer calls from callers who do not need
to speak with a specific person but who require assistance from any of multiple persons, like sales representa-
tives and airline reservations attendants.

Agents must log into the queue to begin receiving calls. When agents have finished for the day or would like
to stop receiving calls from the queue, they must log out of the queue.

The following features are available with the agent group:

Table 10-1. Agent Group Features

Feature Functionality

Display name Each agent group can have a distinct name that will appear on the telephone display
when calls come in. This allows calls to be properly answered and tracked.

Ring melody Each agent group can have a unique ring melody so that agents can distinguish
which agent group is ringing.

Jump in and out | Agents may jump in and out of any group to which they are assigned. This allows
managers to dynamically adjust to a changing workload.

Minimum num- | Managers can establish a minimum number of agents that must remain in a group.

ber of agents This ensures that an agent will always be available and that calls will be answered.

Number of agents  You can create a comfortable balance of waiting and connecting within agent groups

per stage by setting the number of agents who can receive calls at the same time.

Record agent Calls that come into agent groups can be recorded, and recordings can be reviewed

group calls and emailed later on.

Call Calls can be distributed to agents randomly, according to most idle, or according

distribution to skill level. Experienced agents can be used to answer calls first. Agents with fewer

methods skills can be held in reserve.

Recovery time Recovery time gives each agent a period of time to prepare for the next incoming
call.

Auto add callers | Callers can be automatically added to the address book, making it easier to return
to address book  phone calls.

Caller For repeated callers, the system rings the agent who provided assistance on the last
priority call. If the agent is not available, the caller will be sent to the next available agent.
Caller priority helps callers maintain continuity.

Music on hold To help set the mood for a particular agent group, distinct music can be provided for
each agent group. Callers can hear music that relates to their call (e.g., classical music

for callers looking to buy classical music, jazz for those looking to buy jazz, etc.).
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Feature Functionality
Multiple Messages can be delivered to callers while waiting inside an agent group, allowing
announcements  you to present additional services or products.
Gaps The amount of time between agent group announcements can be controlled. Dur-
between ing this gap time, the caller will hear music. This allows you to set up attention-

announcements gCttil’lg sequences.

Agent group An agent group manager can be designated for each agent group. Queue managers
queue manager  can monitor agent group queues.

Send daily reports = Nightly activity reports are delivered to selected email addresses. This allows manage-
ment to review the previous day’s information.

How the Agent Group Works

A caller reaches an agent group in one of two ways: either by calling the agent group directly or by calling a
company’s auto attendant. When agent groups branch off the auto attendant, callers must press the number
that corresponds with their choice. In Figure 10-1, the caller has reached an auto attendant offering three
different choices: Sales, Accounting, and Support. The caller hears these options in the form of pre-recorded
messages. Each option will connect the caller to an agent group, and the caller will be placed inside a queue
until an agent becomes available.

Ringback

ACCOUNTING
AGENT

SUPPORT
AGENT
GROUP @)

td%;/ sss M4

Ringback ffingback

Figure 10-1. Agent Group Queueing
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The Message-Music Cycle

While the caller is waiting, the system delivers a combination of pre-recorded messages and music. The mes-
sages can be used to provide additional information about your company, or they can be used to provide the
caller with additional options and/or a way to exit the queue. Each agent group can be configured to play up
to nine recorded messages.

Between the messages are “gaps” of music which can be configured to span 5 to 180 seconds. This message-
music cycle continues for as long as the caller is in the queue. Message 0 is considered the entry point mes-
sage (which will never be replayed), and message 1 is the first message. Figure 10-2 shows an agent group
using six different messages for its message-music cycle. Once message 6 has been played, the system returns
to message 1 and repeats the cycle.

o

*08888

‘5e

Sa
§¥eSSQ9b 1 5%9
6

*08888*6 *¥08888*1

SS ess
\56 ng \& ng

*08888*5 *08888*2

essSa
WNE>>dgg

essSa
=08

*08888*3

*08888*4

Figure 10-2. Messages Alternating with Music

As previously mentioned, this sequencing of messages and music will continue until an agent becomes
available. Once an agent is available, the system automatically takes the next call out of the queue, rings the
agents, and puts the call into ringback state. Within any one agent group, only one call at a time can be in
ringback state, regardless of the number of agents that are available. All other calls remain queued until the
ringing call is connected and at least one agent becomes available.

While it might seem logical to conclude that a caller’s time in the queue has ended once the call has been
placed in ringback state, this is not always the case. If an agent leaves the desk without logging out of the
queue, the ringback state will continue until the system finds another agent to answer the call. To prevent
nonstop ringing, you can take two precautions: (1) you can configure the agent group to include additional
agents at specified intervals in the ringback cycle and (2) you can configure the agent group to play music
during the ringback state. This will prevent the caller from hearing long periods of ringing in the event there
are episodes of extended ringback.
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Setting up an Agent Group Account

This section provides instructions for creating and configuring an agent group account.

1. From the Accounts tab, click Create and select Agent Group from the dropdown:

Accounts are numbers that vou can call on the PBX. Please select the acoount Ly
Tip: You may enter more than one name. If you use a space between the name

use a slash bebween the names, you will sel up one acoount th different alias

two accounts, the first with the names 123 and theo and the second with the ne

Account Type [Ag;enl Group =

Account Names (e.g. "123/f.feuerstein |??."]
2. In the Account Name field, enter an extension number and/or alias, i.e., a DID number. When

entering an alias in addition to an extension number, use the following syntax:

775/9781234567

Note: If you use a space instead of a slash (775 9781234567), you will create two separate accounts
that will be unrelated to each other.

Alias accounts can give the impression that your system has more accounts than it actually has and
can clutter it up. If this occurs, you can hide aliased accounts under accounts page at the domain
level (Domain > Settings).

To create multiple accounts at the same time, use a space between the numbers:
775 776 777
Click Create.

4. Once the page reloads, click List, open the account, and configure it as described in the following
sections.

|dentity

The identity settings allow you to identify the agent group to both agent group members who are receiving
the calls and managers who are monitoring the account.

Identity: &
Account Number(s): |7?5 |
Display Name: |CompanvA |

m  Account Number: This field takes extension number(s) and/or DID number(s). The number of
DIDs that can be entered into this field is unlimited. This information can be changed at any time.

m Display Name: This field allows you to name the agent group. The name allows agent group
members to differentiate between calls coming into the agent group and calls not associated with
it. Choose a short name if you plan to use the Group name (calling party) option in the From
header to ensure that it will fit into the display of the phone. This field also distinguishes one agent
group from another agent group on the Accounts page.

[ 775 Agent Group|(Group 17
[ 776 Agent Group|(Group 2)
0 777 Agent Groupl{Group 3
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Behavior

Behavior settings allow you to control numerous account behaviors. You can set a ring melody, music on
hold, and a display header. You can also specify who will monitor the account, manage the queue, and
receive the daily Call Detail Record (CDR). Gaps between announcements, agent recovery time, and the
number of agents allowed to jump in and out of the agent group can also be set here.

Agents: Enter the extension numbers of the agents who will comprise the agent group. Extension
numbers should be entered in the order in which the system should call them. This field can also
be left empty; however, callers waiting in queue will need to be pulled out manually using the Call
Pickup feature.

Extensions that may jump in or out (* for all): This setting controls which agents can dynami-
cally join or leave the agent group. It can also be used to add non-agents to the agent group, which
can be useful during especially busy periods when additional people are needed for the queue. If

a star is used in this field, extensions that use *64 will automatically be listed in this field, i.e., the
list will grow and decrease as people log in and out. It is recommended that actual extensions be
entered into this field.

Minimum number of agents for jumping out: This setting specifies the number of agents that
must remain in the agent group before agents are permitted to jump out. If this setting is too high,
agents will be unable to log out of the agent group. For small agent groups, a value of 1 is recom-
mended.

Ring Melody: It is important to set the ring melody so that the phone knows which one to play
and so that agents will be able to distinguish regular calls from agent group calls.

— Custom 1 through 4: Custom ringtones allow users in an agent group to distinguish agent
group calls from other calls. Before customized ringtones can be used, you will need to pro-
vide your own ringtones, modify the ringtones.xml file, then place it into the html di-
rectory. When the phone receives the alert-info header from the system, it will respond
with a different ring tone based on the ringtone that was selected from the web interface. For
instructions on configuring custom ringtones, see “Customized Ringtones” in Chapter 17.

— External Call: The ring tone will be long.
— Internal Call: This ring tone will be short.

From-Header: This setting allows agents to see who the call is coming from. By default, the name
of the calling party is displayed, but the system can be configured to display the name of the queue
(see Display Name in this chapter), either by itself or with the calling party. When both are shown,
the system puts the caller-ID in brackets after the display name. This mode requires that the phone
have enough space to display a long number. When using this mode, choose a short group name so
that it requires less space.

— Calling party: The calling party is shown in the display.

— Group name: The name of the agent group queue (which is set in the Display Name field) is
shown in the display.

—  Group name (calling party): Both the calling party and the agent group queue are shown.
(The caller-ID appears in brackets after the agent group name.) When using this mode,
choose a short group name to ensure that it will fit in the phone display.

— Calling party (CMC): The calling party’s client matter code will appear in the display, if one
is available. The CMC identifies the customer and is used to expedite billing in offices that
bill their clients for phone calls.
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m  Add to the address book and keep it for . . . : Automatically adding a caller’s phone number into
the address book allows the caller, when calling again, to be routed to the same agent.

m  Automatically add CMC: When this feature is turned on, the caller’s CMC will appear in every
CDR that is written on the disk. The CMC is used for automatic billing.

Behavior: &
Agents (e.g. "41 42 43"): 142 50 51 |

Extensions that may jump in or out |50 51 |

(* for all, includes non-agents too):

Minimum number of agents for jumping out: ; ﬂ

Ring Melody: | Custom 1 Izl
Priority: ﬂ

Maximum calls: ﬂ

From-Header: | Calling-Party El

Add to the address book and keep it for... | Off (Don't add) El

Automatically add CMC: | Off |Z|

Ewvent for connecting the call: | Entering the agent group Izl

Ringback tone: | Regular ringback tone when agent rings IEI
Caller priority: | Queue entry time

Music on Hold Source: | Domain Default El

Permissions to monitor this account: |50 |

Accounts that may record a message: | |

Gap between announcements (s): ﬂ

Agent recovery time (s): n

Queue position announcement: |Ann0unce queue position |Z|

Dial plan for outbound calls: | Domain Default El

ANI: 978-123-4567 |
Send daily CDR report to: |?D |
Send IM to these extensions: | |
Queue Manager: IE |
Record incoming calls to agent group: @ default = on & off

Automatically logout the agent if they missed the last call &) yes @ no

Allow multiple ACD calls on agent - even if busy: ) yes @ no

m  Ringback tone:
— Regular ringback tone when agent rings: The caller will hear the agent ringing.

— No ringback tone, continue playing music: Instead of hearing a ringback tone, the caller will
hear music. If an agent is no longer at his desk but has not logged out of the agent group, the
caller will hear music on hold instead of ringback.

m  Caller priority: This feature allows callers to be connected to agents who have handled their calls
in the past.

— Queue entry time: All callers will be placed in queue and will remain there until an agent
becomes available.

— Try to pull out callers when their last agent becomes available: Callers will be pulled from
the queue if their last agent becomes available.
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m  Music on Hold source: From the dropdown list, choose the music that the caller will hear while
waiting for an agent.

m  Permissions to monitor this account: Enter the extensions that are permitted to monitor this
agent group account.

m  Accounts that may record a message: Specify which accounts may record announcements. When
this setting is left empty, all extensions will have permission to record announcements.

m  Gap between announcement(s): From the dropdown list, select the number of seconds that the
system should wait between each announcement.

m  Agent recovery time(s): Use this setting to ensure that an agent has adequate time to recover from
the previous call before taking another call. In busy call centers, 2 seconds might be an appropriate
setting. However, agents who are required to record notes about the call will need a longer value.
In these cases, 60 seconds might be more appropriate. The recovery time also allows an agent to log
out of the agent group.

m  Queue position announcement: When Announce queue position is selected, an announcement
will let callers know their position in queue.

m Dial plan for outbound calls: Select the dial plan that will be used for this account. For more
information on dial plans, see Chapter 5, “Dial Plans.”

m  ANI: The agent group uses an ANI (automatic number identification) when sending a caller to an
external number. This setting is necessary when the user input handling destinations take callers to
external numbers rather than extension numbers within the domain.

m  Send daily CDR report to: The call data record (CDR) lists all calls that came into the agent
group on the previous day. The report is sent at midnight each night to the email address listed in
this field (e.g., Fred Feuerstein <ff@domain.com>). Only one email address is allowed.
It you want to send the CDR email immediately, click the Try button, rather than waiting until
midnight. Keep in mind that this is just a link, and you may have to save your list before clicking
the link. For sample CDR reports, see Figure 10-4 and Figure 10-5.

m  Send IM to these extensions: The agent group queue can be monitored from SIP phones that
support the SIMPLE standard for instant messaging and presence. Multiple extensions are permit-
ted in this field (use a comma as a space separator). Phone models with larger screens will be able to

display the full message.

m  Queue Manager: This setting allows you to assign an extension as queue manager. Once an exten-
sion has been designated, the agent group’s identity must be listed in the extension’s Show follow-
ing ACD queues field, as shown below. This configuration is set from the user’s extension account.

Administrator Only:

Account number(s): |50 |
Dial plan: |Standard Dialplan ;l
ANI: |9?8123456?

|
ANI for emergency calls: | |
|
|

Send daile COR rapart to lrachal@snom.com
Show following ACD queues: |QDD
Show Web Attendant Console on user page: & yes {© no

Figure 10-3. Permission to be Queue Manager

Once access to the status queue has been given, the queue manager will be able to view important
information about the calls. Information includes whether anyone “escaped” out of the queue to
connect to other destinations, the length of time each caller spent in the queue, and the length of
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time the caller spent talking. Information about the agents is also shown in the report (e.g., agents
in the queue and number of calls handled by each agent). The queue manager can access the infor-
mation from the Status tab (user account). The information is refreshed every 10 seconds.

Overview:
Mumber of calls: 12
Calls where user hung up while ninging:
Calls where user hung up while watting:
Calls that have been redirected while ninging:
Calls that have been redirected while waiting:

[ T e S B Y

Calls where callers navigated to other destinations: 0

Total duration spent in TVE: 0:01:44
Total duration ninging: 0:02:10
Total duration talking: 0:41.38
Total duration holding calls: 00132

Activity report of agents:

Agent Name Awvailability Calls Duration {Hold)
311 Jack Jacobs 0

513 Rachal Reed 3 0:24:56  0:00:31
514 EKarla Miller 5 01642 0:.0101

Figure 10-4. Summary of Agent Group Queue

The report also shows calls that are currently queued as well as information about each call, includ-
ing source, destination, length of time the call has been in queue, and call state.

List of calls to the queue:

From To Time Account [¥R Ringi
stiorn ONE - FLEASANTON CA ((603)123-4567) 127.0.0.1 (unknown-dnis) 07:01:31 0:00:13 0:01:
((633)123-4567) (978y746-2777 08:17:18 513 0:00:13 0:00:(
((633)123-4567) (978)746-2777 11:55:23 0:00:12 01
stiom ONE - FLEASANTON CA ((803)123-4567) 127.0.0.1 (unknown-dnis) 12:22:23 514 0:00:13 0:00:2
snotn ONE - PLEASANTON CA ((6033123-4567 127.0.0.1 (unknown-dms) 13:17:15 0:00:13 0u02:(
snom OMNE - PLEASANTON CA ((603)123-45673127.0.0.1 (unknown-dnis) 13:23:45 0:00:13 001+
(9781123-4567 (978 746-2777 14:51:33 514 0:00:13 000
(978)123-4567 (9TE746-2777 16:12:44 514 0:00:13 0:00:°
(973)123-4567 (978 746-2777 170341514 0:00:13 0:00:
snom ONE - Unavalable (unknown-ani) 127.0.0.1 {unknown-dnis) 17:1%:08 513 0:00:13 0:00:

Figure 10-5. List of Calls to the Queue

Record incoming calls to agent groups: When this setting is enabled, the system will record all
calls that come into the agent group. The recordings can later be retrieved and reviewed.

Automatically log out the agent if they missed the last call: This setting will log out an agent
who has missed a call. Agents need only log back in to return to the agent group.

Allow multiple ACD calls on agent - even if busy: This setting allows a caller to be sent directly
to an agent, even if all agents are busy. It prevents the caller from sitting there listening to music
and gives the agent the opportunity to put their current call on hold and take the new call. This
setting should generally not be used.
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Connecting Caller to Agent

This section allows you to choose an algorithm for the system to follow when connecting a caller to an agent.
When a caller needs to be connected to an agent, the system must determine which agent should be called

next. There are currently three ways of determining this.

Algorithm: ©
Agent selection algorithm: | Random éing longe=tidlelh:
Insert the newly logged in agent: | Front of the queue D"Ise preference from the Agents setting
Ring stage duration (secs): ﬂ Front of the queue i

Front of the queue

Back of the queue

Number of agents added per stage

m  Agent selection algorithm: The agent selection algorithm allows you to establish the method that
will be used by the system when connecting a caller to an agent. Choose from the following op-
tions:

— Random: This algorithm randomly selects the next agent. This is a reasonable algorithm in
environments where it is not important as to which agent processes the call.

— Ring longest idle first: This algorithm is designed to balance active call time amongst all the
agents. The queue keeps a list of the agents and moves an agent to the end of the list when
an agent connects a call. This ensures that the agent with the longest idle is at the front of the
list.

— Use preference from the Agent’s setting: This algorithm uses the extensions listed in the
Agent setting, as shown below (see Behavior settings on page 153). The agent listed first
will be tried first. If that agent is busy, then the system will jump to the second one and so
on.

Behavior: @&
Agents (2., "41 42 43"): |41, 42,43

m  Ring stage duration (secs): At regular intervals, the system checks agent availability and de-
termines whether the next caller should be pulled out of the waiting state. The ring stage dura-
tion setting establishes this interval. For larger queues, shorter intervals are reccommended, as it is
quicker to get callers out of the queue and into a ringback state. The default value for this setting is
5 seconds.

m  Number of agents added per stage: In every scheduling interval, the system adds only a lim-
ited number of agents from its pool of available agents to its list of ringing agents. For large agent
groups, a typical value would be one or two, as this will ensure that not all agents receive calls at
the same time and so that the system CPU is not overtaxed with simultaneous calls. Figure 10-6
depicts one agent being added to the list of ringing agents every 10 seconds.

o) 0)

one additional one additional
agent added agent added

after 10
seconds

Figure 10-6. Ringing Agents at Fixed Intervals
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Preventing Lengthy Periods in Ringback or Queue

Calls That Approach the Head of the Queue

This section allows you to establish timeout settings that will determine the length of time a call is kept in
queue or ringback state in a given situation. In this section, you can instruct the system to add additional
agents or to redirect a call after the call has been in ringback for a given length of time. You can also instruct
the system to redirect a call once a caller’s wait time has passed a certain threshold.

When a call approaches the head of the queue:

|t_‘|

After hearing ringback for (s) ...

... include the following additional agents (e.g. "41 42 43"):

After hearing ringback for (s) ...

... redirect the call to the destination (e.g. "73"):
If the caller already waited longer than ...

... redirect to the destination (e.g. "73"):

When configuring these settings, use the following table:

Table 10-2. Preventing Lengthy Periods in Ringback or Queue

After/If . .. Then. .. How/When to Use
After hear-  include the Use this setting when additional people in the office can help out when
ing ringback following ad-  no one else is picking up.
for (X) ditional agents  Result: When calls are not picked up within the specified period, the
seconds, (e.g., 41 42). system calls these extensions.
After hear- | the system will | The destination can be either an internal number (e.g., a hunt group) or
ing ringback ' redirect the call an external number (e.g., a cell phone or home number). This option
for (X) to the destina- | is similar to the previous option but instead of ringing both the original
seconds, tion (e.g., 73).  and new agents, the system cancels the original agents and redirects calls
to the new agent(s) or to the external number.
Result: After-hour callers are directed to a phone that will be picked up.
If the caller  the system will  If a caller has waited a while in the queue, this will immediately redirect
has already  redirect the call  the call to another destination.
waited lon- to the destina-  np The caller is classified as “waiting” when all agents are busy with
ger thdan (X) tion (e:g73)-  other customers and the new caller is waiting for a free agent.
ndas,
seconas Result: If none of the agents free up within the specified period, the call
will be redirected to the indicated number.

Mapping Telephone Keypad Numbers with Extensions

User Input Handling enables the caller to exit the agent group queue and connect to another destination.
To give the caller this option, use the User Input Handling fields to map telephone keypad numbers to other
extensions or phone numbers.
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User Input Handling: (7]
Key 0:

Key 1: 503
Key 2:

Key 3:
Key 4:

Key 5:

Key 7:

Key 8:

I
I
I
I
Key 6: |
I
I
I

Key 9:

Figure 10-7. Mapping Keypad Numbers to Queue-Exiting Destinations

Once extensions or phone numbers have been entered into the “Key” fields shown in Figure 10-7, the caller
needs to be made aware that these options are available. The system will not do this automatically. The place
to do this is through the greetings that are delivered by the system (using the *98 star code feature). One
greeting or several greetings can be used to inform the caller that this additional option is available. In Table
10-3, greetings 2 and 5 have been recorded to let the user know that keys 1 and 2 can be used to exit the
agent group queue. (Figure 10-7 corresponds to the table. The user must press 1 to be redirected to 503 and
2 to go to 504.)

Table 10-3. Using Greetings for Agent Group Escape Routes

User Input
Greeting Message Handling
0 Welcome to CompanyABC. Your call is important to us.
Please hold.
1 Sorry our lines are still busy . . . Have you looked at the
support site for answer to your question?
2 Our newest release offers this and that . . . If you want to 503
leave a message, please press 1 now.
3 Another message . . .
Another message . . .
5 Another message . . . If you would like to leave a message, 504
please press 2.

Recording Agent Group Greetings

The number of available greetings within any agent group is nine. Record only those greetings that should be
used. If no greetings are needed, even an initial greeting, don’t record any.

When recording greetings, you need to assign a number to each greeting; for example, *0 is the entry greet-
ing, *1 is the first greeting, *2 is the second greeting, etc. The number is entered as the last number in the
string.

1. Dial *98 followed by the number of the agent group, then the greeting number (e.g., *1).

2. DPress the confirm button on the telephone keypad.

@@@@@ Greeting 1
@@@@@ Greeting 2
@@@@@ Greet.ing3

@OO®® ®®O@@ oeeines
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Listening to Greetings from the Phone

To listen to greetings quickly from the phone, change the gap between announcements to 1 and call the
agent group directly from your phone. The recorded messages will be played quickly.

Night Service

Night service is used to redirect calls to other extensions or phone numbers during certain times of the day/
night or other events that are outside normal business hours. Before night service can be used, a Service Flag
account must be created for each night service number (see Chapter 7).

The first three settings in Night Service allow you to make provision for when no agents are available:
m  When primary agents are logged out, send calls to
m  When call agents are logged out, send calls to

m  When all agents are unregistered, send calls to

The following two settings are used to configure the service flag(s) to night service numbers:

m  Service Flag Account: Once you have created the service flag account(s), enter the number of the
account(s) into this field.

Note: You may specify more than one night service flag (separated by a space). The first service flag
account will correspond to the first night service number, and the second service flag account will
correspond to the second night service number, etc.

m  Night Service Number: Once a service flag is in place, calls will be directed to the night service
number(s) indicated here. Internal extensions or external number phone numbers are permitted in

this field.

Note: You can also use a special character pattern (#L) to activate the service flag when all agents
are logged out, even if the logout period is within normal working hours. All calls will automati-
cally be redirected to the specified sight service number(s).

Night Service: (7]

When primary agents are logged out, send calls to:
When all agents are logged out, send calls to:
When all agents are unregistered, send calls to:
Service Flag Account:

Might Service Number: 503 505

SOAP Interface

The SOAP interface allows you to use external logic to control the queue behavior. See Chapter 13 for a
sample SOAP message.

m  Queue Status URL: http://www.snom.com/soap/pbx/queuestatus

Logging In and Out

Agent group members can use one of two methods (buttons or star codes) when logging in and out of agent

groups.
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Important: Before agents can use either method, agents must be included in the Extensions that may
jump in or out setting. Another setting that must be considered is the Minimum number of agents for
jumping out setting (shown below). The latter setting is used to prevent the agent group from becoming
too small; however, if this setting is too high, agents will be unable to log out of the agent group.

Behavior:
Agents (e.g. "41 42 43"): I4U 42 43 44

Extensions that may jump in or out {* for all): |43 44

Minimum number of agents for jumping out: !2{

Method 1: Buttons

This method allows users to use a button on their phone to log in and out of agent groups. When config-
ured properly, the button will have a toggle effect. When the button is pressed, users will be logged in to all
agent groups, and the associated LED(s) on their phone will light. When the button is pressed again, users
will be logged out of all agent groups and the associated LED(s) will no longer be lit. If users need to log out
of one agent group before logging into another, multiple Agent login/logout buttons can be configured. See
page 218 for instructions on creating the button(s).

Important: Before you can use this button, the star codes for Agent logged in/Agent logged out must match

(e.g., *64/*64).

:—"’ Settings *) Accounts # Trunks [ Dial-Plans o Status
Call Center &

Agent logged in:> |*54 \\I |
Agent Logout3 |*54 /f |

Note: Agent group calls can be forwarded to an agent’s cell phone. See When calling the extension in an
agent group on page 315.

Method 2: Star Codes

When using star codes to log in and out of agent groups, users have the flexibility of logging in and out of all
agent groups to which they belong or just a specific group. The standard Agent logged in/Agent logged out
(*64/*65) star codes (without any argument) will log the agent in to or out of all agent groups:

@OE@ @ toan
@COEOGE D togou

Agents who are members of numerous agent groups and who need to log out of one agent group before log-
ging into another can do so by entering the agent group number after the star code. Using the sample shown
below, the agent will be logged out of agent group 666 and will retain logged-in status for all other agent
groups.

@ COEHGB)H(B)(®)(®) () Logoutof 666
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Note: Agent group calls can be forwarded to an agent’s cell phone. See When calling the extension in an

agent group on page 315.

Monitoring Agent Groups

Agent groups can be monitored from the web interface through the buttons on the phone and from the
WAC (Web-based Attendant Console). The method you use will be based on the type of monitoring neces-
sary and the size of the domain and agent group. The different methods are detailed in the following sec-

tions.

Monitoring from the Web Interface

An agent group can be monitored from the user account or from the agent group itself.

To monitor from a user account:
1. Enter the agent group into the user’s Show following ACD queues field.

Show following ACD queues: |511

2. In the agent group itself, enter the extension into the Queue Manager field:

Queues Manager: |51

Log in as user and click the Status tab.
Click the agent group shown beneath the tabs.
Click Calls to see the active calls.

AN

Click Agents to see which agents are on calls.

5 Bettings §, Lists g Status

Argani M Avallabiiiiy Calls Duratinn {Hialel § Ay [haratian
1] Janny Byan a
51 lack Jacobs 1 00:01 00:01

Harng up whils mgng o
Hang up whils walng 2
Engng redrect o
Waiting reduect 1]

To monitor from the agent group account:
1. Open the agent group account.

2. Click Calls to view calls that are either ringing, in queue, or with an agent.
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3.

4.

5.

!ﬁ' Settings ) Accounts |‘P Trunks :E Dial-Plans I |, Status

Search Accounts - enter at least 2 characters: |

Currently in queue 511 @&

From To State
Valerie Peters (50) 511 Ringing

Click Agents to view agent-related information.

‘£ Settings E Accounts |¢” Trunks | [ Dial-Plans | _6 Status Admin

Search Accounts - enter at least 2 characters: | |

Agents of group 511 @

Agent Name Availability Calls Duration (Hold) Ay
508 Jenny Ryan o
51 Jack Jacobs 3 00:47 0o

Hang up while ringing
Hang up while waiting
Ringing redirect
Waiting redirect

Kev exit

=T =T =

Click Call Log to view the call history of the agent group.

¥ Sattings | Accounts | & Trunks [ Dial-Plans | Status Admin

Search Accounts - enter at least 2 characters: | l o |

Call History 511

Thrrmz From To Agent Waltin

Timez

0723 Svalene Paters® i o e “lack lacobs®

Click Email to send an email to a connected agent.

£ Settings % Accounts 4.0 Trunks @ Dial-Plans _d Status Admin

Search Accounts - enter at least 2 characters: | | I

Email @

This page will let you configure if you want an email to be sent to the connected agent.

Send email when connect: on ) off

<?¥ml version="1.0" encoding="UTE-8" ?>
<IDOGTYPE hfml PUBLIC "-//W3C//DTR Xhtml 1.0 Transitional//EN"
"http://www.w3.org/tr/xhtml1/DTD/xhtml1- transitional.dtd"=
<html xmins="http://www.w3.0rg/1999/xhtml"><head=>
<title=You picked up the call from </title=

Text for email <style type="text/gs5">
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Monitoring Using Buttons on Phone

An agent group can be monitored through LEDs on the phone. To do this, create a button profile with
Agent Group as the button type and the agent group number as the parameter. To monitor numerous agent
groups from the phone, assign numerous buttons as Agent Group and enter the appropriate agent group
into the corresponding parameter fields. When a caller is waiting in the group, the LED will blink fast. By
pressing the button, you can pick up the call. A solid LED indicates that all calls have been picked up.

Name Type Parameter
Not assigned -

1 Redirect - 0781234567

2 Agent Group - 73

3 Agent Group - 74

4 Agent Group - 75

Monitoring from the WAC (Web-Based Console)

The WAC can be used to view the activities of the entire domain, including the status of agent group mem-
bers. Agents are denoted by “AG” and a check mark. If your domain is too large for all the extensions to fit
on a single screen, the WAC may not display all the agents.

Users can access the WAC by logging into the web interface and going to Status > WAC.

snom ONE

Status for extension 50: @

Do not disturb: false
Agent logged in:

Hot Desking at:

Call forward all destination:

This WAC link will be available only if the administrator has enabled the setting shown below (located in
the user’s account).

Administrator Only:

Account number(s): |5CI |
Dial plan: | Callcentric LI
ANI: |

AMI for emergency calls: |

|
|
Send daily COR report to: | |
|

Showr following SCT guepeac: ||;f'll;
T T

Show Web Attendant Console on user page: % yves {" no

Users can also access the WAC by choosing Console Login from the Login Type dropdown when logging

into the system.
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PAGING

Advanced IP phone systems allow even small offices to have a fully functioning paging system without using
a standalone system. Paging can be thought of as a one-way audio session, as opposed to intercom’s two-way
audio. Paging allows a single extension to communicate with a few people (unicast paging) or a potentially
large group of people (multicast paging). Users can page other users by dialing the paging account and
speaking into the phone. Recipients will hear the message from the speaker on their phones. Several paging
groups can be configured on the system so that different audiences can be addressed.

Joe, call

Joe, call o

on line 2
® on line , call
' o % 0
i T4 !g

Types of Paging

Unicast Paging

Unicast paging is a one-to-one call to each participant in the paging group. The system establishes a regular
call to each extension (Figure 11-1) through standard SIP calling. While this is usually fine for a small group,
it can be burdensome for larger paging groups since it ties up a lot of resources in the system. A paging
group with 20 extensions is essentially a 20-person conference call. Due to the increased demand on CPU
performance, this unicast paging is appropriate for paging groups consisting of no more than ten extensions.

Unicast Paging 4

192.168.0.5 192.168.0.2

Figure 11-1. Unicast Paging
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Multicast Paging

A multicast page is essentially a predefined broadcast address that phones or SIP user agents are programmed
to listen to. Each phone can be configured to listen to as many as 10 different multicast IP addresses.
Multicast:
Multicast Support: @on off @
(1) IP Address: [122.168.1.109:5000 |®
(2) IP Address:
(3) IP Address:
(4) IP Address:
(5) IP Address:
(6) IP Address:
(7) IP Address:
(8) IP Address:
(9) IP Address:
(10) 1P Address: | |®

The advantage of a multicast page is that only one SIP session is established between the originator and the
system (Figure 11-2). Subsequently, the system sends only one RTP stream to the multicast group on which
the phones are listening. If 100 phones are listening on a multicast page, it is equivalent to a single phone
call, instead of a 100-party conference call. This makes multicast paging suitable for groups that number in
the thousands.

Multicast Paging

192.168.0.32 192.168.0.33 192.168.0.34 192.168.0.35

Figure 11-2. Multicast Paging

Setting up a Paging Account

This section provides instructions for creating and configuring a paging account on the snom ONE.

1. From the Accounts tab, click Create and select Paging from the dropdown:

Account Type: | Paging |E|

Account Names (e.g. "123/f.feuerstein™) |5 15
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2. In the Account Name field, enter an extension number and/or alias, i.e., a DID number. When
entering an alias in addition to an extension number, use the following syntax:

515/9781234567

Note: If you use a space instead of a slash (515 9781234567), you will create two separate accounts
that will be unrelated to each other.

Alias accounts can give the impression that your system has more accounts than it actually has and
can clutter it up. If this occurs, you can hide aliased accounts under accounts page at the domain
level (Domain > Settings).

To create multiple accounts at the same time, use a space between the numbers:

515 516 517

Click Create.
4. Once the account has been created, click List and open the account:
Identity: @
Account Number(s): |515 |

Members: @

Streaming Mode Unicast (SIP) | = |
Destination: |
Source: |

Record message: Live playback El

|
|
Display Name: | |
|
|

Permissions to monitor this account:

Configure the account as detailed below:

m  Account Number(s): This field takes extension number(s) and/or DID number(s). The number of
DIDs that can be entered into this field is unlimited. This information can be changed at any time.

m  Streaming Mode: This setting allows you to determine how your paging group will be set up:

—  Unicast (SIP): When using unicast mode, you'll need to provide a list of destination num-
bers for your paging group in the next setting (Destination). With unicast paging, the system
initiates a call to all extensions listed, so be sure to limit your paging group to no more than
10 extensions. Unicast paging is not limited to the local area network, so all extensions that
are connected to the system will be paged regardless of location.

Identity: &
Account Number(s): |5 15 |

Members: @&

Streaming Mode ﬂ

Destination: [502 503 504 |
Source: |°‘ |
Display Name: |Unicast |
Record message: | Live playback El

Permissions to monitor this account: |518 |

— Multicast: Multicast mode allows you to designate a single IP address as your paging group
and create paging groups that encompass entire organizations without taxing bandwidth (the
end systems are unaware who the members of the multicast group are and do not send SIP
signaling to the individual paging devices). When you page the group using this method,
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all devices configured to listen on the same multicast IP address will go into paging mode as
soon as they receive RTP traflic on that port.

Identity: ©
Account Number(s): |516

Members: @

Streaming Mode [ Multicast [~ ]

Destination: [224.0.0.1:5000 |
Source: |*‘ |
Display Mame: |Elui|ding |
Codec: H

Record message: [ Live playback [=]

Permissions to monitor this account: |518 |

Not all phones support multicast paging. Phones that do have this support must be config-
ured through the phone’s web interface before they can be part of a multicast paging group
(see “Assigning Multicast IP Addresses to IP Phones” on the next page).

m  Destination: When using unicast mode, enter a group of extension numbers. When using multi-
cast mode, enter an IP address.

Note: Multicast addresses range from 224.0.0.0 to 239.255.255.255.

m  Source: List the extensions that are allowed to page this group. Enter a star (*) to give access to all
extensions.

m Display Name: The display name will be used to identify the source of the call. SIP phones will
display this text in the display area. The Accounts page will list the display name next to the ac-
count number:

[ 515 Paaginp (Unicast)
[ 516 Paginp (First Floor)
[ 517 Paainp (Entire Buildin

m  Codec: The system comes with G.711 and is free. Other codecs, such as G.729, require a fee due
to the royalties associated with them.

m  Record message: The Record message feature can operate in two different modes:

— Live playback: This mode allows you to send a page in real time. With this mode, you pick
up the phone, dial the paging account number, and start speaking/paging. All interested par-
ties will hear the page.

— DPlay recorded message: This mode has a store-and-forward mechanism and requires that you
record the message before sending it to the interested parties. With this mode, you pick up
the phone, dial the paging account number, and start speaking. The system will record the
message once you hang up and will send it to the interested parties.

m  Permissions to monitor this account: Enter the extensions that are permitted to monitor this ac-
count.
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Assigning Multicast IP Addresses to IP Phones

Before a phone can be part of a multicast paging group, a phone must have a multicast IP address that
matches the snom ONE multicast IP address. This requires configuring the multicast settings for each

phone.

1. Go into the phone’s web GUI by entering the phone’s IP address into a web browser.

| ¥ snom 360 - Mozilla Firefox

. File Edit View Histary Bookmarks Tools  Help

- C X o | O |hpypoziesn s

The following screen will appear:

Welcome to Your Phone!

=D i E T E
2.  Click Advanced at the left side of the screen.
3. Select SIP/RTP as shown below:

Advanced Settings

g
up..,:;':ﬁ. Beimerk Eafaswr  Gshe| EEETE | CofEapeiy bsdwy
teres Paterra
Divwctars tmcE; S on i T
F— CWER ignore hut r
Erwtarr o IF s [ ;
S S Hwirims T
........... it M #
r

lestey 1 ¥ Catewiy:

4. Scroll down to Multicast at the bottom of the page.

Multicast:

Multicast Support: Wion Coff @

(1% IP Address: 224:1.2.3:5000 @
(2) 1P Address; 224.2.2.4:5000 @
(3) IF Address: 224 .5.1.7.5000 @
(4] IP Address: 224.8.9.0:5000 g

(53 IP Address:

5. Enable Multicast Support.

6. Enter the IP address that was entered as the destination when configuring the multicast paging ac-

count in the web interface.
7. Click Save.
The phone can now pick up the RTP stream and begin playing it.
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CHAPTER
12

CONFERENCING

A conference room or conference server is normally an expensive add-on with traditional phone systems.
With the snom ONE telephone system, you can have your own conference rooms within your own system.
Several types of conferencing can be used on the system: scheduled and ad hoc. The scheduled conference
allows users to plan in advance for the conference and the ad hoc conference, as its name suggests, allows us-
ers to pull together a conference at a moment’s notice.

Extensions PBX

Figure 12-1. Conference Account Flow

Moderator settings can be configured from the web interface, and conferencing star codes can be used during
the conference. Several conferences can be going on simultaneously in various conference rooms. All types
of users (remote, snom ONE, PSTN) can call into both types of conferences.

Table 12-1 provides an overview of the conference features.

Table 12-1. Conference Account Features

Feature Functionality Benefit

Email The system sends an email notification contain- | The conference organizer can notify

notification | ing the time, date, conference room number, participants easily, and users are noti-
and purpose of the conference. fied in advance.

Outlook Since email notification contains a calendar Users are unlikely to miss the confer-

integration event, it can be read by Microsoft Outlook. ence.

Ad hoc Meetings can be established at a moment’s no- | A manager can place a page announc-

conferences | tice by anyone inside or outside the office. ing the details of a meeting, and every-

one can call in.
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Feature Functionality Benefit
PIN codes PIN codes restrict admission to the confer- PIN codes add security. Only invited
ence. They are generated by the system and are | people can attend.
included in the notification email that is sent to
each invitee.
Moderator | The conference leader receives an exclusive PIN | Moderator control allows the confer-
control code. ence leader to receive the list of par-
ticipants via email, execute star codes
during the conference, and clear the
conference when its over.
Conference | Conference leaders can record conferences. The conference leader can review the
recording When participants enter the conference, they | recording and email it. Everyone can
are informed that it will be recorded. have a personal copy of the conference.
Backdoor Rather than using valuable telephone lines for | SIP trunks significantly reduce the load
access external conference attendees, inexpensive SIP | on the main telephone lines and keep
trunks can be used. them open for customer use.
Multiple The system allows as many conference rooms as | Conference rooms can be accessed
conference | a license will permit. Each conference room has | from inside or outside the office. Dif-
rooms a unique number. ferent departments can conduct confer-

ences at the same time.

Scheduled Conferences

The scheduled conference allows the conference leader to plan for a conference in advance. Users are in-

formed via email of the time, date, and access code. The access code ensures that no unauthorized users can

join the conference. Before users can schedule conferences, the administrator must set up at least one confer-

ence account. After the account has been created, users can schedule conferences by going to Lists > Confer-

ences (available only from the user login). This section shows the administrator how to create the account
itself.

Creating a Scheduled Conference Account

To create tl’lC conference account:

1. Click Accounts > Create.

2. Choose Conference from the dropdown.

3. In the Account Name field, enter an extension number and/or alias, i.e., a DID number. When

entering an alias in addition to an extension number, use the following syntax:

667/9781234567

Note: 1If you use a space instead of a slash (667 9781234567), you will create two separate accounts
that will be unrelated to each other.

Alias accounts can give the impression that your system has more accounts than it actually has and

can clutter it up. If this occurs, you can hide aliased accounts under the accounts page at the domain

level (Domain > Settings).

To create multiple accounts at the same time, use a space between the numbers:

667 668 669
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Click Create.

—

u\:-';' Settings ‘; Accounts .+ Trunks [ Dial-Plans ¢ Status Admin

Create New Accounts: @

Account Type: [Conference ivl

Account Names (e.qg. "123/f.feuerstein"): |65?

Create

When the page reloads, click List to view the accounts, then click the edit icon to open the account.
Most of the settings are self-explanatory, but keep the following in mind when populating the fields:

m  Conference Name: The name that is assigned to the conference will appear in the Room drop-
down that is displayed on the page when the user goes to organize a conference. Choose a name
that will help users differentiate one conference room from the next:

Record the conference:  on g off

Moderator Options

Documentation {668)
Entering conference: Accounting (669)-

The conference name will also be displayed next to the account number on the Accounts page:

[ 667 Conferencd (Sales)
[ 668 Conferencd (Documentation
[ s69 Conferencq (Accounting)

m  Mode: Be sure to choose Scheduled conference.

m  Before entering conference: The setting determines what occurs when the participant enters
and exits the conference.

Before entering the conference:

MNumber of digits for access code (4-9):

Permissions to monitor this account:
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Scheduling a New Conference

Once a conference account has been created, users can create conferences from their own accounts:

1. Click Conferences from the Lists tab, as shown below:

» Settings | Lists o Status

Conferences organized by 508; &

Create a new conference

Name: lﬁﬂvear review |
Date (MM/DDYYYY or MM/DD, no entry = today) |6;'_23.fm- ]
Start time {HH:MM): [11:40 |
End time (HH:MM): [12:30 |
Participants (e.g. "101; 102; usenfdomain.com"): |5E|3 509 |
Record the confarence: & on o off
Room: [ Schaduled conference {667) [=]
Moderator Options
Entering conference: [Mur\e all participants until moderator enters the conference
Exiting conferance: | Contbinue the conferance :]

2. Populate the form using the following information:
m  Name: This field allows participants to know the subject of the conference.

m  Date: Use MM/DD/YYYY (month/day/year) or MM/DD (month/day) format. Leaving this field
blank will automatically schedule your conference for the day you populate the form.

m Start and end times: Use HH: MM (hours/minutes) format.

Note: The system will use the selected time zone of the extension that is logged in. The start and
end times must be in the same format.

m  Participants: Enter extension numbers and/or email addresses. (The user’s domain must be set
up for sending out emails.) When listing multiple email addresses, use a semicolons as a space
separator.

The email contains a calendar event, which can be read by most scheduling tools. The tool will
pop up a conference reminder with the relevant conference information.

m  Record the conference: The recording will be placed into the user’s mailbox on the web inter-

face (Lists > Mailbox).
m  Room: Choose a conference room.
m  Moderator options: These settings are discussed on page 175.
3. Click Create.

The new conference will be displayed under Conferences organized, listing the moderator and par-
ticipant PINs. Participants will receive an email that includes conference details, such as date, time,
and PIN number.
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> Settings 4 Lists 1y Status

Conferences organized by 508; &

Name Start
Sales Maating 06/232/2010 11:30:00

Room Moderator PIN
54 5123

Participant PIN Action

Create a new conference
Name:

|M|d- year review

|
Date (MM/DD/YYYY or MM/DD, no entry = today} |6¢"23|"m |
Start time (HH:MM): [11:40 |
End time (HH:MM): [12:30 |
Participants (e.g. "101; 102; userfddomain.com™): !sus 509 |
Record the conference: & on o off
Room: [Scheduled conference (667) [=]

Moderator Options
Entering conferance:

[Mur.e all participants untl moderator entars the conferance |'|

Exiting conference: | Continue the conference T|

Modifying Scheduled Conferences

Once a conference has been created, it cannot be modified; it can only be deleted (click the delete icon in
the conference list). Conferences are automatically deleted 24 hours after the conference end time; however,
participants who want to continue talking before the conference is deleted can do so as long as the modera-
tor specified Continue the conference as an exiting preference.

Moderating Scheduled Conferences

Web interface settings and star codes can be used to control a scheduled conference. The web interface set-
tings are located in Moderator Options in the conference account:

Moderator Options

Entering conference:

EStart the conference without moderator ivl

Exiting conference: | Continue the conference El

These settings are described below:

m  Entering conference

—  Start the conference without moderator: Participants will be able to communicate with each
other upon entering the conference.

— Mute all participants until moderator enters the conference: Participants won’t be able to
communicate with each other until the moderator calls into the conference.

— Mute all participants until moderator unmutes the conference: Participants won’t be able to
communicate with each other until the moderator unmutes the conference (*8).

m Exiting conference

— Continue the conference: Participants will be able to communicate with one another after
the moderator has exited the conference. (The conference will not be deleted until after 24
hours.)

— Mute all participants on exit: Once the moderator exits, participants’ phones will be muted.

— Hang up the conference on exit: Once the moderator exits, the system will disconnect all
participants from the conference call.
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Table 12-2. Conference Star Codes

Star Code Description
*0 Send participant list
*1 Mute your device
*2 Unmute your device
*7 Mute other participants'
*8 Unmute other participants'
*9 Hang up the conference'

1. Requires moderator privilege.

Note: As with the other conference star codes, *0 (send participant list) must be executed during the con-
ference. A participants list will immediately be sent to the moderator via email.

Ad Hoc Conferences

The ad hoc conference account allows users to hold conferences at a moment’s notice. No planning is re-
quired, and no emails are sent out. This method of conferencing is handled through the system and produces
a high-quality three-way conference. Although this method offers an especially simple way to hold a confer-
ence, unauthorized users will be able to access the conference room if an access code requirement has not
been set on the account.

Creating an Ad Hoc Conference Account

1. From the Accounts tab, click Create and select Conference from the dropdown.

Create New Accounts: @

Account Type: | Conference |Z|

Account Mames (e.g. "123/f.feuerstein"): |665 |

2. Enter the extension number and a name that will be associated with the account, then click Create.

3. Once the account has been created, click List to open the account and configure it as detailed below:

0 Beltings 4 Accounts 4 Trunks o Dial-Plans o Stalus Admin

Edit Conference 666

Identity: 7]
Accoount Mumber{s): R
BN

Authentication:

Conflersnce Mamei ol e

LGN 1 ff-hoc conferanca EI

VR Languaga! Dufault System VR Language --l
Befara entenng the conferance: Just play 3 short tens E‘
Maderator Access Code: ._12]4-

Parbepant Access Coda; SETR

Pomssions to monitor thes accouni;
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Account Number: You can chan (¢ the name Of our COllfCI‘CHCC or the extension number Of
& b h
your account at any time.

ANI: The conference account uses an ANI (automatic number identification) when sending
calls to an external number.

Conference Name: It is recommended that you choose an understandable name for the confer-
ence, e.g., Company A conference mixer (2106171234 Ext 654), as this text will
be used in conference invitation emails.

Mode: Select Ad-hoc conference.

IVR Language: From the dropdown list, choose the language that will be used for the voice
responses.

Moderator Access Code: This field can be left empty; however, the conference cannot be mod-
erated without an access code (see “Moderating an Ad Hoc Conference” below).

Participant Access Code: When no moderator access code has been set, this field can be left
empty; otherwise, a code is required (users will be unable to access the conference without a
code if the moderator has one).

Permissions to monitor this account: Enter the extension numbers of the individuals who are
permitted to monitor this account.

4. Click Save.

Calling into an Ad Hoc Conference

To hold an ad hoc conference, users need to know the extension number that has been reserved for ad hoc
conferencing. If the designated extension is 665, then all parties who enter 665 from their extension phones

will be joined to the same call. Participants will be required to enter an access code if one has been set; oth-

erwise, they will be joined directly into the conference room. Any number of participants can join the call.
(Participants can also be blind-transferred into the conference.)

Moderating an Ad Hoc Conference

Moderators can use the following star codes to dynamically control an ad hoc conference. If no moderator
access code has been set, these star codes will not function.

Table 12-3. Conference Star Codes

Star Code Description
*0 Send the participants list
*1 Mute moderator
*2 Unmute moderator
*7 Mute all
*8 Unmute all
*9 Hang up the conference

Note: As with other conference star codes, *0 (send participant list) must be executed during the confer-
ence. An email listing the participants will immediately be sent to the moderator.
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CHAPTER
13

IVR NODE

At the most basic level, the interactive voice response (IVR) system allows callers to reach their destina-
tion by making touch-tone entries through the phone keypad, rather than going through the operator. An
IVR node can also be configured for complex tasks so that callers can enter account numbers and pay bills
through an external application server.

Note: The IVR node and auto attendant are two distinct accounts. Auto attendants with basic functionality
(routing callers from point A to B) do not need an IVR node and can use the built-in IVR that is available
through the auto attendant account (see Chapter 8 for more information). Table 13-1 lists the IVR node
features:

Table 13-1. IVR Node Features
Feature Functionality Benefit
Caller Callers are required to enter their Caller verification expedites service to legitimate
verification account number when reaching an | callers and prevents undesired callers from wast-
IVR. ing employees' time.
Password Callers are required to enter their | Password call-routing provides an automated

call routing

password before getting routed to
the correct destination.

means of controlling the flow of information to
the appropriate contacts.

Auto fax
detection

Upon detecting a calling signal
from a fax, the system answers the
call and sends it to your fax ma-
chine.

A dedicated fax line/number is no longer needed
to receive faxes.

Response-based
routing

Response-based routing uses caller
input to route a call to the person
or information best suited to assist.
The system asks the caller a ques-
tion, and the caller responds by
entering a digit.

By developing a series of questions to which the
caller can respond, the system can effectively
route the caller. Response-based routing saves
time and the expense of an interviewer.

Expedited
caller-ID
routing

Incoming calls that match a num-
ber currently on an IVR list are au-
tomatically routed to a pre-defined
destination.

Employees working outside the office can be
connected to the correct department by dialing
the main number. Preferred customers can be
routed based on their caller-ID. Unwanted call-
ers can be routed to “dead ends” or busy signals
to discourage them from calling.
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Feature Functionality

Benefit

The system greets every caller with
a uniform message prior to con-
necting the call:

Example: “Thanks for calling XYZ
Sales. Please have your account
code ready.”

Announcement
before ringing

“Thanks for calling Pizza King. Be
sure to ask about today’s special.”

Information can be delivered before the caller is
connected. This prepares the caller, expedites call
flow, and makes your initial greeting count.

How the IVR Node Works

When a caller reaches an IVR node, the system plays back the prompt that has been set for that IVR node.
Once the caller answers the system by pressing the required digit(s), the system will continue processing the
call. This first IVR node is typically used as an entry door into the system, and the nodes that follow are
used to decide how to proceed next with the caller. For example, the IVR node can ask the customer for ac-
count information then ask an external application server where the customer should go from there. Based

on the answer from the external application server, the customer is routed to the appropriate waiting queue.

IVR Node

Technical
Incoming Call

Support

Play Greeting

“Please enter
contract number’

External Server

DTMFs are SOAP
captured. processes
the input.

6512345 1

Is contract valid?

Call goes to

Support ACD

Figure 13-1.

No, expired

IVR Node—User Enters Contract Information

Call goes to

Sales ACD
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An IVR node can also be used to define dialog that will be used to process calls. In this case, each node plays
one prompt and asks a specific question to the caller. The first prompt may ask the caller what language is
preferred and then dispatch the caller into two different node systems for two different languages. This IVR
node mechanism is very flexible and allows you to either process the input internally in the system or use an
external application server to decide where to go next. The IVR node collects the user input according to the
list of ERE expressions that was entered in the node’s match list. In the simplest case, a static routing is suf-
ficient without consulting the external server, but it depends on the user input.

Setting up an IVR Node Account

This section provides instructions for creating and configuring an IVR node on the snom ONE.
1. From the Accounts tab, click Create and select IVR Node from the dropdown:
» Settings  [J Accounts % Trunks [ Dial-Plans [ Status Admin
|
Create New Accounts: @

Accounts are numbers that you can call on the PBX. Please select the account type that you would like
Tip: You may enter more than one name. If you use a space between the names, the PBX will set up s
use a slash between the names, you will set up one account with different alias names. For example, '
two accounts, the first with the names 123 and theo and the second with the names 124 and fred.

Account Type: | IVR Node El

Account Names (e.g. "123/f.feuerstein™); |411 |

2. In the Account Name field, enter an extension number and/or alias, i.e., a DID number. When
entering an alias in addition to an extension number, use the following syntax:

411/9781234567

Note: If you use a space instead of a slash (411 9781234567), you will create two separate accounts
that will be unrelated to each other.

Alias accounts can give the impression that your system has more accounts than it actually has and
can clutter it up. If this occurs, you can hide aliased accounts under the accounts page at the domain
level (Domain > Settings).

To create multiple accounts at the same time, use a space between the numbers:
411 412 413

Click Create.

Once the page reloads, click List.

Click the account to open it.

AN N

Configure the account as described in the following sections:
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Identity: @

Account number(s): |412 |

Name (e.g., Group 1): |Language |
Settings: ©

WAV File®: |I:"-J::Drrt|actinfo.wav {Browse_:

Dial Plan for outbound calls: | Domain Default ;I

ANI: |9?8123455?

Send daily COR report to: |518

DTMF Match List: |!D!5EID!

From-based routing match list: |

To-based routing match list: |

SOAP URL: |http:h’5nu:|rn.c:nmp'soa|:rhand

Accounts that may record a message: |5E|3

Timeout (secs): |3

Permissions to monitor this account: |5E|3

|ldentity

m  Account Number(s): This field takes an extension number(s) and/or DID number(s). The number
of DIDs that can be entered into this field is unlimited.

m  Name: This field allows you to create an alias so that you can quickly distinguish the IVR nodes
from one another.

F 411 IVE Nodd (Contract Information)
[ a1z IVR Nodd (Language)

Settings

m WAV File: An external recorded announcement can be uploaded in wave format (8-kHz Mono,
16-bit files). Announcements can also be recorded by dialing *98888, where 888 is the IVR node
account.

m Dial Plan for outbound calls: Choose the dial plan that you would like the system to use when
routing calls to an outside provider.

m  ANI: The IVR node uses an ANI (automatic number identification) when sending calls to an
external number.

m  Send daily CDR report to: The call data record (CDR) lists all calls that come into the IVR node.
The report is sent at midnight each night to the email address specified here.

m  DTMF Match List: This field allows you to enter a list of match patterns that will be used by the
system to direct a call once a user has pressed a number from the telephone keypad. You can also
use pre-coded IVR nodes (see page 137 for information on direct destinations).

When entering DTMF match patterns, keep the following criteria in mind:

— A space is required between list elements.

— Each pattern must contain two fields separated by a character that does not occur anywhere
else in the string, for example “!”.

— 'The first field must contain the extended regular expression, and the second field must con-
tain the destination.
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Example: To specify that the caller should be directed to extension 500 after pressing 0, enter
101500 into the DTMF field. To specify that the system should wait until a user has en-
tered three digits before attempting to redirect the call, enter !~ ([0-9]{3})$!\1!.

From-based routing match list: This field requires syntax similar to the DTMF field.

To-based routing match list: This field is used when the snom ONE opens the IVR node. Use the
same format as in DTMF Match List above. If there is a match with the From or the To header

of the call, then the IVR node immediately switches the destination without playing the WAV file.
This allows you to implement flexible routing schemes.

SOAP URL: If no SOAP URL is specified in the account, the system will assume that the match-
ing pattern is the name of the account to switch to. If the SOAP URL is available, it will pass the
destination to the application to further determine what to do with it. For more information on

SOAP see page 184).

Accounts that may record a message: Enter the extensions that are allowed to record welcome
messages. Use a star (*) to indicate all users.

Timeout (secs): The timeout specified in this field starts either when the system sends the call to
the IVR node or when the user enters a digit.

Permissions to monitor this account: Enter the extensions that are permitted to monitor this ac-
count. The destination may be any dialable number. If the number requires a dial plan, the default
dial plan of the domain will be used. If the destination field contains a single dash (“-”) and the
pattern matches, the system will disconnect the call.

Recording Messages

Messages can be recorded using the Record Message (*98) star code, or they can be uploaded through the
web interface. Both methods are detailed in the following sections. Users must have permission to record
greetings before they can record greetings for an IVR node using *98. The permission is given in the IVR
account itself.

Record the Message Directly

To record the message:

1.

2.
3.
4.

From the telephone keypad, enter *98.
Enter the IVR Node account number.
Enter *1 (“1” is the greeting number).

Press the confirm button.

@OOCOOOOW®

In the example shown above, the IVR node account is “126,” and the greeting that is being recorded
is greeting 1. You may record up to nine greetings. The standard greeting is recognized by the system
as greeting 0 and can be recorded by entering *98. Use the standard greeting if you want to use the
same greeting for all hours of the day and night.
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Upload a WAV File

WAV files allow you to record and edit your message before loading it into the system. They also allow you
to use professional IVR dialogs. From the IVR Node settings:

1. Click the Browse button and upload the file (WAV files should be 8 kHz Mono, 16 bit).
2. Click Save.

Identity: (7]

Account number(s): |412 |

Mame (e.g., Group 1): |Language |
Settings: (7]

WAN File®: |- \contractinfo wav ‘Browse_

Dial Plan for outbound calls: I o Bt _I

ANI: |9?8123456?

Send daily CDR report to: |518

DTMF Match List: |!EI!5EII:I!

From-based routing match list: |

To-based routing match list: |

SOAP URL: |http:,f’,f’5n0m.c:0m,f'soaphand

Accounts that may record a message: |5I33

Timeout (zecs): |3

Permissions to monitor this account: |5I33

Save

Linking an External Application Server to an IVR Node

SOAP (Simple Object Access Protocol) is an XML message-based protocol specification used to allow appli-
cations running on a decentralized, distributed environment to exchange information. It relies on Extensible
Markup Language (XML) as its message format, and usually relies on other application layer protocols, such
as RPT and HTTP, for message negotiation and transmission.

Sample SOAP Message

Following is a sample data interchange using the HTTP/SOAP protocol. (The indentation shown is for il-
lustration purposes only.)

Request
POST /ivr.xml HTTP/1.1
Host: pbx.com
SOAPAction: IvrInput
Content-Type: application/xml
Content-Length: 123
<env:Envelope
xmlns:env=" http://schemas.xmlsoap.org/soap/envelope/”
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xmlns:sns=" http://www.snomone.com/soap/pbx”>
<env:Body>
<sns:IVRInput>
<CallID>3525234@snomone.com</CallID>
<Output>123</Output>
<From>Fred Feuerstein &lt;sip:ff@test.com&gt;</From>
<To>Tom Test &lt;sip:tt@test.comé&gt;</To>
</sns:IVRInput>
</env:Body>
</env:Envelope>

In the snomone namespace, the record CDR indicates that a CDR shall be transmitted. The CDR may have
the following attributes:

m  CalliID: This attribute contains the call-ID of the call and makes it possible to put the IVR input
into a session context. It is also used as an identifier in the response to the request.

m  Output: The digits that the user has entered into the IVR node.

m The To and From fields indicate the To and From headers of the call.

Response

The response on the file tells what should be done with the input. An example return could look like the fol-
lowing:
HTTP/1.1 200 Ok
Content-Type: application/xml
Content-Length: 123
<env:Envelope
xmlns:env="http://schemas.xmlsoap.org/soap/envelope/”
xmlns:sns="http://www.snomone.comn/soap/pbx “>
<env:Body>
<sns:IVROutput>
<CallID>3525234@snomone.com</CallID>
<Destination>123</Destination >
</sns:IVROutput >
</env:Body>
</env:Envelope>

The response has the following attributes:
m CallID: This attribute contains the caller-ID of the call. It is used to identify the affected call.

m Destination: This string indicates which account to switch to.

Example PHP File

This example shows how to process the CDR on an Apache web server using the PHP extension. This ex-
ample just extracts the data and writes it into a plain file.

<?php

Selem="";

Scallid="";

”irr

Soutput="";
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function start element ($Sparser, S$Sname, Sattrs) {
global S$elem;
Selem=S$name;
}
function end element ($Sparser, S$name) {
}
function xml data(Sparser, S$data) {
global S$elem, $from user, $to user, Sfrom, S$to, $duration, S$start,
Scallid, Soutput;
if ($elem=="CALLID”) Scallid .= $data;
else if(Selem=="0UTPUT”) Soutput .= S$data;
}
$content = SHTTP_ RAW POST DATA;
$xml parser = xml parser create();
xml set element handler ($xml parser, “start element”, “end element”);
xml set character data handler ($xml parser, “xml data”);
if (!xml parse($xml parser, S$content, true)) {
die (sprintf (“Get XML error parsing %$s: %s at line %d4d”,
htmlspecialchars ($content),
xml error string(xml get error code(Sxml parser)),
xml_get_current_line_number($xml_parser)));
}

xml_parser_free($xml_parser);

// Ok here some bogus logic what to do with the input:
Sresult = “1237;

$xml = ‘<env:Envelope xmlns:env=" http://schemas.xmlsoap.org/soap/en-
velope/ ™ xmlns:sns=" http://www.snomone.com/soap/pbx”>"';

S$xml .= ‘<env:Body><sns:IVROutput><CallID>’;

Sxml .= S$callid;

Sxml .= ‘</CallID><Destination>';

Sxml .= Sresult;

Sxml .= “</Destination></sns:IVROutput></env:Body></env:Envelope>\
r\n”;

echo $xml;
>



CHAPTER
14

CALLING CARD ACCOUNT

The calling card account allows callers to place outbound calls from the system without being logged into
their extension. This is especially advantageous to the user who is traveling. To place an international call,
users simply call into the system and enter their extension number and PIN code. The call will reflect the of-
fice’s caller-ID and will appear in the user’s call log.

snom ONE RS S K
ext 231 ** R

\AVAVARRVAVAVAVAVAVAVAVAVAVAVANAVAYY frnelvienvirineirinvisepvimAvk 0.
*

The calling card account can be used in three different modes:

m  DISA —The user calls into the account and authenticates himself by entering his extension number
and the associated PIN code. If the user’s company has an 0800 number, then this is a simple away
to reduce costs for international calls.

m  Callback—The user calls into the system and requests a callback. Although this mode requires more
steps to establish the call, it may reduce telephone costs even further, as the call to the system does
not get connected and the caller is not charged for the call. When callback is initiated from the
calling card account, rather than the Personal Virtual Assistant, the user will not be charged for the
seconds/minutes that accumulate between the time the callback is initiated and the caller is con-
nected to the destination.

m  Pre-pay—The user calls into the auto attendant from an outside phone and enters his extension
number and PIN. Once the system completes the authorization, the user enters the destination
number. The minutes accumulate against the user’s Credit for outbound calls setting (see page

115).

The calling card account can also be used with an external database. Customers who buy a prepaid calling
call can dial into a free-of-charge number that goes into the calling card account. The system uses the SOAP
interface to communicate with an external application server which manages the calling cards and the re-
maining money. Once the call has ended, the system reports the call duration to the server.
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Setting up a Calling Card Account

This section provides instructions for creating and configuring a calling card account:

1. From the Accounts tab, click Create and select Calling Card:

5" settings ) Accounts ¢ Trunks 5 Dial-Plans [ Stotus

Create New Accounts: &

i T DR Plaads Lels] Phe Beenunt Typs thal you woold Do 1o ok

narmes, tha PEX will sal

as et Foe examole 22 the

Agwanart Type | Calling Card ul

Arrnnrt Namet (o g *123 feeretsin™): (103

2. In the Account Name field, enter an extension number and/or alias, i.e., a DID number. When
entering an alias in addition to an extension number, use the following syntax:

103/9781234567

Note: If you use a space instead of a slash (103 9781234567), you will create two separate accounts
that will be unrelated to each other.

Alias accounts can give the impression that your system has more accounts than it actually has and
can clutter it up. If this occurs, you can hide the aliased accounts under the accounts page at the

domain level (see page 60).

To create multiple accounts at the same time, use a space between the numbers:

103 104 105
Click Create.
4. Once the page reloads, click List, open the account, and configure it as described in the following
sections.
Identity: @
Account numberi(s): 103
Behavior: @
Dial Plan: |Dumain Default LI
ANI: [s781234567 |
Send daily COR report to: |502 |
Callback: " on (v off
Caller-10: {~ Show (% Block
Allow calling accounts on the PEX: " Allow §+ Don't Allow
Entering telephone numbers: | User must press pound ;I

Read out balance when lower than (e.g., "1.00"): | |

Permissions to moniter this account: | |

0]
w
=
1¥
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|dentity

m  Account Number(s): This field takes extension number(s) and/or DID number(s). The number of
DIDs that can be entered into this field is unlimited. This information can be changed at any time.

Behavior

m Dial Plan: Choose the dial plan that you would FBomain Default 1w
like the system to use when routing calls to an
outside provider. If the system uses the SOAP CallCentric
interface for placing outbound calls, it needs to Standard Dialplan

. . Mew
know which dial plan to use. If the system uses
the internal database, it uses the dial plan of the

selected extension.

m  ANI: When a dial plan is used, the system also checks the presence of an ANI (automatic number
identification) number and, if set, the system will use it.

m  Send daily CDR report to: The call data record (CDR) lists all calls originating from the calling
card account. The report is sent at midnight each night to the email address specified here.

m  Callback: This feature allows the account to be used in callback mode. After dialing into the sys-
tem, the user is prompted to enter an extension number and PIN code. The caller may leave a call-
back number; otherwise, the system will use the caller-ID. Once the system calls back, a destination
number will be requested. The callback feature allows users to make free outbound calls from a cell
phone as long as the cellular provider offers free incoming calls and the user has an unlimited call
plan with one of the system’s trunks.

Important: Before users can use the calling card in pre-paid mode, Callback must be set to off
(refer to Chapter 15 for information on the pre-pay feature).

m  Caller-ID: Choose whether to show or block the caller-ID. If you choose to show the caller-ID
and a call is started on behalf of a known extension, the system will use the caller-ID associated
with that extension. If the SOAP interface is being used, the system will display the caller-ID of the
calling card account.

m  Allow calling accounts on the PBX: When this setting is enabled, the system will also consider
calling local accounts. This is often useful in corporate environment, where callers can use 0800
numbers to call internal destinations.

m  Entering telephone numbers: The system needs to know how to interpret a user’s input. Choose
from the options shown in the dropdown (a description of each option is listed below):

Entering telephone numbers: |User must press pound ;I

Read out balance when lower than (e.g. "1.00"): Svstern diale automatically (NAPNA)
[System dials automatically (ROW)

— User must press pound: The user will be required to press the pound key after entering the
telephone number.

—  System dials automatically (NANPA): The system will interpret telephone numbers ac-
cording to the NANPA scheme (North American Numbering Plan Administration), which
means that international numbers will start with 011 and numbers that have 10 digits will be
written in the (xxx)xxx-xxxx scheme (see Table 3-2 for more information on NANPA).



190 Deploying the snom ONE [P Telephone System

—  System dials automatically (ROW): The system will interpret numbers according to a “rest of
world” scheme, which means that international numbers start with 00 and national numbers
start with 0 (see Table 3-2 for more information on ROW).

m  Read out balance when lower than (e.g., “1.00”): The system will let the user know when the
card balance is lower than the amount that is indicated in this field.

m  Permissions to monitor this account: Enter the extensions that are permitted to monitor this ac-
count.
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PRE-PAY FEATURE

The pre-pay feature allows the administrator to create customized rate tables for multiple pricing strategies.
Calls are calculated based on call duration, destination, and the rates provided in the tables. The pre-pay fea-
ture can be configured so that users can access it using the extension account, the Personal Virtual Assistant
(available from the cell phone), or the calling card account (PIN access).
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Users do not need a physical phone connection in order to take advantage of the prepay feature. This fea-
ture can also be accessed through a calling card account (see Chapter 14).

Setting up the Pre-Pay

The two important components of the pre-pay are the rates table and an assigned dollar amount on the user’s
extension:

m  Rates table—A rates table, CSV (comma separated value) formatted data, is an essential component
to the pre-paid feature. It can include any number of entries and must be entered into the trunk.

m  Dollar amount—A dollar amount must be assigned to the user’s extension account.

Creating the Rates Table
1. Create a trunk that will be used specifically for the pre-pay feature.

New Trunk:
Name: |Ca|lir|g Card |

Type: | SIP Registration El

= ==
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Click List to view a list of the trunks

Click the Edit icon for the trunk you just created:

Name Status Edit Delete Action
CallCentric (10) 200 Ok (Refresh interval 34 seconds) E x REGISTER
calling card (35) XK REGISTER
Click Rates.
: Settings =, Accounts = .* Trunks [ Dial-Plans o Status Admin

A sample rates table is displayed:

Define call rates for trunk Calling Card:

Please enter the rates for outbound calls on this trunk. For each destination, use one line. Use a comma
entries must be: Name of the entry, Prefix, cost per unit, duration of a unit in seconds (optional, default
must match the representation of telephone numbers of the trunk. If you use "*" as prefix this line will ac
the following example.

Greece,01130,0.10
Germany,01149,0.15
Cuba,011527,0.45,55,1.00
USA,1,0.05

Rest of World,*,0.05

The rates table follows standard CSV format. All fields are separated by commas:

Greece,01130,0.10
Germany, 01149,0.15

Cuba, 011527,0.45,55,1.00
USA,1,0.05

Rest of World, *,0.05

Following is a tabular representation of this information. As the table shows, different telephone area
codes and exchanges will be charged at different rates.

Duration of Unit | Connection
Name of Entry Prefix** | Cost per Unit (seconds)* Fee
Greece 01130 0.10
Germany 01149 0.15
Cuba 011527 45 55 1.00
USA 1 0.05
Rest of World * 0.05

* The Duration of Unit default is 60 seconds.

** When establishing the prefix, the following settings must be considered: Country Code and Area
Code settings (page 61) and Rewrite global numbers (page 93).
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5. Enter your own calling rates in the space under the sample rates table.

Important: In the event a blank field sits between two other fields (e.g., you're requiring a connec-
tion fee but will not be changing the Duration of Unit default, as shown in the table below), you will
need to make provision for this empty space in your CSV syntax. CSV syntax in this case would be
Greece, 01130,0.10,,1.00 (notice the double commas).

Cost per Duration of Unit | Connection
Name of Entry Prefix Unit (seconds)* Fee

Greece 01130 0.10 1.00

All other trunk settings are detailed in Chapter 4.

Assigning a Dollar Amount to an Extension

Before a user can begin using the pre-pay calling card account, a dollar amount must be specified in the
extension account:

1. Open the user’s extension, and click the Registrations tab.
2. In the Credit for outbound calls setting, enter a dollar amount.
Important: If this field is left blank, the user will be allowed unlimited calling.

Note: Users can execute the Show Account Balance (*61) star code to determine the number of min-
utes that are left on the pre-paid account.

5 Goitings 4 Accounts ¢ Trumks 5 Dial-Plams o Status Addsin

Registration hgvio r 50

User Agent Setup:

Trusted 2 Addieieed:

Bired ko BAAL Address: D00 LIE5FDS DO E323004C
Paramatar 11

Paramatr 7

Paramater 3!

EPIC: |SERTI00I4E

Lines

Enable Call Waiting: @ on = off

MLy, MAMbOT Of CONCLFTENt regesiTabons par extersion

Cradit I outhound cals. 20,00

Methods of Access

The pre-pay feature can be accessed via the extension, the Personal Virtual Assistant, or the calling card. This
section details each method.

Extension

This method does not require a calling card. Once the rates table has been added to the trunk and the exten-
sion has been assigned a dollar amount, all calls made from the extension will be calculated according to the
rates table assigned to the trunk. To determine the number of minutes remaining on the account, the user
can execute the Show Account Balance (*61) feature.
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Personal Virtual Assistant

With this method, users can call into the Personal Virtual Assistant from their cell phone to access their pre-
paid account (the cell phone must be configured to the user’s account). Instructions are as follows:

1. Call into the main number from the cell phone. Because the cell phone is recognized by the system,
the user is presented with the Personal Virtual Assistant.

2. From the Personal Virtual Assistant, press 1 (to make an outbound call).

3. Enter the destination number.

As with the previous method, the call will be calculated according to the rates table assigned to the
trunk. To determine the number of minutes remaining on the account, the user can execute the
Show Account Balance (*61) feature.

The Personal Virtual Assistant is discussed page 319.

Calling Card Account (PIN Access)

This method requires a calling card account. (Once you have created the account, be sure to deactivate the
Callback setting and specify an amount for the Read out balance setting.)

Callback: - on @ off
Allow calling accounts on the PBX: @ Allow = Don't Allow
Entering telephone numbers: | User must press pound |Z|

Read out balance when lower than (e.g. "1.00"): |2.DU |

This method will require that the user enter a PIN number for each call that is made.

Important: For security purposes, always require that your users enter a PIN. Do not try to configure the
calling card account so that a PIN is not required.

To use the calling card account:
1. Call into the auto attendant from an outside phone.
2. Enter the calling card account number.
3. Enter the extension number.
4. Enter the PIN of the extension.
5

Enter the destination number.

The call will be calculated according to the rates table assigned to the trunk. The system will read
out the minutes remaining once the Read out balance threshold has been reached on the account.
To get a readout of remaining minutes before the threshold has been reached, users can execute the
Show Account Balance (*61) feature.



CHAPTER
16

EMAIL

E-mail support is one of the most useful and powerful features of the snom ONE telephone system for both
the administrator and the user. The system can be configured to notify the administrator (or anyone else in
charge) when calls get rejected, when the system disconnects a call, or even when someone dials an emer-
gency number. Many other critical system events can also be included in this alert.

Users, too, can be notified of important events on their end. They can receive emails when they miss a call, at
the end of every call, or whenever a call is rejected because of a blacklisted number. Users can also configure
their account so that voicemails are sent as email attachments. This configuration enables them to check their
voicemails at any time from any location in the world using an Internet connection.

This chapter shows the administrator how to configure these settings, as well as how to configure the SMTP
server on the snom ONE telephone system.

Configuring the SMTP Server
System-Wide SMTP Settings

The snom ONE telephone system can be configured as an email client to send email messages to the us-
ers. To do this, the system needs a mail or an SMTP server (via an external SMTP provider) to send the
messages. If you already have an SMTP server set up, you can configure it to the system using the following
instructions. If you do not have one set up, you can set one up through Gmail for free or ask your email
administrator.

Note: SMTP settings can be configured by either the administrator or the domain administrator.

1. Navigate to Admin > Email:

L)J Settings (3 Domains | | Email o Status

General Email Settings: @

"From" Address (e.g., "PBX" <pbx@domain.com:=): |Voicemai|@snom.com

|
Account (e.g., pbx): |V0icemai|@snom.com |
Password (e.g., secret): |u--uu-- |
Password (repeat): |u--uu-- |
SMTP Server (e.g., smtp.domain.com): |5mtp.bizmai|.yahoo.com |
Encryption: |Automatic ;I

Use same settings for all domains: " yes (@ no
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2. Populate the form using the following information:

m  From Address: This field will be used by the system when it sends emails (it is the From ad-
dress). You can use names like voicemail@your-company.com or pbxautomailer@
your-company.com. The name will appear in the From field of the email.

m  Account: Provide the e-mail account for the SMTP server. Generally, this is the same as the
From address.

m  Password: This is the password for the e-mail account.
m  Password(repeat): Confirmation for the password.

m  SMTP Server: This is your SMTP outgoing mail server. (The system can send email messages
by emulating an email client; however, it needs a mail or SMTP server to send the messages.)
(Gmail’s SMTP is smtp.gmail.com.)

m  Enable TLS: This setting indicates whether you use TLS to connect to the mail server. Default
is Yes.

m  Use same settings for all domains: If you leave this setting set to Yes, it will pass SMTP set-
tings onto your domain.

Domain-Specific SMTP Settings

Domain administrators can configure the system’s email settings using the following instructions:
1. Navigate to Domains.
Select the domain, then click Settings.

Scroll down to Email Settings.

L

Populate the form using the information from page 196.

Adding Email Accounts to the System

Note: First create your email accounts using Gmail, Yahoo, or another webmail service provider. Once you
have created your email accounts, you can add them to your extensions by clicking the Email link in each
extension account (Figure 16-1) and then entering the email address into the Email Address field. When
entering multiple email addresses, use a semicolon as a field separator.

% Settings |, Usts o Status

Emad Addrase (a.g., abo@company. com): kathrynicompany . Com

Send a malbax mecsags by amad: SEH-E-;I;!!EJQG as attachmant to amail ﬂ
after sending a message i@iﬁg@@i@lﬁjﬁé@iﬁﬂ

Send email on missed calls; W Yes ¢ no

Send email at the and of avery call: @ yes (T no

Sand amail on status changes: = yes (™ no

Send emaill when mailbox = full: @ yes [ no

Sand emal f the call was repected because of blackhsted number: (" yes @ no

Figure 16-1. User Email Settings
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Note: Figure 16-1 shows the standard email settings that are available to the user, but administrators can
prevent the user from seeing the Send a mailbox message and After sending a message settings (see the
email control settings on page 56).

Send a mailbox message by email: Users have the following three options:

Do not send an email: No email will be sent. Only the extension will receive messages.

Send emails without attachments: Email notifications will be sent to the user whenever a
voicemail message is received. This provides somewhat of a visual voicemail box. The email
will show the name and number of the caller and the date and time that the call arrived. To
retrieve the voicemail itself, the user will need to call into the voicemail. The benefit of this
mode is that emails that are relatively short can easily be read using mobile devices that sup-
port reading emails.

%> Home || Inbox 61 messages x
ﬁj Delete ﬁ\ Reply = E¢Forward E‘ Spam ﬁgMove hd B Print  More Actions ™ View =
[] | @ | From Subject Date - size & (P
O volcemall@snom.us.com Missed Ca nm (978) Mon, 8/3,/09 9:07 PM 4KB
O voicemail@snom.us.com Yoicemail from (978) Mon, 8/3/09 9:06 PM 5KB
[ volcemail@snom.us.com Missed Call from (9 78] Mon, 8,3/09 9:05 PM 4KB

Send message as attachment: Actual voicemails will be attached to the email notifications.
This option is suitable for users who use email throughout the day and are using a personal
computer for processing email.

% Home || Inbox 63 messages x

ﬁj Delete ﬁ\ Reply = @Forward E‘ Spam BgMove - B Print  More Actions ™ View ¥

[]|@ | From Subject Date - Size | & | ®
] woicemall@snom.us.com issed Call from (978)373-251to | Mon, 8/3,/09 9:34 PM z4xn( & j
[ voicemall@snom.us.com issed Call from {978)373-251 Mon, 8,/3,/09 9:33 PM 4KB

[ wvoicemail@snom.us.com Yoic i (978)373 to | Mon, 8/3/09 9:25 PM 5KB

[ wvoicemail@snom.us.com Yoicemail from (978)373 to | Mon, 8/3/09 9:24 PM SKB

[ wvolcemail@snom.us.com Missed Call from {978)373 Mon, 8/3,/09 9:23 PM 4KB

[ voicemall@snom.us.com Missed Call from (978)373 Mon, 8,/3/09 9:20 PM 4KB

[] voicemail@snom.us.com Missed Call from {978)373 Mon, 8,/3,/09 9:18 PM 4KB

[] voicemall@snom.us.com Missed Call from {978)373 Mon, 8/3/09 9:07 PM 4KB

Note: Users can also use the *95/*96 star code from the phone to request that voicemail be
sent as email attachments.

@ @ @ Send voicemail as email (activate)
@ @ @ Send voicemail as email (deactivate)

After sending a message: The user must decide what to do with a voicemail message after it has
been emailed:

Keep message as new message: The message will remain in the user mailbox as a new mes-
sage. This option has the potential danger of eventually overfilling the user's voice mailbox.

Mark message as read: The message will remain in the user's mailbox, but the system will
drop the oldest message to make room for a new message if the mailbox becomes full. The
disadvantage of this mode is that the message waiting indicator will not alert the user of new
messages.

Delete the message: The message will be deleted after the email has been sent. This keeps the
user's mailbox clean, but the system does not store voicemail messages permanently. The user
will have to listen to the messages from the email client.

Send email on missed calls: When this setting has been activated, the system sends the user an
email for each missed call (see below). Calls to a hunt group or agent group are not included.
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ﬁ Home Inbox &1 messages *
ﬁjl' Delete ﬁ\ Reply ~ @Forward E‘ Spam ,ngove' B Print = More Actions ¥ View ¥
[]|@ | From Subject Date - Size | |®
[] voicemail@snom.us.com (Missed Call from (978) Mon, 8/3,/09 9:07 PM 4KB
[] voicemall@snom.us.com Yoic i Mon, 8/3/09 9:06 PM 5KB
[] voicemail@snom.us.com Missed Call from (978) Mon, 8/3/09 9:05 PM 4KB

Send email at the end of every call: When this setting is activated, the system sends the user an
email for all calls (see below). This feature is useful for keeping track of a group sales extension, a
telemarketing campaign, or calls made to a new employee’s extension. (When both “missed calls”
and “all calls” have been activated, the user will receive two emails for each missed call.)

% wome || Inbos n

0 Dslste A Rl e ¥ Powwd  [Dspam  ([Feevem DLk Mos AdROE T Wik T
0§ From 7 D - S F T
volcemalls nomus.gom vascemail from (9705373 Mesn, 1139 9525 BV KB
woltemalli nomuus.com Wedcwiaail Trans (OTR}ITS M, B30 G340 P L1 ]
voicemailisnom Lsgom missed Call fram (978)373 Fon, B/3/07 %23 PM 4B
VR IS ROTLLIS. 0T miseed Call fram (978)3T3 Mesn, /309 9500 PV 4K
volcemaliEs nomuus.com rissed Call fram (978)373 P, B3/ 18 PV KB
volcemaliEs nomuus.com missed Call fram (978)373 Fhemn, B/3/06 %07 PH 4B
volcemallnomus.com WVolcemall from (978)373 o bon, 0,730 S P SKB
wolcemallsnomus.com rissed Call from (978373 P, 153109 05 P AKE

Note: Users can also use the Request Call Details (*63) star code to request the call details of a par-
ticular call. Details include the caller-ID, the duration of the call, and the time the call was made.
This feature is handy and prevents users from having to ask the caller for contact information. Users
must:

1. Dial *63 and press the confirm button on the telephone keypad.

@OOG®

2. Retrieve the message in their email account.

Note: The email sent by the system includes a link to the last number. When users click the
link, the system will prompt them for a username and password (in the form user@do-
main). If the user’s browser supports saving the login information, the next time the user
clicks such a link to dial a number, the call will immediately be initiated.

This feature works only with user agents that support the REFER mechanism outside of
existing dialogs. On some phones, users must press “Ok” or lift the handset in order to
acknowledge the dialing of the number. The remote initiation of a call is a security-sensitive
topic, as it might turn a user’s phone into a microphone. Therefore, user’s must authenticate
themselves during the initiation of the call and may have to acknowledge the initiation of the

call.

Send email on status changes: The user will be notified of all status changes (e.g., changes to the
DND status, the registration status, etc.).

O | From Subject Db - ¥
volcemaildnncm s om s o your etenmsion S08-.,  Tue, B/18/09 10:42 P4
WO LN L SO ik ol your ednmbon SR S, 81 /0F B3 P
e PRS0 -] - Wisd, 7120100 4:37 PH

Send email when mailbox is full: The user will be notified when their mailbox is full.

Send email if call was rejected because of blacklisted number: When users execute the *92 star
code (Add to Blacklist) to block a particular caller (or if the caller is already tagged as a blacklisted
caller in the user’s address book), an email will be sent to the user’s mailbox when that caller has
attempted to call.
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From: voicemail@snom.com [mailto voicemail@snom.com]
Sent: Friday, February 05, 2010 10:34 AM

To: jason.peters@snom.com

Subject: Incoming call to &01 was rejected due to blacklisted number

Dear Jason Pelors
PEX has rejected the call from 9781234567 because you have blacklisted that number in your addrass boak

Do not reply to this Email. It was sent automatically.

Mo virus found in this incoming message.

Checked by AVG - www.avg.com

Version: 8.5.435 / Virus Database: 271.1.1/2861 - Release Date: 02/05/10 07:35:00

Receiving Email Notifications from the System

Types of Email Notifications

The system can be configured to notify a list of administrator accounts when an important system event
occurs. The types of email notifications are presented in Figure 16-2 and are located in Admin > Email >

Messages.

i 20 Patiogs | Domaies | EmaN i Fiatus

O ey S

From Ifm page, you Can specily 8 kit of sdmnistrabots wiso will be fobied by end whan an mpoiiant event occirs, Ented tha emal
addresses nto the Admin emad address feld shown below. You can alio select the evants that you want to be nobified of.
duthmen amad addraws (@.g., Weert aenddoman. oom, et eaparated iy eemecokon Fmﬂﬂm

Send the medrught sl abeut the CPU uskgs of the last day: (& e~ ma

Whan a call gets mected becsuse the CPU load was teo Raghi i ye5 (" no

Whan the status of a tunk changes (if selected m tha trunk setbng): L ]

whar the keenne will expus i lees than 30 day: (& yeu

Whan @ fegetrlbon sl of 80 sateningn change: ]

Whan the system was restarted: &y A

Whan & hew fecoddng is avadalds on the fla syatem: i yed oo

\Whan the azcaben of 3 new CO-bng faded and o call was rejestesd becauss of this! i yes " o

Whan & trunk fsdowsr svend odoun & yis {0

Whan somenns dials an sssIpancy MImber; i e ™m0

Whan e PIX dacornects & coll Becauss &F ors-way Suo; W e T r

Whan the PEX dicernectd 4 Call Becausa i could nof be selabinhed; @ yes ™ no

Whan a megstrabon changes its address bt beeps the cal-1D: @y " Pa

‘Whan the PIK iecemed & BYE message Snd G not recens meda juit bifore the OYE 3 v  fo

When PRX blscilts an 1P addrass: & yes (o

Whar pagsng playout fads: & ves  no

Figure 16-2. Types of Email Notifications

Customizing Email Notifications

Email notifications can be customized. To customize the messages, a familiarity with HTML is required.

1. Navigate to Admin > Email > Text.

B Eamtmgs in—u— | Wmasl  Shatis

Emeod Templates; 8

Frorh Mhai Bacd. wiu OirY CRENOE i Bt F widull afiel thd T PRI Seadh Sol. Adesnd”, £ 0 S elild” 13 et B dvilns

Pt salars thar e o yous o Bl b | T E T T

A | ots_calingcands_ st b a
e gy 16 bl (b sl et ey
| Bera_com hm
I | dorm_colnes_ i
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2.

From the dropdown, make a selection. The HTML will be displayed:

Chanin pelect the pegs 15t you woold like to edits [ armail_weicome him =] Gwe

-
ionalsrENT
.48 >

HT-B1IE: 1Bpa; COOOR: BIEROFE; FOMNT=-FAMILY: Vepdsfia

LECIFAlgi0="0" RAPSAIgLO="0" BATZINNEIghL="0"
laak Rimyvpr naee||lng Seard)o/po

t1] [l
frg ERTER] [ERl RASVAL paameatd) |lng testd jLsps

T ectesion)|log Testljcatrong>ianl

ii*[ibg Jeblis
Clixfing Jedlistél</iy>

Embedded between the standard HTML tags (e.g., <title></title> and <body></body>)
is additional code (ssi htmvar password, lng text4, ssi var link, etc.) thatis used
by the system to translate various parts of the welcome message, e.g., the specific extension that has
been created, the language that has been set for that extension, etc. If these settings are not important
and you prefer to send a static email once an extension has been created, you can create a static mes-
sage similar to the following:

<?xml version="1.0" encoding="UTF-8" 72>

<!DOCTYPE html PUBLIC “-//W3C//DTD XHTML 1.0 Transitional//EN” “http://www.
w3.0rg/TR/xhtmll/DTD/xhtmll-transitional.dtd”>

<html xmlns="http://www.w3.0rg/1999/xhtml”>

<head>

<title>This email is sent by snom ONE</title>

<style type="text/css”>

.normalText {

FONT-SIZE: 12px; FONT-FAMILY: Verdana; border-bottom: 10pt

}

.header2Text {

FONT-WEIGHT: bold; FONT-SIZE: 18px; COLOR: #168099; FONT-FAMILY: Verdana
}

</style>

</head>

<body bgcolor="#f0f0£f0” leftmargin="0"” topmargin="0"” marginheight="0" mar-
ginwidth="0">

<p class="normalText>Hello new user. You have been added to the snom ONE
telephone system. This email is sent automatically. Do not reply.

</p>

</body>

</html>

CDRs to Emaill

All types of CDRs can be exported to email. Depending upon which type of information you would like to
receive, you will need to configure the respective setting on the snom ONE.

Important: Before you can receive any type of CDR, the SMTP server settings must be configured (go to
Admin > Email).
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CDRs for Trunk Activity

If you want to receive a nightly email report on trunk activity, add your email address to the Midnight

Events setting.

1.

Ll

Navigate to Domain.

Click the domain.

Click Settings.

Scroll down to Midnight Events and enter your email address into the Send daily CDR report to

setting.

Midnight Events: (7]
Send daily CDR report to: Ijack@snam.cnm | (’[_‘E'}f)

Note: When entering multiple email addresses into the field shown above, use semicolons between
the addresses (e.g., Fred Feuerstein <ff@domain.com>; Carl Clements <cc@do-
main.com>).

Note: Clicking the Try button will send the CDR immediately. This allows you to see if your set-
tings work, rather than waiting until midnight. Keep in mind that this is just a link, and you may
have to save your list before clicking the link.

CDRs for Your Extension Only

If you want to receive emails for your calls only, add your email address to your extension and enable the
Send email record setting:

Ll

Log on as a user.
Click Settings > Email.
Enter your email address into the Email Address field.

Click Yes for Send email record for all calls.

¢ Settings [ Lists [, Status

Email settings for account 50: @

Email Address (e.g., abc@company.com): |kathryr|@company.com |
Send a mailbox message by email: | Send message as attachment to email Ll
After sending a message: | Keep message as new message j

Send email on missed calls: (& yes (" no

Send email at the end of every call: @ yes (" no

Send email on status changes: f® yes (~ no

Send email when mailbox is full: ® yes (~ no

Send email if the call was rejected because of blacklisted number: (¢ yes (& no
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CDRs for All Extensions on Your Domain

If you want to receive emails for every call on every extension, add your email address to the CDR URL set-

ting at the domain level.

1.
2.
3.

Click Domain, then choose the domain.
Click Settings.
Scroll down to CDR URL and enter your email address.

Note: You must use the mailto syntax as shown below.

CDR Settings:

CDR URL: |mai|to:rache|@5nom.com |

CDRs for All Extensions on All Domains

If you want to receive emails for every call on every extension for all domains, add your email address to the

CDR URL setting on the Admin > Settings page.

1.
2.

Click Admin > Settings.
Scroll down to CDR URL and enter your email address.

Note: You must use the mailto syntax as shown below.

CDR Settings:
CDR URL: |mai|to:rache|@5n0m.c0m |

The following report shows a running list of the previous day’s calls:

Fram: volcemailg@enam com [malitavelcemallfanom com]
Sent: Thursday, October 29, 2009 12:00 AM

To: rachelfisnom.com

Subject: Head Office: Calls on 2009/ 1028

The following calls wera made in the domain on 2005/ 10/ 28

Total number of calls: 154, Total duration: 9:22:26.

Time From To Duration
20097 10:28 05:15:12  9AT1234587 03031234567 000z
20010028 DE:S2:2T (G041 234557 {9FRI7A6-2777 LRI
0 TVIE 09 16:49 16621 234567 19781234567 0011
20010028 09 16:25  1(6621862-5838 Starbey (506) 0045

Figure 16-3. Sample CDR Report

Call Recording to Emaill

Two types of call recording are available on the system: system-initiated and user-initiated (also known as ad
hoc). Only ad hoc recordings can be sent to email. With ad hoc recording, calls are recorded using either the
Record button on the phone or by executing the *93/*94 star codes. See Chapter 17 for more information
on call recording.

Depending upon which phone model is being used, the Record button may be located in different places on
the phone. On the snom 360, the Record button has a white circle on it. When the button is pressed, the



Chapter 16: Email 203

phone display will show a solid black circle to indicate that the call is being recorded. The recorded call will
be displayed in the extension user’s log under List > Mailbox. The user can click the audio icon to play the
recording as shown below:

»® settings | [y Lists | Status

Mailbox of 508: &

Time Number Duration \igs
09/11 08:144 Robyn Wright (508) 01:02 b &N

Blacklist Activity to Emaill

System-Initiated
To configure the system to send an email for domain-level blacklisted calls, configure the domain as follows:
1. Navigate to Domains.
2. Select the domain, then click Settings.
3. Scroll down to Midnight Events.
4.  Enter an email address into the space provided.
5

Click Yes for the blacklisted option shown below:

Midnight Events: ¥

Send dady COR report to: []m:tﬂ”ﬂlml.l:im i{l_r}_}
Resat DHD flags:  Yes (- No

Resat Mot Desking: @ Yes ("~ Mo

Riset Block CI0: (= Yes (™ Mo

Send emails to cdr emal address for domain level blackiisted calls: & Yos ( No |

Logout agents from a8 ACDs ™ ¥as @ Mo

The email will be sent at midnight to the specified CDR email address. For a trial run of the way this feature
works, click Try.

Send daily CDR report to: Ijack@snom.com | (T_T}{)

An email will be sent to the email address you've indicated.
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CHAPTER
17

AUDIO AND GREETINGS

Greetings

Greetings are prerecorded, customized messages that can be used with numerous account types. Users can

create greetings for their personal voicemail account, and administrators can create greetings for auto atten-
dant, agent group, and IVR node accounts. Greetings are created with the Record New Greeting (*98) star
code and are stored in the recordings folder. Users need permission before they can record greetings for
domain accounts.

Personal Greetings

Users can record up to five greetings for their personal extension accounts. Greetings are created using the
*98 star code followed by the greeting number:

@COHOGHCHOOHO) areeting 1
@GO GHCH@Y) Greeting 2
@@@@@ Greeting 3
@@@@@ Greeting 4
@@@@@ Greeting 5

Naming Conventions

Recorded greetings will appear in the recordings folder and are named according to the system’s syntax
rules. Its naming system is based on the greeting number that was recorded and the account type for which
the greeting was recorded (personal, auto attendant, agent group, etc.). The actual account number is never
reflected in the file name of the greeting, as shown below (the numbers 23 and 24 are internal ID numbers
assigned to two different extensions).

@@v| . = snom = snomONE ~ recordings ~ - @I Search recordin

Organize * Indudeinlbrary = Sharewith + Playal Burm  Mew folder

[ | 20100906 Jllpersonal23-4.wav

[

J 20100907

| pbx.company.com

| |index. tet
;,)D_personaIB -l.wav
"{)D_personaIB -2.wav

"{)D_personaIB -3.wav

",}B_persc-nal 23-5.wav
"!}B_personal 24-1.wav
"!)B_personal 24-2.wav
"!)h_personal 24-3.wav
",}h_personal 24-4.wav

",}h_personal 24-5.wav
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Activating a Personal Greeting

Administrators: Once greetings have been recorded for an extension, administrators have the option to up-
load them from the Mailbox tab of the user’s account.

Mami: Bervravma recordmgs name 2. way * x
reating 1: Fuw:_.n recordngs/parsonad3- Towav 't x
Groatang 2! Hrwsa. recordngs/parsonaldl- 2. wav f x
Graating J: Bhcrae: rcordngs/personal? 3- 3. wav 't x
Grgatang 4! Eowsa. recordngs/personaldd- 4. wav * x
Greelng 5 Bowsa recordings/personal23- 5, wav '* x
Ranghack; Bicrwse

Users: Once greetings have been recorded, a user can activate a greeting by using the following steps:
1. Enter extension number to access voice mailbox.
2. Press 9 (“select mailbox greeting”), or press * to skip to the main menu.

3. Once you hear the greeting you would like to use, press the corresponding greeting number when
the greeting has finished playing.

To delete personal greetings, navigate to the location where the greetings are stored on the system, and delete
them.

Auto Attendant Greetings

Users must have permission to record auto attendant greetings. This setting is located within the auto at-
tendant account. The administrator must enter specific extension numbers into this field. An asterisk can be
used to indicate that all users are allowed to record messages.

Accounts that may record a message: |511 513

Auto attendant greetings can be created using the Recording New Greeting (*98) star code or by creating
them yourself. Up to five greetings can be recorded.

Star code method: Any extension within the network that has permission to record auto attendant greetings
can use this method for recording. The account number of the auto attendant must precede the greeting
number. In the following example, 70 is the auto attendant. The greetings are automatically placed into the
recordings directory.

@O@OE@@OCOED areetne
@O@OE @O Greeting2
@O@OCE@COCOCD Greetng s
@O@OE @O oreetng ¢
@O@OE@WO@OCOE D areetngs

Manual method: Only domain administrators can create greetings using the manual method, as access to the
auto attendant account is required. This method requires that domain administrators create their own re-
cordings and upload them through the IVR tab of the auto attendant account. Uploaded recordings should
be 8 kHz mono, 16 bit files.
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Naming Conventions

Auto attendant greetings (when created with *98) are named according to the system’s syntax rules. Its nam-
ing system is based on the greeting number that was recorded and the account type (personal, auto atten-
dant, agent group, etc.) for which the greeting was recorded. The actual account number is never reflected in
the file name of the greeting, as shown below (the number 11 is an internal ID number).

Table 17-1. Naming Convention for Auto Attendant Greetings

Account Type Input Internal Naming System File Name
Auto Attendant | *9870*1 | att]l_<internal user ID>.wav attl_8l.wav
Auto Attendant | ¥*9870*2 | att2_<internal user ID>.wav | att2_8l.wav
Auto Attendant | *9870*3 | att3_<internal user ID>.wav | att3_81l.wav
Auto Attendant | *9870*4 | att4_<internal user ID>.wav attd_81l.wav
Auto Attendant | *9870*5 | att5_<internal user ID>.wav att5_81.wav

Note I: Internal user IDs are generated by the system.

Note 2: The number “70” is the account number of the auto attendant.

The recordings will be stored in the recordings directory:

eev | . = snom - snomOME - recordings - - m I Search recordings

Organize * Indudeinlbrary =  Sharewith + Playal Bun  Mew folder

ﬂ | 20100906 I_Iindex.txt
-_ Des-kb::J 20100907 'j]persnnaIZS—l.wav
) Libra | pbx. company.com LﬁpersnnaIB—Z.wav
@ Do '_ﬁattl_ﬂl.wa'u' '_ﬁpersonalz}iwav
él :: ::.E‘Jjattz_ﬂl.wav ::.E‘ijersonall}‘f}.wav
E vid ;QJattS_Bl.wav ijersnnaIZq—l.wav
4 Roby ";)Jattq_sl.wav "jJJpersnnaIZq—Z.wav
15 Comy J[atts_81.wav J)|personal24-3.wav
€ Netu\ﬂ :ﬁiattﬂl.wav ::.E‘Jnipersonallq—‘}.wav

Activating Auto Attendant Greetings

Once auto attendant greetings have been recorded, administrators can activate them by creating service flags
and uploading corresponding greetings.

F Settings | ) Accounds o Trunks ) Dial-Plans 5 Stalus aAdmin
Segrch Azomums - oer of lgast 2 charaoiers: ] m
5
Zarvice fag Record frnm phans Uplaad WAV fika® Cuerreni Fils
| | SRASO0*] I— ; -}'ﬂiﬂ-"ﬂ'uﬁl_ﬂl-nn
recoedhimgaaltd_B1
| | "RA500"2 I [ Ei bl i
i ] SRRROG=Y l— 5 -ﬁ#ﬂ-‘l—'lﬂljl.nn
i | =LAGOT"L I— B ; ré\:i:hrw;--'ulrl Bl mav
[ sgpLans recordings'atts_0l maw
| | SuSnoes I s X %
Cveemide for defauit: *28500 I [ieeme. an-‘ar-a-'-lrn-ww
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To delete auto attendant greetings, navigate to the location where the greetings are stored on the system, and
delete them.

Agent Group Greetings

Agent group greetings can be used to provide callers with information about a company or to provide ad-

ditional options for the caller (see “Mapping Telephone Keypad Numbers with Extensions” on page 158).

Users must have permission to record agent group greetings. This setting is located within the agent group
account. The administrator must enter specific extension numbers into this field. An asterisk can be used to
indicate that all users are allowed to record messages.

Accounts that may record a message: |511 513 |

Agent group greetings are created using the Recording New Greeting (*98) star code and are automatically
placed into the recordings directory. Agent group greetings can be recorded from any extension within
the network that has permission to record greetings. Ten greetings can be recorded (0 through 9). The ac-
count number of the agent group must precede the greeting number. In the example shown below, 73 is the
number of the agent group. To listen to the greetings, dial the agent group number (e.g., 73).

@@@@@@@ Greeting 0
@@@@@@@ Greeting 1
@OOODOOODD oears?

@OD® DD D@D seeinss

Naming Conventions

Agent group greetings (when created with *98) are named according to the system’s syntax rules. Its naming
system is based on the greeting number that was recorded and the account type (personal, auto attendant,
agent group, etc.) for which the greeting was recorded. The actual account number is never reflected in the
file name of the greeting (in the example shown below, the number 14 is an internal ID number).

Table 17-2. Automatic Naming Conventions for *98 Greetings

Account Type Input Internal Naming System File Name
Agent Group | *9873*0 acd0_<internal user ID>.wav | acd0_l4.wav
Agent Group | *9873*1 acd1_<internal user ID>.wav | acdl_l4.wav
Agent Group | *9873*2 acd2_<internal user ID>.wav acdZ2_14.wav
Agent Group | *9873*3 acd3_<internal user ID>.wav | acd3_l4.wav
Agent Group | *9873*4 acd4_<internal user ID>.wav acd4_14.wav
Agent Group | *9873*5 acd5_<internal user ID>.wav | acd5_l4.wav
Agent Group | *9873%6 acd6_<internal user ID>.wav | acdé6_l4.wav
Agent Group | *9873*7 acd7_<internal user ID>.wav | acd7_l4.wav
Agent Group | *9873*8 acd8_<internal user ID>.wav | acd8_l4.wav
Agent Group | *9873*9 acd9_<internal user ID>.wav acd9_1l4.wav




Chapter 17: Audio and Greetings 209

The recorded greetings are stored in the recordings directory:

G@v‘ . = snom = snomOME - recordings - - l‘i’]l Search recording

Organize * 2 Play + Playal Bum Mew folder

A . _h -
20100306 acd2_14wav  (G)[acd?_14wav S)|per

= | 20100907 Jllacd3_14mav  (llacds_14.wav Siper
| pbx.company.com  (Jjlacd4_14.wav  (Sjjacd9_14.wav llper

: Dlacds_t4wav | Jindex. bt Cilper

:__.}B_acd 1 14wav :__.facdﬁ_H, way :__-:IB:DEFSDI'IE|23-1.'..\'.3V :__-:IB.FIEI

d o

Activating Agent Group Greetings

Once greetings have been recorded for the agent group, they will automatically play in sequence when a
caller is waiting in the agent group queue. Once the messages have finished, they will restart. The gaps
between the messages can be configured to span 5 to 180 seconds (gaps between announcements), during
which music will be played. See Chapter 10 for more information on agent groups.

To delete agent group greetings, navigate to the location where the greetings are stored on the system, and
delete them.

Recorded Phone Calls

One minute of call recording consumes approximately 100K of disk space. Using this estimate, Table 17-3
details the disk space requirements for a 10-person and 100-person call center. This does not take into ac-
count the compression feature, which could potentially increase that number by a factor of 8. (The CPU
processor is compromised during compression and the quality of recordings is reduced, so turn on compres-
sion only if your disk space is limited and you have a good CPU.)

Table 17-3. Recordings and Disk Space Requirements

Disk Space Requirements
10-Person 100-Person
Recorded Time Per Person (Mb) | Call Center (Mb) | Call Center (Gb)

15 minutes (0.25 hour) 1.5 15 1.5
30 minutes (0.5 hour) 3 30 3

60 minutes (1 hour) 6 60 6
120 minutes (2 hours) 12 120 12
240 minutes (4 hours) 24 240 24
480 minutes (8 hours) 48 480 48

Two types of recordings can be produced on the system: user-initiated and system-initiated. These are dis-
cussed below.

User-Initiated Recordings

User-initiated recordings are generated when the user either presses the Record button on an IP phone (e.g.,
snom 320 and 360) or dials the Record (*93) star code. The recordings will be placed into the record-
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ings folder. Anyone with access to the computer running snom ONE can listen to, copy, save, and forward
the conversations.

éév| . = snom - snomONE ~ recordings - - ml Search recording

Organize * Indudeinlibrary =  Sharewith = Playal Burm  MNew folder

[ | 20100906 Cllmsg4az.wav
= | 20100907 Cllmsg43.way
| pbot. company. com 'rjimsg‘%-q.wau

'r;ﬁmsg 39.wav '_._Lﬂmsg‘lﬁ.wav

'_{'jﬁrnsg-q[l.u\'av

'{'ﬂmsg"rl wav
[

The recordings will be sent to the user’s email address. Users can listen to them by clicking the paper clip.

D From

Subjoct Dato |y e
voicemail@snom.com CDR for call with "Jaseon Jacoba” <sip:508@csd- Wed 55, 1:41 FM ¥
voicemail@isnom.com CDR for call with "Jane Smith™ <sip:509@cs410,) Wed 55, 137 FM . 4

System-Initiated Recordings

System-initiated recordings include calls that are automatically recorded by the system. A domain can be
configured to automatically record the following types of calls:

Recording default for this domain: @

Record incoming calls from hunt group: @ Yes @ No
Record incoming calls from agent group: @ Yes @ No
Record incoming calls from extension: @ Yes @ No
Record outgoing calls to internal numbers: @ Yes @ No
Record outgoing calls to external numbers: @ Yes & No
Record outgoing calls to emergency numbers: @ Yes & No

This list can be accessed in Domains > Settings (see page 68). The settings that are made there will serve
as the recording defaults for the indicated accounts across the domain. If you have multiple hunt groups
and/or agent groups on the system and would like to override the default recording settings for some of

those accounts, you can use the Record incoming calls to hunt groups and Record incoming calls to
agent groups settings in the account itself.

Record incoming calls to hunt group:  # default # on

File System

The file location and file name of system-initiated recordings are determined by the Record Location setting
(page 35). The Record Location string is a two-part string. The first portion of the string determines the
location of the recording, and the second determines the name of the recording.

Storage Location File Name

$r/$o/$a/$d-$t-$i-$n.wav
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Using the string shown above (which is the system default), the directory location would be snomONE/re-
cordings/pbx.company.com/73, and the file name could be 20100907-165929-1-50.wav.

There’s a lot of flexibility with regard to where the system can place recordings and the file names that it as-

signs. Following are the variables that can be used in the Record Location field:

Table 17-4. Syntax for Recording to File

Syntax Definition Description

Sr Recordings The location (e.g., the recordings directory)

$o or Sm Domain A subdirectory (recordings/CompanyA)

Sa Account The number of the account (e.g., 40, 70, 73)

$d Date The date of the call (e.g., 20071220)

St Time The time of the call, e.g., 134349

$i Direction of call ~ The system substitutes an 1 for incoming calls,
and an o for outgoing calls.

Sn Number The calling party’s number. Depending on the
direction of the call, this field could reflect the
number of either the calling or called party.

Su Extension The primary name of the extension. Depending
on the direction of the call, this field could reflect
the number of either the calling or called party.

Sx Connected agent  Connected agent in ACD/hunt group calls

in ACD/hunt
group calls

$1 Caller-ID

Sc CMC Client matter code

SS9 Produces a single $ symbol

As mentioned earlier, the default setting is $r/$o/$a/$d-$t-$i-sn.wav. The recording will be placed

into the recordings/<domain>/<account> directory as shown below:

ﬂﬂ = womlNE = recordoge » b company, com 'l"m_
Ogae *  _;Open  ocdeinlbrary »  Sherewsh ~  Bom  Mew folder
2l tame - Diate modded =
J 42 S0 A AN
53 TR0 RITPM
81 TG AT T

b S Foa AN

§ii BRI 1T ToAT A :l

=l |

The files inside the directory will reflect the date and time, direction of the call, and the calling party:

|

6(:)v| . = snomOME - recordings = pbx.company.com * 73 - @I-

Organize * Indudeinlbrary + Sharewith = Playal Burn  Mew folder

;I Mame ~

|# |T|t|e

1 3] 20100506-100727+-50.wav
)] 20100907-1635534-50. wav
'_,'f_ 20100907-163957-4-50. wav
)] 20100507-164011--50.wav

=l
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Recordings can also be categorized according to date. The following recordings were generated on Septem-
ber 7, 2010, using the string $r/$d/$t-$i-Su-Sn.wav.

éév| . = snom ~ snomONE - recordings - v m[

Organize ¥ 2" Play + Playal Bun  New folder

A
| 20100906
.. [
. pbx.company.com | o~ — 3
Q\ )—,| ~ snom + snomONE = recordings ~ 20100507 v 12 [ seac
;I Organize * Indudeinlibrary + Sharewith * Playal Bun = 1= =
Al name - | s |l'|1ie Icw a
| 9l w010534-51-50.wav

)| 101053-0-51-50.wav
] 1604184-50-51.wav
31| 150418-0-50-51.wav

il 160524+-50-51. wav =
=4 | v

Notes

The recordings directory is relative to the working directory of the system and contains other WAV files,
such as mailbox messages and greetings. If you would like to create a new directory for recordings, you must
first create the directory before using it. The directory path must always be relative to the working directory
of the system.

When $u and $n are used at the domain level (e.g., $r/$d/st-$i-Su-$n.wav), the recorded files will be
created under <pbx-install-dir>/recordings/<date> directory, and the file will reflect the time
the call was made, the direction of the call, and the extension number of both the calling party and the ex-
tension that was called. However, the filename will be based on whether the call was incoming or outgoing.
For example, if extension 601 calls extension 604 (and Record incoming calls from extension has been set
to Yes, as shown below), the resulting file will be 095404-1-604-601.wav ($1 is the direction). Note
that $u output represents the called party and $n the calling party). And if extension 601 calls extension 604
(and Record outgoing calls to internal numbers has been set to Yes), the resulting file will be 102019-0-
601-604.wav. In this case, the Su output represents the calling party and $n the called party.

Audio Prompts

The voicemail and IVR systems of the snom ONE rely on audio prompts for their menu prompts. By de-
fault, these prompts are in U.S.-English and are located in the audio * directory.

.~ Computer = QS (C:) ~ Program Files (x86) + snom ~ snomONH

- audio_en

Organize *  Indudeinlibrary +  Sharewith + Playal Bum  MNew folder
=

- p— ) =n )
| J)|aa_after_hours.wav | J)|aa_businesscenter.wav [ J)jaa_comp_direct.wav

=n ) = = -
J)|aa_accounting.wav J)|aa_bus.wav J)|aa_dickdial.wav

TE_ j— =n A
) |aa_airline. wav J)|aa_busy_callback.wav J)|aa_complain, wav
- j— = )
@ _bar.wav Jima_call_anyway.wav Jjma_conderge. wav
- A p— =
)|z _bell_captain.wav J)|aa_checkout.wav J)|aa_customer.wav
=[5 i

The prompts are easily identifiable by their 2- and 4-digit prefixes.
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Prefix Description
aa- Auto attendant
bi- Built-in numbers
co- Conference
code- Feature code related
ex-— Extension-related
mb- Mailbox
pb- ACD (agent group)
wk- Time-related

Some administrators will need to download additional languages so that non-English-speaking users can
hear prompts in their own language. When additional languages have been uploaded into the system, those
languages will be available in the Default IVR Language and Default Tone Language dropdown lists:

General: @
System Name:
Dafault VR Language: Eniglsh E|
Default Tana Language! English El
Default Web Language: _EEZH&E

Uploading New Languages

Audio prompts in many languages can be downloaded from snom ONE’s web site. Following is a list of
available languages:

Table 17-5. Country Identifier Codes

Country Identifer Country Identifer
Brazilian br Greek gr
Danish dk Italian it
Dutch nl Polish pl
English en Russian ru
English uk Spanish sp
French (France) fr Swedish se
French (Canada) ca Turkish tr
German de

To download a set of audio prompts:

1. Go to wiki.snomone.com and click the Downloads link at the left:

Sn()m Downloads

Getting Started
= About

o] snom ONE,__..

» Logging In
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2. DPlace the new language into the snom/snomONE directory. The new language will be displayed next
to the default language:

@ somone =101x|
‘GOV | ~ Program Files (x86) ~ snom ~ snomOMNE - - m I Search snomOME \g
Organize v  Indudeinlibrary =  Sharewith *  Burn  Mew folder == + O @

‘j Mame | Date modified | Type ;I
J adrbook 9/4f2010 7:43 AM File folder
| attendants 9/4/2010 7:43 AM File folder J
J audio_en 9/7/2010 10:06 AM File: folder
J audio_fr 9/4f2010 7:43 AM File folder
i butb:)n_listsv\ 9/4/2010 7:43 AM File folder
J buttons 9/4/2010 7:43 AM File: folder =
e . (o _>I_I

3. Restart the system.

The new language will be displayed in the language dropdown lists:
Default IVR Language: H

(]
Default Tone Language: %

Note: The Default Tone Language setting controls the ringback and busy tones that a caller hears
during voicemail prompts and IVR interaction.

Customized Ringtones

Agent groups and hunt groups can be configured with distinct ringtones so that users answering calls on
these groups will be able to determine which type of call is coming in. Once custom ringtones have been
configured, they can be selected from the Ring Melody dropdown in the hunt group and agent group ac-
count.

o . | 2]
Behavior: @ ENO specific ring melodylvl

Ring Melody: Mo specific ring melod
Custom 1
Custom 2
Custom 3
Custom 4
External Call
Internal Call

To create custom ringtones, you will need to come up with your own ringtones and link them to the snom
ONE by modifying the ringtones.xml file. The following instructions show you how to configure cus-
tom ringtones for a snom phone:

1.  Go to wiki.snomone.com and click the Downloads link at the left.

Sn()m Downloads

Getting Started
= About
e SNOM ONE
» Downloads Windows
Installatiun\
= Logging In
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2. Scroll toward the bottom and click Custom Ringtone Configuration File.

3. Download the file, then open it in a text editor (e.g., NotePad++). The image shows a number of
vendor elements that address various phone models (Polycom, Cisco). Phone models not indicated
will automatically use the ringtone that is linked to the following address:

<vendor type="alert-info”>&lt;http://127.0.0.1/Bellcore-drdsgt;</ven-

dor>
- PFinal SML_Fileshringtonesami - Motepads = Fes = 1
Fie i Semch View Encoting Lengusge Setfingn Macro Fum TedFX Plugns  Window ! x
e e s B DD R x| BE S D =SS i
B s (o matoesnm |
- =] .0 e AL NG IITr=-0» -
[+ k2
met =~ ga tomld " "
e I-Toks T RGl Yoo, 8% fopmEtilart=info" M ueatos 1</ vendors
Ependor ca="Cisoe- 9" pype=rslert-infersilriBelloore-dedigr o/ vendars
£vendor Sype="alert-info”>Eltihtty:/f127.0.0.1/Ballacre—drdLgt: </ vandacs
< Lafm
fEape mams="pngiand®s
svendor sa="Polycom. " sype=“alarz-info*>Custom I</vendozs
CEmtidoag IS T almrr=info"3>LlC: I-]Irurrndclrl-.qL < yeradars>
fvendor Type=T"alare r!a spleshbtp: fF127.0.0.1/Balloore-dedinn 4/ vandars
€/ TODE®
CLOG® pases® i tand™ > -

193 chars 2008 Byiei 41 lnis LailS ColiTd  SeliD D bytes] ind ridged DestWinddwed ANST 28 UTF-B M5

4. To create a custom ringtone for the snom ONE, create a new vendor element using one of the
other vendor elements (copy and paste it).

m For the ua atttribute, enter snom. *
m  Enter the URL of the wav file as shown below:

&lt;http://www.snom.com/download/wav/melody8.wav&gt

-muhlmt-wmuxmmrw-mmr %
HEG o s@2aDD el et ad5 S EE=nE BBl x5 g

i e |

Tag="ETr-a~ip -

y="Pnlyoom, o* tpeeTslart-info sCuston 1t szra

gL sa=-Cisgn- = pvpe="sleri-infe 2 ii% wu EEi0VENIGEF

[Covmnics Ca=tamm 0% tipe=talortc inte siltshtin: o anom. it s |
Ca T R P BT s TR T T i B T b e T T T T

custoul">
Polycos, " type="slart-infc sContom J+/vendars
= Times-, " Lyprtalart- infe il Delloore-drd g </ vendat
Lppe="alart- Al rElL thULp: ff13T.0.0. 1 MBall cora-Ardigr i o/ vendae s
i -
# Mg Liguigs 208 chani 210 byt 42 b Lrih Col:8 Sl 0 0 by o Disnges DealWindewi AMS s UTF8 PE

5. Replace customl with a tone name that reflects the actual tone, in this case Chimes.

| *E\Final\XML_Files\ri xml - Notepad-++
File Edit Search View Encoding Language Settings Macro Run  TextFX Plugins Window

cHBEB s Lal4dhD|2e|dia| 2t x| BE

= chanoelog | & ringtones xanl |

<?xml wversion="1.0" encoding="UTF-8"723>
<ringtones>
<tone namg

="Chimes">
<vendor gefl, " type="alert-info">Custom 1</vendor>

<vendor wa="Cisco-.*" type="alert-info">&lt;Bellcore-drd&gt;
<vendor uwa="snom.*" type="alert-info"r&lt;http://www.snom.co
<vendor type="alert-info">&lt;http://127.0.0.1/Bellcore—-dris&

</tone>

6. Save the file.

I m W WA

7.  Place the file into the html directory (you may need to create the directory).



216 Deploying the snom ONE [P Telephone System

8. Restart the system.

9. The new tone will be listed in the Ring Melody dropdown:

Behavior: ©

Ring Melody: ENO specific ring melodyivl

feu sperific ring melod

Custom 3
Custom 4
External Call
Internal Call
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Buttons simplify the workflow in almost any environment and are ideal for all types of users. Once a button
has been configured to the user’s extension, the user can press the button to execute whatever function has
been configured to it. Button functionality includes many helpful options, including agent log in/log out
and queue monitoring. These features allow call centers to provide an easy method to agents logging in and
out of agent groups all day and for queue managers monitoring the queue. Button functionality simplifies
almost any dialing sequence. Figure 18-1 shows the available options (each button type is detailed in Table

18-1 on the following page).

Buttons are part of a plug and play profile that has been configured to the user’s extension and provisioned to

the phone.
Name Typa Paramatar
| ot i 3|
i ETT -] et
| Snoed dist -] [prmaasaser
['cet Prome =i [

| Memiler axtenhon [on plecs) _‘_\ igﬂ'

[Soeed aal =] [ea
| Servicn flag =} [ea
[ Bl
[ i eintirts (i =] [m
[Agent loginfigaut =] [rea
[Regirect <] |00
[[Bary Lamp iFete (BLF] +] [s06

[H.nu.qn Waiting Indiexlor [MWT) | |"H

Figure 18-1. Button Functions

Table 18-1 describes each type of button that can be configured on the phone. When defining the buttons,
you can use phone numbers, extensions, star codes, as well as other numbers, such as the direct dial prefix.

Table 18-1. Button Types and Parameters

system and the central office. In the past, PBX users seized a line before they
placed outbound calls. The shared line mode emulates this mode. When a user
seizes a shared line, other users also sharing this line see the LED go on. Calls
can be put on hold by pressing the button, and other users sharing this line can
pick the call up by pressing the button again. This is sometimes referred to as
“key system” functionality.

Button Type Parameter
Private: Multiple lines can be configured on IP phones. Indicate those exten- | 508 502
sions here.
Shared Line: Shared lines can best be compared to physical lines between the | The name of a CO line

in the domain (e.g.,
col).




218

Deploying the snom ONE [P Telephone System

Button Type

Parameter

Speed Dial: When buttons are used as speed dials, the phone will simply dial
the programmed number (the LED next to the button will not light). Speed
dials can be used for phone numbers, extensions, star codes, and other num-
bers. For example, if you want to transfer a ringing call to the voicemail of a
specific extension, the parameter would need to include the following:

m  The "transfer” star code (*77)

9781234567

501 (call an extension)
*92 (blacklist a caller)
*00501 (speed dial
501’s cell phone)
*77840 (transfer a
call directly to 40’

m  The direct dial prefix (c.g, 8) voicemail)
m  The number of the extension (e.g., 40)
Example: *77840.
Cell Phone: This mode allows you to quickly call someone’s cell phone. (After | *00
pressing the button, you will need to enter that person’s extension number.)
501 502

Monitor extension (on phone): Use this mode if you want to see the call
status of another extension. (For snom phones, use the “on the phone” mode.)
The extended mode is intended for the WAC. The monitoring is not passive:
When a call is either coming in on that extension (fast blinking) or is on hold
or parked (indicated by slow blinking), you can pick the call up by pressing the
button. Calls that are connected have a solid color.

Service Flag: This mode allows you to change the status of a service flag. (This
button type only affects service flags that can be changed manually; it will have
no impact on automatic, time-dependant service flags.) See “Service Flags and
Buttons” on page 126 for instructions.

800 (an example of a
service flag account)

Park Orbit: Use this mode if you want to assign a button to a park orbit (a
park orbit is an extension number where calls can be parked). This button can
be used in a number of ways:
m If no parameter is indicated, the call will be parked on the user’s
extension.

m Ifa park orbit is indicated, the call will be parked on the park orbit
specified.

Once this button has been configured, calls can be parked and retrieved by
pressing this button. A parked call is indicated by a blinking light.

Important: Before you can use this button, the star codes for Call Park and
Call Park Retrieve must match (e.g., *85/*85).

Enter nothing (this
parks the call on the
user’s extension)

505 (this parks the
call on the extension
number that is being
used as a park orbit)

Do not disturb: This mode shows that extension’s DND status. The LED will
light when DND is in active mode.

*78

Agent login/logout: This mode shows an agent’s login/logout status. This
button can be used in a number of ways:
m  If the agent needs to log in and out of all agent groups at the same time
(or if the agent belongs to only one agent group), use a single Agent
login/logout button and do not specify a parameter (leave it blank).

m  If the agent belongs to numerous agent groups and needs to log in and
out of a specific agent group before logging into another agent group, use
multiple Agent login/logout buttons and in the parameter field, enter
the agent group number. Do this for each agent group.

Once this button has been configured, the LED will light when the agent is
logged in. Important: Before you can use this button, the star codes for Agent
Log in/Agent Log out must match (e.g., *64/*64).

If you enter nothing, it
will log the agent out
of all agent groups.

If you enter a spe-

cific agent group (e.g.,
511), it will log the
agent out of that agent

group.
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Button Type Parameter
Redirect: This mode allows you to redirect calls to a predefined extension 503 (quickly redirect
or number. To use this mode, enter the redirection target into the parameter | a caller to 503)

field. Pressing the button activates redirection and lights the LED. Pressing the
button deactivates redirection. This mode is useful when an executive assistant
should take over calls.

Busy Lamp Field (BLF): This mode shows when the specified extensions are | Extension number(s)
in use. When the extension is connected, the LED will be solid; when the to be monitored
extension is ringing, the light will blink fast; and when the extension is holding
a call, the light will blink slowly. This mode is similar to the monitor extension
mode; however, it does not support the picking up of calls. When the user
presses the button, the phone always dials the programmed extension.

Agent Group: This button allows users to monitor the status of an agent 511 (account number
group. When a caller is waiting in the group, the LED will blink quickly. Users | of agent group)
can then press the button to pick up the call.

Message Waiting Indicator (MWI): This button indicates when a message Extension number of
has arrived for the account that is entered into this field. The MWI button can | a group sales account,
be especially useful in situations where it is necessary to send the same voice- for example.

mail to more than one extension. In this case, a group mailbox must be cre-
ated, and the phones must subscribe to MWI for the extension of the group-
mail account. (This button can also be used for older phones that do not have a
Message button on the telephone keypad.)

Creating a Button Profile

Before the buttons feature can be used, a button profile must be created. Users can create their own profile,
or domain administrators can create profiles so that users across the domain can select from a list of profiles
that have been pre-configured.

Two methods are available for creating profiles: the point-and-select method (which provides a dropdown
from which you can choose the button type and add values) and the CSV approach (which allows you to
enter each record directly into the web interface).

Point-and-Click Method

1. Navigate to Domains > Settings, and click Buttons.

snom ONE

0 Bellings o Accounts b Trunks  § 5 Dial-Plans o Stalus Addmin

2. Enter a name into the Create a new button list field.

Create a new button list:

MName: |Frur1t Desk

[ creote |
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3. Click Create. The new profile will be listed under Name as shown below:
Name Modify
Front Desk (& By X
4.  Click the edit icon (the pencil).
Name lodify
Front Desk ﬁ" s K
5. Enter a name for the button. Allowable values include 1 through 38 and dnd. Numerically, the

values cannot exceed the number of buttons that are available on the phone. If you have a 12-button
phone, the values must range from 1 to 12. If dnd is used for one of the buttons (for a phone that
does not have a DND button), replace the numerical reference with dnd.

Name Type Parameter
:ll ) |ENOt assigned iv” |

The values assigned to the buttons correspond with the positioning shown below:

o0~ ON =

© 0

11
12

Figure 18-1. Values to use for Button Profiles

6.

7.
8.

From the dropdown, select the type of button you want to use (see Table 18-1 for a description of

each button type).

Button List "Front Desk"

On tha page, you may sa the assgnmant of Buttons m T profile

Ok harg 0 gwibch 65 3 tast-based adibng window for buttons

Hatr Front Dk

Name Type Parameter
[Rat suagred -

e

Ehmred b

Speed dial

Cull Phone

WSl wabtian (G0 phine
BASrwWho @Bl (o PALC
Senaice flag

rar orbit

Deor ek e bty DN

Agenk; kogay/logout

Rt

Busy Lamp Fisld (BLF}

Agent Group

Massags Waibng Endscalor [RTWT]

Enter a parameter (see Table 18-1).
Click Save.
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9. Repeat Steps 5 through 8 for each additional button.

10. To create additional profiles, repeat Steps 2 through 9. New profiles will be listed under Name as
shown below:

Name Modify
Front Desk (4 By X
Sales Group & Eh x

CSV Method

1. Complete Steps 1 through 8 from the “Point-and-Click” method (previous pages). The result will be
one button profile with only one button set.

£ Settings 5 Accounts % Trunks (= Dial-Plans o Status Admin

Button List "12-button”

On this page, you may edit the assignment of buttons in this profile.

thh to a text-based edit field for the buttons.
NameT 12-button

Name Type Parameter
Not assigned -
1 Speed dial v ||97837325xx

2. Click the here link as shown above to switch to a text-based editing window. A text-based editing
window with one button record will be displayed:

5 Settings . Accounts s Trunks [ Dial-Plans o Status Admin

B! E:E I-E: 11:2_"! :!:urr

On s page, you may &bl the aasngivment of bullons v P prolis,

C5v
I;spaed; 070712 Exx

3. Follow the same format for the other buttons, using the following table for the button types and
Table 18-1 for the parameters.

Button Type CSV Syntax
Private line private
Shared line shared
Speed dial speed
Cell phone cell
Monitor extension (on phone) extension
Monitor extension (on PAC) long
Service flag flag
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Button Type CSV Syntax
Park orbit park
Do not disturb dnd
Agent login/logout login
Redirect redirect
Busy lamp field (BLF) blf
Agent group queue

4. When finished, click Save.
csv

1;shared;sangomal
2;shared;sangomaz2
3;shared;callcentricl
4:shared; callcentric2
5;extension;400
6;redirect; 400
7;queue;555

8;speed; 16142564598
9;park;900
10;speed;400
11;flag;519
12;redirect; 16142564598

Save

Assigning Button Profiles to Users

A button profile can be assigned to a single user or to multiple users. The following procedures outline both
scenarios.

Assigning a Profile to a Single User
1. Navigate to Domains > Accounts.
2. Open the extension account.

3. Click Buttons.

_;—" Settings __* AcCounts a0 Trunks "'_‘i Dial-rlans L Status Admin

Search Accounts - enter at least 2 characters: | | E

Please specily which bulton profle you want to assign Lo U extension. You may either FSHIGN 3 standard templall
specihc profe, IF you ang wang 2 standard template you may tum thes mito 2 exbersen specific prohle by editing 8
Buthon,

Cenfiguration Profile: | Extension specific profile =]
| Ne specific profila
| 2 buttens

| NewButtonProfila
| Extension specific profile
|12 buttons

4. From the Configuration Profile dropdown, select the profile you want to use.

5. Click Save.
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The new profile will be sent to the phone. Rebooting should not be necessary. On rare occasions, it
may be necessary to reset the phone to force the phone to take on the new button mapping.

Massive Update of Profiles

Using the single-user method shown above, you can assign the same button profile to multiple users, but if
a large number of extensions are involved, the process would be unnecessarily time consuming. A quicker
approach would be to use a CSV file at the time you create the account/extension (see Appendix A for in-
structions on creating accounts with CSV). If you have already created the extensions, you can still use the

CSV approach. In this case, you will need to modify the extension information by importing a CSV file that
reflects the button profile information. Following are instructions:

1. Create your CSV file using the instructions shown in Appendix A. Keep the following in mind:

m  The values you assign to type and alias must match the extensions’ existing values for these
parameters.

m  The parameter that is used for the button profile is profile. Be sure to assign the correct value
to this parameter (the value is the name of the button profile). Using the list of profiles shown
below, the values would be 12 buttons, 2 buttons, and Front Desk.

b m:lli’nu:\; _"i Acoounis ar Truimks {:’, IHal=-Plans b =slalus Addmin

Button Programming:
n this page you can define what buttons shoaudd bs proviessnad on your phones. Plaags saa tha manua
e Moy
12 buttons |:§' Eh. x
2 bulton LEETE'H
Fronk Desk |?Erh x

2. Navigate to the Accounts tab.
Click Create (top left).

4. From the Account Type dropdown, select Import CSV (Modify).

5 Sctivgs | Aomounts o Trunks 7 DiakPlans . Status Admin

’ Cxtanumn

Cegl Plan: auta attendant
o D ence |-

Plusg and Play. ot Ofole :‘

Number First Name  Last Name Agsnt Groun ch Pass, PIN

f 45 Caling Card

| Pagen

Servce Flag

I¥R Noede

Import C5W

miort COV [Mod

L

o [
2 | [
3 | |
4

5. Click Create.

Key System Configuration

The buttons feature can be used to emulate a key system when combined with a snom phone. Although
there are no physical cables to connect the snom ONE telephone system with the outside world, as with a
TDM-based PBX, it is still possible to emulate the behavior of TDM-based PBXs and still have “CO-lines.”
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CO-lines are associated with trunks, and each trunk may have several. CO-lines are listed in the account list
because they share the same namespace.

Once configured, the buttons will have the following behavior:

m  When a corresponding extension receives a call, the button will blink (by pressing the button, the

call can be picked up).
m  When the corresponding extension is busy, the button will light.

m  When the button is pressed while the extension is idle, the button will call the extension.

Setting up a Key System

Important: Before beginning this procedure, do plug and play for the phone that is being configured (see
Chapter 19).

1. Set CO lines on trunk (this setting is made on the trunk). Enter the name of each CO-line.

CO Lines: |c:|:|1 coZ cod

Note: Because users can subscribe to the state of the CO-lines, the names given to CO-lines must be
unique across the domain. For example, you can set up four CO-lines on Trunk1 with the names
“col co2 co3 co4” and more CO-lines on Trunk2 with different names like “co5 co6 co7 co8” (the
list of CO-lines must be separated by a space). The system will reject names for CO-lines that are
already used by accounts or other CO-lines in the same domain.

2. Create a buttons profile for the phone. Do this by going into Domains > Buttons. Enter a name for
the buttons lists (the name must be unique across the domain). Then click Create.

Create a new button list:

Marme: ISaIes|

3. In the buttons profile you just created, create a button for each of the co-lines from Step 1. To do
this, name the button (e.g., 1), choose Shared line from the dropdown, then enter the name of the
co-line (e.g., col). Click Save. Repeat this step for each button.

Marme: ISaIes

Name Type Parameter

N T |
[F [Sharediine | e
|27| Shared line ;I ICDZ—
|37| Shared line =l ICDS—

4. From the user’s extension account, click Buttons. From the dropdown, choose the buttons profile
you just created, and click Save to assign it to the extension.
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¥ Settings | Aecounts ¢ Trunks [ Dial-Plans 5 Status Ribewin

Fleasa spacify which button profile vou want b &ssign to thi axtendion. You may eiher afegh & mandard tamplate oF define &n
extension-speciic profile. If vou are using & standard template you may bem this into 8 extension specific profile by sdiing it and
presping the rave botton

[Extansion specinc profia] =] _Sove |

Ha speabic profile |

[ arsarm330_len Farameter
 Sfvorn 370_best
| slatnst |
| Smehin 300
| srepm 320_260

docades

audorn
Ismarm 320 Tranireg
sl

To verify that the phone received the plug and play configuration, you will need to check the function key
configuration from the snom GUI. This is detailed in the following steps:

1. Enter the IP address of the phone into a web browser (e.g., http://192.168.1.3). If you dont
know the IP address, press the question mark key on the phone. The IP address will show in the
telephone display.

2. Click Function Keys at the left of the screen.

Toward the lower half of the screen, the buttons that have been configured for Button will be listed.
Belup
Freterencan
ol @i @ 3 @ 3 @
|fmeriny 3
e Q..
|Sweriny &
::‘::::: ::\- n Canting
s 2ECORD
:u:::: _1 B e
Arrine URL Sarrings £ seora
advanied & =e
S — €y som
. B conrmREncE
Svalam Inbsrmutisn & TRansFER
Log &3 o
SL0 Trace &) oo
DHE Carhe ﬂ DIRECTORY
Lakszngbond & vEnu
PEAF Tonin
Moy Ariie
Sttt . 1 L I)?ﬂ.
Famat | Adtree
Notes

Key systems operate on the lines and not on extensions. If a call comes in on line 1, then everyone
will see line 1 flashing. When the call is answered, the light will go solid on everyone’s phones. If
the call is put on hold, everyone’s light will flash again.

This method is simple compared to parking and picking up a call on the extension.

Key system emulation is good for small offices but is not practical for large enterprises, as there
would be too many lines to monitor on a T1.

Multiple Identities and Button Profiles

Multiple identities on a single phone (shown below) can be problematic with button profiles because a
phone can utilize only one button profile at a time. When multiple identities are involved, the tendency is to
configure a button profile that includes a private line for each user, which is okay to do. The problem occurs
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when a new button profile gets uploaded after the first one and overrides the private line settings. In these
cases, it may be wiser to manually configure a button profile on the handset instead of using plug and play.

& Jack Jacobs (51)

& R.uw Wr'ih'l:

IJ
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PLUG AND PLAY

The goal of plug and play is for the phone to be able to find the snom ONE and download its configura-
tion settings with little or no configuration. In many cases, this can be done without actually touching the
phone. Plug and play gives the phone accessibility to many system settings and features that can be con-
figured by the system, making it unnecessary to configure these settings on the phone itself. When plug
and play is done properly, setting up a group of IP phones is as easy as setting up a series of analog phones,
removing the need to manually configure each and every phone.

Finding snom ONE

So how does the phone find the snom ONE? In most environments, the phone will find its IP settings
automatically via a DHCP server. Once a DHCP is found, it will learn its IP address, subnet mask, default
gateway, and DNS server. Once the phone can access the network, it can start looking for the snom ONE
and begin provisioning its configuration files. How the phone actually finds the snom ONE is governed by
whether the snom ONE is local or remote. Table 19-1 shows the possible scenarios and the protocols that
are used to facilitate each.

Table 19-1. Plug and Play Methods

Touch-
IP Address Free
Method Locator LAN | WAN Yes | No Requirements
DHCP, option 66 | DHCP v v DHCP server must support
option 606.
SIP SUBSCRIBE | Multicast v v Limited to a single snom ONE.
(multicast)
Mass deployment | HTTD, 4 4 v snom must have your server info
TFTD, or and MAC address.
HTTPS
Manual setup HTTP v v v' | All settings must be configured
manually.

Each plug and play method shown in Table 19-1 is described below:
m  DHCP, option 66: This method can be used to provision in both LAN (internal) and WAN

(remote) environments as long as you can control the local DHCP server and the DHCP server
supports option 66. Once the extension has been created, all configuration settings are made us-
ing the GUI of the phone. The phone retrieves its IP address and other configuration information
through dynamic host configuration protocol (DHCP). While this method can be used to find the
snom ONE on the WAN, it cannot guarantee that the phone’s MAC address will not be spoofed.
Because of this, the user will be prompted to enter the password on the phone. (On the LAN, the
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snom ONE looks in its ARP cache and is 100% sure who it is talking to, so users on the LAN will
not be required to authenticate.) Instructions using this method begin on page 232.

TFTP HTTP
192.168.1.x 209.170.1.x

Private IP Public IP

...................................

SIP SUBSCRIBE (multicast): Multicast plug and play is generally used when the DHCP server
does not support option 66. Since multicast packets cannot be routed over the public Internet, this
method cannot be used if the phone is connected remotely. With this method, the phone gets its
IP address from the DHCP server and multicasts the SUBSCRIBE message with its MAC ad-
dress, vendor information, model information, and the version number. This method requires no
configuration on the phone, but the Listen to sip.mcast.net setting will need to be turned on and
the MAC address for the desired extension account will need to be set up. Instructions using this

method being on page 233.

Mass deployment (“auto provisioning”): This method, known as redirection service, allows for
touch-free, WAN-based plug and play and can be used for a large deployment of phones. You can
arrange to have the MAC addresses of your phones provisioned to a setting URL that reflects your
snom ONE. This way, when the phone boots up, the DHCP server will tell the phone your snom
ONE’s IP address, as well as other information. The redirection service requires a special arrange-
ment with snom (mass deployment is discussed in more detail on page 234).

Manual setup: This method is done by accessing the phone through a web browser. You will need
to configure the phone’s HT'TP client information and the Settings URL setting so that the phone

knows where the snom ONE is. Once the phone has logged into the system, the snom ONE will
know which configuration files to send down to the phone (see page 228).

Plug and Play Checklist

Many snom ONE settings can be downloaded into the phone when the phone requests the configuration
files. It is best to configure these settings ahead of time, so use this section as a preparatory checklist when
preparing a phone for plug and play.

Configuring the Administrator Settings

To configure administrator settings for plug and plug, complete the following steps:

1.

2.
3.

Go to Admin > Settings > PnP.

=" Settings 5 Domalns Email o Status

Scroll down until you see the snom settings.

Choose a transport layer from the available choices: UDP, TCP, or TLS.
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4. If you have snom 300 phones and would like to customize them, you have the option to statically
configure buttons 3 through 6 (see Figure 19-2).

5.  For firmware, select the version you would like to have in the phone. If the firmware in the phone
is newer than what is shown on the screen, you will need to get a matching version of software from
snom’s website; otherwise, the phone will be downgraded. You can copy the software to a web server
of your choice and even drop it into the snomONE /html directory so that the system can serve it.

snom
Transport layer (UDP, TCP, TLS): [rs |
PIN for administrator: |0000 |
Setting for snom 300 (button 3): |kevevent F_REDIAL |
Setting for snom 300 (button 4): |ur| {http-url snom};’adrbook.xml?user={id}1
Setting for snom 300 (button 5): |keyever|t F_TRAMNSFER |
Setting for snom 300 (button 6): |kevevent F_MUTE |
Firmware for snom 300: |http:,I’,I’provisioning.snom.comidownloadifwﬂ
Firmware for snom 320: |http:,F,Fprovisionir|g.snom.com{download;’fwﬂ
Firmware for snom 360: |http:,F,I’provisioning.snom.com{downloadﬁwﬂ
Firmware for snom 370: |http:,I’,I’provisioning.snom.comidownloadffwﬂ
Firmware for snom 820: |http:,I’,I’provisionirlg.snom.comfdownloadffwﬂ
Firmware for snom 870: |http:,F,I’www.snom.com{snomfsn0m8?0—8.3.}i
Firmware for snom MeetingPoint: |http:,F,I’provisioning.snom.com{downloadﬁwﬂ
Firmware for snom PA1: |http:,I’,I’www.snom.com,fsnom,l’snompa1—8.2.71
Firmware for snom m9: |http:,n’,n’provisionir|g.snom.comfdownload,n’fwf|
Firmware for snom 821: |http:,F,I’provisioning.snom.com{downloadﬁwﬂ

Figure 19-2. snom Plug and Play Settings

Configuring the Domain Settings

To configure the domain settings for plug and plug, complete the following steps:

1. Go to the Domains tab, click the domain, then click the Settings tab.

snom ONE

| Sattings [0 Actoants 0 Trunks 0 Diad-Plans o Salus Admin

2. Choose a default IVR and web language, a time zone, and country and area codes.

General: &
Mame of the domain: |preconfigurad Domain |
Default dial plan; | standard pislplan =]
Dofaule IR Language: |Engiish -]
Tore Linguags: [Engiiahs B
Default web language: |Engllsh ﬂ
Music on Hold source: lm
Timazonea: |i:astam Time Zora :i
Country coda {e.g., "1 ar "32'): [ !
Arva codes (e, "I7E or "5 [a7e i

m  The IVR language influences the voice prompts of the voicemail system.
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m  The web language is used on the web interface pages.

m  The time is reflected on the telephone display and in voicemail/email. It is also used in auto-
generated reports, such as CDRs and status reports.

m  The country and area codes affect the formatting of address book phone numbers.

3. Scroll to the bottom of the page to Provisioning Parameters, and select a default dial plan scheme.

Provisioning Parameters: ©

Default PnP dial plan scheme: ENorth America (4-digit extensions [2-7]xx) j

User must press enter

North America (2-digit extensions [2-7]x)
Authentication password: North America (3-digit extensions [2-7]xx
North America (4-digit extensions [2-7]xxx)

Authentication user:

Authentication password (repeat):

Europe (2-digit extensions [2-7]x)
Authentication PIN: Europe (3-digit extensions [2-7]xx)
Europe (4-digit extensions [2-7]xxx)

m  The dial plan scheme tells the phone when to begin dialing, and numerous schemes are avail-
able (see page 70). If you want to customize the dial plan scheme, you can overwrite the
http://localhost/snom 3xx dialplan usa2.xml?model=snom320 file (where
localhost is the FQDN or IP address of your snom ONE, and snom 3xx is the model of
your phone, e.g., snom820, snom 870, etc.). Enter the URL into a browser, then download the
file. Once you have made the necessary changes, place the modified version into the htm1 direc-
tory. When snom ONE looks for the file, it will look in that directory before looking on the

SErver.

Creating an Authentication Password

The authentication password setting allows administrators to provision phones and log into a phone’s web
interface remotely. This setting enables administrators to use identical usernames and passwords for all
devices in a domain, simplifying the authentication process from the GUI of the phone. The password will
bypass users’ passwords (the web interface passwords), so users will not be able to use their passwords; hence,
this setting can be used to keep users out of the phone’s web interface and prevent them from inadvertently
changing anything. When accessing the user’s extension from the GUI of the phone, the format extension@
domain is still required. The default username is admin, and the default password is password.

To set the Authentication Password setting, complete the following steps:
1.  Go to Domains, click the domain, then click the Settings tab.
2. Scroll to the bottom of the page until you see Provisioning Parameters.

3. Enter a user name and password.

Provisioning Parameters: U

Default PnP dial plan scheme: ENorth America (4-digit extensions [2-7]xxx) LI
Authentication user: |admin |
Authentication password: |uuuuu |
Authentication password (repeat): |uuuuu |
Authentication PIN: |uuu |
|

Authentication PIN (repeat): |uuu
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Setting up the Domain Address Book

Domain address books can be used by all extensions on the domain, and users can upload them into their
phone (see page 283 for more on address books). Domain address books can be created through CSV files
(instructions are provided in Appendix A).

Configuring the Button Profiles

This section allows you to create button profile(s) and assign them. Not all users will need the same button
profile, so you may want to set up multiple profiles (see Chapter 18). If configuring a button for the busy
lamp field (BLF), the Watch the calls of the following extensions setting (in the user’s extension account)
will need to list the extension(s) that will be monitored, and the Permissions to monitor this account set-
ting (for the extension being monitored) will need to be set in order to allow for the monitoring.

5% Semtings | Accounts | e Trusks 5 Dial:Plans [ $tatus Addmin

Button Programming: %4

2-bullon (snom J00)
4-bufton (snom 300)
G-button (smom 300)
12-budlon (snom 320736000 10)

Create a new button list:
[Frompesk

- Modify
[ Create | @8 X

Creating the Extension(s)
The MAC address is an important setting when preparing a LAN-based extension for plug and play.

Important: WAN-based provisioning relies on login information rather than on MAC addresses, so if you
are preparing WAN-based extensions for plug and play, you can skip this section.

The MAC adderess is the phone’s unique hardware number and is used to identify the phone to snom ONE.
It is a 12-digit hexadecimal number located on the back of the phone and is written in the following format:
MMMMMMSSSSSS, where MMMMMM represents snom’s ID number and SSSSSS represents the serial number
that snom assigned to the phone.

00041323024C

QUURLLULLURRNND AVYIVVVVUTUO0Y
- — — —— ——_———

MAC Address

The snom ONE needs to know how to associate the phone’s MAC address with an extension. What deter-
mines this association is the Plug and Play setting located in the user’s account. Three different options are

available: manual, permanent assignment, and temporary assignment. These methods are detailed in Table
19-2.

Plug and Play f Manual B

Permanent Assignment
Temporarily Assignment
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Once you have selected a method, you will need to go to the extension account you want to associate the
phone with and modify the Bind to MAC Address setting (see page 115). Populate the field with either the
phone’s MAC address, a star (*), or a question mark (?) (see Table 19-2 for syntax details). To get the MAC
address of the phone, press the question mark (?) key. It will be displayed on the telephone display.

Trusted IP Addresses: |

Bind to MAC Address: |00041323024c

Table 19-2. Plug and Play Methods

Method of Use Case
Plug and Play Scenario How it's Use
Manual Setting up a few The manual mode allows you to permanently set the MAC address
phones in the extension account. This will bind the registration to a spe-

cific phone (see Bind to MAC Address on page 115). The MAC
address can be used in multiple extensions, and multiple MAC
addresses can be assigned to the same extension. This allows for
users to have multiple phones. (Use a space to separate the MAC
addresses.)

Permanent | Deploying phones | This mode allows you to easily assign MAC addresses to a large
Assignment | in a specified order | number of extensions. For example, rather than entering 100 dif-
*) in a large office ferent MAC addresses into separate user accounts, you can use the
star symbol (*) to expedite the process. The system will assign a
permanent extension to each phone once it boots up and requests a
configuration from the system. The system will remember the MAC
address of the phone and from that point on, the extension number
will be used exclusively for that phone. This mode requires that a

star (*) be used in the Bind to MAC Address field.

Temporary | Setting up phones | The temporary assignment mode simplifies preparation when set-
Assignment | at trade shows, class | ting up at trade shows and for classroom training sessions. When
) rooms, etc. this mode is used, the system will not remember which phone had
been assigned to which extension. A phone might receive a new

extension number every time it boots up. (As long as no other user
agent is registered to a particular extension, the extension will be

available for plug and play.) This mode requires that a question
mark (?) be used in the Bind to MAC Address field.

If you are creating extensions using CSV files, the options shown in Table 19-2 can still be used. For the
parameter, use mac and for the value, use the syntax that is indicated in the table.

Performing Plug and Play
DHCP, Option 66

This method can be used only if you have a DHCP server that supports option 66. You do not need to rely
on multicast. Once you have set option 66 with the IP address of snom ONE, the DHCP server will be able
to tell the phone where snom ONE is.

Note: If the phone was configured against a different location/snom ONE, you will need to reset the phone

(see Resetting the Phone on page 237).
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Preliminary step: If you have multiple snom ONE systems on the network, turn off the Listen to sip.mcast.
net setting in the snom ONE web interface (Admin > Settings). Changing this setting requires a system
restart.

Listen to sip.mcast.net:  ves (% No

1. Set up the MAC address of the phone for the desired extension account. To get the MAC address of
the phone, press the question mark (?) key. It will be displayed on the telephone display. (This does

not work for snom 300 phones; refer to your user guide.)

Bind to MAC Address: 1000413230043

2. Connect the Ethernet cable to the phone, and power up the phone.

When the phone reboots, it will get the IP address from the DHCP server (it may also get the TFTP
server address). The phone will multicast the SUBSCRIBE message with its MAC address, vendor
information, model information, and the version number. The system looks up the vendor infor-
mation, model information, and version information of the phone from the message with the PnP

configuration data (from the built-in pnp . xm1 file). If there is a match, then the system will send
the NOTIFY with the “Settings URL” file for the snom phone in the message body.

Example: https://192.168.1.109:443/provisioning/snom320.htm. This file contains
a list of files that are needed for the operation of the phone. Once the phone receives this file, it will
send a request for each of the files that are in the snom320 . htm file (see Table 19-3). The snom
ONE will generate these files and then send them to the phone based on the original SUBSCRIBE
from the phone. The content of these files is controlled by the templates that are built into the binary
of the system.

Table 19-3. Provisioning Files Requested by Phone

Settings Provisioning Files

I&ovhknﬁngfﬂe http://<pbx address>/provisioning/snom320.htm

Firmware http://<pbx address>/provisioning/snom 3xx
fw.xml?model=snom320

Password http://<pbx address>/provisioning/snom 3xx phone.
xml?model=snom320

Dial plan scheme http://<pbx address>/provisioning/snom 3xx dialplan
usa2.xml?model=snom320

Buttons http://<pbx address>/provisioning/snom 3xx fkeys.
xml?model=snom320

Web http://<pbx address>/provisioning/snom web lang.

language xml?model=snom320

Phonelanguage http://<pbx address>/provisioning/snom gui lang.
xml?model=snom320

Custom settings http://<pbx address>/tftp/snom 320 custom.xml

SIP SUBSCRIBE (Multicast)

This method is limited to environments with a single snom ONE. It is generally used in LANs, as multicast
typically does not traverse routers. It requires configuration on the phone and is not supported if the phone
is connected remotely (over the public Internet).

Note: If the phone was configured against a different location/system, you will need to reset the phone (see
Resetting the Phone in this chapter).
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1. From the web interface, click Admin > Settings, then scroll down to SIP Settings.

2. Turn on the Listen to sip.mcast.net setting. (Noze: Changing the Listen to sip.mcast.net setting
requires a system restart.)

Listen to sip.mcast.net:  ves O No
3.  Set up the MAC address of the phone for the desired extension account. To get the MAC address of

the phone, press the question mark (?) key. It will be displayed on the telephone display. (If you have
a snom 300, refer to your user guide for instructions on getting the MAC address.)

Bind to MAC Address: 1000413230043

4. Connect the Ethernet cable to the phone, and power up the phone.

When the phone reboots, it will get the IP address from the DHCP server (it may also get the TFTP
server address). The phone will multicast the SUBSCRIBE message with its MAC address, vendor

information, model information, and the